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Healthcare

Energy

Identification Technologies :
Domain

Railways

Aerospace
Embedded-Entertainment

Robotics

Hw and Sw Developers .
Onboard Cultur(_a and
Organization

No Strict Roles

Team Separation on Goals

Conventional Language

Real-Time Specific

Pull Requests and Repo

Branches Configuration
Component Based

Feature Based Repo Structure

On HIL :
Testing

On requirements

Manual V&V

Runtime Monitoring
Private builds

HIL on Customer Side «

Constraints
Certification

Coding Standards <

Onboard Developers

Automated Traceability
Tool Integration

Requirement Management

Environment
Variability «

No Redundancy

Complexity

Lack of Trustworthiness e

Simulators Challenges

Derive Integration Test

Derive Safety Test
Manual

Test Automation
Need a Controlled Environment

Testing

Oracle Specification _
Test Manually Derived

Different InterpretationS for the same Requirement

Late Deployment

MLOps «

o N — Limited Culture

CIl/ICD

P rotOtY [D1Z ] 0N
Facilititations

Pipeline

Process
< <

Pipeline
>

Phases

Wishes

Compilation

Testing

Static Analysis

s Docker/Microservice Architecture

Deployment

Device dependent

Configuration
Fixed

Product dependent

Environment 4 Multiple
Stable Parallelization

Use Modules

Slow Builds

Configuration Based on the Change

Incremental Builds and Small Changes

Mitigation
Adjust Pipeline Configuration
Rewrite Tests
Fix the Code
Retry
Flakiness Test Oracle Granularity
V&V Check Device
Scope Timeout
MLOps
o Rely on ML Components
Monitoring y g
Metrics
Trend Analysis
Manual
Incremental
s |mpact Analysis Based
Triggering What
Build All
Periodically
s Nightly
When At each Change
Recent
Starting Setting
Intermediate
Maturity

Mature

< No Pipeline

HiL

s Interface-Based

Mocking

HiL and Simulators

Virtual Machines Versioning

Better Control over Resources

Setting Memory Safety Guarantee

Purpose ( Environment Interacting with HiL
For too Complex HiL environment
From Third-Party

Simulators Self-Developed

Record-Replay

Dictated from the Domain

Tool Customization From the Customer Profile
Not Ready for Re-Use
Shell Customization

Incremental Deploy

Restrictions Time Constraints
ASCAT Rules Driven by Developers
Green Build Rule
. Configuration Include Easy to Automate Tasks
unit For Safet
> 2 Y Validation Criteria Dictated from the Domain

Requirements

Integration

Functional

Performance

Certification , )
Dictated from the domain

Criteria Test Prioritization

Bug Detection Configuration

Pipeline Properties
Certification

Maintainability

General

Time E

§ ASCAT

Build Time too Long

Time Estimation
Cycle Time Reduction

Production Code Accessibility

Reusability of Build Artifacts

Based on the Environment

Full Devel Cycle

Closing the Loop
Throroughness Deployment <

Uncontrollable factors
Data collection from the field

Performance Decrease

Continuous Installation

Deployment Error Detection

Using Formal Specification
Phases < g P

Testing

Flaky Behaviour

Simulators

Challenges

Tests on HiL

Automated Deployment
HiL
Availability

Quality Improvement

Decrease Human Errors

Smoke Test for Installation Procedure

Actual
Cycle Time Reduction
Test Automation
Increase Collaboration
Benefits
Cycle Time Reduction
Integration Reusing Artifacts
Test Automation
Expected Reduce Development Effort
Testing of HiL
Resources <Limited Human Resources
Limited Sw/Hw Resources
Security Configuration prevents CD
Barriers
Complex NFRs
Domain
oma HIL not Usable for Safety Reasons
Improved Service
Impact C
Saving Money
Automated Configuration
S Standardization
Simulators < Increase Simulator Functionality
Include Simulators Test Case Selection
Testing Include NFRs Testing
Improvements Assertion Programming

Bug Detection

Code Quality Monitorin
Include ASCATS Quallty 0

Memory Leaks

Phases :
Concurrency Analysis

NFRs

Include Deployment

Metric Monitoring

HiL Availability

Development Env Detached from Execution Env

Feature Interaction

Timing Issues

Network Issues

HiL Inputs

Dependency Installation

Lack of Control Over Resources

Limited Functionality

Oracle Automation

Functional Correctness

Real-Time Properties

Interacting Environment

Accessibility

HiL Standalone

Costs and Scalability

Safety

Performance

Security
Reliability
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