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Executive Summary  

This document provides the HealthyCloud Data Management Plan (DMP) which according to 

the Description of Action is to be 1st delivered in Month 6 and then updated periodically. The 

DMP outlines what kind of data will be collected or generated and how it will be handled, 

processed and shared. It describes the standards that will be incorporated and the related 

methodology for data collection, processing and data sharing. This deliverable is based on the 

template and the guidelines provided by the European Commission (see Section 7 on issues to 

cover in your Horizon 2020 DMP). 

HealthyCloud will deliver a Strategic Agenda including a Ready-to-implement Roadmap for the 

European Health Research and Innovation Cloud, a major cornerstone piece in the future 

European Health Data Space. The Strategic Agenda will incorporate the consolidated feedback 

of a broad range of stakeholders: the European Commission, the Member States and regional, 

national, European and international relevant initiatives. 
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1 Data summary 

1.1 Purpose of the data collection/generation and the relation to the objectives of the 
project  

HealthyCloud has the following objectives:  

• Promote a dialogue with a broad range of stakeholders for identifying needs, challenges 
and opportunities so they can be modelled and prioritized in the HealthyCloud’s 
Strategic Agenda. 

• Develop strategies to overcome legal and administrative barriers of a borderless sharing 
of human data in Europe and establishing a robust and trustable governance that 
combines efficient support for research with full endorsement of citizens’ rights and 
interests. 

• Provide recommendations, guidelines and best practices to enable accessing, using and 
reusing health data for better research outcomes across Europe within an ethically 
sound and legally compliant framework. 

• Drive the adoption of mechanisms for the sustainable use of European capabilities on 
computational systems including both Cloud and High-Performance Computing. 

To fulfil these objectives, HealthyCloud is expected to generate or collect data in the following 
activities: 

(1) qualitative interviews with Data Protection Authority representatives and key 
stakeholders (WP2), to validate proposed governance models; 

(2) health data metadata catalogues description and FAIR maturity levels (WP3), to 
understand the particularities of existing health data catalogues and collections; 

(3) a glossary on health data and health data management and curation terms (WP3, WP4), 
to unify the terminology among the project and related projects; 

(4) a catalogue of characteristics of health data curation and governance on data hubs 
(WP4), to understand the particularities of data hubs operation; 

(5) user expectations surveys (WP6), to capture the desires and expectations of the future 
HRIC users; 

(6) the different documents produced as intermediate or final achievements of 
HealthyCloud; 

(7) scientific manuscripts produced as a consequence of the project; 
(8) any relevant link to repositories and related initiatives; 
(9) (optionally) synthetic data to conduct the use cases theoretical exercises (WP7). 

1.2 Types and formats of data generated/collected 

The expected types and formats are the following 

(1) Qualitative interviews with Data Protection Authority representatives and key 
stakeholders  

a. Types: opinions on governance models proposed, opinions legal frameworks 
proposed; 

b. Formats: Video recordings - H264 or similar;  Typescripts – Plain text; 
(2) Health data metadata catalogues description and FAIR maturity 
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a. Types: identifiers of data catalogues, description of data catalogues, 
characteristics of data catalogues, FAIR level of data catalogues; 

b. Formats: Structured tables – CSV/Relational 
(3) Glossary on health data and health data management and curation terms 

a. Types: name of the term, common description of the term 
b. Formats: Plain text – Structured tables (Key/Value) 

(4) Catalogue of characteristics of health data curation and governance on data hubs  
a. Types: identifier of the data hub, description of the data hub, location of the data 

hub, operational characteristics of the data hub, governance model of the data 
hub 

b. Formats: Structured tables – CSV/Relational 
(5) Profile-based user expectations surveys; 

a. Types: Self-reported user type, opinions on HRIC available services, opinions on 
HRIC interaction mechanisms, opinions on HRIC architecture 

b. Formats: Structured tables – CSV/Relational 
(6) Documents produced as intermediate or final achievements of HealthyCloud; 

a. Types: reports, brochures 
b. Formats: Plain text – Word files – PDF Files 

(7) Scientific manuscripts produced as a consequence of the project; 
a. Types: reports, manuscripts 
b. Formats: Plain text – Word files – PDF Files 

(8) Any relevant link to repositories and related initiatives; 
a. Types: links 
b. Formats: HTML links – DOIs 

(9)  (optionally) Synthetic data to conduct the use cases theoretical exercises 
a. Types: identifiers of the data sets, identifiers of the synthetic patients, synthetic 

clinical variables of interest 
b. Formats: Structured tables – CSV – Relational 

1.3 Re-use of existing data 

Existing data may be re-used for the following purposes: 

• Existing health data metadata catalogues (WP3) 

• Glossary on health data and health data management and curation terms (WP3; WP4) 

• Existing links to repositories or initiatives 

1.4 Data origins 

(1) Qualitative interviews with Data Protection Authority representatives and key 
stakeholders  

a. Produced during the project development: interviews and surveys.  
(2) Health data metadata catalogues description and FAIR maturity 

a. Produced during the project development: catalogues scrutiny  
b. Re-use of existing catalogues 

(3) Glossary on health data and health data management and curation terms 
a. Produced during the project development: focus groups, experts’ consensus 
b. Re-use of existing glossaries 

(4) Catalogue of characteristics of health data curation and governance on data hubs  
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a. Produced during the project development: landscape analysis 
(5) Profile-based user expectations surveys (WP6); 

a. Produced during the project development: surveys. 
(6) Documents produced as intermediate or final achievements of HealthyCloud; 

a. Produced during the project development: experts writing 
(7) Scientific manuscripts produced as a consequence of the project; 

a. Produced during the project development: experts writing 
(8) Any relevant link to repositories and related initiatives; 

a. Re-use of existing links: landscape analysis 
(9)  (optionally) Synthetic data to conduct the use cases theoretical exercises 

a. Produced during the project development: synthetic data generator (software) 

1.5 Expected size of the data 

(1)  Qualitative interviews with Data Protection Authority representatives and key 
stakeholders  

a. Videos: few GBs 
b. Typescripts: few MBs 

(2) Health data metadata catalogues description and FAIR maturity 
a. 100s MBs 

(3) Glossary on health data and health data management and curation terms 
a. Few MBs 

(4) Catalogue of characteristics of health data curation and governance on data hubs  
a. Few MBs 

(5) Profile-based user expectations surveys (WP6); 
a. Few MBs 

(6) Documents produced as intermediate or final achievements of HealthyCloud; 
a. Few MBs 

(7) Scientific manuscripts produced as a consequence of the project; 
a. Few MBs 

(8) Any relevant link to repositories and related initiatives; 
a. Few MBs 

(9)  (optionally) Synthetic data to conduct the use cases theoretical exercises 
a. Few GBs / 10s of GBs 

1.6 Data utility: to whom it may be useful 

(1) Collected data of the qualitative interviews with Data Protection Authority 
representatives and key stakeholders  

a. ELSI guidelines evaluation (WP2) 
(2) The health data metadata catalogues description and FAIR maturity 

a. To create the data collections typology and FAIRness evaluation (WP3) 
b. External stakeholders, for example researchers whose aim is to characterise the 

data availability in other contexts or in another setups (other continents or 
markets). 

(3) Glossary on health data and health data management and curation terms 
a. Overall project 
b. External stakeholders from other projects or health data analysis communities. 

(4) Catalogue of characteristics of health data curation and governance on data hubs  
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a. Data Hubs characterization (WP4) and external stakeholders 
(5) Profile-based user expectations surveys; 

a. FAIR data portal analysis and design (WP6) 
b. External stakeholders with the aim of designing equivalent cloud environments 

for other communities; 
(6) Documents produced as intermediate or final achievements of HealthyCloud; 

a. Overall project 
b. External stakeholders to capture the knowledge produced in the project (for 

those publicly released documents) 
(7) Scientific manuscripts produced as a consequence of the project; 

a. Overall project 
b. External stakeholders to capture the knowledge produced in the project 

(8) Any relevant link to repositories and related initiatives; 
a. Overall project  
b. External stakeholders aiming to reuse the knowledge gathered in the project 

(9)  (optionally) Synthetic data to conduct the use cases theoretical exercises 
a. Use cases development (WP7, WP5, WP6) 
b. External stakeholders with the aim of providing alternative analysis to the uses 

cases proposed in the project 

2 FAIR Data 

Beyond the final Strategic Agenda, the generation of data is not intended to be a central aim of 
the Healthycloud project. Regarding to data FAIRness, it will focus mainly on the following data: 

(1) Health data metadata catalogues description and FAIR maturity 
a. Data collections typology and FAIRness evaluation (WP3) and external 

stakeholders 
(2) Glossary on health data and health data management and curation terms 

a. Overall project and external stakeholders 

Both elements are expected to be produced in an electronically processable manner, for 
example the metadata catalogues will be created in structured tables, later stored in CSV files 
or relational databases, same applicable for the glossary of terms. The latter will be also stored 
in plain text and in a text processor format. Standard codifications will be explored to increase 
the interoperability. This data will be released under open licenses such as CC-BY 4.0. 

The archive of the data will be done in the Zenodo repository and the persistent ID provided by 
this repository will be used to link the data in the HealthyCloud website, to increase its visibility, 
and this, its findability and re-usability. 

3 Allocation of resources and responsibilities 

During HealthyCloud, the costs of curation and preservation are related to the storage of data 

and results produced in the different those WPs that do not use personal data. In the case of 

the interviews and surveys of WP2 and WP6 respectively, where personal data may be collected 
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(to be detailed in Sections 6.2 and 6.3 in future revisions of this document), will also incur the 

cost of secure storage. 

These costs of maintenance of the project website and the private document sharing system 

will be part of the Barcelona Supercomputing Center (BSC) budget. BBMRI-ERIC, co-leader of 

the WP2 and WP6, will manage the specific personal data gathered in the interviews and 

surveys on each WP, respectively, including its resource allocation and curation responsibility. 

Long-term preservation of publicly available data will make use of publicly available systems 

like Zenodo or EUDAT B2Share repositories. Any internal/private data to be stored after project 

duration will be evaluated specifically and detailed in further versions of the DMP. 

4 Data Security 

Due to the responsibility of the data storage, the BSC and the BBMRI-ERIC will be in charge of 

the data security. 

In the case of BSC, it will follow the security measures included in their internal security policy 

and control mechanisms (administrative, technical and physical), available upon request. BSC 

policies states the prevention of execution of unauthorized software at their systems; a 

governance framework for privacy, confidentiality and security; the requirement of special 

authorization when accessing restricted data aligned a Central BSC Password Policy as well as 

restricted access to physical infrastructures. 

In case of BBMRI, it will follow the BBMRI’s “Security and Privacy Architecture” 1 . In this 

document, among specific information of biobank sampling securities elements, it is included 

27 security measures to guarantee the proper operation, which includes elements: User 

Management for Operations (Me-1 User accounts are untransferable), Physical Security (Me-8 

Server infrastructure must be physically accessible only to the designated IT personnel); System 

Protection, System Separation, and Network Protection (Me-12 Default passwords must not be 

used by any system connecting to the network or by systems they deliver network 

functionality); Software Development & Deployment (Me-18 Any software installed must come 

from trusted installation sources (original media, signed software packages, etc); Security 

Incident Handling (Me-24 BBMRI-ERIC IT and Data Protection Manager must be informed about 

any security incidents concerning BBMRI-ERIC IT infrastructure. Any affected third parties shall 

be notified, too.); and, User Training (Me-27 Data protection and privacy aspects shall be 

included in all the relevant training curricula produced by or supported by BBMRI-ERIC). 

 

 
1 https://doi.org/10.5281/zenodo.159444  

https://doi.org/10.5281/zenodo.159444
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5 Ethical Aspects 

Interviews and surveys will be anonymous when possible. Otherwise, a consent will be provided 
to respondents (see informed consent template for WP2 in Section 6.2.1). Data controllers will 
be the responsible of the respective WPs (BBMRI for WP2, BSC for WP6) 

Informed consents as well as opinions and recommendations of specific ethical committees 
regarding the contents of the interviews and surveys will be included in Sections 6.2 and 6.3 of 
the present documents, as well in Deliverables 9.1 and 9.2. 

In addition, ethical aspects are discussed in section 5 of the DoA.  All Consortium Partners are 
committed to comply with relevant international and EU level fundamental ethical, privacy and 
security legislation and regulations:  

• Regulation (EU) 2016/679 of the European Parliament and of the Council of 27 April 2016 on 
the protection of natural persons with regard to the processing of personal data and on the free 
movement of such data, and repealing Directive 95/46/EC (General Data Protection Regulation)  

• The Declaration of Helsinki, “Ethical Principles for Medical Research Involving Human 
Subjects”, that sets out the ethical standards.  

• The Oviedo Convention on Human Rights and Biomedicine.  

• The Belmont Report “Ethical Principles and Guidelines for the Protection of Human Subjects 
of Research”.  

• The Charter of Fundamental Rights of the European Union (7 December 2000) that sets out 
civil, political, economic and social rights of European citizens and all persons resident in the 
EU.  

• The Recommendation of the Committee of Ministers No. R (90) 3 concerning medical research 
on human beings.  

6 Other 

6.1 DPOs contact list 

Data Protection Officers (see table 5.1 below) of the coordination team and the BBMRI-RERIC, 

in charge of interviews and surveying activities will be involved to guarantee that, among 

others, the data minimisation principle of the personal data acquisition is respected. 

Table 1 DPOs contact list 

Organisation DPO Name DPO e-mail 

IACS (Coordinator) Mercedes Gómez 

Escribano 

protecciondatos.iacs@aragon.es 

BBMRI-ERIC (WP2/WP6 

Lead)  

Ayodeji Adeniran dpo@bbmri-eric.eu 
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6.2 WP2 Interviews detailed information 

6.2.1 Informed consent 

Informed consents for the validation interviews will be based in the templates proposed in the 

document attached. 



D1.3 Data Management Plan 
Version 1.2 

 

11 

  



D1.3 Data Management Plan 
Version 1.2 

 

12 

 

  



D1.3 Data Management Plan 
Version 1.2 

 

13 

 

  



D1.3 Data Management Plan 
Version 1.2 

 

14 

 

  



D1.3 Data Management Plan 
Version 1.2 

 

15 

6.2.2 Interviews contents 

TBC in further revisions of the DMP 

6.3 WP6 Surveys detailed information 

6.3.1 Informed consent 

Informed consents for the user’s expectation surveys will be based in the templates proposed 

in the following documents, among others is yet to be define and may follow the template 

detailed in the Section 6.2.1. 

6.3.2 Surveys contents 

TBC in further revisions of the DMP 
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