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Various smart applications are needed to address complex problems in construction falling under the broad
categories of safety at work, construction site management, management of resources, waste and assets and
construction progress monitoring. Fog computing emerges as a new computing paradigm for Edge-to-Cloud
computing that integrates Internet of Things (IoT), Artificial Intelligence (AI), and Blockchain technologies to
facilitate the development and operation of smart applications. However, a comprehensive methodology that
applies Fog computing to construction projects is currently missing. In our work, we use the novel DECENTER
Fog Computing and Brokerage Platform to address requirements for flexible use of Al methods in construction
projects and develop a relevant methodology. Evaluation is performed through all application development
phases at a real construction site in Ljubljana, Slovenia. Testing results show that the use of Fog computing
contributes to high response rates, privacy and security when processing sensitive worker and company data.

1. Introduction

A number of complex problems and issues falling under the broad
categories of safety at work [1-3], construction-site management,
management of resources, waste and assets [4], construction progress
monitoring [5], early disaster warning [6], infrastructure monitoring
[7,8], and similar have to be addressed in the course of every con-
struction project. Our initial review of the state of the art revealed
various parts of the construction process where the development of new
smart applications could contribute to specific improvements [9,10].
Different studies have used the Internet of Things (IoT), Artificial In-
telligence (AI), Cloud-to-Edge computing, Blockchain and Digital-Twin
technologies to implement applications for smart and safe construc-
tion. Improvements have been demonstrated in areas such as safety at
work, intruder detection, real-time equipment (assets) positioning,
access-routes control, collision detection, waste mapping, construction
progress monitoring, alignment of the construction process with the
Building Information Model (BIM), construction progress tracking and
similar [11].

The present study investigates problems related to the development,
deployment and operation of Al-based applications that are specific to
the construction domain. Due to the great diversity of construction

processes, construction projects usually differ because of their specific
requirements. First, is the need for the flexible use of Al methods within
smart applications. This requirement can be addressed by developing
suitable Al-method repositories with complementary Graphical User
Interfaces (GUIs) that will make it possible to search, use and combine
the input sensor streams, including video streams, and to set up Al
methods to process the input data. Second, different AI methods have
varying network and computer requirements, due to which their
response times can vary a great deal. However, the fast response times of
smart applications could be particularly important in a dynamic envi-
ronment such as a construction site. For this reason it is necessary to
employ specific algorithms that help to achieve a high Quality of Service
(QoS) when the AI methods are orchestrated across the Edge-to-Cloud
computing continuum. Third, the handling of data is a particularly
sensitive topic in every industrial process, and construction is no
exception. It is necessary to achieve an end-to-end transparency and the
ability to trace the whole process, which can contribute to building trust
when smart applications are used to process personal and industrial
data. Fourth, the operational costs of every smart application can be
significant due to the need to set up and maintain both the necessary
computing infrastructures and the applications.

The state-of-the-art DECENTER Fog Computing and Brokerage
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Platform [12], which is the result of a European Union and South
Korean, Horizon 2020 research and innovation project, aims to support
the design and implementation of smart applications in a variety of
sectors, including construction.

In particular, DECENTER delivers an advanced Fog Computing
Platform that allows resource providers to share resources and be
automatically rewarded through the collaborative establishment of
Smart Contracts for the seamless execution of applications across mul-
tiple, geographically distributed administrative domains, each with
their own data governance, security, legal and business policies.
Compared to other existing systems [13-15], DECENTER creates a much
more flexible infrastructure, achieving a substantially larger scope for
the orchestration and data- and application-aware allocation of re-
sources, thus enabling cooperative and parallel computation between
the IoT devices at the edge and among the different tiers of the
computing infrastructure, resulting in smooth and dynamic business
flows.

In this context, the goal of this study is to present a positive outcome
from integrating IoT, Al, Cloud-to-Edge computing and Blockchain in
construction-related smart-application scenarios, on the one hand, and
to undergo the design-and-implementation process with all its technical
and non-technical intricacies. The goal of each smart-application sce-
nario is to facilitate: (1) QoS-aware orchestration of resources, (2)
effective and timely computation with improved network and compu-
tational performance, (3) seamless selection from a variety of Al
methods, (4) trustworthy and secure access to AI methods and support to
privacy-preservation regulations. Therefore, in this study we present a
novel platform, application and methodology that allow construction
sites to be smoothly automated into smart environments by benefiting
from a plethora of AI methods and models.

Each construction project is unique. This includes the actual con-
struction site, the collaborating organisations as well as the actual
building. It is difficult to imagine that a single smart application could
apply to all building projects. Rather, it would be necessary to plan
smart applications along with the overall building-planning activities.
Moreover, our general aims are to investigate the possibilities for in-
formation integration based on IoT. We have worked towards a new
methodology that can be used to turn a specific construction site into a
smart and safe construction site by including a specific number of
cameras and sensors on the ground, on the actors, such as construction
workers and visitors, and on objects, such as building equipment, waste,
materials and similar. These data and the information can then be pro-
cessed by Al methods using the novel DECENTER platform, and fed back
to both the construction-site managers, workers, visitors and similar, via
various signalisation and notification mechanisms. In order to achieve
this, we worked closely with an actual building project, which remains
ongoing in the city of Ljubljana, Slovenia. Our designed scenarios and
the application and its implementation are elaborated in the following
sections.

The rest of the paper proceeds as follows. Section 2 presents the state
of the art and identifies the gap that is addressed in this study. Section 3
describes the mechanisms that can provide intelligence during the
construction process and can improve it overall. Section 4 presents the
DECENTER Fog Computing and Brokerage Platform and its importance
for building smart applications. Section 5 presents the DECENTER-based
smart application for smart construction sites. Section 6 concludes the

paper.
2. Related works

This study is focused on the design and implementation of smart
applications in the construction sector. To the best of our knowledge,
this is the first study that explores in actual implementation terms the
overall methodology that should be applied in the context of building
smart construction sites. The basis for our work is the state-of-the-art
DECENTER Fog Computing and Brokerage Platform and the variety of
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documented use cases for smart and safe construction in the context of
IoT, Al, Cloud computing and Blockchain.

Various studies have already shown potential benefits when using
IoT technologies for construction [16,17]. In relation to Al and Cloud
computing there are numerous authors that provide solutions for Al
processing [18,19] in centralised clouds [20-23]. However, processing
in centralised clouds is now notorious for introducing large latency due
to poor network connections from the Edge of the network towards the
Cloud, which reduces the utility of such applications. Implementing
time-critical applications is very challenging, and it has not been suffi-
ciently well addressed in existing studies. Today’s good practices
recommend that the data arriving from field sensors, such as the data
from video surveillance cameras, should first be processed and aggre-
gated at the Edge of the network, geographically close to the actual
construction site. The use of Fog computing, which is generally under-
stood by us as computing across the whole computing continuum, from
the Edge of the network to the Cloud, with specific infrastructure
planning algorithms can significantly improve the network’s service
quality measurements, such as bandwidth, latency, and packet loss [24].
Moreover, the implementation of container virtualisation technologies,
such as Docker [25], would facilitate the use and management of various
Al methods closer to the sources of data. This will lower the strict
network-performance requirements.

Another practice is the implementation of Blockchain to address the
privacy, security and traceability requirements required for smart
building environments to operate. In particular, the transaction pro-
tocols, such as Smart Contracts that the Blockchain offers, can be used to
automatically execute, control or document relevant actions according
to the conditions defined in the contract [26,27]. For instance, the Smart
Contracts can be used as business process management [28], ownership
transfer for construction materials, project data between entities [29],
supply-chain traceability [30] and similar.

The review of the existing state of the art related to the imple-
mentation of 10T, Al, Cloud-to-Edge and Blockchain technologies in the
construction domain revealed a gap. Although the IoT, Cloud and
Blockchain technologies are already converging at a relatively high
technology-readiness level, the level of integration of Al methods in real-
world applications is still not satisfactory, particularly in industrial do-
mains such as construction.

Our related works analysis revealed that there were no existing so-
lutions that merge the above-mentioned technologies into a unified so-
lution. Hence, the contributions of this study are the following:

e A methodology for the component-based development, configu-
ration and deployment of an Al-based smart application for different
construction-site scenarios;

e A QoS-aware resource orchestration for smart-construction-site
applications that allows the (re)deployment of smart applications to
satisfy the high performance requirements in the Edge-to-Cloud
computing continuum;

o Arepository of Al methods with pre-trained Al models that can be
implemented in different construction-site scenarios;

e A leveraging blockchain technology for the transparent and
secure operations over sensor data and Al methods with specially
designed Smart Contracts.

This lays the ground for our Methodology section.

3. Methodology

Transforming constructions sites into smart and safe environments is
a challenging process that requires careful information integration for
various construction-process-related problems. In particular, this pro-
cess can include activities such as: setup of a specific number of sur-
veillance cameras and sensors in the field, specific objects in the field,
building equipment, materials, or even include wearable sensors that
can be attached to workers, site managers and visitors. The DECENTER
project and the solutions it provides address these challenges by
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facilitating the use of various AI methods on video streams and sensor
data in order to detect and identify specific details and use the infor-
mation to send notifications. For instance, such notifications can be sent
to construction-site engineers and managers that will allow them to
react appropriately to certain situations.

3.1. Use-case scenarios

We explored mechanisms for information gathering, fusion and
enrichment that can provide intelligence during the construction pro-
cess and help to improve various aspects of the work that must be per-
formed. The collection of information related to the ongoing
construction process can be useful for both time-critical operations, such
as collision detection and early-disaster warning, and longer-term lo-
gistic and other operations, such as ordering material, documenting the
process, and similar. In the scope of our work we considered four sce-
narios to be implemented on the premises of the construction site Sumi,
Slovenia, as depicted in Fig. 1. The scenarios are described in detail in
the following:

e Scenario 1: Improve safety at work by issuing notifications to the
construction-site manager. The goal of this scenario is to: (1) identify
workers at the construction site, (2) detect whether the worker is
wearing a helmet, work clothes or a safety vest and (3) locating workers’
positions at the construction site. In the case of a safety concern, the
supervisor is notified. This scenario demonstrates DECENTER’s capa-
bility to provide a high QoS and a rapid response time for smart
applications.

e Scenario 2: Construction-site surveillance for vehicles that enter or
leave the construction site. This facilitates vehicle detection by type,
colour and number on the license plate. In addition, any person that
appears at the entrance (i.e., entering or exiting) of the construction site
will be identified as a worker or a visitor. This scenario exploits several
capabilities of the DECENTER platform, such as: (1) selection of Al
models/methods, which is optimised for specific computational re-
sources, from a repository; (2) utilising Smart Contracts for access
management to the AI models/methods in order to satisfy the security
and privacy standards for data-movement and processing.
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e Scenario 3: Management of resources, waste and assets is a scenario
that requires continuous construction-site monitoring that will allow the
identification of various objects and facilitates the means for their
tracking. In the case of changes to the resource quantities, a notification
will be issued to the construction-site manager. Like with other sce-
narios, this scenario exploits DECENTER’s capability to integrate
various Al methods/models, in order to significantly increase the per-
formance when monitoring resources, machinery, inventories and ma-
terial consumption.

e Scenario 4: Working conditions is a scenario that involves moni-
toring the environmental conditions at the construction site, such as
weather, noise and a comparison between the optimum, minimum and
current working conditions. This scenario is designed to maintain the
optimum working conditions and improve environmental protection.
This use-case scenario exploits the capability of the DECENTER platform
to use various IoT sensors along with the camera-based video streams.
This is possible because the SensiNact IoT platform [31] has been
containerized and embedded in the DECENTER platform.

This work further elaborates one use-case scenario that combines
more elements of all the above-mentioned scenarios and was selected for
an initial implementation. That required the positioning of cameras at
the construction site, setting up Kubernetes-based computing clusters,
the implementation of an application by using the DECENTER
computing platform, and its testing and evaluation.

3.2. Actors and roles

A smart construction site can be defined as one that is equipped with
cameras and sensors and, potentially, with leased or owned computa-
tional resources, such as Edge nodes that can be used to generate data
and perform Al processing closer to the data source [24].

The above scenarios for smart and safe construction can involve
several actors and roles with different prior-knowledge of smart appli-
cations and services. The implemented Al-based applications can issue
construction-process-specific messages either via onsite signalisation or
notifications to mobile phones. The following actors could be involved:

e Construction investor/client, supervisor that could benefit from
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Fig. 1. Use-case scenarios for implementation at the Sumi construction site in Ljubljana, Slovenia.
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construction-progress tracking and receives timely notifications of any
safety breaches or risks;

e Construction company, in order to reduce operational costs and
provide a safe working environment;

e Construction-site manager, who is employed by the company to
coordinate the work at the site;

e Worker(s) that can be more productive when working in opti-
mum conditions and can benefit from applications for safety at work;

e Construction equipment rental/lease providers support the con-
struction site with equipment;

e Objects: hard hats and protective vests represent equipment (i.e.,
resources) that should be monitored

e Al methods, software components to detect and identify people
and objects, also trigger events that issue specific notifications based on
video streams and moving objects;

e Data sources: cameras, e.g., IP or USB cameras, and sensors that
are used to collect raw data;

e Any required computing infrastructure that can be used for the
reliable Al processing of data.

From the analysis that we have conducted so far, it is obvious that the
actual smart-construction-site setup is a highly non-trivial task due to
the unique requirements within each construction project. However,
DECENTER allows the seamless integration of various cameras and other
IoT sensors due to its integration with the SensiNact platform, which
simplified the overall setup process.

3.3. Requirements

The following is a summary of the key requirements that must be
addressed in order to realise our individual use cases for smart and safe
construction. The requirements are listed in Table 1 and highlight in
detail the complexities involved in realising our use-case scenarios.

In the following sections we present the DECENTER Fog Computing
Platform that is specifically designed to address the requirements of such
use-case scenarios.

4. The DECENTER Fog Computing and Brokerage Platform

The DECENTER Fog Computing and Brokerage Platform unites the
quadrumvirate technologies, i.e., IoT, Al, Cloud computing and Block-
chain technologies, that allow the seamless development and orches-
tration of microservices-based smart applications. It supports the design
and creation of federated Cloud-to-Edge computing environments. In

Table 1
Requirements for the considered smart and safe construction use cases.

Functional Requirements ~ Non-Functional System Requirements
(FRs) Requirements (NFRs) (SRs)

Have sufficient computing
resources necessary to run

Access and use existing
pre-trained Al

The smart application
will be able to use more or

database models.
Train and additionally
customize existing Al
models (transfer
learning).

Receive and process
data from a video
camera.

Place bounding boxes
at specific (interesting)
images parts (object
detection).

Trigger notifications
for construction-site
engineer.

less video cameras and
will be reused in different
layouts with respect to
different construction
sites.

Keep private the
information processed on
each construction site.
Provide a processing time
of object detection in less
than 30 s. Have the
possibility to operate
even if a specific Fog
Node fails to respond in
time.

Perform correctly in
different temperature/
illumination conditions

the application.

Have enough HD capacity
to store the data of at least
the monthly operation of
the site.

Use a specific number of
cameras.

Use GPU to run Al
functionalities.

Provide data access,
which will be controlled
Have a stable internet
connection.
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particular, DECENTER facilitates the development of Al-empowered
smart applications that will perform the AI processing of data gath-
ered from IoT resources in the Cloud-to-Edge computing continuum.
With these properties, DECENTER is one of the most advanced, state-of-
the-art Fog Computing platforms.

DECENTER delivers the following key innovations:

e QoS-aware orchestration of Al applications onto Cloud-to-Edge
computing resources;

e Blockchain-based framework for the data management and
brokerage of resources across multiple clouds;

e Smarter IoT fabric that takes advantage of Al algorithms to
extract context information from sensor data;

e Decentralised AI models’ exploitation through an AI model re-
pository from which various AI methods and models can be used flexibly
within applications.

Fig. 2 presents a high-level overview of the DECENTER architecture
and its three main layers: Infrastructure, Platform and Application.
These are further elaborated in the following sub-sections.

4.1. Infrastructure Layer

The Infrastructure Layer consists of different types of hardware (e.g.,
sensors, computing, network, storage and various field smart devices).
This hardware is deployed in the Cloud-to-Edge continuum, thus
covering the complete Al data pipeline.

Al applications for smart environments have to rapidly process large
amounts of data, thus they are required to satisfy specific QoS re-
quirements, such as: low network latency, high network bandwidth or
fast computations. As a result, DECENTER’s Infrastructure Layer is
composed of three computing tiers (i.e., Edge-Fog-Cloud) that primarily
differentiate between properties such as: geolocation, cost, computing
performance, network performance and many more.

The closest computing tier to the smart construction site is the Edge
computing tier. This is a highly distributed environment that consists of
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Fig. 2. Key components of the DECENTER architecture used to realise the use-
case scenarios for smart and safe construction.
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low-power computing devices (e.g., Raspberry Pi) that are able to
perform a simple computational task in close proximity to the physical
devices (i.e., cameras, sensors). Because the computing devices are in
close proximity to the sources of data, this tier guarantees better
network performance than the Fog or the Cloud. Next, are the
computing resources in the Fog tier, which are perceived as computing
resources that exist in the middle between the Cloud tier and the Edge
tier [32]. These resources offer better network performance than the
resources in the Cloud tier, whilst achieving better computing perfor-
mance than the Edge tier. Finally, the Cloud tier is reserved for tasks that
require very high computing power, large storage capacities, but lower
network performance. The tasks that require the characteristics of this
tier can be run on private or public cloud services.

The DECENTER Platform is designed to support scenarios where
infrastructure providers can interact with each other and federate their
resources in order to provide services to the users. DECENTER not only
brings advances to the Infrastructure Layer; it leverages on existing
hardware to deliver Al processing capabilities with a high QoS.

4.2. Platform Layer

The Platform Layer is placed between the Infrastructure Layer and
the Application Layer. It is composed of logical components that allow
the discovery, brokerage and orchestration of resources across the
Cloud-to-Edge continuum.

This layer offers DECENTER four baseline functionalities: (1) Setup
and management of highly distributed and heterogeneous computing
environments, (2) composition of cloud applications from containerized
microservices and a definition of QoS requirements, (3) deployment and
orchestration of applications, (4) brokerage and negotiation of resources
that belong to different administrative domains. To achieve the neces-
sary platform functionalities, the platform layer is composed of two sub-
layers:

e The Blockchain-based resource-exchange broker is a mechanism
that is responsible for management of the federation of Fog Computing
Platforms across different administrative domains. This mechanism
provides Smart Contracts that facilitate trusted interactions between
different stakeholders that are included in the system. It allows service
providers to register resources (e.g., Al applications, application ser-
vices, computing infrastructures) on the Blockchain. On the other hand,
service consumers can utilise another set of Smart Contracts to rent/buy
a service that will satisfy their QoS requirements.

More details about the methodology and implementation of the
Smart Contracts in the Blockchain-based resource-exchange broker are
described in detail in our previous studies [33,34].

e The Fog Computing Platform is responsible for application
composition, resource allocation, monitoring and orchestration
throughout the complete Edge-to-Cloud continuum. The Application
composer describes the applications in a formal TOSCA [35] specifica-
tion and forwards it to the Orchestrator. The Orchestrator, which is
based on Kubernetes [36], is integrated with the Monitoring server (e.g.,
Prometheus [37]) and the QoS-aware decision making. In order to
deploy an application, the Orchestrator considers the current status of
the available computing infrastructures, triggers the QoS-aware decision
maker and through a custom-designed orchestration controller, deploys
the application on the selected infrastructure.

For the implementation purposes of this study, the QoS-aware de-
cision maker utilises a stochastic decision-making algorithm that is
based on the theory of the Markov Decision Process [38].

4.3. Application Layer

The Application Layer is used to facilitate the seamless development
of Al applications by exploiting a variety of AI methods and models.

It offers preset Applications and Application Services. Applications
that exploit Al methods are designed by application developers and can
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be easily implemented in various smart environments to execute well-
defined business tasks. Application Services can be seen as generic-
purpose microservices that can be implemented in different applica-
tions. For instance, object detection can be an Application Service that
will enable the detection of a set of different objects from video streams.
Another example could be a message-broker microservice, which can
handle real-time data feeds. These services can be very useful, because
by using them the application developers can easily implement the ap-
plications’ business logic, without the need to develop the core func-
tionalities from zero.

5. Smart application design and implementation

This section describes the details of a DECENTER-based smart
application that is the main outcome of our work. The application was
developed to address the use-case-scenario requirements for Ljubljana,
Slovenia at a construction site of the company Sumi. In particular, the
application is designed to perform AI processing of video-stream data
from on-field surveillance cameras, while the application satisfies high
QoS requirements. It exploits the DECENTER Platform and the DE-
CENTER Pool of Infrastructures, and application-specific components,
particularly the application GUI and the message broker.

5.1. Application architecture

Fig. 3 shows the design of the implemented two-tier smart applica-
tion that exploits Al methods in order to process the video surveillance
data. The application offers two main functionalities for the user, as
follows: (1) registration and use of new AI models on the Blockchain,
and (2) orchestration of the AI models onto trusted computing nodes.

The first functionality allows users to register their services (i.e.,
applications, application services, computing infrastructures) on the
Blockchain. This will allow the system to operate only with trusted
services, where the service providers can be traced and the transactions
between the service consumers and providers can be executed in a
transparent way. To register an Al model on the Blockchain, the service
provider uses the GUI that integrates the Metamask wallet [39]. Once
the service provider inputs all the necessary metadata about the service
(e.g., model type, cost, location, access URL, etc.), through Metamask, it
executes a Smart Contract. When the Smart Contract is successfully
executed, the service will be registered on the Blockchain and made
available on the platform. The registration status of the service can be
verified on the Blockchain at any time.

The second functionality consists of 10 consecutive use steps, which
can be followed in Fig. 3. (1) The user (i.e., the construction-site man-
ager) sets the QoS requirements, such as network throughput, network
latency, packet-loss and minimum video fps for the deployment infra-
structure, chooses a suitable Al model to rent and selects a public wallet
address. This information is forwarded to the QoS-aware decision
maker. (2) The decision maker receives the request and communicates
with the Blockchain service to execute the Smart Contract and gain
access to the requested Al model. (3) If the Smart Contract is successfully
executed, it will trigger the deployment operation, after which the
orchestration algorithm retrieves the monitoring metrics from the
Monitoring system (4) and forwards the deployment decision in the form
of YAML instructions to the Orchestrator, which is a Kubernetes cluster
(5). When the application components are deployed on the optimum
deployment options (6), they start receiving video-surveillance-stream
data from the surveillance cameras at the construction site (7). The
video-surveillance data is then constantly being processed for object
detection and person identification. If the Al methods detect some kind
of violation on the video (e.g., a vehicle or a person in a restricted area or
identify an unknown person on the construction site), it forwards the
context data to a Message broker (8) that forwards the notification to the
subscribed user in real-time (9). When the service consumer spends its
prepaid access to the Al models, the application will request additional
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funds. (10) Unless the service consumer pays for further use of the Al
models, the Smart Contract will terminate the service.

5.2. Smart-application testing and evaluation

The application GUI that the service consumer uses to operate the
implemented application is shown in Fig. 4. The application’s main
menu allows the user to navigate to the main application’s screens,
which are:

e Home - this screen displays basic information for the Smart Ap-
plications and offers access to the rest of the functionalities.

e Dashboard - this is the most important screen, because it delivers
the main functionality. It allows the user to search for a specific trans-
action on the Blockchain, see currently available computing nodes in the

cluster, monitor the current work status of the nodes that host the smart
application’s microservices, manage containers by triggering Smart
Contract functions and execute new contracts on the Blockchain. In the
case that the smart application offers a specific output (e.g., a video
stream), it will also be shown on the Dashboard.

e Notifications - this screen shows the list of notifications that are
sent to the construction-site manager from the running smart
application.

e Services - this screen provides a description of the available ser-
vices that can be used for the smart applications to the construction-site
manager.

e Help Center and Settings - these screens are to provide help to the
user of the application and allow configuration of the system
parameters.
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Fig. 4. Graphical User Interface for Al application management.



P. Kochovski and V. Stankovski

In order to evaluate our application, we performed multiple evalu-
ation and testing activities.

e Evaluation of the QoS-aware orchestration to show that DE-
CENTER Fog Computing and Brokerage Platform, particularly its (re)
deployment algorithms, which can be used to maintain a high QoS at all
times. Once the AI application was deployed, it was exposed under a
heavy workload where the number of incoming requests slowly
increased from 100 to 2000. Such a workload pattern significantly
reduced the network performance (i.e., latency) and computation per-
formance (i.e., CPU utilisation and memory utilisation), hence signifi-
cantly reducing the overall QoS and triggering a redeployment action.
Fig. 5a depicts the three stages, which are: (1) deployment on optimum
computing infrastructure, (2) significant workload and (3) redeploy-
ment of the application to another optimum infrastructure. In the same
context, Fig. 5b and Fig. 5c depict the difference in CPU and memory
usage before and after the redeployment took place during the evalua-
tion. A detailed explanation of the technology behind the (re)deploy-
ment algorithms, alongside their thorough evaluation, is described in
our previous studies [38,40].

(a) Network latency between the sources of data and the Al
application.

(b) Computing infrastructures’ CPU usage.

(c) Computing infrastructures’ memory usage.

e Inspection of the system log files with input and output time
stamps to estimate the time needed to generate and issue a notification.
To perform a more precise estimation of the time required between an
event taking place and the notification being received, the application
was tested and optimised on multiple stages. The first stage is an esti-
mation of the time required between the event happening and it being
detected by the Al method. This mostly depended on the Al model being
used; however, Al models based on YOLO [41] that could process more
than 30 frames per second could detect a violation almost in real-time.
The next stage was estimating the time required by the application’s
backend to receive the output from the Al method and decide whether a
notification should be generated. The third stage was the time required
for the generated notification to travel between the application’s back-
end and the frontend that the user has access to. Due to the high-
performance network and the rapid response time of the Al methods,
a notification can be received in less than 5 s.

e Economic estimation of the operational cost reduction in in-
frastructures: cost of ownership vs. cost of temporary leasing. In the
context of the evaluation, a comparison between the smart application
that was dynamically orchestrated and allowed to run while there were
activities on the construction site and an application that ran non stop on
infrastructure owned by the construction company. After a month of
testing it was concluded that the DECENTER Fog and Brokerage plat-
form outperforms the cost of ownership for the infrastructures by
reducing the costs by up to 60%, while offering infrastructures with high

Latency [ms

- _Latency-threshold [m
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computing and network performance.

e Counting the available AI models and the AI models that are
employed. The Al repository that is part of the DECENTER Fog and
Brokerage platform offers a large variety of AI models and methods that
can be easily implemented at any time. Currently, the repository counts
twenty highly optimised Al models and methods that can be used in a
plethora of scenarios. However, the repository offers users the option to
upload new or update the existing models, thus the number of Al models
and their performance is expected to rise in the future.

e Apply cross-border data-management technology to control the
data utilisation through the Smart Contract. In order to protect the
privacy of the involved personnel, each participant at the construction
site was offered a public wallet through which was executed a Smart
Contract that gave the person’s consent for their data to be processed at
the construction site. As a result, the Al method could be deployed and
used only upon verifying that all the personnel had given consent.
Moreover, the immutability of the Blockchain made it possible to check
all the transactions at anytime, thus verifying that the methods were
running only with the consent of the parties involved.

Following the testing and evaluation of the implemented smart
application we can make several conclusions about its capabilities: (1)
detection and alerting with respect to safety violations at the construc-
tion site based on the AI models used for the DECENTER AI Model re-
pository; (2) use of Smart Contracts for the management of resources
and to orchestrate the services across the Cloud-to-Edge computing
continuum; (3) offers digital representation of the Al by placing binding
boxes on the video-surveillance stream, the currently used Al applica-
tion and infrastructure status information; and (4) help with achieving
Al objectives, such as object detection and identification, and use of
various Al models for object recognition, people identification and
prediction.

Having the application fully functional and in production, it can be
gradually extended to incorporate different AI Methods and Models. The
backend part is capable of integrating the information and based on
already-identified elements on the video stream(s) it can launch new Al-
based microservices for further information processing. For this reason
the orchestration process relies largely on the actual information
required to address the specific scenario.

6. Discussion and conclusions

This study reveals the benefits for construction sites of implementing
the DECENTER Fog and Brokerage Platform. A traditional construction
site was transformed into a smart construction site that allowed the
flexible use of AI methods, while achieving a high QoS and secure data
management. Following the successful pilot, the users (i.e., construction
engineers and managers) left positive feedback and highlighted the
following benefits:
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Memory usage [%] ———— Memory usage-threshold
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e Anomaly-detection performance. The time from the event to
issuing or receiving a notification by the manager is considerably
improved with the Fog Computing approach.

e Temporary use of external infrastructures. Our estimates show
that the operational costs will be reduced.

e Improve the access to Al methods and models. This is a significant
improvement because with our approach it is possible to significantly
improve the ability to reuse various Al methods and models.

e Improve privacy in the industrial setting. This is achieved by
using specially designed Smart Contracts.

Although construction sites differ and their transformation into
smart environments might not be a trivial operation, the DECENTER
project and its solutions significantly simplified the process. By
following interoperability standards (e.g., MQTT communication pro-
tocol), each Al application could be started in a matter of seconds for
each of the scenarios elaborated earlier in this study. Therefore, the Al
applications could be seamlessly replicated at other construction sites,
as well as in other industry domains, such as: smart-city safety crossing,
robotics logistics or even providing intelligence for offices.

A short response time is another functionality that is guaranteed by
DECENTER’s QoS algorithms. DECENTER’s QoS algorithms are imple-
mented along with a Kubernetes controller that employs an advance
MDP algorithm for ranking cloud options, orchestration of resources,
horizontal scalability, formal assurances and verification [38].

The ability to quickly switch between the Al methods that operate on
top of a specific video stream, for example, after detecting a vehicle that
enters the construction site, another AI method that detects whether the
driver is wearing a safety vest and the colour of the vest. This is achieved
by the DECENTER’s technology for the brokerage of Al models via its
repository and orchestration, i.e., exchanging the running services.

Although this study addresses important challenges for building
smart and safe construction sites, there are still many challenges to be
tackled in the future. For instance, the ability to use biometric Al (bio-
metric is an Al model that can be used to identify a person) at the
construction site might demand, in the near future, the application of
European and Korean legislation that includes the certification of the
processing devices or regulatory alignment for the processing of per-
sonal data. For this purpose, specially designed Smart Contracts that will
properly translate the legislation and laws to a standardised code, un-
derstandable by the Blockchain, will be necessary [42]. Moreover, to
improve interoperability in the context of Blockchain within smart
construction sites requires the execution of smart contracts between
different ledgers (i.e., intrachain operations) [43]. These challenges are
going to be further researched and developed in the scope of the DE-
CENTER cross-border data and Al model management technology and
will be elaborated in our future investigations.
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