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Data Protection ⊂Data Management
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• ”Principles”

• ”Personal data” “Special category/sensitive personal data”

• “Data processing”

• “Pseudonymised data”

• “Supervisory authority”

• “Data protection officer”

• “Processor” “Controller”

GDPR basics
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• Lawfulness, fairness and transparency

• Purpose limitation

• Data minimisation

• Accuracy

• Storage limitation

• Confidentiality and Integrity

• +  Accountability: "The controller shall be responsible for, 
and be able to demonstrate compliance with …"

GDPR “Principles”

The GDPR gift that 

keeps on giving. 
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— Any liaison with the data is “data processing”

”Data processing”

“Any operation […], such as collection, recording, organisation, 
structuring, storage, adaptation or alteration, retrieval, 
consultation, use, disclosure by transmission, dissemination or 
otherwise making available, alignment or combination, restriction, 
erasure or destruction;[…]” Art. 4 (2)
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“Personal data”, “Data subject”

“Any information relating to an identified or identifiable natural 
person (data subject) […]” Art. 4 (1)

“Can be identified, directly or indirectly
by identifier such as a name, an identification number, location data, an 
online identifier or to one or more factors specific to [..] the genetic [..] 
identity of that natural person” Art. 4 (1)

Peter Pan
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Identifiers

HIPAA Health Insurance Portability and Accountability Act,
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Genetic data is “personal data”

“Can be identified, directly or indirectly
by identifier such as a name, an identification number, location data, an 
online identifier or to one or more factors specific to [..] the genetic [..] 
identity of that natural person” Art. 4 (1)

“ Genetic data .. personal data relating to the inherited or acquired 
genetic characteristics of a natural person which give unique 
information about the physiology or the health of that natural 
person” […] Art. 4 (13)
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Genetic data is “special category (sensitive) 
personal data”

“ Genetic data .. personal data relating to the inherited or acquired 
genetic characteristics of a natural person which give unique 
information about the physiology or the health of that natural 
person” […] Art. 4 (13)

“… racial or ethnic origin, […] genetic data, […], data concerning health … “ Art. 9 (1)
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— is personal data. 

“Pseudonymised data”

Subject X

… personal data [that] can no longer be attributed to a specific data 
subject without the use of additional information[…] Art. 4 (5)

Pseudonymisation is a significant data protection measure!
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“Supervisory Authority”

Administer penalties 
e.g. fines, bans on 

processing

Perform audits

Handle data 
subjects’ 

complaints

Notified of 
breaches
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“Data protection officer”

Contact point to 
authority

Advises on DPIAs
Notified of data 

breaches 

Monitors and advises 
on GDPR compliance 

(contracts, safeguards)
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“Controller” & “Processor”

I determine the 
purposes and means 
of the processing of 
personal data

I only process
personal data
on behalf of 
the controller

https://www.ga4gh.org/news/ga4gh-gdpr-brief-are-university-employed-scientific-researchers-data-controllers-for-the-purposes-of-the-gdpr-may-2020

o - Full responsibility for lawful, fair and 
transparent processing of data

• - Only acts on written instructions of the 
controller

• - Decision making limited to technical aspects
• - Responsibility limited to security safeguards
• - Supports the controller in data protection 

accountability
• - Deletes or hands over data after the project / 

service
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Most research consortia are joint-controllers
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• Consent – Subject gives permission  to controller to process their personal data for one or more processing 

activities. Consent must be freely given, clear, and easy to withdraw. Consent must be GDPR- compliant, opt-out 
should be the default option.

• Performance of a Contract – The processing is necessary to enter into or perform a 

contract with the data subject. 

• Legitimate Interest – This is a processing activity that a data subject would normally expect from 

an organization that it gives its personal data to do, like website security and optimisation.

• Vital Interest – A rare processing activity that could be required e.g. to save data subject’s life. 

• Legal Obligation – The processing activity is necessary for a legal obligation that controller must 

adhere, such as an information security or employment  law.

• Public Interest – A processing activity that would occur by a government entity or an organization 

acting on behalf of a government entity.

“Legal basis”
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• The right to be informed

• The right of access

• The right to rectification

• The right to erasure

• The right to restrict processing

• The right to data portability

• The right to object

• Rights in relation to automated decision making and profiling 

“Subject’s rights”
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…so, what does it all mean for research?
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1. DMP’s must address ethics and legal requiements

Data Protection Impact Assessment (DPIA) is required for certain 
projects.

2. Ethics review is always required for working with human 
biosamples and data. This is also a measure for data 
protection.

3. Data acquisition must be legal

4. Projects and data need to be documented

5. Data should be protected through technical and 
organisational measures

Research with Personal Data
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1 Data Protection Impact Assessment
DPIA
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Data Protection Impact Assessment - DPIA

• DPIA is a process to help you identify and minimise the data protection 
risks of a project. 

• You must do a DPIA for processing that is likely to result in a high risk to 
individuals.

• What constitutes high-risk processing is laid out by the European Data 
Protection Board and the National Authority in our case the CNPD.
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• GDPR sets out three types of processing, which always
require a DPIA:

• Systematic and extensive profiling with significant effects

• Large scale use of sensitive data

• Public monitoring

What is high-risk processing
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DPIA- indicators of high risk processing

• using new technologies

• tracking people’s location or behaviour

• systematically monitoring a publicly accessible place on a large scale

• processing special category/sensitive personal data

• processing is used to make automated decisions about people that could have 
legal (or similarly significant) effects

• processing children’s data

• processing could result in physical harm to the data subjects if it is leaked

“In most cases, a combination of two of these factors indicates the need for a DPIA. However, this is not a strict rule…. On the other hand, in some cases you may 
need to do a DPIA if only one factor is present – and it is good practice to do so.” https://ico.org.uk/
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• Projects requiring a DPIA shoud NOT commence their data 
processing without the completion of the DPIA.

• DPIA process often goes in parallel to the following 
processes:

• Ethics Review 

• DMP preparation

• DPIA is a type of risk assessment.

• If you identify a high risk that you cannot mitigate, you must consult 
the national authority before starting the processing.

• Performed with support from DPO, Research, Data, and IT 
Support offices.

DPIAs for research projects
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DPIA Responsibilities
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Who performs the DPIA

Challenges of GDPR implementation in public research. Chloë Lellinger, Sandrine Munoz and Laurent Prévotat, DPOs 

• Perform DPIA
• Data protection point of contact

• At the LCSB this role is assumed by Data 
Stewards

• Risk manager

• Processing owner (Research PI)

• Review & support
• Data Protection Officer (DPO)

• Chief Information Security Officer (CISO)
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DPIA process

Accountability on the ground Part II: Data Protection Impact Assessments. European Data Protection Supervisor
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https://www.enisa.europa.eu/risk-level-tool/risk

DPIA Tool – European Union Agency for Cybersecurity (ENISA) 

• One directional wizard like interface

• Risks and measures not re-usable across DPIAs
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https://www.monarc.lu

DPIA Supporting tool – MONARC

• Focuses on risks and measures definition and re-use. 
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DPIA Tool – CNIL PIA
https://www.cnil.fr/en/pia-software-20-available-and-growth-pia-ecosystem

• Built-in list of measures not configurable via tool
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o Why a DPIA is deemed needed

o Purpose and duration of processing

o Project partners their activities and GDPR roles

o Standards related to processing

o Scientific and GDPR categorization of data 

o Data retention period and justification

o Project data flow diagram

o Platforms used for data processing

DPIA content
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2 Ethics review
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o All research with human biosamples and data requires valid 
consent and and ethics approval. 

o From the GDPR perspective ethics review is a safeguard that
addressed several principles

o Legal basis, public benefit of the processing

o Fair and transparent processing

o Assessment of purpose of use and the data collected (If you want to use
data for another research question this would require a new ethics review)

Ethics review
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3 Legal data acquisition and transfer
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o From subjects only with valid information sheet and consent

o From collaborators only with contract

o From repository only according to access policy

Data acquisition must be legal
71 %



o Data has been consented explicitly, allowing international 
transfers

o To countries with an adequacy decision;

o Always with safeguards: EC approved contactual-clauses

Data transfers must be legal

https://ec.europa.eu/info/law/law-topic/data-protection/international-dimension-data-protection/adequacy-decisions_lt

http://www.bbmri-eric.eu/wp-content/uploads/BBMRI-ERIC_FAQs_on_the_GDPR_V2.0.pdf

…… invalidated by the European Court of Justice’s Schrems ruling
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Data transfers must be legal

o Data can only be shared with a contract

o Contract should clearly foresee the roles 
(controller/processor) of research partners wrt personal data

o Contract preparation processes take time…

Standard contractual
clauses

Contract Templates
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4 Projects and data need to be documented
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GDPR data mapping
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• Process-oriented tools

• Good old spreadsheet

• ELIXIR Data Information System - DAISY

GDPR data mapping
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Data Information System - DAISY
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5 Data should be protected through technical 
and organisational measures
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• Organisational

• DP Training

• Procedures/Processes 

•New Project Instigation, Data Breach, Data Classification, Data 
Breach, DPIA

• Research Data Policies 

•Storage & Backup,  Retention, Deletion, Data Protection

• Technical

• Encryption, Pseudonymisation

• Other Infosec measures 

•Access Control, 2FA, Physical Security, Network Security

Data Protection Measures
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o What counts as data breach?
o external disk or laptop gets stolen

o laptop (or server) is hacked

o data is copied outside policy-allowed realms

o exchange of data outside policy-allowed channels

o data is processed without a contract or minimum conditions to ensure data protection
responsibilities

o deliberate/accidental disclosure of data

o use of real data in demonstrators e.g. use of subject identifying data (e.g. photos) without their
consent

o Timely reporting of breach to DPO and Authority is legal 
requirement

Data Breach Reporting
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• Re-identifiability: Data contains attributes that permits 
(potential) reidentification through singling out linking or 
inference.

• Singling-out

• Linking

• Inference

• Sensitivity: Data contain attributes that can potentially 
cause harm to subject upon re-identification. E.g. disease 
status

Data Classification, primary criteria
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Data sensitivity, w and w/0 pseudonymisation 

Genome 

Sequence

Bare, single 

measurement

Identified 
Sensitive

Pseudonymised
Sensitive

Identified
Non-sensitive

Pseudonymised
Non-sensitive

Peter Pan Subject X
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• Where is the line drawn?

“Anonymised” data

Gender Age Range Data

F 40-50 12,34…

M 30-40

… also 

• data downloaded from public repo

• commercially available human data (cellines)

• data that is claimed to be “anonymous” by the provider
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1. DMP’s must address ethics and legal requiements

Data Protection Impact Assessment (DPIA) where necessary!

2. Ethics review is always required for working with human 
biosamples and data. This is also a measure for data 
protection.

3. Data acquisition must be legal

4. Projects and data need to be documented

5. Data should be protected through technical and 
organisational measures

Research with Personal Data Data Office

Legal Office

IT Support

Research Support
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Practical with DAISY

https://tinyurl.com/dm-ds-ws-2021-06

Sheet: Day 2

• Document your research project or the example scenario 
project

• Create a Project and a Dataset record in DAISY 

• Instructions

100 %
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