Role Based Access Control Model
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The Role Based Access Control(RBAC) model used
in the ATLAS experiment[1] takes the access decision
for an individual user based on the roles the user has in

organization. The access rights are grouped by role

name, and the access to a resource is granted only to
users authorized to play the associated role.

The Core RBAC defines the minimum set of ele-
ments and relations that completely describe a role
based access control system. The five basic data ele-
ments of the Core RBAC component are:

USERS: human beings or automated agents;
ROLES: job functions or job titles which define an
authority level;
RESOURCE: object which supports a set of possi-
ble ACTIONS;
PERMISSIONS: approvals to perform an action on
a given resource.

The sessions (SESSIONS) are mappings between a

user and a subset of roles enabled for the user.
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The key concepts of RBAC are the many-to-many
role relations: the user to role assignment (User As-
signment) relations and the permission to role assign-
ment (Permission Assignment) relations.

The Hierarchical RBAC is the Core RBAC enhanced
with the role hierarchy (Role Hierarchy) relations. They
are many-to-many relations and define inheritance
relations among roles, that is: role A inherits role B if all
permissions granted to role B are also granted to role A.

The constraints on the relations between elements
take the form of Static Separation of Duty (SSD) rela-
tions and Dynamic Separation of Duty (DSD) relations.
The SSD relation specifies constraints on the assign-
ment of users to roles. Thus if a user is authorized as a
member of one role, the user is prohibited from being a
member of a second role. This constraint is inherited
also within a role hierarchy. The DSD relation puts
restriction on the roles that can be enabled within a
user’'s session.
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The access requester may be for
example a user who wants to log in
through the application gateway

TDAQ access control implementation
is based on the data flow model from
the OASIS XACML standard [2].

The main system entities are:
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\Control Room Desktops

KDE desktop is customized with KIOSK
so that only a limited number of functions
and applications are available to the
user. Then the application execution is
authorized by the Access Manager.
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Application Gateways

Online Cluster Nodes

This is the access point for remote
connection via SSH to the ATCN.
Access control is implemented in the
login application.

The SSH login is restricted with PAM.
Critical commands are protected with
sudo.

The TDAQ processes are started by
the Process Manager who asks the
Access Manager for authorization.
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Cluster of redundant high OS Level
performance Java servers. [\ (sudo, PAM,
Uses the Sun’s open source —"  file system
implementation of XACML rk protection)
standard|[3].
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Access policies for:

- TDAQ specific components:
process manager, run control <\M\
- remote access to ATCN \ ccess policies in = rules /

- control room desktop applications{ XACML format _ogin restriction rules

Stored in files on the disk.
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Used by the Detector
Control System PVSS
access control as well.

Contains user account
information, roles, roles
hierarchies, and assignment
of roles to users.
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Sudo configuration is stored centrally in LDAP.

The configuration files for PAM access module are

generated from the rules stored in LDAP.
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