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STOP-IT STOP-IT: Tools and technologies

Risk

Solutions that support: sk
Identification

1. Strategic/tactical planning and post action assessment

Asset
Vulnerability
Assessment

2. Operational decision making

STOP-IT modules:

= Module 1: Risk Assessment and Treatment Framework Consequences

(ISO 31000 compatible) Analysis
= Module 2: Secure wireless sensor communications module
= Module 3: Toolbox of technologies for securing IT and SCADA Risk
Evaluation

= Module 4:Technologies protecting against physical threats in Cl

= Module 5: Cyber Threat Incident Service

Treatment
= Module 6: Real-Time anomaly detection system Analysis
= Module 7: Public Warning System-Secure Information Exchange Technologies : .
= Module 8:Reasoning Engine freatment

= Module 9;: Enhanced Visualisation Interface for the water utilities



sTop-|T  STOP-IT Risk Assessment and Treatment Framework &

its components available to users
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O Components of the Framework available to users (standalone and in combination):

Risk ldentification DataBase i.e. a repository of cyber-physical events/threat (T73.2)

Infrarisk-CP for generic risk assessment of cyber-physical events (T4.2)

Asset Vulnerability Assessment Tool for assets’ and systems vulnerabilities (T4.1)

Faults Tree Editor for Fault Trees development (T6.3)

Scenario Planner for enhanced navigation on potential threats, cascading effects and pathways of systems
failure examined in attack-threat scenarios (T4.2)

Cyber-physical Stress Testing Platform for monitoring systems behaviour (both physical infrastructure &
cyber components) under different scenarios (T4.4)

Metrics and Key Performance Indicators tool assessing performance of WDS and impacts (T4.2)

Risk Reduction Measure Database for identification of appropriate risk reduction measures (T4.3)

Risk Analysis & Evaluation Toolkit with state-of-art models and tools for risk analysis & evaluation (T4.2)



@) STOP-IT Module 1: A Risk Assessment and Treatment Framework

@ Archive of other tools RAET
------------"V to be considered by
ho users

A\
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Thematic
maps

FT Viewer Scenario Manager :
I
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High level use-cases of Module | components:

1. Assess vulnerability

Navigate through potential risks & design/configure multiple risks scenarios

Simulate physical system interacting with their cyber layer

Visualise system’s response and quantify/assess overall impacts

Assess scenarios of measure(s) implementation to the system

o bk o

STOP-IT ontology DB




STOP-IT  Risk Analysis and Evaluation Toolkit (RAET)

Identify Risks Check for Tools Create your Scenario

Identity nsks based on Fault Tree Check the library for appropriate tools Create a new threat scenano for your
Analysis or create y un capable to simulate events utiity and run a simulation with the

model of your choice

All the modelling tools developed and collected are/will be available through the RAET
assisting users in stages of risk identification, analysis, evaluation and eventually treatment.



STOP-IT Risk identification: From RIDB to FTs

A generates a B C of D affecting E, which mightlead to a F issue

T of source T of Specific T of asset Consequence e
Sppe” gt DR wwl somm cdwm R
RIDB
Utilised structure & content of
the RIDB
(being in MS Excel format) 1
N

Used the FT Editor of RISA and
developed the STOP-IT FTs

Description
Details

Developed a step-by-step
process converting the RIDB

L content to FTs structure 2

Quality issue in drinking water has been caused due to '

N

quality issue in raw water bodies
which is attributed to groundwater pollution
K@ caused by

.

the basic cause of which was a external man-
made physical pollution

of both cyber-physical events

o

(¢

Built FTs using enriched RIDB
interlinked events (Top to Basic Event)
with causal relationships, pathways of
failure, etc. to be used in next steps of
risk analysis




@ STOP-IT Scenario Planner: Identifying Risks through FTs

-9 Q ¥iN@D O =

STOP-IT FTs:

= Quality issues
— = Quantity issues

Event symbols

Intermediate event

e
st 37 Oulow s VDN o e
Basic event ¥

Basic Event 3
Bookmarked event

Transfer symbols

Gate 121 Gate 230 Misiead PLC contolled
wr
Transfer in

GUI of FT Viewer of SP

O Auser-friendly graphical environment for the investigation of threat and cascading
effect scenarios

0 Users may utilise any Quantity or Quality FT:

Interact with STOP-IT generic predefined FTs for an all hazard approach (cyber-physical attacks,
natural disasters, human error, etc.). OR

Customise existing FTs or create new FTs by using the FT Editor and then Load the user-
developed FTs to the FT Viewer of SP (through an open PSA format)



STOP-IT Scenario Planner: Building a scenario

GUI of SP: Building an EPANET-CPA scenario

Events

Test: Tank Level sensor manipulation 2-17h

Main Data 1. Event

Test Tank Level sensor manipulation 2-17h

Select an event accociated with the scenario

Filter

Use filters to narrow down the list of events

Event
D Name D Asset Type Type Basic/lntermediate

Test: Manipulation of the water tank level sensor leading to malfunction

between 2 -17 h y
826 Gate 135  High level of organic ~ Water under Pollution Intermediate

matter in water treatment search event

844 Gate 112 Treated water Water under Pollution Intermediate BEE e e tleye
contamination treatment

857 Basic Event Additive and/or ‘Water under Pollution Basic Event Type (1)
81 disinfectant overdose treatment

from WTP staff error [ Destruction
O Interruption
Showing 1 to 3 of 3 entries [ Manipulation

Pollution
Events Asset Type

Fault Tree

Operations Event na Event description Asset Paral r
No data avallable In table

© Add

Water quantity & Select from the Fault Tree

Creating a scenario Defining an event/threat

I _ I 3. Parameters

Selected event: Basic Event 53 Selected event: Basic Event 53 Selected asset: T5 (Drinking Water Tanks)
: - Specify parameter values for the scenario

Select an asset that is affected by the event

RIDB Asset Type

RIDB Asset Tyjpe  EPANET Asset Type ID EPANET Asset Type EPANET Section Number of timesteps after simulation start. indicating the beginning of the event

Drinking Water Tanks
Drinking Water Tanks 30 Tank TANKS

Time in timesteps, for which the atack event will last and the service provided by the asset will be interrupted e g. the
Duration: duration of the malfunction of a pump. It is assumed that during that time the service will be interrupted completely. After
the specified time the asset will resume Tull operation.

T
T7 Drinking Water Tanks 30 Tank TANKS

Drinking Water Tanks

Pollutant: The pollutant being involved.

Instant

T2 Drinking Water Tanks. injection: Yes:The poliutant is injected instantly, in one timestep. No:The pollutant is applied constantly.
T4 6 Drinking Water Tanks 30 Tank TANKS
Quantity: A real number equal with the quantity of the pollutant that has contaminated the water. For instant injection the user must
{Showing 1 to 7 of 7 entries define the mass, while for continuous injection, the user must define the injection rate (mass injected/time)..

Cancel Cancel

Defining the simulation parameters

Defining the asset(s) affected




@ STOP-IT Scenario Planner Tool: Scenario(s) management

Operations Base scenario Description Events Created Executed

:é. C-Town BAS Tank level sensor Manipulation of the water 1 2019-10-11 10:50 2019-10-11 10:52
manipulation 2-17h - clone  tank level sensor
(213) manipulation leading to
malfunction between 2-17h

« Epanet CPA

= Epanet CPA C-Town BAS Business-As-Usual Scenario 0 2019-03-2013:56  2019-03-22 17:02
of C-Town

« Epanet CPA C-Town BAS Tank level sensor Manipulation of the water 1 2019-09-23 10:45  2019-09-23 10:45
manipulation 2-10h - clone  tank level sensor
(194) manipulation leading to
malfunction between 2-10h

« Epanet CPA C-Town BAS Tank level sensor Manipulation of the water 1 20191010 12:34 20191010 12241
manipulation 2-17h tank level sensor
manipulation leading to
malfunction between 2-17h

» Epanet CPA C-Town BAS C-Town Pumps manipulation C-Town Pumps manipulation 3 2019-10-1012:53 20191010 12:56

‘B Epanet cPA @ P Tool

Users can: GUI of SP: Scenario manager & primary metadata

U Export scenarios for evaluation:

= Either (manually — through a human readable scenario report) setup scenarios in own (non-
STOP-IT) simulation platforms

» Or (automatically — through the wizard) setup scenarios for the STOP-IT cyber-physical stress-
testing platform

O Manage their scenarios (store locally, archive, edit, delete, clone, retrieve, organise results etc.)
Q0 Launch the KPI tool to further examine scenario(s) impact through STOP-IT KPIs



STOP-IT Scenario Planner: Visualising high level results of scenario(s)

localhost

* Epanet CPA C-Town BAS Business-As-Usual Scenario 0 20190320 1356 20190322 1702
of C-Town

* Epanet CPA Tank level sensor anipulation of the water 1 20190923 10:45 20190923 1045
manipulation 2-10h - cione tank level sensor
(194) manipulation leading 1o
malfunction between
2.10n
« EpanetCPA C-Town BAS Tank level sensor Manipulation of the water 1 2019-10-10 1234  2019-10-10 1241
tank level sensor
manipulation leading to
malfunction between

* EpanetCPA C-Town BAS C-Town Pumes 2019-10-10 1263 2019-10-10 1268
manipulation
« EpanetCPA  C-Town BAS Tank level sensor Manipulstion of the water 1 2019-10-11 10:50  2018-10-11 10:52
manipulation 2-17h - clone tank level sensor
@13) manipulstion leading to
malfunction between
247h

W EponetCPA | @ KPI Tool

Unmet  MNodes
demand  Insufficientty
(litres)  supplied

GUI of SP: Visualising key results of simulated scenario(s




STOP-IT KPI tool: Assessment and detailed visualisation of results

STOP-IT -Scenarios X

<« cC © @ localhost 70% - O % m Mo @ W=




STOP-IT STOP-IT KPI Tool: Framework behind the tool (1/2)

WDN optimal performance is to provide sufficient quantity and quality water, covering
customer’s needs (and expectations) in the entire network 24hrs a day, 7 days a week!

1.WDN services to customers

! Interrupted Supply

Insufficient Supply

Quantity Supplied

3. Mapped on
various
dimensions

(0]
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) —
> O
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@
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Polluted Supply

Sub-standard Supply

2.Levels of service failures d

Quality Supplied

1.Complete service failure

2.Partial service failure



STOP-IT STOP-IT KPI Tool: Framework behind the tool (2/2)

Quantity Supplied

100%

L

€
T

Critical Moderate

Interrupted Supply

Supply < |l * Demand, where [ is the service
level below which customers don’t open the tap

Insufficient Supply

Supply < h * Demand, where h is the threshold
below which customers are not fully satisfied
(i.e. reputational damage)

Quality Supplied

Ce
. Cp
\_Y_/ \ J
I
® - o
-

Critical Moderate

Polluted Supply

c = c,, Where c,lIs the threshold concentration deemed
critical for humans health, including lethality e.g. LCs,

Sub-standard Supply

Ce > ¢ > cp, Where ¢, is the permissible concentration

threshold, based on legislation, regulations or
standards. No major health related impacts causing
discomfort but is not life threatening

Similar to an amber and red alert for the system!!!



STOP-IT STOP-IT KPI tool: Defining service levels and thresholds for

critical customers
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Refresh View ‘ | Save Set of Districts

Return

Through the GUI users can set the service levels, but also set different thresholds for
critical customers.



STOP-IT STOP-IT KPI tool: Defining districts

4 KPv4

Calculate Performance per
District

\ Estimate per district T

\\\\ (5 Sets) Or entire District Performance

AN
AN System KPIS or for the entire network
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Change BAU file | ‘ no_attacks.csv ‘

Selectresults file ‘ ‘ scenariol1.csv |I

Load STP results to translate to KPIs
Users can:

0 Set the service levels for different districts
O Visualise results and STOP-IT KPIs for any grouping they choose (DMAs etc)



STOP-IT

KPI tool : Assessment of quantity issues results

For the system.. Or each district

|4 Ul Figure /
Mﬁ.ﬁé = y y o
Failure Overview Failure peak | Critical time

System Performance Lost Spatial view of Minutes Lost per Customer Restore view
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DMA3 a0 300
nnAS od
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Customers
. 60 .
clistomer minutes lost [ ARRARARRN Service affected 200
8020620 12.27
customer minutes hours
150
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113 100
nodes
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Customer minutes lost

Nodes Out of Service

Attack log
Mumber of nodes

79 nodes
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Attack log
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10 15
Hours

20 o

5 10 15 20
Hours

Propagation, peak effect and time of occurrence...




STOPR-IT KPI tool : Assessment of quality issues results

For the system.. Or each district Time : : :
i / / For the simulation species 4 o«
Network districts Save
Failure Overview Failure Critical time:
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STOP-IT  KPItool: Generating Risk Analysis Reports

Generate Risk Analysis Report

ave Report /

2rview F Generate Report ime

System Performance Lost

Unmet Demand

stem v
100
90
30
80

4661070.256 80
liters 70
) 60
el [—
144574 0 l 20 40 60 80 100 %
utes
—

Fully automated report generation

with a push of a button...

Report System and Critical Customer District level
Information in rich text

Support Risk communication

& Management documentation

Metadata included for integrity and quality check
Content can be tailored to utility’s preferences

Risk Analysis Report

Scenario 1

O

STOP-IT

Gemorait
DESKTOP-RPOCVCR

Chapter 1. System Level

1.1. Overview

SyFt em failed to del \wrrUD][V | jume un l(Uque <] o fm tal demandjin a [SimDurat
rrrrrrrr period [TFS] [Volume units] were not delivered d g complete service failurs dmsl
[v lume units] from partial in deq acy.

Total unmet demand per service level

25%
5%

[ p— E———

[TNAper] 1 of the systemwas fFe(ted(UAN] d of the network), wmrmﬂ pp?y odes
experiencing service cut-off and [TNI] & ing partial demand satisfaction during the service
permd

This service failure affected totally [Tt

CA] customers) [TCF] cust nced supply
er

for [TAD] ],mmrrrnh supply cut-off, and [TTT] of supply
network For the network, the ysem\ oot [CMIL] custormer minutes. Secondio ary, reputatios
Costomer minutes ro mpam al supply were [RCML]




STOP-IT

Scenario Planner: incorporating measures

in @ G

Measures
Py +

- @ localh

“lHome & FT~

Measure ID Description Comment

mo1 encesAndWalls Construction of fences or
walls around sensitive sites
By the construction of such
physical barriers the
entrance 1o sensitive sites

Which kin
wall is chol
alia on the}
of the resy
infrastruct
Thus.

MotionDetectors Implementation of motion  Different r|
detectors. Thus the intrusion possibie i
of unauthorized personnel to s triggere
sensitive sites is silent alan
automatically detected. The

aimis to

You are searching for Measures
having Event consequences Quantity
having Asset categories Drinking Water Network
having Event types Destruction
BinaryContacts Different i
possibie if|
triggered I
slient alany

Implementation of binary
contacts as alarm system at
doors, windows or storage
tanks. Thus the intrusion of
unauthorized personnel to

CameraSurveillance Survelllance of sensitive

X Cancel = Show me

with camera systems. Thus
intruders are detected by
the staff that is surveiling

Patrols Organization of regular or
irreguiar patrols at sensitive
sites, buikdings and assets.  deterrent ¢
Thusintruders shali be attackers |
noticed and the investigated likelinood
sites, attacks

A positive
patrols mif

GUI of SP supporting multiple
filtering capabilities

GUI of SP on the detailed
page of a measure

GUI of SP: navigating through the measures

available in the RRMD

Structured search page

Measure

——
——

Measure ID (String)

Name (String)

Description

Construction of fences or walls around sensitive sites. By the construction of such physical barriers the
entrance to sensifive sites is impeded. The aim is to ensure that no unauthorized personnel gets
access lo sensitive buidlings, assets or infrastructures.

Comments

‘Which kind of fence and/or wall is chosen depends inter alia on the profection needs of the respective
infrasiructure/asset/building. Thus, before a fence or wall is built, a security concept (e.g. defining
different security zones) could be set up to define which needs for perimeter protection exist in the
respective cases

Measure: FencesAndWalls

Event source types

.
.

Event types

Risk reduction mechanism

Threat Types

Action characteristics

n @ e

Measure ID
M1

Name

FencesAndWalls

Risk reduction mechanism
Frequency/Likelihood

Action characteristics

Proactive



STOP-IT Accessing Module | VM

Tools are accessible through the WP4 VM

Simply...
R Remote Desktop Connection - b4 Windows Security x
Enter your credentials
. | Remote Desktop _ -
b ’_(' CO““ECﬁOﬂ These credentials will be used to connect to stop-it-vm1 sisa.eu.
e STOP-IT
_— Computer: | v — | |(mmm
Remaote Desktop Connection Username:  STOPIT [] Remember me
App You will be asked for credentials when you connedt. More choicas
App OK Cancel
() Show Qptions Help
Open Remote Desktop Connection State the VM Enter your credentials

(Already available in Windows 10) (defined for FLs) (to be provided for FLs...)

And simply launch RAET
from the desktop...




STOP-IT Supportive material

> 3o

Overview | Scenarios
of RAET of use




STOP-IT  Supportive material —= RAET overview

Introducing the building block of Module |

Get familiar with software interfaces & purposes

Overview i g *Screen recorded video
of RAET f'f-m“ ' e o Bk

} . -’l“ apara_ P T lown BAS Tk s namey Urspidmmon ¥t w0 1 S8 18750 DN ey T 1 - N0
Firage aataes ] T Foiy s e s ] 1 TR Ha r )

Al D G wperwiCPR, CTown BAS Tk et iafac Mararuiafon 3ty o lara e armer e aeton aelen o i MRS O 11 .UserI CaIIOUtS

4.5 s Erior pateaar 100 na N

*Quick overview

Fe . A e aparatCPA, O Tows DAY Tl Soaners Tl R B L - O-0N-1)

I 1 & &

Assess cyberphysical scenarios

RAET introduction to: Create s,‘ Simulate




STOP-IT  Supportive material — Scenario of Use

How to deploy Module |

A step-by-step demonstration guide to:

g

Scenarios
of use

Launch Identify Create CP SAmUlEiE Assess CP
Module | CP risks scenarios

CP

i scenarios
scenarios

Scenario
Scenario Planner

Planner &
KPI tool

VM & RAET

+ Risk reduction measures and toolkit library

Explore RAET capabilities
Follow the scenario instructions, discover major functionalities, utilize tools...




STOP-IT  Supportive material — RAET User’s Guide

The RAET full guide

A manual for RAET, focused on its core
components

Includes details on:

v FT Manager

v' FT Viewer

v’ Tools Manager

v RIDB & RRMD searches

Written guide and associated images
for different user roles: : e —

» Simple user .
» Modeler -
> Administrator




STOP-IT  Supportive material — KPI tool User’s Guide

The KPI tool full guide

A manual for KPI tool, in high detalil

Detalls focused on:
» Loading data

KPI tool > Setting parameters
user’s > Exploring KPIs
guide > Generating Risk Report

xxxxxx

Written guide and associated images
In a step wise approach




STOP-IT  Supportive material — Test data

Ready to test Module |
All required data are included in the starter pack!

A demo cyber-physical network is ready for you in the VM...

WP4 Virtual Machine
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