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STOP-IT: Tools and technologies

STOP-IT modules:

 Module 1: Risk Assessment and Treatment Framework 

(ISO 31000 compatible)

 Module 2: Secure wireless sensor communications module

 Module 3: Toolbox of technologies for securing IT and SCADA

 Module 4:Technologies protecting against physical threats in CI

 Module 5: Cyber Threat Incident Service

 Module 6: Real-Time anomaly detection system

 Module 7: Public Warning System-Secure Information Exchange Technologies

 Module 8:Reasoning Engine

 Module 9: Enhanced Visualisation Interface for the water utilities

Solutions that support:

1. Strategic/tactical planning and post action assessment 

2. Operational decision making
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STOP-IT Risk Assessment and Treatment Framework &

its components available to users 

 Components of the Framework available to users (standalone and in combination):

 Risk Identification DataBase i.e. a repository of cyber-physical events/threat  (T3.2)

 Infrarisk-CP for generic risk assessment of cyber-physical events (T4.2)

 Asset Vulnerability Assessment Tool for assets’ and systems vulnerabilities (T4.1)

 Faults Tree Editor for Fault Trees development (T6.3)

 Scenario Planner for enhanced navigation on potential threats, cascading effects and pathways of systems 

failure examined in attack-threat scenarios (T4.2)

 Cyber-physical Stress Testing Platform for monitoring systems behaviour (both physical infrastructure & 

cyber components) under different scenarios (T4.4)

 Metrics and Key Performance Indicators tool assessing performance of WDS and impacts (T4.2)

 Risk Reduction Measure Database for identification of appropriate risk reduction measures (T4.3)

 Risk Analysis & Evaluation Toolkit with state-of-art models and tools for risk analysis & evaluation (T4.2)



K

P

I

S P

STP Physical 

layer

Cyber layer

Thematic 

maps

RAET

Top 

Event

O

R

A

N

D

Basic 

Event 1

Basic 

Event 2
Basic 

Event 3

Intermed

iate 

Event

FT Viewer Scenario Manager

STOP-IT ontology DB

Archive of other tools 

to be considered by 

users

Module 1: A Risk Assessment and Treatment Framework 

High level use-cases of Module I components:

1. Assess vulnerability

2. Navigate through potential risks & design/configure multiple risks scenarios

3. Simulate physical system interacting with their cyber layer 

4. Visualise system’s response and quantify/assess overall impacts

5. Assess scenarios of measure(s) implementation to the system



Risk Analysis and Evaluation Toolkit (RAET) 

All the modelling tools developed and collected are/will be available through the RAET

assisting users in stages of risk identification, analysis, evaluation and  eventually treatment.



Built FTs using enriched RIDB 

interlinked events (Top to Basic Event) 

with causal relationships, pathways of 

failure, etc. to be used in next steps of 

risk analysis

Risk identification:  From RIDB to FTs

Utilised structure & content of 

the RIDB 
(being in MS Excel format)

Developed a step-by-step 

process converting the RIDB 

content to FTs structure

Used the FT Editor of RISA and

developed the STOP-IT FTs
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of both cyber-physical events



Scenario Planner: Identifying Risks through FTs

 A user-friendly graphical environment for the investigation of threat and cascading 

effect scenarios

 Users may utilise any Quantity or Quality FT:

 Interact with STOP-IT generic predefined FTs for an all hazard approach (cyber-physical attacks, 

natural disasters, human error, etc.). OR

 Customise existing FTs or create new FTs by using the FT Editor and then Load the user-

developed FTs to the FT Viewer of SP (through an open PSA format)

GUI of FT Viewer of SP  

STOP-IT FTs: 
 Quality issues 

 Quantity issues 



Scenario Planner: Building a scenario

GUI of SP: Building an EPANET-CPA scenario

Defining an event/threat

Defining the asset(s) affected Defining the simulation parameters

Creating a scenario



Scenario Planner Tool: Scenario(s) management

Users can:

 Export scenarios for evaluation:

 Either (manually – through a  human readable scenario report) setup scenarios in own (non-

STOP-IT) simulation platforms

 Or (automatically – through the wizard) setup scenarios for the STOP-IT cyber-physical stress-

testing platform

 Manage their scenarios (store locally, archive, edit, delete, clone, retrieve, organise results etc.)

 Launch the KPI tool to further examine scenario(s) impact through STOP-IT KPIs

GUI of SP: Scenario manager & primary metadata



Scenario Planner: Visualising high level results of scenario(s)

GUI of SP: Visualising key results of simulated scenario(s) 



KPI tool: Assessment and detailed visualisation of results



STOP-IT KPI Tool: Framework behind the tool (1/2)

WDN optimal performance is to provide sufficient quantity and quality water, covering 
customer’s needs (and expectations) in the entire network 24hrs a day, 7 days a week!
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1.WDN services to customers 

2.Levels of service failures

1.Complete service failure

2.Partial service failure



Interrupted Supply

𝑆𝑢𝑝𝑝𝑙𝑦 < 𝑙 ∗ 𝐷𝑒𝑚𝑎𝑛𝑑, where 𝑙 is the service 

level below which customers don’t open the tap

Insufficient Supply

𝑆𝑢𝑝𝑝𝑙𝑦 < ℎ ∗ 𝐷𝑒𝑚𝑎𝑛𝑑, where h is the threshold 

below which customers are not fully satisfied

(i.e. reputational damage)

Polluted Supply

𝑐 ≥ 𝑐𝑒, where 𝑐𝑒 is the threshold concentration deemed 

critical for humans health, including lethality e.g. 𝐿𝐶50

Sub-standard Supply

𝑐𝑒 > 𝑐 > 𝑐𝑝, where 𝑐𝑝 is the permissible concentration 

threshold, based on legislation, regulations or 

standards. No major health related impacts causing 

discomfort but is not life threatening 
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Similar to an amber and red alert for the system!!!

STOP-IT KPI Tool: Framework behind the tool (2/2)



Set 

service 

levels

Set critical 

state 

levels

District ID

Start 
creating the 
district…

Through the GUI users can set the service levels, but also set different thresholds for 

critical customers. 

STOP-IT KPI tool: Defining service levels and thresholds for 

critical customers



Load STP results to translate to KPIs

Estimate per district 

(5 sets) or entire 

system KPIs

 

Users can:

 Set the service levels for different districts 

 Visualise results and STOP-IT KPIs for any grouping they choose (DMAs etc)

STOP-IT KPI tool: Defining districts



KPI tool : Assessment of quantity issues results

Nodes…

Time

Customers

Propagation, peak effect and time of occurrence…

Supply…

For the system.. Or each district



Supply…

Time

Customers

For the simulation species

Propagation, peak effect and time of occurrence…

For the system.. Or each district

Nodes…

KPI tool : Assessment of quality issues results



KPI tool: Generating Risk Analysis Reports

Generate Risk Analysis Report

Fully automated report generation 

with a push of a button…

 Report System and Critical Customer District level 

Information in rich text

 Support Risk communication 

& Management documentation

 Metadata included for integrity and quality check

 Content can be tailored to utility’s preferences 



Scenario Planner: incorporating measures

GUI of SP supporting multiple 

filtering capabilities

GUI of SP: navigating through the measures 

available in the RRMD

GUI of SP on the detailed 

page of a measure



Accessing Module I VM

Tools are accessible through the WP4 VM

Simply…  

Open Remote Desktop Connection

(Already available in Windows 10)

State the VM

(defined for FLs)

Enter your credentials

(to be provided for FLs…)

And simply launch RAET 

from the desktop…
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Supportive material – RAET overview

Introducing the building block of Module I

Get familiar with software interfaces & purposes

Overview 
of RAET

Create            Simulate             Assess cyberphysical scenarios

•Screen recorded video 

•Quick overview

•Useful callouts

RAET introduction to:



Scenarios 
of use

Supportive material – Scenario of Use

How to deploy Module I

A step-by-step demonstration guide to:

Assess CP 
scenarios

Simulate 
CP 

scenarios

Create CP 
scenarios

Identify 
CP risks

Launch 
Module I

Scenario 
Planner 

&
KPI tool

RAET

& 

STP

Scenario 

Planner
FT ViewerVM & RAET

Explore RAET capabilities

Follow the scenario instructions, discover major functionalities, utilize tools…

+ Risk reduction measures and toolkit library



RAET 
user’s 
guide

Supportive material – RAET User’s Guide

The RAET full guide

A manual for RAET, focused on its core 

components

Written guide and associated images 

for different user roles:

Includes details on:

 FT Manager

 FT Viewer

 Tools Manager

 RIDB & RRMD searches

 Simple user

 Modeler

 Administrator



KPI tool 
user’s 
guide

Supportive material – KPI tool User’s Guide

The KPI tool full guide

A manual for KPI tool, in high detail

 

Details focused on:

 Loading data

 Setting parameters

 Exploring KPIs

 Generating Risk Report

Written guide and associated images 

in a step wise approach



Supportive material – Test data

Ready to test Module I

All required data are included in the starter pack!

A demo cyber-physical network is ready for you in the VM… 

Test 
data

WP4 Virtual Machine 
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