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Cleaning data

Getting to know your data

• check structure and documentation to find issues

• incorrect, missing, inconsistent values

• check for unanticipated/accidental disclosure risk

Tools can:

• flag issues to enable a machine or human to resolve the problems 

• be deployed 
• as a service for self deposit repository, eg DataVerse for a submission health check

• into data publishing pipelines



QAMyData Tool

• UK Data Service developed a light weight, open-source tool for 
quality assessment of research data 

• A ‘data health check’ tool that identifies the most common 
problems in data submitted in disciplines that utilise quantitative 
methods

Supports:

• researchers; creators and users to better appreciate how to 
respect/achieve/use high quality data

• data reviewers and publishers



QAMyData Checks

File checks
• File opens

• File name check

Metadata checks
• Missing variable labels

• Invalid variable names

• Missing value labels for defined missing

Data Integrity Checks
• Number of numeric and of string variables

• Odd characters

• Spelling mistakes and truncation

• Empty variables/missing information(system/defined missing)

Disclosure Checks
• Direct identifiers

• Unique values in continuous and categorical variables



Configuration for Tests



Output file



Deployment

Install from UKDS GitHub page

The UKDS website contains a detailed install guide and further materials

Can be partitioned off from other resources (e.g. concerns about 

disclosive data being uploaded) e.g. A Survey Data Quality Assurance 

Service Based on QAMyData developed by the Australian Consortium 

for Social and Political Research Inc.

https://github.com/ukdataservice/qamd
https://www.ukdataservice.ac.uk/about-us/our-rd/qamydata.aspx
https://surveydataqa.com/


Live demo…



Statistical Disclosure Control Freeware

• Amnesia 

• OpenAire anonymisation tool, with both locally and online run functionalities 

• documentation

• μ-Argus

• standalone software recommended by Eurostat for government statisticians 

• software and manual

• ARX 

• comprehensive open source software for anonymizing sensitive personal data

• software and documentation

• R tool - sdcMicro (scripting + GUI)

• R package (and free dependable software R and RStudio)

https://amnesia.openaire.eu/about-documentation.html
http://neon.vb.cbs.nl/casc/mu.htm
http://arx.deidentifier.org/


Commonly used techniques

• Aggregate categories to reduce precision

e.g. birth year vs. date of birth, occupational categories, area vs. village name

• Band ages or restrict upper /lower ranges of a variable to disguise outliers

e.g. incomes, expenditure

• Use standard coding frames – e.g. SOC2010 for employment

• Generalise meaning of detailed text

e.g. occupational expertise

• Combine variables

e.g. creating non-disclosive rural / urban variable from place variables

Document any changes made
Published guides: ONS Disclosure control guidance for microdata produced from social surveys

http://www.ons.gov.uk/methodology/methodologytopicsandstatisticalconcepts/disclosurecontrol/policyforsocialsurveymicrodata


Evaluating disclosure risk using tools

• Useful for providing comparison between SDC methods

• Quick and easy to explore what changes have biggest effect 

• Allows for reproducibility 

• More problematic when trying to define absolute risk - the numbers might 

have no real meaning –

• Skill-intensive



sdcMicro

• free, R-based open-source package

• multiple statistical disclosure control methods (perturbative and non-

perturbative)

• multiple risk assessment methods (individual risk, global risk)

• locally run friendly GUI (no R knowledge needed)

• permits reproducibility (script and reports)

• well-documented (several online resources)



Live demo…





sdcMicro GUI has 7 main menus:

• About/Help

• Microdata

• Anonymize

• Risk/Utility

• Export Data

• Reproducibility

• Undo

All menus have various options displayed on the left-hand side such as: 







Variables from the SDC Perspective



Variables from the SDC Perspective







Happy with the anonymized data? 







sdcMicro further resources

• sdcMicro Reference Manual

• sdcMicro GUI Vignette

• Guidelines for statistical disclosure control using sdcMicro Vignette

• sdcMicro Git Page

• Matthias Templ, Alexander Kowarik, Bernhard Meindl (2015). Statistical

Disclosure Control for Micro-Data Using the R Package sdcMicro. Journal

of Statistical Software, 67(4), 1-36. doi:10.18637/jss.v067.i04

https://cran.r-project.org/web/packages/sdcMicro/sdcMicro.pdf
https://cran.r-project.org/web/packages/sdcMicro/vignettes/sdcMicro.html
https://cran.r-project.org/web/packages/sdcMicro/vignettes/sdc_guidelines.pdf
https://github.com/sdcTools/sdcMicro
https://doi.org/10.18637/jss.v067.i04


Cristina Magder

dcmagd@essex.ac.uk

Questions

UKDS Data Sharing Queries

datasharing@ukdataservice.ac.uk

QAMyData mailbox

qamydata@ukdataservice.ac.uk


