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ABSTRACT

81 In this document an extension of the concepttlier
evaluation of a Composed TOE is presented. Thisroagh,
namely the Non-Interfering Composed TOE, is basedtte
traceable property of the non-interference of teuified TOEs.
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1. Introduction

82 In Common Criteria, Version 3.1 [1-4], the asswe
class Composition (ACO) and composed assurance package
(CAP)! are defined to evaluate a TOE composed of twadjre
certified TOEs that can be identified as one Ba®&& Tand one
Dependent TOE (jointly referred to as Component $0OHO
perform an evaluation of the Composed TOE, theract®ns
between the Base and the Dependent TOEs are athablying
on additional high-level information (functional Haviour and
interaction at external interfaces) provided by deeeloper of the
Composed TOE. The evaluator of the Composed TOEegsss
only high-level information about the Composed Titdelf and
of the Base and the Dependent TOEs. The evaludtdhe
Composed TOE can analyse and assess the CompodedafTO
most at an assurance level that enables a vewlidh&é TOE’s
resistance to attacks by an attacker with at masiakced-Basic
attack potential (CAP-C, roughly comparable to EAL

§3 Following the ACO methodology, the evaluatoodias
to perform a vulnerability analysis for each coner€omposed
TOE in the rigour as required by the chosen CAP R&WAto
CAP-C) [3]. Therefore, it is not possible to exchen for
example, the Dependent TOE without re-performings th
vulnerability analysis completely. This disadvamtamerges due
to the absence of a proof that a Component TOEahkmited
functionality within defined execution boundarié®r example,
using the compositional methodology of ACO, it equired to
show that the Component TOEs do not overwrite ezttler's
memory.

In order to avoid or to significantly mitigate tleeissues of the
ACO, we evolved an evaluation methodology for tNen-
Interfering Composed TOEs.

1 CAP is based on the assurance components defin®@@n
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2. Terminology

84 In the following, the termifiteraction” implies the
allowed communication of two certified Component H
according to a given information flow policy insittee Composed
TOE as described in the Security Target of the Gasag TOE.

In contrast, Interference’” implies any communication or
influence on a Component TOE that is not explicélythorized
by the certified security policy for this Componér®E as laid
down in its related Security Target. An example sfch
interference is one Component TOE bypassing therisggolicy
of the other Component TOE due to improper usextéreally
visible interfaces (e.g. APIs or implicitly existjrinterfaces) or
invalid modification of environmental properties.de using a
bypass via a directly mapped device).

Both — interaction and interference — may also udel
communication with the environment of the CompoEexE.

85 “Non-Interference” between Component TOEs means
that the execution of one Component TOE does nd¢umine the
certified security policy of the other ComponentHQ@s it is
defined in the related Security Target specificatim particular,
non-interference demands for each Component TOE itea
complete internal state is well defined and welbwn at any time
regardless of the processing status and conditfoth@ other
Component TOE. Note that non-interference doeprestume the
total absence of interactions between TOE compsnesge 84
above.

3. Non-Interfering Composed Evaluation

86 The extended evaluation of a Non-Interfering
Composed TOE is based on the idea that non-interter
between the Component TOEs can be evidently demavedt
The non-interference property of the Component TGEall be
verified during the dedicated evaluation processéseach
Component TOE, since the corresponding evaluatamilites
possess the entire range of information about é&mmponent
TOE. The evaluator of the Component TOE shall bk ab
produce the required evidences, which are beloveridesi in
detail, by performing a non-interference analysis.

3.1 Differences to Current Methodologies

§7 For the extended evaluation of the Non-Intemfgri
Composed TOE, the fundamental non-interference dmmiwthe
Component TOEs shall be evidenced apriori for eaththe
Component TOE, i.e., before the extended evaluaticghe Non-
Interfering Composed TOE is started.



This apriori determination is one of the principdiktinctions
between the new methodology set out here and th&® AC
methodology relying on an aposteriori determinatbrihe level

of non-interference between the Component TOEs. fbe
methodology is fully independent of the ACO methody.

Also the other currently applied method of the CC[H for
performing composite evaluation relies on apostesanalysis of
the composed system, e.g. by performing vulnetgbénalysis.
Even if this method ofomposite product evaluation for Smart
Cards and similar devices reaches high evaluation levels (up to
EAL7) the effort for re-certification after changna system
component may be very high. Additionally disadvagetaus in
this method is the absence of a certification sehatfowing to
rely on already certified dependent Component T@&sinteract
with the Base TOE to limit efforts. The new Nondriering
Composition methodology set out here targets theation of the
re-certification efforts since it allows the comjiam of already
independently certified Component TOE.

88 The evaluator of the Non-Interfering ComposedETO
shall rely on these non-interfering evidences mtestito him/her.
Hence, the evaluator of the Non-Interfering CompoSeOE
possesses sufficient information (in terms of ami@and rigour)
for making an assessment of the Non-Interfering @asad TOE
up to the highest assurance level defined by thar@an Criteria
(i.e., EAL 7). This enables a verdict for the TO&istance to
attacks by an attacker with even high attack pakent

The evaluator of the Non-Interfering Composed TGH @lso
significantly reduce his/her effort for performingdditional
vulnerability analysis for the Non-Interfering Cooged TOE,
even to zero: once the non-interfering propertyhef Component
TOEs has evidently been demonstrated, an additional
vulnerability analysis of the Non-Interfering Conggd TOE shall
not be necessary. In such a case, the evaluatmregs of the
Non-Interfering Composed TOE may resemble a simple
conformity verification of the fulfilment of bounda conditions
(e.g. resource and timing constrains, APl usage) ehposed by
the security certificates of the Component TOEs.

89 For developers this apriori evaluation metha@ahdfers
evaluation efforts from the step of vulnerabilitpadysing and
testing of the final aposterori composed systemefforts on
analysing, assessing and testing the Component T®iEs
additional focus on their non-interference proartiFor an initial
certification of a composed system the apriori maBtfering
evaluation methodology will not reduce the evahmtefforts in
total. However, it enables reusability of certifiadn-interfering
Component TOEs for successing non-interfering caago
evaluations, regardless whether these ComponentsTaie
composed in newer versions of the composed systeew (
releases of version) or in a new composed systewndaa
different security policy definition.

810 To demonstrate the non-interference, all (eipind
implicit) interfaces between the Component TOEd| dieclearly
defined and completely and accurately describeoviéed that it
is possible to demonstrate non-interference, tteduation of the
Non-Interfering Composed TOE shall rely on the gsial and
assessment of this non-interference property betwéee
Component TOEs.

811 The certificate of a non-interfering Compond®E
needs to state the component’s capability to taa ip a non-
interfering Composed Evaluation. Hence, full infation

necessary for a certificate-conform security cortfmws shall be
stated in the security certificates of the rela@@mponent TOE.
In particular, references to AGD documents requteeflilfil the

operational environment needs to be clearly idettifby the
Component TOE's certification reports. If the Systéntegrator
lacks information on these documents, additionatkwfor the

composition will be required (e.g. additional vulaility

analysis).

3.2 Constellations

812 There can be different constellations, to whith new
methodology is applicable as addressed heretdtmote that this
methodology is a peer-to-peer one from the pointviefv of
assurance (security), i.e. it treats Component Ti@Essymmetric
way as equal entities from the point of view of itheon-
interference.

§13 The first constellation is exactly one as feesin the
assurance class ACO: there is a Base TOE and anBepeT OE.
They functionally stay in a kind of server-clieationship: the
client requests for functional services and thevesedelivers
them. The latter is usually an application, hemcehe following
the term “application” will be used interchangeahligh the term
“Dependent TOE”, cf. Figure 1:

Non-Interfering Composed TOE

Application (certified)

O

Operating system (certified)

Platform (certified)
Base TOE (certified)

Figure 1: Sketch of a Non-Interfering Composed TOEfor
Base and Dependent TOEs. The composed evaluatiorpgads
on the analysis of the non-interference between thHgase TOE
and the application — depicted by white arrows.

For example, a certified application runs on aiftedt Base TOE,
such as a separation kernel, including a certifredtdware
platform. Separation kernels provide isolated et
environments, so-called partitions, for hostingleapions. Non-
interference between the application and the B&E & shown

1. The Base TOE (e.g. the separation kernel) striethy
evidently separates the application from the Ba&& T
from both the Base TOE itself and the hardwarequfat.

The fulflment of all requirements for running the
application in a secure (i.e. as certified) and-imterfered
way, as imposed by the security certificate ofapplication
(incl. related AGD contributions), can be evidently
guaranteed by the Base TOE.



3. The fulfilment of all requirements for running tBase TOE
in a secure (i.e. as certified) and -interfered way, as
imposedby the security certificate of the Base TOE (il
related AGD contributions), can be evidently gutead by
the application.

§14 The second constellation is when the Component 1
are connected with each other via an externa

Component TOE 1 Component TOE 2

External Bus ]

Figure 2: Sketch of a Noninterfering Composed TOE:
consisting of physically separated Component TOE

Non-interference betweghe Component TOEs is showr

- The fulfilment of all requirements for running t
Component TOE 1 in a secure (i.e.certified) and non-
interfered way, as imposed by the security cedtiéicfor
Component TOE 1 (incl. related AGD contributioregn be
evidently guaranteed by Component TOE 2 and vicsa

8§15 Thethird constellation is when the Component T(
are executed in same rtime environment and direct
interacting with each other.

Non-interference betweghe Component TOEs is showr

- The fulfilment of all requirements for executing rGponent
TOE 1 ina secure (i.e. as certified) and -interfered way,
as imposed by the security certificate for Compofi€dE 1
(incl. related AGD contributions), can be evider
guaranteed by Component TOE 2 and by Component3
and vice versa, mutually for each Cconent TOE being
part of the Nornterfering Composed TOE N*-1)/2
times, where N represents the number of Compon@is
inside.

Component TOE 2

Component
TOE1

!
Component TOE 3
{options})

l External Bus

Figure 3: Sketch of a Noniterfering Composed TOE: same
execution environment and direct interacion

816 The fourth constellation is when the Component Tt
are executed in same rtime environment and interacting wi
each other exclusively via the underlying platfo@omponen
TOE 3 in Figure 4 below). A basically possible dir
communication bieveen Component TOE 1 and Component 1
2 is excluded here by a domain separation serviogiged by
Component TOE 3. A communication between Compoi&i

communication channels provided by Comnent TOE 3. The
definition of the format of the communication exoba or
communication protocol remains up to the Compof@iE 1 anc
Component TOE 2:

[ Domain Separation Service |
¥

Component Component TOE 2

TOE 1

J

Component TOE 3
(options)

I External Bus

Figure 4: Sketch of a Noniterfering Composed TOE: same
execution environment and interaction via the underlying
platform

Non-interference betwed¢he Component TOEs is showr

1. The fulflment of all requirements for executing e
Component TOE 1 and TOE 2 in a secure (i.e. affiedjt
and noninterfered way, as imised by the security
certificate for the Component TOE 1 and TOE 2 (i
related AGD contributions), respectively, can bédemtly
guaranteed by the Component TOE 3 (underlying quiif
and by a concrete configuration of the ComponenE B

2. The fulfilment of all requirements for executing e
Component TOE 3 (underlying platform) in a secuue @s



certified) and non-interfered way, as imposed by th
security certificate for the Component TOE 3 (irrellated additional assumptions to the Composed TOE. Sushngstions
AGD contributions), can be evidently guaranteed thyg either shall be fulfilled by the security objectvef the other
Component TOE 1, Component TOE 2 and by a concrete Component TOE or shall be added to the combinedngstsons
configuration of the Component TOE 3. of the Composed TOE. Examples for the latter areicdéed
hardware access, where the access to some hardexace itself
is mediated by the Component TOE (OS) (e.g. memuagped
devices), but the hardware device needs to be miréeethe
platform (e.g. network connectors). If combineduasgtions are
contradictory and their fulfilment is impossible.de combined
timing requirements of applications), then the Cosgad TOE
cannot be verified/certified.

819 In certain circumstances, a Component TOE adds

Due to an effective Domain Separation Service ghediby the
Component TOE 3 (underlying platform), the evidefmenon-
interference shall be brought for each single Camepb TOE
inside the Non-Interfering Composed TOE, i.e. mektimes.

3.3 Evaluation Steps

817 The evaluation of the Non-Interfering Compo3&@E
shall rely on the certified evidence of the noreifgrence
property between certified Component TOEs. Hencache
Component TOE shall be certified with respect t@assible
future evaluation of a Non-Interfering Composed TAB this
end, the following requirements shall be fulfilled:

§20 If demonstrated that the Component TOEs areslgner
partially non-interfering, additional specific igt@tion tests shall
be performed by the evaluator of the Non-Interfgriomposed
TOE. These integration tests shall close the “gégossible, and
evidence non-interference for the remaining

- The CC security certificate of each Component TQElls requirements/properties.

include the analysis of all its possible internaites, all its
externally visible security relevant interfaces aradl

§21 The evaluation of the Non-Interfering Compo3&@E
should reduce the overall amount of evaluation wairkhe Non-
requirements having to be fulfiled by its operatib Interfering Composed TOE if all components areifted: in an
environment to ensure the non-interference of the appropriate way using the methodology outlined &bov
Component TOE. The Non-Interference Analysis ofheac

Component TOE shall result in a specific statement

The amount of evaluation work for individual compats might

including a complete list of non-interference regmients
that shall be fulfilled by its operational enviroant. It shall
be demonstrated that this list is complete andicefft to
justify that a given Component TOE cannot be ieted by
its operational environment. The results of Noreifgrence
Analysis for each Component TOE are expected tpdre
of its AGD documents.

For example, the Non-Interference Analysis for amponent
TOE may include, amongst other, an analysis ofragdirements
on non-bypassability — if interaction is alloweddacomponents
build on layered implementation of security sergiceand non-
tampering of the Component TOE by its operationairenment.

If a Component TOE is an operating system (OS), Noa-
Interference Analysis for a Component TOE shoulthalestrate
that the complete security separation between tbhmpbnent
TOE (OS) and an application is ensured by the ggdunctional
requirements (SFRs) of the Component TOE {OS)

818 The evaluation of the Non-Interfering Compo3&E
shall demonstrate that the list of non-interferereguirements of
the Component TOE 1 can completely be mapped tcS#Rs
from Security Target and/or the requirements frdme wuser
guidance of the Component TOE 2, and vice versait I
successfully demonstrated that all Component TOERirwthe
Composed TOE are fully non-interfering, an addiion
monolithic analysis of the Composed TOE shall rmnbcessary.
Thus, the evaluation of the Non-Interfering Compb3®E can
be confined to the evaluation of the functionaéiattion between
Component TOEs (i.e. without a dedicated vulneitghénalysis
for the Non-Interfering Composed TOE), whether sdcurity
relevant conditions are fulfilled.

2 |f the Component TOE (OS) consists of an operasggtem not including a
certified (hardware) platform, it should be addiadly demonstrated that the
underlying platform does not supply any functiotyald bypass or tamper with the
operating system.

increase, though, due to the need for providing thon-
interference evidence (see also §9).

The proposed methodology offers some further acwms a
Component TOE (e.g., an application) can be replaci¢h less
effort. Supplemental Component TOEs providing aggtion
services combined with the Component TOE providihg
separation property (Base TOE) can be added by erdiuating
the new application Component TOE using this methagy and
the already existing Composed TOE. Thus, the nealuation
methodology for non-interfering Composed TOE enabldigher
business flexibility for the vendors and operatofsComposed
TOEs.

8§22 This evaluation method shall allow also a rkste
evaluation of a computer system. System architestéomllowing
the concept of Multiple Independent Layers of SigUMILS)
employ several security functionalities organizedlayers. The
proper functioning of one layer may rely on the iempentation of
another layer. Each layer can be represented bgpaiication.
Using this evaluation methodology, an evaluated used TOE
can operate as a Base TOE (providing, among othées,
separation property) for a later certification with different
Component TOEs (usually providing application sezsg) as long
as all required non-interference properties arewshwith the
required assurance.

823 The overall assurance level of the Non-Interfer
Composed TOE is upper bounded by the lowest asseifawel
among the Component TOEs. A mandatory requirentenédch
this upper bound is the availability of all docurtetion and
additional documents stated in the certificatioporé of each
Composed TOE.

A final verdict on the assurance level of the Naoteifering
Composed TOE resides with the evaluator of the Moerfering
Composed TOE. In case of partially non-interferidigmposed
TOE (cf. 820) the evaluator may determine additiona
vulnerabilities due to the composition that mayluahce the
overall assurance level of the Composed TOE.



4. Use Case: Avionics MILS Firewall

§24 The described evaluation method is useful
demonstrate the compositional certification of amic firewall
function. This firewall is developed using the Mllp&incipals. It
shall filter data traffic of communication peerscaaling to a

defined information flow policy. The filtering shdle possible on

different application-level protocols, such as TFAGIFHTTP. The
firewall shall be designed and evaluated allowindpsequent
incremental modifications and addition of new apetiion-level
filters. Using the non-interfering Composed TOE mmoeilogy,

the required re-certification shall be possible hwilecreased

efforts, in particular, without the need to re-dgrunchanged
parts.

§25 From a system viewpoint, the firewall functiosses the
fourth constellation (see 8§16) and comprises thkoviing
Component TOEs:

a. A hardware platform (part of the certified Compon€@®E
providing the separation property (Base TOE), red n
Figure 5)

b. A Separation Kernel (part of the certified Base TO&d
box in Figure 5) with EAL5+ (AVA_VAN.5)

c. A fundamental gateway architecture processing ttaféic
up to the transport layer (e.g. UDP and TCP) armiditey

which filter application to apply. From the gateway

viewpoint filters are “holes” in the system. Thdsaes are

filled with certified Component TOEs. The gateway

architecture uses different partitions (R1, T1, R2, in
Figure 5) provided by the Separation Kernel to peatate
the fundamental gateway from the filters to assuoe-
interference between filters and the fundamentaévgay
infrastructure. This basic gateway architectura tertified

Component TOE (blue dotted box in Figure 5) to EALS

(AVA_VAN.5, ATE_COV.3)

d. The filters being certified to EAL5 and being habtby
separate partitions (yellow boxes in Figure 5)

e. A system configuration, in particular of the Sepiara
Kernel, defining which partitions of the certifigdteway—
and especially of the certified filters— are allavéo
interact (white arrows in Figure 5).

8§26 Figure 5 clarifies the special environmentaiperty of
a Non-Interfering Composed TOE using a Separatiem# as a
Component TOE separating other Component TOE df e#tter
by partitions. The interaction between two pamitio(blue and
yellow boxes) is defined by two properties:

a. The format of the data exchange (also known as

communication protocol). This communication proidcas

to be implemented by the binaries running inside th

respective partitions, i.e. the Component TOEs.

b. The communication channel
partitions to allow interaction. This property isnder
exclusive control of the Base TOE. Hence, the BESE
defines the only possible ways of interactionsowvaihg to
prove the Non-Interference property between apitica
more easily.

provided between two

N
Filter
(certified)

ra
Filter
(certified)

Base TOE (certified)
Figure 5: Non-Interfering Composed Firewall TOE

8§27 For the Non-Interfering Composed TOE of thevfiall
function, we have to provide

a. A certification including a full vulnerability assement for

the Separation Kernel Component TOE, the gateway
Component TOE, and the fiters Component TOEs,

independently of each other;

b. A complete list of non-interference requirements éach
Component TOE;

A valid configuration of the Separation Kernel TOE,

showing, in particular, the correct
communication channels topology as defined by doeisty
policy of the Composed TOE for authorized interatsi,
showing non-overlaying memory areas to

interference, and showing proper configuration®fides;

d. A proof that the non-interference requirements athe
Component TOE are fulfilled

instantiationf o

avoid

in the Non-Interfering

Composed TOE. For the Component TOEs interactirly wi
each other, or for Component TOE only partially ion

interfering (cf. §19), an additional integratiorsttdetween

those Component TOEs shall show the intended betavi

of the Non-Interfering Composed TOE.
e. Due to the presented EALs of the Component TOEkif

example - EAL5+ for the Base TOE, EAL5+ for the

gateway architecture and EALS5 for the filters comguts -

the upper bound of the Non-interfering Composed T®E

EALS.

5. Use Case: Automotive MILS Infotainment

Device

§28 The described evaluation method is useful
demonstrate the compositional certification of amoenotive
infotainment device. This device is developed using MILS
principals. It combines independent high-level congnts of
different security levels, namely an Android comgen an
Autosar component, and, depending on customer naddgional
custom components like an Instrument cluster or idion
component. It shall isolate the components fromheatber and
allow only explicitly defined communication betweémem. At
the same time it shall provide system services likaphics

display, access to device interfaces or hardwaeurees to each

component. The infotainment device shall be desigaad
evaluated to guarantee freedom of interference dmivthe high-
level components, without making any assumptions tba

to



Android component. From a user perspective, itldhajpossible
to install arbitrary user applications to the Aridreomponent
using the connectivity interface(s) to access enlaervices or
local interfaces like USB. Using the non-interfgri€omposed
TOE methodology, it shall be possible to introdupéates for the
Autosar component and other custom components deitheased
certification efforts, in particular, without theeed to re-certify
unchanged parts.

§29 From a system viewpoint, the infotainment devises
the fourth constellation (see §16) and comprises fillowing
Component TOEs:

a. A hardware platform (part of the certified Componen

TOE providing the separation property (Base TOE))
b. A Separation Kernel (part of the certified Base JOE
c. A Network

Manager partition

It is a certified Component TOE.

d. A Device Service partition providing shared accéss
hardware resources. It is a certified Component TOE

e. An Autosar partition being developed according to

automotive grade development processes. It is degitp
have exclusive access to the automotive-specifiacle
interface (e.g. CAN). ltis a certified Compone@H.

f. Optional custom partitions being developed accagrdm

automotive grade development processes. If appicab

they are certified Component TOEs.

g. An Android partition that has controlled access to
hardware resources which may be exclusive or shéred

is not a certified Component TOE. It is the resjiluitity
of the underlying Base TOE to guarantee overaddomn

of interference when these resources are accessbd a

(possibly mis-)used by the Android partition.

h. A system configuration, in particular of the Sepiara
Kernel,
infotainment device are allowed to interact,

partition and which functions of the separationnietrAPI

are accessible from which partition.

8§30 Figure 6 depicts the high-level architecturé elarifies
the relations between the various Component TOEzmibe
arrows). The access permissions to hardware res®are shown
with the single arrows. The following propertiepbp

a. The Autosar partition has exclusive access to thNC

interface.

b. All high-level component partitions (Autosar, Andfaand

optional Custom partitions) communicate through the
direct

Network Manager partition. There is no
communication path between these components.

c. Shared resources are managed by the Device Service
partition, which has exclusive access to the rdspec

hardware resources. The Device Service partitiantrots
the IOMMU which ensures separation on device level.

d. Shared device services provided by the Device Eerare
accessed through the Network Manager partitionrd e
no direct link between the Device Service partitoord any
other high-level component partition.

e. All hardware resources explicitly assigned to thedsid

partition must be controlled by the IOMMU to guaem
separation on device level.

controlling the
communication flow between the high-level compogent

Separation Kernel
Custom
(certified)
J I
) v Autosar
| Network Manager (certified) !{—, (certified)
I
b
| Device Service (certified) I
| Hardwi|re SoC
Vi Vi Vi Vi
Exclusive 1OMMU Shared CAN
Resource Resource
Base TOE (certified)

defining which partitions of the certified
which
hardware resources are accessible from within which

Figure 6: Non-interfering Composed Infotainment TOE

For the Non-Interfering Composed TOE of the infomaént
device, we have to provide

a. A certification including a full vulnerability assement for

o

the Separation Kernel Component TOE, the Devicei&er
Component TOE, the Autosar Component TOE, the
Network Manager Component TOE and the optional
Custom Component TOEs, independently of each other;

A complete list of non-interference requirements éach
Component TOE;

A valid configuration of the Separation Kernel TOE,
showing, in particular, the correct instantiationf o
communication channels topology as defined by doeisty
policy of the Composed TOE for authorized intei@tsi
showing non-overlaying memory areas to avoid
interference, and showing proper configuration eide
accesses;

A valid configuration of the Device Service TOE psling,
in particular, the correct configuration of the I®N to
ensure separation on device level;

A valid configuration of the Network Manager TOE,
showing, in particular, the correct instantiationf o
communication control elements (e.g. filters) afngel by
the security policy of the Composed TOE for authedi
interactions;

A proof that the non-interference requirements athe
Component TOE are fulfiled in the Non-Interfering
Composed TOE. For the Component TOEs interactirly wi
each other, or for Component TOE only partially non
interfering (cf. 819), an additional integratiorsttdetween
those Component TOEs shall show the intended betavi
of the Non-Interfering Composed TOE.



6. Summary
830 This paper presented a new methodology to merfo

composed security evaluations in the frameworkhef €ommon
Criteria (CC). Composed evaluations take multipleealy
certified Targets of Evaluation (TOEs) and comhinem into a
new, joint TOE, the composed TOE. Firstly, thioai to split
the composite TOE into multiple subsets, which migh easier
and cheaper to certify as single components thaneircomposed
TOE. Secondly, this enables reusing certified camepts for
multiple composed TOEs in order to reduce subsdmueduation
cost.

831 The CC presents already two evaluation metlogyites
to perform compositional evaluation<Cqmposed Assurance
Package and theComposite product evaluation for Smart Cards

and similar device); however both have issues regarding their

usage for flexible modular systems. These issuetiraitations of
the highest reachable Evaluation Assurance Le@eimposed
Assurance Package), and limitations in the flexibility of the reuse
of evaluation results of Component TOEs.

§32 This document presents a new composite evaluati

methodology using the property of non-interferertassumes a
platform TOE can evidently operate as componenseparate
additional Component TOEs for each other withotériierence.
Such a platform TOE can be a Separation Kernelpexial,
certifiable microkernel often mentioned in the @xttof systems
following the principals of Multiple Independent \eds of
Security (MILS). The methodology proposes to perfoan
apriori evaluation and vulnerability assessment of the Gorapt
TOEs; this differs to other composite evaluationttrodologies.
Each certificate needs to state runtime requiresnentorder to
allow a Component TOE to operate as evaluatedarCtmposite
TOE. If all these requirements can be fulfilled ther

Component TOEs, and the Component TOEs can bergljidan
without interference, the final Composite TOE isrtifiable
without additional and expensive vulnerability assaents. This
finally saves costs in subsequent certifications.

833 Future work can be seen in the application hi§ t
methodology in a CC security evaluation. It is mceended to
perform this in the environment of a high-assuranomposed
TOE using the design principals of MILS and runnargtop of a
Separation Kernel. Results of such a guided andhegiong
application of the methodology will gain valuabigdrmation of
the practical applicability of Non-Interfering Cooged
Evaluations.
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