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A MOTIVATING EXAMPLE

A.1 Alarm Provenance and Interactive
Prioritization

We now outline the computation of Pr(Alarm(37)) and of Pr(Alarm(37) |

— Alarm(36)). Recall our assumption that the prior probability,
Pr(DUPath(9, 25)) = 0.9, and that the probability of each rule ap-
plication misfiring is 1%.

Pr(Alarm(37)) = Pr(Alarm(37) A DUPath(9, 25))+
Pr(Alarm(37) A = DUPath(9, 25))
= Pr(Alarm(37) | DUPath(9, 25))x
Pr(DUPath(9, 25))
=0.99° X 0.9 = 0.873. )

The factor of 0.993 in the above calculation comes from the obser-

vation that there are three rule applications between the original

hypothesis, DUPath(9, 25), and the final conclusion, Alarm(37).
Furthermore,

Pr(Alarm(37) | = Alarm(36))
= Pr(Alarm(37) A DUPath(9, 30) | = Alarm(36))+
Pr(Alarm(37) A = DUPath(9, 30) | = Alarm(36))
= Pr(Alarm(37) A DUPath(9, 30) | = Alarm(36))
= Pr(Alarm(37) | DUPath(9, 30))x
Pr(DUPath(9, 30) | - Alarm(36))
= 0.99? X Pr(DUPath(9, 30) | - Alarm(36)).

The penultimate step above follows from the conditional indepen-
dence of the variables in the Bayesian network. We may apply
Bayes’ rule to simplify the second term:

Pr(DUPath(9,30) | = Alarm(36))
_ Pr(= Alarm(36) | DUPath(9,30)) x Pr(DUPath(9,30))

Pr(- Alarm(36))
(0.01+40.99 X 0.01) X 0.99 X 0.9
= = 0.140.
1-0.873

Assembling these calculations, we conclude:

Pr(Alarm(37) | = Alarm(36)) = 0.99% % 0.140 = 0.137.  (8)

A.2 Dynamic Instrumentation as an
Information Source
We transcribe the calculation of Pr(Alarm(38) | d A e), where

d = DUPath(9, 25), and e = — Alarm(36). Recall our assumptions
that the prior probability, Pr(d) = 0.9, and that the probability of

12

Anon.

each rule application misfiring is 1%.
Pr(Alarm(38) | d A e)
= Pr(Alarm(38) A DUPath(9,30) | d A e)
= Pr(Alarm(38) | DUPath(9, 30))x
Pr(DUPath(9,30) | d A e)
Pr(d A e | DUPath(9,30)) x Pr(DUPath(9, 30))
Pr(d Ae)
_0.99% x Pr(DUPath(9, 30))
Pr(d) xPr(e | d)
Pr(d | DUPath(9,30)) X Pr(e | DUPath(9, 30))
0.992 x (0.99 X 0.9)

X
0.9 % (0.01+0.99 X 0.01 +0.992 x 0.01)
1.0 X (0.01 + 0.99 X 0.01)

= 0.650. (9)

=0.99% x

The first step follows from the construction of the conditional
probability distributions: because d’ = DUPath(9, 30) occurs on
every path to the alarm, a = Alarm(38) can only be true when
d’ is also true. The second and fourth steps are justified from the
conditional independencies, while the third step is a straightforward
application of Bayes’ rule.

B EXPERIMENTAL EVALUATION

1335
1336
1337
1338
1339
1340
1341
1342
1343
1344
1345
1346
1347
1348
1349
1350
1351
1352
1353
1354
1355
1356
1357
1358
1359
1360
1361
1362
1363
1364
1365
1366
1367
1368
1369
1370
1371
1372
1373
1374
1375
1376
1377
1378
1379
1380
1381
1382
1383
1384
1385
1386
1387
1388
1389
1390
1391

1392



Boosting Static Analysis Accuracy With Instrumented Test Executions ESEC/FSE 2021, 23 - 27 August, 2021, Athens, Greece

1393 1451
1394 140 —— DvyNABOOSTALL 1750 60 1 1452
120 BiNGozero 1500 12 \
1395 50 1453
0 100 00 1250 w0 210
1396 3 3 340 2 1454
80 5 1000 s s
1397 Fo 5 3" i° 1455
1398 40 500 20 6 1456
" 250 R 10 \/\ \
1399 O . 1457
0 0 ~ 0
1400 0 20 10 60 0 50 100 150 200 250 0.0 25 5.0 75 10.0 12,5 0 1 2 3 1 5 1458
Iteration number Iteration number Iteration number Iteration number
1401 1459
140 (a) grep-2.19 (b) gzip-1.2.4a (c) libtasn1-4.3 (d) latex2rtf-2.1.1 1460
6
1403 1461
30
1404 1462
.
1405 ’ 1463
220
1406 2 1464
x 15
1407 & 1465
10
1408 1466
5
1409 N 1467
0.0 2.5 5.0 7.5 10.0 125
1410 ' Il;vat\on num’bev ’ 1468
1411 . 1469
(e) optipng-0.5.3
1412 1470
1413 . . iy . 1471
Figure 8: Plots for ranking for the true alarms within DynaBoosT and BinGo.
1414 1472
1415 1473
1416 = e °© o o o o . * ° 1474
120 100 300 2
.
m g \ Ew £l —e s e . £ 1475
1418 g © © T 1476
g g 5 8 2 L0092 ¢ - .
1419 ) 5 5150 5, H < 1477
E; 2w % E;
1420 £ w0 o £ £ 100 2 1478
3 E 2 N
1421 = +  DYNABOOSTALL 0w =5 0 === = ©° o * ” 1479
BINGOZERO
1422 1480
& Er—" T R B % e s % T R W W % e ® ® TR m h R w  m
1423 Fraction of test cases (%) Fraction of test cases (%) Fraction of test cases (%) Fraction of test cases (%) 1481
1424 (a) be-1.06 (b) cflow-1.5 (c) gzip-1.2.4a (d) libtasn1-4.3 1482
1425 1483
1426 0] 1484
.
1427 2 1485
S
) 3
1428 ] 1486
1429 B 1487
2
1430 £ 1488
3
1431 1489
1432 T @ 70 s % 1490
Fraction of test cases (%)
1433 1491
1434 (e) shntool-3.0.5 1492
1435 1493
136 Figure 9: Ranking effectiveness of DYyNaBoosT when provided with a limited number of test cases, sampled from the full test 1494
1437 suite. 1495
1438 1496
1439 1497
1440 1498
1441 1499
1442 1500
1443 1501
1444 1502
1445 1503
1446 1504
1447 1505
1448 1506
1449 1507

1450 13 1508



