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% Many thanks to:
% David Antos, Milan Danecek, Miroslav Bauer (CESNET)
% Holger Angenent, Daniel Mdiller (WWU)
% Renato Furter (SWITCH)
% Antoon Prins, Thirsa de Boer (SURF)

% Remark: Still work in progress
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% Federated Infrastructure

% Deals with all issues related to federating the infrastructure
% AAI
% Monitoring and accounting
% Procedures, OLAs
% Security
% Integration with EOSC
% Support

% Both procedural and technical/operational
% Keep things as lightweight as possible (but not lighter)
% Re-use as much as we possibly can
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& AA

% Sharing data and apps

% Federated Identity/Group Management is one road you can take

% Federated ldentity and Group Management system allows users to login to various distributed
systems based on their identity or group they belong to

% The EFSS systems within the Science Mesh can work with such systems
% Just need source of identity and group information
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% But for our use-cases it is not really necessary
% Sharing data and apps based on an invitation workflow
% No need to be able to login into remote systems

% Only need to be able to login into your own EFSS systems and being authorized to use
remote data and apps. Authorisation is obtained during the invitation workflow

% Bottom up approach
% No need to be member of a scientific community

% You just want to collaborate on a project with your own colleagues within your own institute
and colleagues at other institutes somewhere else and share data and apps with them
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cs530rg/0CM-APL: OpenCloudMesh API — Mozilla Firefox

% Invitation workflow o —
Search or jump to Pulls Issues Marketplace Explore £+ @
% Based on Open Cloud Mesh (OCM) APIs

% Create and receive shares , , ,
. . . Learn Git and GitHub without any code!
% Send and receive notifications

% https://github.com/cs3org/OCM-API
*OCM

% enables resource Sharing g cs3org/ OCM-API e = el I
tt Does not Solve hOW users knOW eaCh ¢> Code ssues 22 Pull requests 2 Actions Projects 1 Wiki Security

Ot h e r # develop ~ Go to file Add file = About
h Ad d e d d iS Cove ry a n d i d e ntity % labkode Merge pull request #45 from michielbdejong/update-spec-yml == .~ 13daysago O30 ;pe:::::MESh A
Mana ge me nt on to p Of O C IVI GONTRIBUTING.md Updated README 4

(] years ago
™ README.md Use gh-pages instead of rawgit 21 days ago Releases 1
M ™ docs.html Latest version of ReDoc 21 days ago & v1.0.0 ( m':,

OPENCLOUDMESH

Using the Hello World guide, you'll start a branch, write comments, and open a pull request.

Read the guide
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% Invitation workflow
% At the core of the Science Mesh

% Based on establishing trust between pairs of users without requiring them to
know each others IDs or EFSS’
% Sharing a resource regardless of what the resource is

% Data
% Applications
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% Invitation workflow principle

% Send an invitation through a
familiar channel

% E.g. email, instant messaging, ...
%t No need to know what other

side uses 1. invitation >
% Invited user goes to a
WAYF-like service Miroslav Hugo
% Chooses the system
% Logs in -> reveals user ID / 3. login

% This information is used EFSS CESNET EFSS CERN
% To establish trust between those two - ) -

users _ 4. acceptance notification
# To send tokens for sharing/resource access “Hugo@CERNbox”
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% System Architecture
% EFSS’
% Central configuration database
% Contains the mesh sites

% Executive Module
% Located with sync-and-share services
% Service discovery for users
% Sharing policy enforcement ‘

Choose your CS3 Mesh service

v

I
University®of Muenster

% Design considerations CESNET ale

& Cache information locally at sites b

Ailleron/Softwaremind
4 GDPR |
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https://www.youtube.com/watch?v=I0PlqiUBT0I
https://www.youtube.com/watch?v=I0PlqiUBT0I
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% Groups
% Workflow will be similar as with person to person sharing
% Groups defined and managed at target system
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% Monitoring and accounting

Central component
GOCDB [<—read—{ Mentix | /mentix =
ﬁstored in 7 /mentix/cs3 [
Mesh providers -
p export targets fmenn){”oc I —
1™ Site 1 ‘+-1 [/metrics |«
site locations ~ Mesh
> Site 2 +-  Imetrics [« ¥ | information
gather——Prometheus|«—display— Grafana
L Site n ‘+-1 [/metrics |«
gather
- check Probe 1 Other
services
- check Probe 2 v
: rund Blackbox
Exporter
- check Probe n
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49 &g ScienceMesh / General statistics =

AILLE
CERN
SMET

CUBBIT

Leaflet | © OpenStreetMap © CartoDB Leaflet | © OpenStreetMap © CartoDB

Users per site Total users

(PL)

CUBBIT (IT)
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49 B3 ScienceMesh / Health monitoring # <3

Site status Service status: AILLERON Check status: AILLERON

AILLERON — il nesh-hcheck-http-ping HTTP OK: Status line output matched "HTTP" - 411

I0P logi 1l
SNET
Service status: CERN Check status: CERN
CUBBIT CRITICAL
DTU CRITICAL _
HTTP OK: Status line output matched "HTTP" - 4

SUR|
1l

CRITICAL
Service status: CESNET Check status: CESNET

HTTP O atus line output matched "HTTP"- 5

1l

Site summary Service status: CUBBIT Check status: CUBBIT

CRITICAL il ) ncem h hitp-ping HTTP O atus line output matched "HTTP

unable to get a ed login meth

Service status: DTU Check status: DTU

CRITICAL | ) e il: unable to get a lis

HTTP O 1e output matched "HTTP

Check status:
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% Procedures
% Support (helpdesk for users and fellow sites in the mesh)
% Security

% Operational
% Downtimes
% Availability and Reliability

% Ingress of new sites
% Sites need to fulfill some requirements

% Removing sites from the mesh
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% Science Mesh Governance

% Proposal

% Science Mesh Executive board
% Financing centrals ops
% Ratification of decisions

% Science Mesh Steering Group
% Making decisions

% Operational team
% Running central services
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% Integration EOSC
% See Bob Jones’ talk in CS3 2021
% Rules of Participation
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% |OP deployments

% Ailleron

% CERN

% CESNET

% Cubbit

* SURF

% SWITCH

* WWU
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CS3 Thank you!

Discover more on...

EOSC cs3mesh4eosc.eu

[ company/cs3mesh4eosc
Connecting European Data 1 @cs3mesh4eosc

CS3MESHA4EOSC has received funding from the European Union's Horizon 2020
Research and Innovation programme under Grant Agreement No. 863353.




