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• Introduction to the AARC Blueprint Architecture

•Overview of AARC Guidelines

•Further information

2

Agenda



https://aarc-community.org 3

Protecting Research Communities

Introduction to the AARC Blueprint Architecture
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AARC Blueprint Architecture - Enabling an ecosystem of solutions on top of 
eduGAIN
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AARC Blueprint Architecture - Enabling an ecosystem of solutions on top of 
eduGAIN
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How the Community-first approach can help research communities to 
access resources
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Protecting Research Communities

AARC Guidelines
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AARC Guidelines: User Identity

• “How to integrate Social Media 
Identity Providers?” → AARC-G008

• “How should users link accounts, and 
how does that affect Assurance?” → 
AARC-G009

• “How should services indicate that 
they would like users to authenticate 
with multifactor authentication, and 
how should the proxy forward that 
information?” → AARC-G029

https://aarc-community.org/aarc-g008
https://aarc-community.org/aarc-g009
https://aarc-community.org/aarc-g029
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AARC Guidelines: User Identity Assurance

• “How should assurance information of 
external identities be calculated?” → 
AARC-G031

• “What can I say about assurance of 
identities from social media 
accounts?” → AARC-G041 

• “How is assurance impacted by 
account linking?” → AARC-G009

• “How should assurance information 
be shared between proxies?” → 
AARC-G021

• “Which Assurance Profiles should I 
use?” → AARC-I050

https://aarc-community.org/aarc-g031/
https://aarc-community.org/aarc-g041/
https://aarc-community.org/aarc-g009/
https://aarc-community.org/aarc-g021/
https://aarc-community.org/aarc-i050/
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AARC Guidelines: Access Protocol Translation

• “Which best practices to follow for 
Token Translation Services?” → 
AARC-G004

• “How to translate Federated Identity 
information to X.509 certificates?” → 
AARC-G010

https://aarc-community.org/aarc-g004/
https://aarc-community.org/aarc-g010/
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AARC Guidelines: Access Protocol Translation - Proxy

• “How to ensure that the proxy is able 
to accurately claim that it supports 
best practices in Identity Federation?” 
→ AARC-G015

• “How to express assurance 
information for users when interacting 
with another proxy?” → AARC-G021

• “How can the proxy simplify the 
discovery process for end-users?” → 
AARC-G061

https://aarc-community.org/aarc-g015/
https://aarc-community.org/aarc-g021/
https://aarc-community.org/aarc-g061/
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AARC Guidelines: Community Attribute Services

• “How should attributes from multiple 
sources be aggregated?” → 
AARC-G003

• “How should I express the home 
institute of a user?” → AARC-G025

• “What are the best practices for 
running my Attribute Authorities 
securely?” → AARC-G048

• “Which Acceptable Use Policy should I 
use to facilitate interoperability?” → 
AARC-I044

https://aarc-community.org/aarc-g003/
https://aarc-community.org/aarc-g025/
https://aarc-community.org/aarc-g048/
https://aarc-community.org/aarc-i044/
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AARC Guidelines: Authorisation

• “How to manage authorisation 
information from multiple sources?” 
→ AARC-G006

• “How should group and role 
information be expressed to facilitate 
interoperability?” → AARC-G002

• “How should resource capabilities be 
expressed?” → AARC-G027

https://aarc-community.org/aarc-g006/
https://aarc-community.org/aarc-g002/
https://aarc-community.org/aarc-g027/
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AARC Guidelines: End Services

• “How to handle credential delegation 
and impersonation to allow my service 
to act on behalf of the user?” → 
AARC-G005

• “My services are not web based, how 
can I use identities from the proxy?” 
→ AARC-G007

• “How should Services hint which IdP 
they would like users to use?” → 
AARC-G049 & AARC-G061

• “Which Security practices should I 
follow?” → AARC-G014

https://aarc-community.org/aarc-g005/
https://aarc-community.org/aarc-g007/
https://aarc-community.org/aarc-g049/
https://aarc-community.org/aarc-g061/
https://aarc-community.org/aarc-g014/
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Protecting Research Communities

Further information



https://aarc-community.org 17

AARC Guidelines: Interoperability

https://wiki.geant.org/display/AARC/AARC+Interoperability+Guidelines+Approved+by+AEGIS

https://wiki.geant.org/display/AARC/AARC+Interoperability+Guidelines+Approved+by+AEGIS


https://aarc-community.org 1818

Need help with the policies you need to 
develop?
● Take a look at the Policy Development 

Toolkit which provides a set of templates

AARC Guidelines: Policies

https://aarc-community.org/policies/policy-development-kit/
https://aarc-community.org/policies/policy-development-kit/
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Thank you
Any Questions?

aarc-connect@lists.geant.org 


