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ABSTRACT 

Secured patient’s information transaction between doctors and expert doctors from home and 

abroad, from remote to global for many reasons. A secured patients’ information transaction 

system has been designed developed and implemented in Java programming language that 

can be used for patient information communication using Playfair symmetric key 

cryptographic technique. The proposed system first prepared a table of text space matrix 

using a keyword without repeating character and then performed encryption on the patient’s 

sensitive information to produce ciphertext and then sent it to the destination. In the receiving 

end first prepare a text space matrix with the same keyword and then performed decryption 

on the receiving ciphertext to the retrieve the patients’ information as plaintext. This 

proposed system has been implemented in Java code, produced several outputs for inputs and 

are analyzed. This can be applied where higher level security services are required. 
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INTRODUCTION 

Data is transferred to different urgent work 

through different way means such as 

mobile, PC, email and many more. The 

hacker who collects this important 

information is doing a lot of damage in 

different cases many clients are suffering a 

lot due to the disclosure of information in 

business, Education Information or any 

other emergency. This is a way need many 

ways for hide information. Data Security is 

not only important for an organization it 

also plays an important role in security an 

individual's personal information. Patients’ 

information is considered as National ID, 

patient's name, address, gender, blood 

group, height and weight, contact, Medical 

report, Medical image etc. Patient's 

information refers to a patient's identity. 

All information that could be used to 

identify, find, or connect with a doctor, 

what is the disease of the patient and what 

is the treatment for his disease. It is much 

more important to keep a patient's 

information secret. 

 

A patient's relationship with a doctor is 

intimately involved. For better treatment, 

for emergency cases, it is needed to 

communicate the patients’ information 

need to communicate among the local 

doctor to specialized doctor, in home and 

abroad. When we send a patient from one 

city to another city or from one country to 

another country for better treatment, a lot 

of time is wasted and a lot of money is 

spent, also the patient can suffer a lot. 

That’s why we can send the patient's 

medical report without sending the patient. 

Because it is often seen that there are some 

hackers or some enemies who do not want 

go to the doctor for this correct 

information and the doctor will give the 

treatment correctly for the disease which 

may cause harm to the patient. Many 

times, the patient may die for this we are 
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using cryptography so that they get the 

correct information quickly and this will 

benefit both the patient and the doctor. 

That's why a research has been done to 

prepare a system of secret key 

cryptography technique to communicate 

patients’ information secretly among the 

patient to distant doctors or specialist i.e., 

transact them between the remote doctor to 

specialized doctor home and abroad. 

 

In this paper, a secret key symmetric 

cryptographic technique based on Playfair 

cipher has been designed, developed and 

implemented in Java programming code to 

test the sample patient’s information on 

the inputs and the produced outputs. 

Finally a computational analysis of the 

proposed system has also been done that 

can clarify the system’s security measures 

in proper applications on the secured 

communication channel. 

 

REVIEW WORKS 

The present age is the internet age, 

nowadays in our daily life its technology is 

used for communication in different work. 

Data is transferred to different urgent work 

through different way means such as 

mobile, pc, email and many more. The 

hacker who collects this important 

information is doing a lot of damage in 

different cases, many clients are suffering 

a lot due to the disclosure of information 

in business, Education Information or any 

other emergency. That’s way need many 

ways for hide information.  

 

Secret key cryptographic techniques are 

the art of hiding a message for keeping 

meaning of the message very secret in an 

unsecured communication way. It fills a 

comparative need to cryptography, 

however as opposed to encoding 

information essentially conceals it from 

the client.  

 

In this digital world need of data 

encryption is very much important to 

protect the user data from intended user. 

Cryptography was the two technique that 

make secure the data from intended user 

that want to threat the normal user by 

many side like harm the user or keeping 

eyes on others working/progress. This can 

be classified into different approaches such 

as file, text and message file depending on 

the cover media that is used to embed the 

hidden data [1-12, 14]. QR codes could 

also be used for secured data 

communication. Text file cryptography is 

one of the oldest information hiding 

techniques, which is considered as the 

hardest cover media to use for 

cryptography purpose due to less 

redundant information available inside the 

text files for hiding the data [7, 8, 10, 11, 

14]. Cryptography is applied to hide data 

on an image that is not visible to anyone’s 

eyes. All the cryptography processes to 

hide data based on the structure of the 

format of the most commonly used 

message files on the Internet [11-15]. The 

most popular data formats that widely 

available on internet used are: doc, docs 

and txt because it is difficult to identify 

which particular file contain any hidden 

information and it is difficult to identify 

which tool of cryptography is use these 

data formats to brock the technology. The 

cipher codes are used for variety of 

applications like secret communication, 

copyright protection, marketing, business, 

and education, etc. In a study on physical 

access control based QR codes [2], 

researchers established a physical 

authentication method using a mobile 

phone and QR code. 

 

In this paper, information is first encrypted 

with the keyword based symmetric key 

cryptographic technique using in the 

Playfair cipher generation process and the 

produced ciphertext is used to hide the 

intended information from the unwanted 

users and then is sent to the intended 

destination patient or specialized doctors 
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for secured message of information 

transactions very securely.  

 

PROPOSED SYSTEM METHOD 

A symmetric key cryptographic system is 

a technique of concealing information that 

in computer science refers to hiding data in 

a manner so that unwanted user cannot 

recover the message from the message file. 

It can be secretly exchanged for 

information between the communicants 

through the open communication media. 

The proposed system method can be 

performed by the following way: 

 

 Collect patients’ personal information 

and medical information. 

 Collect local medical doctor's opinion 

and prescription. 

 Select a keyword and then prepared a 

keyword matrix with the English 

alphabets 

 Performed encryption operation using 

Playfair symmetric key cryptographic 

process on the patients’ all 

information. 

 The targeted ciphertext is produced 

and is sent to the destination. 

 In the receiver site, first prepare the 

keyword matrix of English alphabets  

 Perform the decryption process on the 

received ciphertext using Playfair 

symmetric key cipher technique 

 The plaintext of the patients’ 

information is retrieved as the output 

of the process. 

 

Encryption Process 

The encryption process of the proposed 

system is presented below: 

1. Collect patients’ personal information 

and medical information. 

2. Collect local medical doctor's opinion 

and prescription. 

3. Select a keyword and then prepared a 

keyword matrix with the English 

alphabets 

4. Performed encryption operation using 

Playfair symmetric key cryptographic 

process on the patients’ all 

information. 

5. The targeted ciphertext is produced 

and is sent to the destination.

 

The whole method is depicted in the following Figure 1(a). 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

Decryption Process 

The decryption process of the proposed 

system is presented below: 

1. In the receiver site, first prepare the 

Patients’ Information 

Playfair Encryption Process 

Keyword 

Playfair Text space Table 

Ciphertext of the Information  

Patients’ Information  

Send to the Destination 

Fig.1(a):-Encryption Process of the Proposed System 
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keyword matrix of English alphabets  

2. Perform the decryption process on the 

received ciphertext using Playfair 

symmetric key cipher technique 

3. The plaintext of the patients’ 

information is retrieved as the    

output of the process.

 

The whole method is depicted in Figure 1(b). 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

Algorithm 

The algorithm of the proposed system is 

presented below:  

Step 1: Take patients’ information as 

plaintext for the cryptographic system. 

Step 2: Perform encryption operation using 

Playfair cipher with appropriate keyword 

   (a) Select keyword and prepare a 

Playfair text space table 

   (b) Perform encryption operation 

   (c) Found ciphertext of the information 

 

Step 3: The output ciphertext of the 

patients’ information is sent to the 

destination by the Internet. 

Step 4: Received ciphertext 

Step 5: Perform decryption operation on 

the ciphertext 

   (a) Received keyword (through KDC) 

and prepare a Playfair text space table 

   (b) Perform the decryption operation on 

the received ciphertext. 

   c) Retrieved the plaintext of the patients’ 

information 

 

Requirements 

To implement the secured proposed 

system, some hardware and software are 

required and they are: (a) Processor: i3 7
th

 

Generation, (b) RAM: 2 GB (mini) (c) 

Hard disk: 500 GB, (d) Monitor: 19’’ 

LCD, (e) Windows 10 and (f) Software 

Java 

 

To prepare a test environment of a 

designed and developed cryptographic 

system one can easily investigate several 

inputs and outputs, grasp a clear idea and 

put a recommendation on the proposed 

system. 

 

Implementation 

The proposed cryptographic system has 

been implemented using Java 

programming code with the patients’ 

intended information. Several input-

outputs have been found for several 

keywords. The targeted input/output 

analysis are found and presented below: 

 

Input/output Analysis 

The system is executed in Java 

programming language codes and found 

output for the given arrangement of the 

patients’ input information. Chosen input 

and output are given here. Patient's 

information as plaintext is encrypted by 

using the symmetric cipher Playfair with 

Playfair Decryption Process 

Keyword 

Playfair Text space Table 

Plaintext of the Patients’ 

Information 

Ciphertext of Information 

Received from Source 

Fig.1(b):-Decryption Process of the Proposed System 
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the keyword and the ciphertext is 

produced. The output from the program is 

the ciphertext. This output information is 

then sent to the intended receiver. In the 

receiving end, receiver’s system extracts 

the patients’ information by performing 

decryption process. Sample patients’ 

information as plaintext, ciphertext and the 

retrieving plaintext are presented in Figure 

2:

 

 

 

 

 

 

     
(a) Patient’s Information as Plaintext  (b) Playfair Ciphertext  (c) Retrieved Patient’s Information 

     

Fig.2:-Implemented Input-Output of the Patient’s Information 

 

The patient's information is encrypted 

using the Playfair cipher symmetric key 

cryptographic process and encrypts the 

patients’ information and is sent to the 

destination successfully. For this few 

information sources are taken and all are 

analyzed and found the successful results. 

In the destination, the received ciphertext 

of the patients’ information is decrypted 

using the Playfair cipher process where the 

text space table is prepared using the same 

keyword matrix. The sample input-output 

screenshots are presented in Figure 2.  

 

Computational Analysis 

The computational security analysis of the 

proposed system has been analyzed and 

presented so that one easily realize the 

strength of security and apply the system 

process in the desired area. 

 
Security Parameter Performed Status Security Measures 

confidentiality Yes Keyword-based encryption 

integrity Yes Performing encryption process 

authentication Yes By using Secret key matrix  

non-repudiation No performing encryption process 

 

CONCLUSIONS 

Secured patients’ information 

communication system between doctors to 

doctors or patients to doctors is very much 

needed in the telemedicine area in remote 

area to town both home and abroad as well 

as globally. Several approaches have been 

studied with its different issues. A secured 

secret keyword based Playfair encryption-

decryption technique has been designed, 

developed and implemented using Java 

programming language. The implemented 

system has been system analyzed with 

several sample patients’ information and 

presented. We have also analyzed and 

presented the security issues of the 

proposed system. Our proposed method 

can be applied in any medical diagnostic 

center, health care center, hospital, or even 

any doctor can implement this in 

telemedicine sectors. 
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