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Welcome and introduction

Your needs

Via the assignment, you, as a team, have provided us with the content of today’s session.
We invite you to participate actively, ask questions, use examples etc. so we can even more
tailor the next one-and-half hour to your needs.

We, as trainers, are very flexible: this session is a success if you feel that it is time well
spent!

Objectives
e By the end of this session, you will be able to recognise the basics of FAIR data
stewardship in the various stages of the data life cycle
e And you will be able to evaluate what actions need to be taken to solve FAIR data
stewardship issues in the proEVlifecycle research project

Structure
® Based on the assignment, we will indicate your project team’s strengths and challenges

e We provide short summary slides with tips and tricks

Do you have questions? Feel free to ask them, any time!
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FAIR data stewardship

Data stewardship
Responsible planning and executing of all actions on digital data before, during and after a research
project, with the aim of optimizing the usability, reusability and reproducibility of the resulting data

Long term view
Data stewardship focuses on the long term, stimulating researchers together with their data support
staff (data stewards) to plan data in such a way that is maximises the reuse of data

Data stewardship benefits the researcher

e Data is output! Data stewardship helps you to make conscious decisions about the data in
your project

e Data stewardship prevents unauthorised access, avoids data loss, and facilitates the
documentation and reuse of data

e Data stewardship stimulates efficiency and helps you comply to the conditions set to data by
universities, funders and journals

e Data stewardship stimulates open science, FAIR data and helps meeting privacy- and security
standards

e However, rule of thumb: as open as possible, as closed as necessary
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FAIR data principles

FAIR for human beings, for machines and taking into account legal requirements (such as privacy)
FAIR refers to data (or any digital object), metadata (information about that digital object), and
infrastructure

The first step in (re)using data is to making data findable. Metadata and data should be easy to find
for both humans and computers. For that, rich and machine-readable metadata and persistent
identifier are essential

The data must be accessible. A description should exist of how the data can be obtained. And there
should be guarantees that this will still work after years.

The data should be interoperable. It should be structured in well described way, with standardised
metadata and vocabularies. This way, it can be integrated with other data, and can operates with
applications or workflows for analysis, storage, and processing.

The ultimate goal of FAIR is to optimise the reuse of data. To achieve this, metadata and data should
be well-described, including a clear license, so that they can be replicated and/or combined in
different settings.

https://www.go-fair.org/fair-principles/

https://www.go-fair.org/how-to-go-fair/



https://www.go-fair.org/fair-principles/
https://www.go-fair.org/how-to-go-fair/
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Data life cycle: planning data

Design research; plan data management; plan consent for
sharing; plan data collection, processing protocols and
templates; explore existing data resources

Topics
e \Writing a data management plan
e Informed consent procedures

You’ll find a summary slide with basic information for each of
these topics at the end of this presentation
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Data life cycle: collecting data

Collect data; capture data with metadata; acquire existing third
party data

Topics

e Finding data
Collecting data
Preregistration
Data security
Personal data

You’ll find a summary slide with basic information for each of
these topics at the end of this presentation
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Data life cycle: processing and analysing data

Enter, digitize, transcribe and translate data; check, validate,

~ clean, anonymize; derive data; describe; manage and store
data; analyse and interpret data; produce research output; cite
data sources

Topics
e Data storage
e Data organisation
e Data versioning
e Data documentation

You’ll find a summary slide with basic information for each of
these topics at the end of this presentation
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Data life cycle: publishing, preserving & reusing data

Publishing and sharing data
Establish copyright; create user documentation; create discovery metadata;
select appropriate access to data; publish/share data; promote data

Preserving data
Migrate data to best format/media; store and backup data; create preservation
documentation; preserve and curate data

Re-using data
Conduct secondary analyses; undertake follow-up research; conduct research
reviews; scrutinize fundings; use data for teaching and learning

Topics
e Data archiving
e FAIR software
e Datarights

You’ll find a summary slide with basic information for each of these
topics at the end of this presentation
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Ten practices: ‘prepare well to prevent data disaster’

Ten Practices

Briney KA, Coates H, Goben A (2020) Foundational Practices of Research Data Management. Research
Ideas and Outcomes 6: e56508. https://doi.org/10.3897/ri0.6.e56508 )



https://doi.org/10.3897/rio.6.e56508
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Practice 1. Keep sufficient documentation
What are you already putting into practice?

e Multiple locations for (meta)data storage

Record of activities (preferably digital via Electronic Lab Notebooks:
Jupyter, Labguru, Labfolder, OSF)

Record of unusual observations

Annotated code and documented scripts

Analysis reports

Documenting scripts

Record of methods, workflows and protocols (including deviations!)
Record of materials used

Record of experimental conditions

Record of papers citations (reference management: EndNote, Mendeley)
Record of ‘who dunnit’

On daily basis, in detail and backup of documentation

Regular summaries
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Practice 1. Keep sufficient documentation
What may be improved in your current practices?

Use the best practices in the previous slide!

And ...
e Create documentation standards/templates to ensure recording of the
same information (group effort)
e Take the ‘outsider’ perspective: can others understand my data activities?
(group effort)
e Document so that research is reproducible (document more and more)
e Don’t wait: document your data right away
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Practice 2. Organise files and name them consistently
What are you already putting into practice?

International date convention (YYYY-MM-DD)

Organise folders and subfolders (from the ‘search’ perspective; per
project)

Self-explanatory naming and abbreviations

Quick overview, easy to scan

Make use of standards and include version number
Person_project_experiment_date

Date_name_keywords

Project_person_data type_experiment_date

Create tables to easily find data (humber experiment, date, description,
and observations)
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Practice 2. Organise files and name them consistently
What may be improved in your current practices?

Use the best practices in the previous slide!
“Folder management could be done better”

And ...
® Record the structure you choose, and create standards/templates to
ensure organising in the same way (group effort)
Separate raw, analysed, processed data
Separate ongoing from closed work (milestone versions)
If you use abbreviations, make sure to explain them
Keeping folder and file names as short as possible
Apply the same to physical data (samples)
Don’t wait: organise your data right away
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Practice 3. Version the files
What are you already putting into practice?

Keeping an untouched copy of the original file or raw data that won’t be
overwritten

Periodically save new versions of a file

Keep master of raw/start data, modified copy and its metadata

Add the version in the file name (v1, v2, v3 etc.)

Save all the important documents in at least two versions

Each new analysis of the same experiment or revision is being numbered
consistently
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Practice 3. Version the files
What may be improved in your current practices?

Use

the best practices in the previous slide!

“I usually - only? - safe the last draft”

And ...

Use a version control system such as Git (mentioned multiple times)
(group effort)

Alternatively, table at the beginning of a document with version, changes
done and who (in parallel to naming the versions)

Having a common group-platform for corrections or annotations (group
effort)

Especially when working with others: add date to version (to prevent all
those multiple ‘final’ versions)

More consistent version names, standardise versioning (group effort)
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Practice 4. Create a security plan
What are you already putting into practice?

Security controls: who has access to the data during the project (logging
systems)

Following company security guidelines and platforms (such as the DRE)
for patient data, with limited access

Safeguard your/others intellectual property data/protocols

Use encryption or password protection

Use pseudonyms, instead of real names, in case sharing of information
can’t be avoided (this is still personal data!)

Delink patient data and samples (good key list management)
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Practice 4. Create a security plan
What may be improved in your current practices?

Use the best practices in the previous slide!
“I don’t work with personal or confidential data”

And ...

Regularly review the security plan, together with the institution’s security
officer

Be aware of your own responsibilities in the plan

Explore your institution’s storage solutions, such as the DRE
(https://www.researchenvironment.org/) (group effort)

Discuss what happens with the data after your leave (group effort)

Make sure not to lose passwords, encryption keys or key files
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Practice 5. Define roles and responsibilities
What are you already putting into practice?

Compliance training and safety protocols in the lab

Training on the specific projects and each person's contributions
Organise regular (lab) meetings to define, distinguish and update roles
Transparent communication with lab members and other colleagues
(including the PI)
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Practice 5. Define roles and responsibilities
What may be improved in your current practices?

Use the best practices in the previous slide!

And ...

Formally appoint roles and responsibilities (group effort)

Document responsibilities

Standardise procedures (SOPs) before the project (group effort)
Document change management during the project (group effort)

Define good data management practices (use this workshop tips)
Knowledge exchange and training (mentors) (group effort)

Draft out ‘best practices’ (for instance for onboarding and exit processes)
Realise you have multiple roles: as project member, as institute member,
etc.
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Practice 6. Back up the data
What are you already putting into practice?

Different locations (also geographically)
Different types of storage locations

Backed up by the company/collaborators
Backed up on the university’s shared network
Daily backups

Backup on external hard drives
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Practice 6. Back up the data
What may be improved in your current practices?

Use the best practices in the previous slide!

And ...

e Commit to the (automated) backup procedures of your institution (group
effort)

® Periodically confirm that backups are functioning properly to avoid
unpleasant surprises when trying to recover data in a crisis

® Learn how to restore files (condition: good data organisation, including
clear file names etc.)

e Implement the 3:2:1 rule: have at least three copies of your data; store
the copies on two different media; keep it safe with one backup copy
offsite

® Back up on laptop: don’t loose your laptop
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Practice 7. Identify tool consiraints
What are you already putting into practice?

Research IT support and information security offices are available

Data routinely stored in spreadsheets or databases

Tools in place in handling and sharing large data (Laboratory Information
Management System)

Make a brief assessment of the available tools before including it in the
pipeline

Learning to use new tools for data management

Some devices do not give us the wished output, in this case just try and
optimise the procedure to get wanted data

We always export the data using compatible formats to analyse with the
implemented tools chosen in the lab

Speed limitation for transferring huge data from storage hard/cloud to
re-analyse the data when needed
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Practice 7. Identify tool constraints
What may be improved in your current practices?

Use the best practices in the previous slide!
“A short course for learning new software tools that helps in data
management would be helpful” (group effort)

And ...

e Evaluating in the security plan both individual software tools and any
potential security gaps between tools
Also include these discussions in the documentation of the project
Better organising of the data once collected

Find Python packages or R packages for conversion or data visualisation
To develop a secure and feasible research workflow (group effort)
Discussing a more rapid technology for data transfer (group effort)
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Practice 8. Close out the project
What are you already putting into practice?

Snapshotting while working on the project

Creating master copies of all the key-files in order to improve future
retrieval and reduce efforts in case of data sharing or talks/posters
presentations

All datafiles produced are indexed in a database which makes it easier to
use in future works (documentation!)

Or, create your own overview of locations

Write down the decisions in the project

If | think something is unnecessary, | delete the file immediately
Collecting protocols, different data in a separate, organised files

Keep all the data in open formats

Master copies containing the outcome of data analysis (i. e. graphs and
tables) are stored every week on cloud and secure folder
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Practice 8. Close out the project
What may be improved in your current practices?

Use the best practices in the previous slide!

And ...
® Storage hardware should be updated before the hardware format falls
out of regular usage and becomes difficult to read
® Regularly structure and organise outputs (group efforts)
e [Make a master copy or specific copies with raw data and final data
utilised for a specific project
e Implement the snapshotting at key points of the project (group effort)
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Practice 9. Put the data in a repository
What are you already putting into practice?

e Ensure that the selected data is clean, error free and finalised, so it can
be archived

e Created a data repository with accompanying log files for previous
consortium

e We have a personal data repository in Anaxomics

e Use FTP via our own platform to make data public

e Currently I do not have any data that would be eligible for repository
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Practice 9. Put the data in a repository
What may be improved in your current practices?

Use the best practices in the previous slide!

And ...

Discuss with group to using external repositories, once applicable (group
effort)

Make a plan when to put data in a repository (group effort)

Decide about the selection of data

Training about data management practices for data archiving would be
helpful (group effort)

Make data publically available for reproducibility and reuse (group effort)
Checking the understandability of final data

Discussing about the responsible person (i.e. funder, Pl, ESR) for general
data sharing

Check whether the DRE operator can provide access to the data to others
at final stage of the project (group effort)
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Practice 10. Write these conventions down in a DMP
What are you already putting into practice?

e Acknowledge the importance of having a DMP
e DMP of the consortium
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Practice 10. Write these conventions down in a DMP
What may be improved in your current practices?

Use the best practices in the previous slide!

And ...
e Creating a DMP if you didn’t do so yet, per project or as joint effort
(group effort)
® For shared projects discuss DMP setup with others involved
e Have your DMP checked by your local RDM support office
® Periodically discuss and update the DMP with the group and with your PI
(group effort)
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Summary of group efforts: first steps

Create standards and templates (for documentation, organisation/structures of files,
file names, versioning, SOPs, change management)

Use a version control system such as Git (and also use it for corrections and
annotations)

Explore your institution’s storage solutions, such as the DRE, and commit to the
(automated) backup procedures of your institution

Develop a secure and feasible research workflow (including working towards future
data integration)

Regularly structure and organise outputs (including snapshotting at key points of the
project)

Discuss with group to using external repositories (including making plans: when, what
and how, aimed at reproducibility and reusability)

Create a DMP if you didn’t do so yet, per project or as joint effort, and periodically
discuss and update it

Formally appoint roles and responsibilities

Knowledge exchange and training (including exploring tools together, learn how to
prepare for data archiving, learn from best practices, and check the understandability
of each others data activities)

>
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Second step: FAIR data

Box 2 | The FAIR Guiding Principles

= =T I R = E 2 L
|

g
:

To be Findable:
F1. (meta)data are assigned a globally unique and persistent identifier
F2. data are described with rich metadata (defined by R1 below)

Core FDP Metadata

1 |Title
F3. metadata clearly and explicitly include the identifier of the data it describes 2 | Description
F4. (meta)data are registered or indexed in a searchable resource 3 | Publisher
4 | Version

To be Accessible: 50|

Al. (meta)data are retrievable by their identifier using a standardized communications protocol 5. |iiconse

Al.1 the protocol is open, free, and universally implementable S s

Al.2 the protocol allows for an authentication and authorization procedure, where necessary Pl

A2. metadata are accessible, even when the data are no longer available 9 | Keywords
To be Interoperable: :? o

I1. (meta)data use a formal, accessible, shared, and broadly applicable language for knowledge representation. A £

12. (meta)data use vocabularies that follow FAIR principles 0 pe0e

13. (meta)data include qualified references to other (meta)data T e :
To be Reusable: e

R1. meta(data) are richly described with a plurality of accurate and relevant attributes 3 {Liconto

R1.1. (meta)data are released with a clear and accessible data usage license 2 "‘"‘_’d

R1.2. (meta)data are associated with detailed provenance > Mmd)

R1.3. (meta)data meet domain-relevant community standards o= it

7 Access URL $.

Metadata: the information we create, store, and share to describe things, allows : M”":VP‘
us to interact with these things to obtain the knowledge we need 10 [Bytosie

https://www.niso.org/publications/understanding-metadata-2017

Metadata for Machines Workshop

{22}

M4am

FAIR for human beings, for machines and taking into account legal
requirements (such as privacy)

After the first steps (see previous page), a second step could be a Bring To assist domein oxperts who wentto
Your Own Data Event in which we together work on creating FAIR data prodies EVRitesaleecs, in ereating machibe-

actionable metadata that satisfies and
adheres to the FAIR Principles.


https://www.niso.org/publications/understanding-metadata-2017
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Summary slides (per topic of the data life cycle)
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Data life cycle: planning data

Design research; plan data management; plan consent for
sharing; plan data collection, processing protocols and
templates; explore existing data resources

Topics
e \Writing a data management plan

e Informed consent procedures

a 4
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Summary slide: writing a data management plan

A data management plan (DMP) is a document which outlines how research data will be managed over

the course of a research project

Organisation; roles; costs; existing data;
collection process; informed consent; ethics

Created during
project planning

\ Updated during

project execution

DMP s

for storing, sharing; structuring data;
metadata and documentation; preserving;
giving access to data etc.

Nice to watch: the data management planning knowledge clip by Oncode, including extra materials

Benefits (vs.ticking boxes’)
e Makes research more efficient; think and decide timely about RDM issues
e Use it as a dynamic document; use it as a discussion document
e Useful in meetings for monitoring progress of your research

Policies & DMPs
e DMPs are used to check the ‘local feasibility’ of a study, i.e. a quality assurance (safety, quality,
expertise) of trials executed, to acquire approval from the Executive Board
® Most funders require researchers to submit a DMP in the context of a grant application,
in addition to a Data Management Paragraph

committee; privacy; security; data types; tools


https://youtu.be/jI3BsnBH85g
https://d3rkgc73yyvjze.cloudfront.net/dynamic/resources/RDM_session1_resourcesandexercise.pdf

gy
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Summary slide: informed consent procedures

Agreement between the researcher and the data subject (i.e. participant), including:

e The data subject is informed: provide information that is received and understood (information
brochure)

e The data subject gives consent: you need an explicit statement that the data subject freely agrees to
participation in the research project

Legal perspective Z
As a legal base for collecting personal data (GDPR) /‘//

Ethical perspective
Participant is informed and thus enabled to make a voluntary //&é
decision about accepting or declining participation in research 4_\

informed consent

WE
WAKE HM up-
NEED (NFGRMED ONSENT,
o THe NEXT PART
)
5 W:» )

% Written informed consent (often: obliged for WMO research)

Oral informed consent

=
g=

Online informed consent

Always check the informed consent templates from your institute/ethical
committee
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Data life cycle: collecting data

N \ Collect data; capture data with metadata; acquire existing third
o party data

e o

-

Y &

Topics

e Finding data
Collecting data
Preregistration
Data security
Personal data
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Summary slide: finding data

If you intend to reuse existing data instead of collecting it yourself, there are good sources for potentially
relevant existing data. The following (directories of) archives may be relevant sources for finding data.

Open Access Directory: Data repositories
Re3data.org
Recommended Data Repositories from Nature

Fairsharing

FAIRsharing.org

{ <> standards, databases, policies

o re3d ata.org

EC) Recommendations @@@ Collections @ Educational

Standards and/or databases Standards and/or databases grouped by About standards, their use in databases
recommended by journal or funder data domain, species or organization and policies, and how we can help you.
i X
policies.
h T B 8
R

1453 Standards 1583 Databases 134 Policies
Terminology Artifact 792 Natural Sciences 1469 Funder 23
Model/Format 438 Engineering Science 308 Journal 86
Reporting Guideline 175 Humanities 97 Society 12
Identifier Schema 18 Social Sciences 155
FAIR metrics 30


http://oad.simmons.edu/oadwiki/Data_repositories
http://re3data.org
https://www.nature.com/sdata/policies/repositories
https://fairsharing.org/recommendations/
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Summary slide: collecting data

https://libguides.vu.nl/rdm/data-collection

Data collection may consist of the re-use of existing data and/or the generation of new data. You can find more specific information on the re-use of existing
data on the Finding Existing Data page in this LibGuide

For data to be considered valid and reliable, data collection should occur consistently and systematically throughout the course of the research project. Data
collection guidelines and established methodologies should be used to gather data. Some disciplines make use of codebooks, whereas others use protocols for
data gathering. These procedures help researchers collect data according to conventional methodological steps. If a research project involves multiple partners
(in a consortium) it should be clear who is responsible for the collection of what (part of the) data. Important aspects of data collection include:

« Standardisation: codebooks & protocols
« Structure / organisation of the data

« Data quality assurance methods

« Documentation & metadata

« Storage & protection

This relates to the Reproducibility of your research according to the FAIR-data principles.

Nice to watch: the collecting data clip by the VU

Collecting, Re

Managing Dat

0:00 /5:03



https://libguides.vu.nl/rdm/data-collection
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Summary slide: preregisiration

\J
s OSF
Preregistration allows the research community to get information about upcoming research, and °
provide feedback on the research plans, including the protocols, methods, etc. As a result, research C P S

PREREGISTERED

plans can learn from and align with other research. ....‘

—— CENTER FOR ——

OPEN SCIENCE

+ Makes your science better by increasing the credibility of
your results

« Allows you to stake your claim to your ideas earlier &3 protocols.io

o It's an easy way to plan for better research

https://www.cos.io/our-services/prereg

Making it easy to share
method details before,

Avoid unnecessary duplication of animal studies during, and after publication.

+ Increase transparency

Reduce reporting bias, such as publication bias and bias induced by selective outcome reporting, p-hacking and HARKing

Increase data sharing, by
o allowing fellow researchers and reviewers to access information on the study design, which is often lacking in publications
o provide a platform to share details and data of otherwise unpublished animal studies

+ Create opportunities for collaborative research )


https://www.cos.io/our-services/prereg

DTL [ AL~

Summary slide: data security

Location of data
e Hard-copy personal and confidential data has to be kept in a locker
® In case of personal and confidential data, the university drive is often the only location allowed
e Public (free) storage or transfer services are no option for personal or confidential data

Encrypt your devices
e Use Filevault (Mac), Bitlocker (Windows) or the open source VeraCrypt to encrypt your device

Encrypt your data
e Ifitis necessary to keep your data at an untrusted storage location or you need to transport it
over a network, you can encrypt your data using for instance VeraCrypt or Axcrypt

Use VPN to transfer data
® The best way to ensure safe transport between the university network drive and your home
computer is to use the VPN connection of the university

Wipe storage devices after use
® There are simple tools that are able to retrieve information after you deleted it. To secure your
device, utilities as Permanent Eraser and CCleaner can be used to destroy the data
e To erase all data from your device you can use for instance Dban

https://www.ru.nl/rdm/collecting-data/data-security



https://support.apple.com/en-us/HT204837
https://www.microsoft.com/en-us/download/details.aspx?id=4794
https://www.veracrypt.fr/en/Home.html
https://www.veracrypt.fr/en/Home.html
https://www.axcrypt.net/
http://www.macupdate.com/app/mac/14776/permanent-eraser
https://www.piriform.com/ccleaner
http://www.dban.org/download
https://www.ru.nl/rdm/collecting-data/data-security
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Summary slide: personal data

Anonymisation WHAT IS PERSONAL DATA?

. . pe . . . . DEFINITION AND SCOPE UNDER THE GDPR
Re-identification of the anonymised data combined with any other

p O p u I at i O n d ata iS i m pOSSi b I e % Qgett!\zigaﬁ\?%?;?year); Subjective (opinion); and,
[ 1111 o] Sensitive data (gay woman).
Pseudonymisation ’i RELATNGTO f
An individual, about a particular person, impacts a specific
Personal data can no longer be attributed to a specific data subject persen
without the use of additional information (pseudonymisation key) ®\ IDENTIFIED OR IDENTIFIABLE
Direct or indirectly e.g. You know me by name, direct, you
know me as “a Lawyer doing these graphics”, indirect.

Short movie about privacy by design .

. . . . NAIURﬁbToEaRIisvi?Nhuman eing. National Law ma
L4 Data m|n|m|sat|0n ]/ ga;:i‘/pelfl.uslezfordet:easegpersonst.J ¢ ¢
e Data quality

ONLINE IDENTIFIER & LOCATION DATA

* Goal setting 24 e ot e b e ectont e ve s
e Minimisation of use
e Security measures 2 e dota et whecomtanedwith e et
—r and other info create a profile and identify a person.
e Transparency
e Rights of data subjects
e Liability

Make sure to check your local RDM policy, Standard Operating Procedures (SOPs), GDPR proof
templates, and contact your legal office and/or privacy officer in case of questions and if you work with
third parties or third party tools )


https://www.youtube.com/watch?v=f6MUwkEJzQ4&feature=emb_logo
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Data life cycle: processing and analysing data

“a

Enter, digitize, transcribe and translate data; check, validate,

~ clean, anonymize; derive data; describe; manage and store
data; analyse and interpret data; produce research output; cite
data sources

Topics
e Data storage
e Data organisation
e Data versioning
e Data documentation
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Summary slide: data storage

The ideal tools allow you to do much more than only storing ...

Import data sources, organise data, store data securely
Collaborate on data

Access anywhere, any time, on any device

Data processing and analysis tools

Fully scalable data quantity and compute
High-performance computing

Controlled access and logging

Use, manage, combine and re-use data

Use the research tools and applications you want

Generate virtual workspaces for researchers
Pseudonymization software

Such as ... virtual/digital research environments,
secured university storage, SURF services, or: ask the
data steward wizard (https://ds-wizard.org/)

Iabguru

Handle multiple types of data: clinical, images, omics, etc.

Data sources o—
« Hospital data Analysis tools

« Research data

« Lab data Access anywhere \ .JJ
« Images 00 raﬁ

OT0U Publications
Safe & secure ° « Journals
* Repositories
Manage data * Registries
Collaborate « Catalogues

Be compliant

Digital Research Environment

A\~

‘L DS Wizard My Experiment =% @

[ Knowledge Model Editor

lll. Creating and collecting data

We will make sure that we know what data will be coming tof
sure that we have adequate storage space to deal with it, and 1

Current Phase

5 Knowledge Models Before Submitting the Proposal v

B Questionnaires

£ Documents Chegters B What data formats/types will you be using?

I. Administrative details 1 Have you identified types of data that you will use that are
"tables") are used by many different projects. For such data, ¢
help to make these data reusable. Are you using such common

& Storage Costs Evaluator

Il. Re-using data

Il Creat llecting dat
G You should make sure also to list the formats used in any data

IV. P

ViiBrocessing dets X Desirable: Before Submitting the Proposal

¥ ctaroretiog ddta " 8 Data Stewardship for Open Science: njy.

V. Preserving data .

Data format/type
VIl. Giving access to data 3
RDF/XML Syntax Specification
More FAIRsharing pips: fairsharing.org/bsg-s001261

TODOs Desirable: Before Submitting the Proposal

SURFdrive: store and share your
files securely in the cloud
Research Drive: securely and
easily store and share research
data

SURFfilesender: send large files
securely and encrypted


https://ds-wizard.org/
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Summary slide: data organisation

j LS | w | W | (W) PsD PSD
- L3 L)
Important Experiment Lab Meeting My talk Paper PhD revised
1 meeting notes submission

FINAL new psd newfinalpsd newfinalfinal psd

In 3 years time would you know what these are?

rewfinalestfinal psd newfinalestfinal newfinalestfuckthis

forsure psd shitfinal psd

Original slide by Marta Teperek

File Naming Conventions

20190527_HelisAcademy File naming convention:

 Date or date range of experiment: YYYYMMDD

« File type

« Researcher name/initials TILS Document Naming Convention

« Version number of file

* Don’t make f"e names too Iong Document naming for the TILS Division should follow this convention:

- Avoid special characters and spaces (GDL [ TILSDocNaming /1] 20090612 docx

* Include a README.txt file to explain the naming I \
convention i oo | | o Ra o
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Summary slide: data versioning

e Use a 'revision' numbering system. Example: vO03_01
e Add information to identify the individual who has made the amendments & a date stamp.
Example: 20190508 datav01_SJ
e Decide how many versions you want to save, which versions to keep and for how long
e |dentify milestone versions and a raw data version, which can never be altered or deleted.
When working with others on data, maintain a master file
e Record the changes that are made in a new version by using a version log
Version control can also be maintained by version-control facilities in the software you are
using or in special versioning software
2
T Version control
ID-number Who When What y
1 Maaike Messelink 15-11-2014 | made the variable CatRelll Glt
2 Maaike Messelink 16-11-2014 | changed the values of the Subversion

3 Harrie Knippenberg 17-11-2014 | added new researchpersol Electronic LClb NOtebOOkS

"4 » M| Version log  extrainfo /¥ A
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Summary slide: data documentation

Producing high-quality documentation in the course of your research ensures that your data can be:
® Properly interpreted as relevant context is available
e \Verifiable and reproducible
® Reusable (by you or by others)

3 types of data documentation

e Files that explain the content of the dataset, at the data level (codebook)

e Files that explain the context of the dataset, and how the research was done (methodology section)
e Files that explain the structure of the dataset (readme.txt file with the structure of the dataset)

Embedded documentation
e Code, field and label descriptions
® Descriptive headers or summaries

Additional documentation

e Codebook (depending on the program)
Readme file

Methodology file

Questionnaires or interview guides

(]
(]
(]
e Working papers or lab notebooks



&

Data life cycle: publishing, preserving & reusing data

Publishing and sharing data
Establish copyright; create user documentation; create discovery metadata;
select appropriate access to data; publish/share data; promote data

Preserving data
Migrate data to best format/media; store and backup data; create preservation

documentation; preserve and curate data

Re-using data
Conduct secondary analyses; undertake follow-up research; conduct research
reviews; scrutinize fundings; use data for teaching and learning

Topics
e Data archiving
e FAIR software
e Datarights

a 4
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Summary slide: data archiving

Generally, RDM policies state something like this
e Data are stored at the time of publication of the research (including dissertations) at the latest,

together with at least all the information necessary for potential reuse of data (metadata)
® The retention period for research data is a minimum of ten years

Two perspectives

® Archiving data for scientific integrity
® Archiving data for reuse
e Rule of thumb: as open as possible, as closed as necessary

For consideration

Are there ethical and legal reasons not to share my data?
Must all data be shared?

Where is my data safe?

Is my data in an easy to use format?

Will my data be accessible in the long term?

Do | have sufficient documentation and metadata?
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Summary slide: data archiving

AR DANS

Repositories 50

verseNL @
RYAD
4TU.Centre for Research Data

é;?%é:ﬁgshare UmPro.t o

™

D
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Summary slide: data archiving

If you intend to reuse existing data instead of collecting it yourself, there are good sources for potentially
relevant existing data. The following (directories of) archives may be relevant sources for finding data.

Open Access Directory: Data repositories
Re3data.org
Recommended Data Repositories from Nature

Fairsharing

FAIRsharing.org

{ <> standards, databases, policies

o re3d ata.org

EC) Recommendations @@@ Collections @ Educational

Standards and/or databases Standards and/or databases grouped by About standards, their use in databases
recommended by journal or funder data domain, species or organization and policies, and how we can help you.
i X
policies.
h T B 8
R

1453 Standards 1583 Databases 134 Policies
Terminology Artifact 792 Natural Sciences 1469 Funder 23
Model/Format 438 Engineering Science 308 Journal 86
Reporting Guideline 175 Humanities 97 Society 12
Identifier Schema 18 Social Sciences 155
FAIR metrics 30


http://oad.simmons.edu/oadwiki/Data_repositories
http://re3data.org
https://www.nature.com/sdata/policies/repositories
https://fairsharing.org/recommendations/

DTL | &>

Summary slide: FAIR software

FOR FAIR SOFI'WARE

LET'S GO! —

https://fair-software.nl



https://fair-software.nl/
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Summary slide: data rights

Data ownership

Quite often ... a funder, a university that pays your research,

and not: you! Check your institution’s policy, the funder’s agreements,
and the agreements made in the COSMIC project

Creative Commons licenses are also applicable to data @ ® @®@@
@00] @00
[\=/ By _sA QN7 BV ND |

There are existing licenses that specifically apply to data. These are the so-called DO @@@@

Open Data Commons, which can be divided into three licenses: N e 1N B Ne No |

e Public Domain Dedication and License (PDDL)
e Attribution License (ODC-By)

e QOpen Database License (ODC-ODbL)
Make sure that you do not hand over any author rights belonging to your data via for
instance a CCO license. In that case, your work is dedicated to the public domain by

waiving all the (copy)rights. Anyone can copy, modify and distribute your data,
even for commercial purposes, all without asking permission or reference to your dataset.


http://opendatacommons.org/
http://opendatacommons.org/licenses/pddl/
http://opendatacommons.org/licenses/by/
http://opendatacommons.org/licenses/odbl/
https://creativecommons.org/
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Summary slide: data rights

Data use agreements

Data use agreements — also known as data transfer or exchange agreements — are contracts used for
the transfer of data which are non-public or otherwise subject to restrictions

LY _ Agreement between the data owner and a recipient. Composing a data use
\y\ﬁgﬂ? agreement may be particular relevant in research that involves
\%SVQV privacy-sensitive data.
EE Dutch examples approved by the University Medical Centers

Consider at least the following aspects:

e Legal aspects —including the General Data Protection Legislation (Algemene Verordening
Gegevensbescherming, AVG) and the Medical Research involving Human Subjects Act (Wet
Medisch-Wetenschappelijk Onderzoek met Mensen, WMO)

Ownership of the data

Privacy/anonymisation of human data

Use of data by third parties

Embargo period

Citations and/or co-authorship

Specific scientific purpose )


https://elsi.health-ri.nl/waar-vind-ik-een-voorbeeld-van-een-material-transfer-agreement-en-data-transfer-agreement
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