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Executive	Summary	
Sharing	sensitive	data	is	a	specific	challenge	within	EOSC-Life.	This	deliverable	reports	on	the	
preliminary	results	of	the	design	of	a	toolbox	to	provide	information	to	researchers	who	wish	to	
share	and/or	use	sensitive	data	in	a	public	cloud	environment	in	general,	and	in	e-infrastructures	
adhering	to	the	European	Open	Science	Cloud	in	particular.	The	sensitivity	of	the	data	may	arise	
from	its	personal	nature,	but	can	also	be	caused	by	intellectual	property	considerations,	
biohazard	concerns,	or	compliance	with	the	Nagoya	protocol.	The	toolbox	will	not	be	based	on	
newly	generated	content,	instead,	it	will	guide	researchers	to	find	existing	resources	that	are	
relevant	for	sharing	sensitive	data	across	all	participating	research	infrastructures	(F	in	FAIR).	The	
toolbox	will	provide	links	to	recommendations,	procedures,	and	best	practices,	as	well	as	to	
software	(tools)	to	support	data	sharing	and	reuse.	It	will	be	based	upon	a	tagging	(categorisation)	
system,	allowing	consistent	labelling	and	categorisation	of	resources.	The	toolbox	design	is	
steered	by	a	large	working	group	meeting	on	a	monthly	basis	with	participation	of	a	broad	range	
of	research	infrastructures	(the	authors	of	this	report).	

The	current	deliverable	report	provides	a	high-level	summary	of	the	results	that	already	have	
been	detailed	further	in	documents	published	in	Zenodo	over	the	previous	year,	and	which	are	
referenced	in	this	report.	Finally,	the	document	will	also	provide	an	outlook	for	the	next	steps	
towards	the	actual	implementation	of	the	toolbox	and,	ultimately,	its	sustainability	beyond	the	
EOSC-Life	project’s	lifetime.	

	

Project	Objectives	
Sharing	and	reusing	multimodal	data,	images,	and	biosamples	is	essential	to	optimize	the	use	of	
research	data	and	the	corresponding	effort	and	funding.	Some	institutions	and	biomedical	
research	infrastructures	have	already	developed	data	sharing	instruments	and	support	services	
(repositories,	data	warehouses	etc.)	for	that	purpose.	However,	these	activities	are	still	
fragmented,	and	often	institution	or	country	specific.	Moreover,	policies	for	data	sharing	and	
reuse	are	still	available	to	a	limited	extent,	which	hampers	the	reuse	of	sensitive	data	at	a	larger	
scale	across	national	borders.	Task	4.2	in	EOSC-Life	(“Policy	and	guidance	on	sharing	and	reusing	
biomedical	research	data,	images,	and	samples”)	is	designed	to	address	this	situation,	guided	by	
specific	use	cases	from	within	EOSC-Life	(WP1,	WP3)	as	well	as	from	outside	the	project.	The	
objective	of	the	task	is	to	create	a	comprehensive	set	of	recommendations	and	policies	about:	

a. sharing	and	reuse	of	observational	study	data	and	cohort	integration	with	guidance	for	
the	reuse	of	cohort	data	collected	across	multiple	countries;	

b. multinational	observational	biosample	sharing	and	reuse;	
c. sharing	and	reuse	of	sensitive	images	from	multinational	studies;	
d. sharing	other	forms	of	sensitive	data,	e.g.	data	that	need	protection	or	could	potentially	

give	rise	to	a	biohazard,	IP-sensitive	data,	or	data	subject	to	the	Nagoya	protocol.	

The	resulting	recommendations	should	inform	the	further	use	cases	within	EOSC-Life	involving	
sensitive	data.		
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Detailed	Report	on	the	Deliverable	

1. Description	of	Work	

The	scope	of	the	recommendations	to	be	developed	within	this	task	is	potentially	near	infinite,	
while	there	are	already	many	activities	ongoing	within	and	outside	the	biomedical	research	
infrastructures.	It	was	therefore	decided	at	the	last	EOSC-Life	Annual	Meeting	(Brussels,	March	
2020)	to	develop	a	toolbox	dedicated	to	those	resources	already	available	for	handling	sensitive	
data,	instead	of	developing	a	new	set	of	recommendations	from	scratch.	This	EOSC-Life	Toolbox	
will	aim	to	provide	specific	guidance	to:	

1. Researchers	or	other	data	providers	(e.g.,	sponsors,	institutions	or	private	organisations)	
wishing	to	prepare	their	sensitive	data	for	future	reuse,	i.e.,	enabling	future	sharing	of	data;	

2. Researchers	and	data	providers	in	the	case	they	wish	to	make	use	of	sensitive	data	made	
available	by	the	data	provider,	i.e.,	enabling	actual	sharing	of	data.	

The	content	of	the	toolbox	will	be	derived	from	two	main	sources:	

1. existing	data,	recommendations,	procedures,	best	practices,	and	links	to	software	(tools)	to	
support	data	sharing	and	reuse	relevant	for	sensitive	data	management	in	a	cloud	
environment;	

2. guidelines	and	other	useful	resources	drafted	in	the	context	of	EOSC-Life	(e.g.,	WP7	
guidelines	on	the	required	capabilities	of	cloud	providers1	and	WP7:	Sensitive	data	
concerning	health	and	trusted	cloud2).	

The	toolbox	will	help	scientists	to	navigate	to	previously	collected	high-quality	content	available	
throughout	our	collective	infrastructure	landscape.	Also,	the	sustainability	of	the	toolbox	will	be	a	
design	consideration	from	the	start:	EOSC-Life	is	a	project	with	a	clear	end	date.	Any	toolbox	can	
only	be	useful	and	successful	if	it	is	maintained	and	updated	beyond	that	end	date.	

The	creation	of	the	toolbox	and	its	enrichment	with	content	will	be	driven	by	use	cases,	which	
may	stem	from	within	EOSC-Life	(e.g.,	WP1,	WP2,	WP3,	WP6	(Nagoya	protocol)),	WP7,	WP9	or	
from	the	Research	Infrastructures’	network/other	EU-projects.	Data	sharing	issues	highlighted	by	
those	use	cases	will	prioritize	the	content	collection	for	the	toolbox	and	will	provide	test	cases	for	
the	usability	of	the	toolbox.	More	details	on	the	scope	and	anticipated	content	of	the	toolbox	can	
be	found	in	the	design	document	for	the	toolbox	“Toolbox	for	data	sharing	of	sensitive	data	-	a	
concept	description”	(1).	This	design	document	was	prepared	by	a	dedicated	working	group	
composed	of	members	from	across	the	life-sciences	research	infrastructure	landscape	(the	
authors	of	this	report).	This	working	group	meets	on	a	monthly	basis	and	is	planning	to	continue	
to	do	so	over	the	next	year.	In	addition,	specific	subgroups	have	been	formed	dedicated	to	
specific	tasks	(categorization	system	and	technical	working	group)	as	will	be	outlined	below.	

	

																																																													
1	https://docs.google.com/document/d/1BJG_Df6wM-d3x8fV0v3hfCBWGM3r9bGZlMFP8EWObZA/edit	
2	https://docs.google.com/document/d/1ZMyv0VqQclBN_CxPGE6THOtsK9gwdQdNuGBzF5X_33U/edit	
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1.1. Scope	of	the	toolbox	

Control	of	the	scope	of	the	toolbox	is	essential	in	order	to	be	able	to	create	a	useful	product	
within	the	time	and	budget	available.	This	observation	has	led	to	the	following	scope	constraints.	

● Only	secondary	use	of	data	is	considered;	in	case	of	primary	use	only	those	aspects	related	to	
future	reuse	of	the	data	will	be	considered.	

● The	content	of	the	toolbox	should	be	of	relevance	for	cloud	management	of	sensitive	data	in	
general,	and	the	European	Open	Science	Cloud	in	particular.	The	priority	for	filling	the	
toolbox	will	be	set	by	either:	

• representative	use	cases,	or	
• specific	topics	raised	by	other	EOSC-Life	work	packages,	or	
• specific	input	from	the	WP4	EOSC-Life	toolbox	team.	

● The	toolbox	can	consist	of	recommendations,	procedures,	links	to	tools,	and	examples/best	
practices.	Preferably	the	best	practices	are	derived	from	use	cases.	

● The	content	of	the	toolbox	will	not	be	developed	de	novo,	but	assembled	from	existing	
resources,	preferably	by	providing	pointers	to	resources	rather	than	copying	content.	
However,	the	toolbox	will	provide	sufficient	context	to	those	pointers	to	allow	users	to	
understand	their	scope	and	applicability.	

It	would	be	a	pitfall	to	aim	for	the	perfect	product	from	the	start.	The	initial	focus	should	be	the	
“minimum	lovable	product”.	

1.2. Input	for	the	toolbox	design	

Although	it	is	not	the	intention	of	the	EOSC-Life	project	to	develop	many	new	guidelines,	best	
practices,	tools/services,	still	some	of	these	may	be	needed	to	cover	certain	gaps.	In	those	cases,	
EOSC-Life	will	organize	expert	workshops	to	generate	specific	content	for	the	toolbox.		

In	this	context,	two	expert	workshops	have	already	been	organised.	First,	the	workshop	“Fair	
Enough?”	(4-5	September	2019,	Brussels)	allowed	WP4	participants	to	exchange	on	data	
protection,	gaps	and	identify	synergies	to	develop	guidance	and	services	to	handle	sensitive	
research	data.	Second,	the	workshop	“Towards	pseudonymised/anonymised	health	data:	
methodologies,	tools	and	practical	solutions”	(22-23	January	2020,	Paris)	aimed	at	assessing	
technical	solutions	for	anonymization	and	pseudonymization	of	data	and	their	GDPR	(General	
Data	Protection	Regulation)	compliance.	

In	a	series	of	prioritization	meetings,	the	topic	of	federation	vs	centralization	of	sensitive	data	
collections	was	selected	as	the	highest-priority	issue	for	a	future	workshop.	The	workshop	will	
focus	on	the	criteria	required	to	make	this	decision,	and	on	the	specific	challenges	to	deal	with	
sensitive	data	in	either	approach,	in	particular	in	a	cloud	context.	This	workshop	will	be	the	next	
one	to	be	organized	in	the	context	of	EOSC-Life	WP4,	followed	by	a	workshop	focusing	on	the	
Nagoya	protocol	on	Access	and	Benefit	Sharing	(ABS).	Both	workshops	will	result	in	specific	
content	to	be	included	in	the	EOSC-Life	toolbox.	
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The	BBMRI-ERIC	ELSI	Knowledge	Base3	(2)	may	also	provide	an	important	starting	point	for	the	
design,	relevant	content,	and	sustainability	aspects	of	the	toolbox.	A	demonstration	of	that	
Knowledge	Base	for	this	working	group	was	organized	July	27th,	2020.	Please	see	also	Screenshot	
1	for	an	impression	of	the	look-and-feel	of	that	toolbox.	

Another	example	that	could	inform	the	further	development	of	the	toolbox	is	the	Data	
Stewardship	Wizard	created	for	the	RDA	COVID-19	initiative.	A	demo	of	this	toolbox	was	
organized	for	the	larger	EOSC-Life	Toolbox	working	group	on	August	24th,	2020.	Screenshot	2	
provides	an	impression	of	the	RDA	DS	Wizard.	

Effective	navigation	is	essential	to	the	use	of	the	toolbox	and	should	be	based	upon	the	needs	of	a	
user	related	to	a	specific	problem	or	use	case.	EOSC-Life	WP9	is	supporting	the	usability	aspects	of	
the	toolbox	implementation	(“user	journey”).	A	usability	webinar	(September	28th,	2020)	was	
organized	to	inform	the	toolbox	team	about	tips	and	tricks	in	this	area.	It	was	based	on	the	EBI	
Training	on	user	experience	(3).	See	also	Screenshot	3.	

	

	 	

																																																													
3	https://www.bbmri-eric.eu/elsi/knowledge-base/	
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Screenshot	1:	Demonstration	of	the	BBMRI	ELSI	Knowledgebase	
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Screenshot	2:	Demonstration	of	the	RDA	DS	Wizard	

	

	

Screenshot	3:	UX	Design	webinar	
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1.4. User	interface	&	categorization	system	

Multiple	navigation	approaches	need	to	be	supported.	Direct	search	may	be	supported	by	tagging	
the	content.	This	basic	approach	to	navigation	could	be	supported	by	a	form/questionnaire	to	be	
filled	in,	which	characterizes	the	main	dimensions	of	data	sharing.	The	content	(e.g.,	guidelines,	
best	practice,	tools)	could	be	tagged	with	these	characteristics	and	thus	made	identifiable	via	
search.	

In	the	context	of	the	RDA	COVID-19	Working	Group	activities,	a	tagging	system	was	developed	to	
characterise	documents,	allowing	better	support	for	searching	and	filtering	(4).	This	system	
covered	several	dimensions,	such	as	actors/stakeholders,	research	domain,	themes,	stage	in	
research	cycle,	type	of	resource,	type	of	file/data,	jurisdiction,	etc.,	and	was	used	as	input	to	the	
RDA	categorisation	system.	We	propose	a	similar	system	for	the	EOSC-Life	WP4	toolbox.	Such	a	
tagging	or	categorization	system	would	be	used	in	conjunction	with	both	basic	metadata	(title,	
authors,	year	of	publication,	resource	type	etc.),	and	a	brief	summary	of	each	resource.	The	tags	
are	designed	to	support	consistent	labelling	and	categorization	for	the	stored	resources,	in	terms	
most	relevant	to	data	sharing	tasks	and	activities,	so	that	they	are	available	to	users	(e.g.,	as	on-
screen	filters)	when	searching	in	the	information	system.	They	are	designed	to	be	used	in	
conjunction	with	traditional	text-based	searching	methods,	e.g.,	of	the	resources’	titles.	A	
dedicated	EOSC-Life	working	group	was	instantiated	to	create	a	detailed	proposal	for	such	a	
tagging	system,	which	has	been	published	in	a	report	(5).	

In	a	pilot,	the	categorization	system	was	applied	to	a	limited	corpus	of	resources.	Two	experts	
from	each	involved	infrastructure	willing	to	perform	the	assessment	were	recruited.	The	experts	
from	the	involved	infrastructures	selected	a	given	number	of	resources	by	themselves,	spanning	
the	range	of	resource	types	defined	in	the	categorization	system	(e.g.,	legislation	&	regulations,	
position	papers,	policies	and	principles,	background	&	explanatory	material,	recommended	
practice,	systems,	tools	&	services,	repositories	or	other	resources).	Infrastructures	with	more	
person-months	in	EOSC-Life	WP4	(BBMRI,	EATRIS,	ECRIN)	selected	25	resources,	while	the	others	
(EMBRC,	ERINHA,	Euro-BioImaging)	identified	10	resources.	To	support	this	process,	the	
bibliographic	system	Zotero	was	used.	The	protocol	for	the	pilot	study	has	been	formally	
published	(6)	in	order	to	support	the	future	scientific	publication	of	the	results.	At	time	of	writing	
this	deliverable	report	the	pilot	study	results	are	being	summarized	and	translated	into	
recommendations	for	further	implementation	and	publication.	As	a	preliminary	result	it	can	be	
concluded	that	simplification	of	the	original	proposed	tagging	system	is	required	to	arrive	at	
consistent	results	between	independent	experts.	The	aim	is	to	make	the	tagging	system	intuitive	
and	transversal.	

1.5. Technical	working	group	

The	toolbox	will	be	implemented	as	a	portal,	where	different	navigation	options	should	guide	
users	to	the	right	content	(e.g.	direct	search,	classical	alphabetical	indices,	infographics,	decision	
trees,	filters).	Maintenance	and	sustainability	of	that	website	will	be	an	essential	design	
consideration:	it	should	be	easy	to	keep	the	content	up-to-date	and	the	responsibility	beyond	the	
EOSC-Life	project	lifetime	should	be	clear	from	the	start.	The	value	of	the	toolbox	will	depend	to	a	
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great	extent	on	the	reliability	and	currency	of	the	content,	not	only	in	the	toolbox	itself,	but	also	
with	respect	to	the	content	from	other	sources	that	are	referenced.	

A	technical	working	group	was	instantiated	in	December	2020	with	the	aim	of	exploring	technical	
options	for	the	implementation	of	the	toolbox,	and	to	arrive	at	a	first	set	of	recommendations	for	
a	limited	number	of	preferred	solutions.	The	working	group	started	by	refining	the	minimum	
desired	functionalities	of	the	toolbox	and	analysing	implementation	options	based	on	existing	
approaches	relevant	for	its	design	(e.g.	the	BBMRI	ELSI	Knowledge	Base).	It	is	not	intended	to	do	
any	programming	work	at	this	stage	but	rather	shortlist	2-3	alternative	implementation	scenarios,	
including	cost	and	resources	estimations,	to	feed	the	sustainability	discussions.	

A	brief	terms	of	reference	document	for	this	working	group	was	written	in	January	2021	to	define	
its	scope	and	remit.	The	technical	working	group	is	scheduled	to	arrive	at	a	conclusion	in	April	
2021.	

1.6. Sustainability	&	governance	

The	usefulness	of	the	toolbox	is	not	only	determined	by	the	usability	of	the	toolbox,	but	also	by	
the	quality,	the	reliability,	and	the	currency	of	its	content.	It	is	therefore	crucial	to	have	a	
(lightweight)	governance	process	in	place,	e.g.,	by	reviewing	every	toolbox	topic	by	one	or	two	
independent	experts	before	publishing	it.	One	of	the	review	criteria	should	cover	the	predicted	
sustainability	of	the	content.	It	should	be	unlikely	that	the	content	will	be	outdated	rapidly;	
nevertheless,	some	periodic	review	will	be	needed	to	maintain	the	content	of	the	toolbox	over	
time.	It	would	be	desirable	to	allow	the	community	to	participate	in	the	process	through	a	simple	
lightweight	process.	Nonetheless,	even	a	simple	process	will	require	experts	to	assess	the	
contributions	periodically.	For	this,	it	might	also	be	possible	to	borrow	from	what's	done	for	the	
maintenance	of	open-source	software.		

Work	on	the	maintenance	and	sustainability	of	the	toolbox	has	been	initiated	and	discussion	
among	the	main	involved	research	infrastructures	(e.g.,	BBMRI,	EATRIS,	ECRIN,	ELIXIR)	has	been	
started.	A	first	meeting	with	the	directors	of	these	infrastructures	was	organized	December	4th,	
2020.	

2. Next	Steps	

The	further	maturation	of	the	EOSC-Life	toolbox	for	sensitive	data	is	still	in	full	swing.	A	number	of	
short-term	next	steps	have	already	been	scheduled:	

● The	technical	working	group	is	scheduled	to	deliver	its	recommendations	for	proposed	
solutions	for	the	toolbox	implementation	March/April	2021.	

● The	recommendations	of	the	technical	working	group	will	also	inform	the	sustainability	
discussion.	The	resulting	implementation	approach	will	be	discussed	among	the	most	
involved	Research	Infrastructures	before	actual	implementation	in	order	to	ensure	future	
sustainability	and	maintainability.	

● The	results	of	the	pilot	study	with	the	tagging/categorization	system	will	become	available	in	
a	report	March	2021,	which	will	subsequently	also	be	published	in	a	formal	scientific	
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publication.	The	recommendations	from	this	report	will	subsequently	be	translated	in	a	
refined	version	of	this	tagging	system	that	can	be	implemented	in	practice.	

● A	tentative	program	for	a	workshop	on	centralizing	vs	federating	sensitive	data	has	been	
established.	It	will	be	organized	in	the	first	half	of	2021.	

	

Delivery	and	Schedule	
The	deliverable	has	been	delivered	according	to	schedule.	

	

Adjustments	
The	original	goal	of	the	deliverable	was	to	create	a	set	of	recommendations	on	how	to	handle	
sensitive	data.	At	the	last	General	project	meeting	(Brussels,	March	2020)	this	objective	has	been	
refined	and	extended	into	the	concept	of	a	toolbox	capturing	those	recommendations	and	
sustaining	them.	This	evolution	of	the	objectives	clearly	stepped	up	the	ambition	of	the	task,	but	
will	also	offer	the	opportunity	to	sustain	and	maintain	the	results	in	the	future.		
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