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Executive summary 

 

LandSense has implemented various tools, applications and services to promote the implementation of 

citizen science/crowdsourcing campaigns, assessing the quality of citizen observations and other associated 

tasks in the domain of land use and land cover monitoring. Some of the tools were provided by consortium 

partners, and will be continued afterwards independently of LandSense, some will be sustained by other 

European (or other) projects, and a few have been open sourced for broad accessibility.  

The deliverable summarizes these tools and applications and provides users with guidelines and training 

material on how to use them. All of the tools are accessible through LandSense Engagement Platform (LEP, 

https://landsense.eu), mostly through “Campaigns” and “Innovate” sections.  

A large part of the deliverable is dedicated to the LandSense Authorization service, which glues the federation 

of these tools and services together and provides a General Data Protection Regulation (GDPR) compliant 

framework for citizen science data collection. The online demonstration application, available on the LEP, 

gives contributors a clear insight into what (personal) data is shared with an application (and between them) 

based on different scopes. The pillar services change detection and quality assurance (QA) and control 

services, are presented together with instructions on how to use them or install and run your own (in case of 

QA service). Finally, a quick overview of the (LandSense) applications and partners’ tools that will continue 

after the end of the project is indicated to make this deliverable a compendium of LandSense applications, 

tools and services. 

 

  

https://landsense.eu/
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1 Introduction  

 

The document guides the reader throughout the LandSense federation from the perspective of how it can 

be used and exploited. The LandSense Engagement Platform (LEP) outlined in Figure 1  brings together 

solutions that contribute to the transfer, assessment, valuation, uptake and exploitation of citizens’ 

contributions, Land Use/Land Cover (LULC) data and related results of the LandSense project and is accessible 

on https://landsense.eu. Some of the services come with their own demonstration (web) application, 

available on LEP, as well as published documentation, mostly suitable for developers. This deliverable either 

adds the missing pieces, or reports on where the user and developer guidelines, tutorials and how-tos are 

available. The deliverable should thus be viewed as a compendium of various training/development 

guidelines (and a directory of where to find them).  

 

 

Figure 1: Building blocks of the LandSense Engagement Platform 

 

The LEP is constructed by bringing together and extending various key pieces of technology like: Geo-Wiki, 

LACO-Wiki, Geopedia, a number of mobile applications and novel services. It provides the technical and legal 

basis to demonstrate the LandSense objectives to tackle different environmental monitoring issues:  

</ >
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• The Urban Landscape Dynamics theme focuses on engaging citizens via mobile applications to 

discover land change in urban and peri-urban areas. Pilot cases were implemented in Amsterdam, 

Toulouse, Vienna and Heidelberg to engage citizens in monitoring their local environment.  

• The Agriculture Land Use theme focuses on leveraging the power of Earth Observation (EO) systems 

and advanced crowdsourcing techniques to deliver value added services to European farmers and 

public authorities in the agricultural sector. Demonstration cases are run in Serbia.  

• The Forest & Habitat Monitoring theme triggers volunteer networks for in-situ data collection to 

help monitor protected areas within BirdLife International Important Bird and Biodiversity Areas and 

Key Biodiversity Areas through networks in Spain and Indonesia.  

The LandSense Authorization Server (AS) is the underlying part of the LEP that acts as a broker of user 

authentication and personal information between the Identity Providers of the LandSense Federation and 

the operators of registered applications and services. The description of AS, guidelines for usage, and GDPR 

compliance considerations are described in Section 2. The LandSense Incremental Login demonstrator 

application described therein is particularly useful for general public to understand and familiarize with how 

LandSense handled (personal) data sharing.  

Furthermore, the LandSense team developed several tools and services within the federation. The services 

include EO data-based Change Detection (CD) and Quality Assurance (QA) and Control of citizen-collected 

datasets. Section 3 gives a short overview of the Change Detection (CD) Services, split into three different 

services focusing on three different topics. The guidelines to the CD services and demonstration applications 

are also given in Section 3. Note that some of the services were used within LandSense for a particular use-

case and are now offered by a specific LandSense partner. In such cases this deliverable provides information 

on the particular service and how to get in contact with service providers. 

The Quality Assurance (QA) Services are described in Section 4.  The section provides guidelines how to set 

up the (open-sourced) QA Service on one’s own infrastructure, describes the tests available through service 

and shows the demonstrator applications for some of the tests, available on LEP. Finally, the section provides 

information on which QA tests were used on publicly available datasets, collected throughout LandSense.  

In Section 5 we provide reader with links to different applications created during LandSense project for the 

purposes of data collection within various campaigns and use-cases, and tools and services that partners 

provided and were used within LandSense. 
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2 LandSense Engagement Platform 

LandSense Engagement Platform (LEP) is a directory of EO-based solutions that contribute to the transfer, 

assessment, valuation, uptake and exploitation of LULC data and related results. It is an important part of the 

LandSense Citizen Observatory and allows citizens to view, analyze and share data collected from different 

campaigns. This is achieved by bringing together and extending various key pieces of technology 

including Geo-Wiki, LACO-Wiki, Geopedia, Sentinel Hub and the EODC, joined together in the LandSense 

Federation. In addition, the LEP exposes various services that are useful to developers and innovators dealing 

with citizen science and LULC. The platform is accessible to anyone, but some features are only available to 

logged-in users. To facilitate the uptake of the platform, login is possible using several social media accounts, 

LandSense partners’ accounts and academic institutions participating in eduGAIN. This section reports on the 

underlying basis of the federation: the LandSense Authorization Server, https://as.landsense.eu.  

 

Figure 2: Authorization Service detail on LEP (https://landsense.eu/Project/LEP)    

 

2.1 LandSense Authorization Server 

The LandSense Authorization Server (AS) is one of the key services of the LEP which allows users to login from 

a variety of supported login providers. Upon a successful login, the AS receives a set of information, released 

by the login provider. This can vary from no personal information up to the privacy policy applicable to the 

acting application. Each application that wants to leverage the authentication provided by the AS must have 

been registered previously. With the registration, the application developer (or the operator) selects one of 

the available privacy policies. In case personal data is required by the application, a privacy statement must 

be bundled with the registration. The privacy statement explains the GDPR compliance of the application and 

in particular outlines the need and purpose for the personal information.  

When the application is used, the amount of personal information becoming available to the application is 

controlled (limited) by the applicable privacy policy. In case the application was registered with a privacy 

policy that enables the flow of personal information, the personal information will only be forwarded by the 

AS once the user has given consent. When asked for consent, the user can review the privacy statement with 

registering the application. The user can visit the “me” pages of the AS to withdraw the consent (untrust the 

application) at any time. 

  

https://landsense.eu/
https://geo-wiki.org/
https://laco-wiki.net/
http://www.geopedia.si/
https://sentinel-hub.com/
https://www.eodc.eu/
https://as.landsense.eu/
https://landsense.eu/Project/LEP
https://as.landsense.eu/
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Using the AS is a two-step approach: 

1. an application developer (or operator) must register the application or service 

2. the registered application / service can be used by individual users to authenticate. 

2.2 Review of GDPR compliance and related functional requirements 

Any application or service that consumes, processes and stores personal information operated within the 

EEA must be compliant to the GDPR issued by the European Parliament. The functional requirements can be 

derived from the GDPR publication. From the legal text of the GDPR, functional requirements can be derived 

that must be implemented in the AS. The following is list of principles and functional requirements to 

implement: 

• Transparency: The entire processing of personal information must be transparent to the user. The 

user has further the right to either be informed about the processing or must be given an easy way 

to review which personal information was collected, stored and processed. For the case of the AS, 

the user must also be able to see which personal information was made available to a registered 

application. These functions are implemented under the “me” pages. 

• Opt-in consent: When a registered application is started by a user for the first time, and that 

application requests personal information from the AS, the user is required to give consent; 

otherwise, the AS does not release personal information to the application. Once the consent was 

given, the user can go to “me” pages of the AS to revoke the trust to that application. After the 

revoke, the application does not receive personal information any longer until the user gives consent 

again. 

• User is always under control: The user can stop the release of personal information any time by 

undertaking a logout from the application. Depending on the architecture of the application, the AS 

“me” pages may show a simple “logout” (for Web-Applications) and a “logout from device” for 

Mobile-Applications. 

• Right to be forgotten: The AS has two categories of users: Developers or operators that register 

applications and people that use the registered applications. A developer must provide personal 

information when registering an application. This personal information will get deleted once the 

registered application is deleted. For users of registered applications, they can delete their personal 

data that is active for the current session via a logout. The historical log of processed personal 

information will be deleted automatically after 90 days. 

• Minimization: A developer of operator of an application must choose one of the supported policies. 

Depending on the selected policy, the AS will not provide any personal information to the 

applications, provide a unique identifier that cannot be used to resolve personal information, or 

provide personal information according to the OpenID Connect scopes ‘profile’ and ‘email’. Note: 

The scopes ‘address’ and ‘phone number’ are currently not implemented.  
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• Secure storage: All personal information available for a session and the historical processing log are 

stored encrypted in a database. The encryption of the session data is based on a secret system key 

whereas the processing history is encrypted with individual cipher keys per user. 

In addition to the direct GDPR related requirements, the AS does not track users. No analytics are included, 

and no other tracking functionality is implemented. 

2.2.1 Verifying the GDPR Minimization Requirement 

For any truly GDPR compliant implementation, it is important to request, store and process only the 

minimum set of personal information as it is required to fulfill its functionality. The minimization requirement 

is implemented in the AS via different Personal Information (PI) release policies, described in Table 1. 

Table 1: Personal information release policies 

Personal Information release policies 

Icon Privacy policy 
name 

Description 

 
Anonymous policy 

The AS executes the OAuth2 flow which does not include personal 
information. It is therefore not possible for an application to receive 
personal information; neither via an “id_token” nor via the 
“UserInfo” endpoint. 

 
ID policy 

The AS executes the OpenID Connect flow but only return the user’s 
identifier to the application. This identifier is named “sub” in the 
OpenID Connect community standard. 

 
PI policy 

The AS executes the OpenID Connect flow and does return that 
personal information to the application which matches the PI scope. 
The supported PI scopes and which personal information is returned 
in forms of claims is specified in the OpenID Connect community 
standard. Currently implemented in the AS are the scopes ‘profile’ 
and ‘email’. 

 

The LandSense Incremental Login Test verifies these fundamental requirements and gives users concrete 

insight into data that is shared through different PI policies. From a technical perspective, the Incremental 

Login Test consists of different applications that are registered with different privacy policies. Each 

application Login Level is based on another application. This can be verified under the AS “Operators” page.  

 

Figure 3: Incremental Login demo detail on LEP (https://landsense.eu/Project/IncrementalLogin)     

https://landsense.eu/Project/IncrementalLogin
https://landsense.eu/Project/IncrementalLogin
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Figure 4: LandSense Incremental Login Demo 
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When following an application via the  button, the application will request a login and then display 

the result concerning access token and personal information.  

As illustrated in Figure 5, the application does not receive personal information; neither via an id_token nor 

via the UserInfo endpoint. Instead, a HTTP status code 403 (FORBIDDEN) is returned to the applications when 

trying to fetch personal information via the UserInfo endpoint. 

 

 

Figure 5: Application registered with AUTH Policy 

 

Figure 6 illustrates that the application only receives the user’s unique identifier but not personal 

information. As the user’s identifier is a crypto ID (name) that is not stored at the AS, it cannot be used to 

resolve personal information. The UserInfo endpoint releases a “sub”, which is unique to this user, but cannot 

be resolved back to them.  

 

 

Figure 6: Application registered with ID Policy 
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Figures below illustrate that each application receives personal information as they are registered via the PI 

Policy. To demonstrate the data minimization principle, each application only receives  

i. PI Policy – Scope ‘profile’ (Figure 7 and Figure 8) information 

ii. PI Policy – Scope ‘email’ (Figure 9 and Figure 10) information 

iii. PI Policy – Scope ‘email+profile’ (Figure 11 and Figure 12) information. 

 

For each of the applications registered with the PI Profile, the user must (at first use) approve that the 

personal information is provided to the applications. 

 

 

Figure 7: AS asking user to approve release of listed personal information to the application 
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Figure 8: Application has received exactly the authorized information 

 

Figure 9: AS asking user to approve release of listed personal information to the application 
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Figure 10: Application has received exactly the authorized information 

 

 

Figure 11: AS asking user to approve release of listed personal information to the application 
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Figure 12: Application has received exactly the authorized information 

 

A logout sends a command to the AS to expire all access tokens and issues a logout to the IdP used for login. 

This can be triggered via the  button. In case the no logout is executed, another application will 

receive personal information based on the active login session. 

 

2.3 Authorization Server – developer guidelines 

The AS can be used for authentication in almost all types of applications that are based on the following 

OAuth2 flows: 

• Implicit: Web-Browser based applications that undertake user authentication via JavaScript 

• Authorization Code:  

o Web-Server based applications that undertake user authentication on the server 

o Mobile applications that leverage a Web-Browser for authentication or a Web-View 

It is important to note that the AS does not support the Resource Owner Profile. Without going into details, 

this flow is not suitable to be implemented with federated login as supported by the AS.  

Before an application can leverage the AS for authentication, the application must get registered. The AS 

supports manual and dynamic client registration based on RFC 7591. 

 

2.3.1  Manual application registration 

The manual registration is supported via a HTML form, where the developer or operator of the application 

must fill in the required (and optional) information. Registration of the application is shown in Figure 13. The 

user that registers an application must select a policy that reflects the ability regarding retrieval of personal 

information. The diagram in Figure 14 illustrates the core activities of manual application registration and 

focuses in particular on the actions, relevant to GDPR. 
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Figure 13: Application registration form 
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Figure 14: Manual registration activity 

As illustrated in the Figure 14 above, the person registering the application must determine the appropriate 

policy regarding personal information. The default is that the AUTH Policy. In case the registering person 

selects the “profile” or “email” scopes (or both), the PI Policy is used for registration. In that case, a URL to 

the privacy statement must be provided (Figure 15). The URL for the privacy statement will be checked for 

existence, but the content is not checked during registration. However, as illustrated in the figures for 

“Incremental Login Test” (Figure 7, Figure 9 and Figure 11), a user would have the opportunity to follow the 

provided link to read the privacy statement prior to consent on the personal data release.  

For the “Incremental Login Test” for scope profile, the following link is registered with the application: 

https://landsense.eu/Legal/Privacy. 

start manual registration

<no>

user logged in

Collect information about 
operator and application

collect privacy 
statement URL

<no>
<yes>

<no><yes>

set  AUTH 
policy

set  ID 
policy

set  PERSONAL 
policy

<yes><no>

application registered successfully

logged in?

do login

app needs personal 
information?

App needs unique 
user id?

does privacy 
statement exit?

<yes>

I'm the developer 
of an application

registration ERROR

https://landsense.eu/Legal/Privacy
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Figure 15: Consent request with link to registered Privacy Statement 

 

2.3.2 Automatic application registration 

The developer can also decide to have the application register itself once started by the user. This is useful 

for native applications (mobile or desktop) where a static (manual) registration is not meaningful. The AS 

supports automatic registration via an RFC 7591 compliant endpoint. Such an automated registered of the 

application is anonymous and will expire automatically after 30 days. Any application registered this way 

cannot leverage the PI Policy. 

In order to achieve a persistent registration via the RFC7591 endpoint, the application must be registered via 

a digitally signed software statement describing the application. Such a digitally signed software statement 

can be requested from the operator of the AS – Secure Dimensions.  

Note: A future version of the AS will allow the developer to register a public key so that digitally signed 

software statements can be verified by the AS automatically. Any application registered via a digitally signed 

software statement can use the PI Policy, as all application metadata – in particular the URL to the privacy 

statement – are vouched by the signing party. Also, a future version of the AS will also support to register a 

personal copy of the application. This requires the user to obtain an access token for the purpose of dynamic 

client registration. Such a personal copy of an application will not expire and can use the PI Policy. 
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2.3.3 Using the AS in your application 

The integration of the AS into an application allows to leverage the Authentication as a Service. The actual 

implementation depends on the foreseen architecture. Because the AS provides standardized OAuth2 and 

OpenID Connect endpoints, the implementation can leverage any standard development kit (SDK). The 

OpenID Connect website lists different compliant products for various architectures: 

https://openid.net/developers/certified/ 

To better understand and eventually test the integration of the AS into an application, the AS endpoints are 

described via OpenAPI: https://as.landsense.eu/api. The endpoints can be seen in Figure 16. 

 

Figure 16: Authorization service endpoints, described in OpenAPI document at https://as.landsense.eu/api 

 

For leveraging the AS for user login / logout and authentication, existing SDKs can be used. To explore the 

variety of options, this page provides a great overview: https://openid.net/developers/certified/ 

To better understand the core options, some examples got created that illustrate the AS integration into 

different types of applications. 

 

2.3.3.1 Web-Browser (AJAX) based application 

An AJAX application is considered a “1-page” application that is loaded when the Web-Browser loads the 

given URL. For such an application, all functionality exists in JavaScript. Therefore, the following example 

extends an OpenLayers client with the HelloJS library. The HelloJS library fulfills the integration of the AS. 

The example is available on GitHub: https://github.com/LandSense/AuthorizationClientDemo 

https://openid.net/developers/certified/
https://as.landsense.eu/api
https://as.landsense.eu/api
https://openid.net/developers/certified/
https://github.com/LandSense/AuthorizationClientDemo
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2.3.3.2 Service protection running ASP.NET 

A backend service can be protected via access tokens, released by the AS. The following example illustrate 

the protection via ASP.NET: https://github.com/LandSense/Security 

 

2.3.3.3 Web-Server based application protection via Apache (Httpd) Web Server 

Any endpoint hosted on an Apache (Httpd) Web-Server can be protected via the OpenID Connect module 

provided here: https://github.com/zmartzone/mod_auth_openidc 

The following Apache 2.4 configuration example snippet illustrates the approach: 

 
LoadModule auth_openidc_module modules/mod_auth_openidc.so 
 
OIDCProviderMetadataURL https://as.landsense.eu/.well-known/openid-configuration 
OIDCClientID <your application’s client_id> 
OIDCClientSecret <your application’s client_secret> 
 
OIDCRedirectURI <your application’s redirect_uri> 
OIDCCryptoPassphrase some_secure_text 
 
OIDCScope "openid profile offline_access" 
OIDCResponseType "code id_token" 
OIDCResponseMode query 
OIDCClaimPrefix landsense- 
OIDCPKCEMethod S256 
OIDCCookieSameSite On 
 
<Location ~ "/secure"> 
   AuthType openid-connect 
   Require valid-user 
</Location> 
 

 

  

https://github.com/LandSense/Security
https://github.com/zmartzone/mod_auth_openidc
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2.4 The user’s perspective 

From a user’s perspective, an application that integrates the AS for authentication interacts with the user to 

i. fulfill login and  

ii. request user’s consent prior to releasing personal information (for the first time). 

The Figure 17 illustrates the activities from a user’s perspective, focusing on the interactions related to the 

processing of personal information. 

 

 

 

 

 

Figure 17: Activity flow for a user to start an application that integrates the AS 
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3 LandSense Change Detection services 

 

The LandSense EO-based CD services consist of several services, split by topics: 

• Subsection 3.1 presents the CD service used for agriculture,  

• Subsection 3.2 CD service for urban areas and  

• Subsection 3.3 presents the CD service for monitoring forest areas.  

 

 

Figure 18: CropSupport application screenshot with available Sentinel-2 data from Sentinel Hub. 

Within the LandSense consortium access to EO data was provided by Sentinel-Hub from Sinergise. Within 

some of the LandSense campaigns the EO data was additionally used in web/mobile applications to provide 

users with additional visual insights, e.g., visualizing Normalized Difference Vegetation Index (NDVI) within 

the agricultural pilot, shown in Figure 18, or visualization of Landsat-8 thermal band for assessing 

temperatures in Vienna within the City Oasis application, shown in Figure 19. This report will not give any 

guidelines on how to use Sentinel-Hub services; the reader is kindly invited to have a look at a number of 

tutorials and guidelines provided by the service itself, e.g., 

• https://www.sentinel-hub.com/explore/education/ 

• https://www.sentinel-hub.com/develop/api/  

• https://sentinelhub-py.readthedocs.io/en/latest/examples.html 

• https://eo-learn.readthedocs.io/en/latest/examples.html  

https://www.sentinel-hub.com/
https://www.sentinel-hub.com/explore/education/
https://www.sentinel-hub.com/develop/api/
https://sentinelhub-py.readthedocs.io/en/latest/examples.html
https://eo-learn.readthedocs.io/en/latest/examples.html


LandSense – D3.9: LandSense Citizen Observatory user guidelines and training material 

 

27 

 

3.1 Agriculture change detection 

The Agricultural Land Use pilot within LandSense is focused on the Vojvodina province of Serbia. The 

CropSupport platform allows its users to access valuable information about their land – namely, weather 

forecast for the micro locations of their parcels as well as NDVI, vegetation and moisture indexes from 

Sentinel-Hub. Even more useful insights for the users are provided with the use of the agricultural change 

detection service, provided by GeoVille. 

The agricultural CD service, depicted in Figure 20, makes use of the full Sentinel-2 (S-2) times series extracting 

information, which are relating to crop health by analyzing parameters which are sensitive to the moisture 

and nitrogen content. The time series approach allows for the consideration of the growth history and the 

spatial variability of the vegetation indices within each field is obtained using statistical approaches. Tracking 

these parameters over time and observing the intra-field variability helps to identify particular areas within 

fields for which the productivity can be expected to be normal, above or below average.  

GeoVille has identified the algorithm and service, described therein, as a possible business service offering 

based on use-case. As such, potential customers of the service should contact GeoVille directly.   

Figure 19: CityOases application with Landsat-8 thermal data. From left to right the user zooms from wider Vienna region into 

the location of interest, and then starts with contribution. 

https://landsense.inosens.rs/
https://www.geoville.com/contact/
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Figure 20: Agriculture change detection service on LandSense Engagement Platform (direct link) 

More information about the demonstration pilot in Vojvodina can be found in D2.3 - Engagement action 
plans and campaign strategies for LandSense demonstration cases and D4.6 - Demo 2: Monitoring 
agricultural land use and provision of value-added agricultural services II. 

 

3.2 Urban change detection 

The Urban Change Detector Service provides near real-time high-quality land use and land cover (LULC) 

change detection information by performing a change analysis throughout the years. It is a computationally 

intensive process and was – for the purpose of the “Urban Landscape Dynamics” theme – run on the 

supercomputer infrastructure at the Earth Observation Data Centre (EODC) in Vienna by GeoVille.   GeoVille 

has identified the algorithm and service, described therein, as a possible business service offering based on 

https://landsense.eu/Innovate/AgriCDS
https://doi.org/10.5281/zenodo.3670930
https://doi.org/10.5281/zenodo.3670930
https://doi.org/10.5281/zenodo.4452742
https://doi.org/10.5281/zenodo.4452742
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use-case run together with IGN-France. Interested parties can get more information about change detection 

service contacting GeoVille directly. 

 

 

Figure 21: Urban change detection service on LandSense Engagement Platform (direct link). 

Nevertheless, a demonstration tool on LEP, depicted in Figure 21, showcases the (exemplary) results of the 

detection done in collaboration with IGN-France. Note that to interact with results, users have to log-in to 

retrieve them from the service. 

https://landsense.eu/Innovate/CDS
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Figure 22: Demonstration of the change detection services - results of detecting changes in urban areas in France. 

More information about the demonstration pilot in Vojvodina can be found in D2.3 - Engagement action 

plans and campaign strategies for LandSense demonstration cases. 

3.3 Forest change detection 

To support the “Forest and the Habitat monitoring” theme, particularly with activities in Indonesia, 

Sinergise implemented a processing chain using Sentinel-2 multispectral imagery with the BFAST Monitor 

method1. The support for this use-case was later on transferred to partners from Wageningen University 

and their service.  

The results of forest CD service have been used within Natura Alert application (https://www.natura-

alert.net); they served as input to the validation campaign during a workshop with local stakeholders in 

Indonesia. As part of the workshop programme, a group of 13-14 people collected ground truth data on 

several locations with detected changes. Attendees took photographs, videos and added comments to 

explain what has happened and if the detected change is a threat to the forest or not, storing attributes 

with Natura Alert, as shown in Figure 23. 

 

1 Verbesselt, J., Hyndman, R., Newnham, G. & Culvenor, D. Detecting trend and seasonal changes in satellite image time 

series. Remote Sensing of Environment 114, 106–115 (2010). 

https://doi.org/10.5281/zenodo.3670930
https://doi.org/10.5281/zenodo.3670930
https://www.natura-alert.net/
https://www.natura-alert.net/
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Figure 23: Details about changes taken at the location of the detected change. 

Operating change detection services that provide useful results and insights anywhere in the world out of 

the box is nearly impossible, so the consortium has focused its resources to support of pilots and campaigns 

run within LandSense themes and partners have decided to keep the services running for interested parties 

through their own infrastructure. The approach from Sinergise, using Sentinel Hub services to get the 

whole Sentinel-2 data history and BFAST on top of it, shows that a simplified approach can still produce 

meaningful results and has been open-sourced to the public as part of the LandSense output. An overview 

of how to make use of it is described in the following subsections. 

The public repository is available at https://github.com/LandSense/SH-bfast and comes with a minimal 

working example of using Sentinel-Hub services together with BFast monitor to detect forest change. The 

repository has everything needed for a user to prepare software and run the Jupyter notebook.  

3.3.1 Data access 

The access to Sentinel-2 imagery is done through the Sentinel-Hub services, particularly by using Python 

libraries sentinelhub-py and eo-learn. In this example, we have used an area of interest in Brazil. 

https://github.com/LandSense/SH-bfast
https://www.sentinel-hub.com/
https://bfast.r-forge.r-project.org/
https://www.sentinel-hub.com/
https://sentinelhub-py.readthedocs.io/en/latest/
https://eo-learn.readthedocs.io/en/latest/
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Figure 24: Area of interest in the forest change detection example. The image on the left shows the approximate location, while the 

image on the right shows the area over a true-color imagery, showing the well-known issue of clouds. 

3.3.2  Super-pixels 

The approach in this example will first create super-pixels of the area. The algorithm used is Felzenszwalb’s 

method of segmentation, and will segment the area of interest into super-pixels that have similar (spectral) 

properties both in spatial as well in temporal dimensions. The resulting super-pixels are vectorized to provide 

a placeholder for results from BFast.  

 

Figure 25: Super-pixels over our area of interest. 

https://eo-learn.readthedocs.io/en/latest/eolearn.geometry.superpixel.html?highlight=FelzenszwalbSegmentation#eolearn.geometry.superpixel.FelzenszwalbSegmentation
https://eo-learn.readthedocs.io/en/latest/eolearn.geometry.superpixel.html?highlight=FelzenszwalbSegmentation#eolearn.geometry.superpixel.FelzenszwalbSegmentation
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3.3.3 Running BFast 

BFast monitor is then run on super-pixels, for a monitoring period provided by the user. We have wrapped 

the calls to R into a Python function, as all the needed packages for running BFast are available in the docker 

image. 

Table 2: Data frame with BFast results over super-pixel geometries. 

geometry breakpoint magnitude 

POLYGON ((-61.55977 -7.52000, -61.55796 -7.520... 2020-02-09 0.030134 

 

Positive magnitude values, signal vegetation growth/improvement, while large negative magnitudes 

represent the loss of vegetation.  

Having results like this allow as visualize the changes immediately (Figure 26), find the breakpoints when the 

largest changes happened (Table 3) informing us that there were significant changes in June 2020. 

 

Figure 26: Magnitude of changes and their breakpoints. 
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Table 3: Breakpoints in time with the largest changes. 

breakpoint magnitude_min magnitude_max 

2020-03-22 -3.038306 0.333422 

2020-06-04 -2.798667 3.808013 

2020-06-08 -3.028984 1.055913 

2020-06-13 -3.055240 0.832247 

2020-06-23 -2.473472 4.082850 

 

3.3.4 Visualize changes 

Now that we know when the changes happened, we can visually appraise what happens, again using the 

Sentinel-Hub services to get the true-color imagery of before/after. The images clearly show change. If one 

looks to the image on the right, there are still some smoke plumes visible, (top right of the picture on the 

right), pointing to changes being detected probably due to burning agricultural practices. 

 

Figure 27: True-color visualization of area of interest before / after June 2020. 
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4 LandSense Quality Assurance and Control services 

 

This section describes the Quality Assurance (QA) and Control service, provided as one of the main tools and 

services within the LandSense federation. The service is being used within several LandSense demonstration 

pilots for both assessing the quality of citizen-based observations, as well as assuring GDPR compliance for 

data dissemination.  

To facilitate the exploitation of the QA services within the scope of good practice guidelines for citizen science 

collected data, we have open-sourced the QA platform. Subsection 4.1 provides the instructions to set up 

and run the service, while subsection  4.2 shortly describes available QA tests and is oriented towards users 

of the service.  

 

4.1 LandSense QA service 

The LandSense GitHub repositories (QA-Platform and QA R2 scripts), have been open-sourced and can be 

accessed via GitHub or the LandSense Zenodo community repository: 

• https://github.com/LandSense/QA-Platform   

• https://github.com/LandSense/QA-R-Scripts  

• https://zenodo.org/communities/landsense/ 

 

The main service includes a Java servlet-based framework based on Swagger (OpenAPI)3 implementation, 

providing a simple deployment of REST endpoints for the QA tools presented in Section 4.2.These endpoints 

expose QA functionality as a single entry-point that can be interacted with, using any REST client software.  

 

 

2 https://www.r-project.org  

3 https://swagger.io/specification/  

https://github.com/LandSense/QA-Platform
https://github.com/LandSense/QA-R-Scripts
https://zenodo.org/communities/landsense/
https://www.r-project.org/
https://swagger.io/specification/
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Figure 28: Illustration of the QA platform server. 

Figure 28 shows the general design of the LandSense quality assurance services and how it is coupled with 

the LandSense Federation for the purposes of authentication and authorization. As the operator of the 

service might not want such coupling, the repository includes instructions on how to sever the ties with 

Authorization service (or use any other OpenID Connect conformant service).  

The QA Platform Server contains procedures directly implemented in Java and R, as well as a Docker4 image 

that includes software for facial recognition and license plate blurring. The exact nature of these approaches 

is opaque to the user, who interacts only through the REST endpoint. 

QA-Platform repository contains a maven module for the service (wps-rest), Java QA / processing algorithms 

(wps-app) and QA-R-Scripts (which run locally). The R scripts are already cloned from the QA-R-

Script repository into the resources of wps-rest. Integration with a separate HTTP service for detecting faces 

in photographs is through configuration of FaceDetectorHTTPService.java class. 

4.1.1 Requirements 

For running the QA-Platform: 

• Java. 

• Tomcat (or other servlet container). 

To support running the scripts from QA-R-Scripts (optional): 

 

4 https://www.docker.com 

https://github.com/LandSense/QA-Platform
https://github.com/LandSense/QA-R-Scripts
https://github.com/LandSense/QA-R-Scripts
https://github.com/LandSense/QA-R-Scripts
https://www.docker.com/
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• R. The RScript binary, which should come with the standard R distribution, must be configured as 

an environment variable (i.e. RScript can be called from any shell location). 

To support running the face detection (for blurring) service (optional): 

• The Dockerized-Object-Recognition service should be running somewhere. 

To support running the vehicle license plate detection (for blurring) (optional): 

• OpenALPR needs to be installed locally. This project was tested with v2.3.0 (on Windows) and uses 

the OpenALPR java bindings. Download a binary OpenALPR Releases, unzip to somewhere on the 

local system and add as a system path variable (e.g., C:\openalpr_64). 

4.1.2 Installation on headless server 

The following steps guide the operator through the installation process on a server with (previously defined) 

requirements. The steps are rather straightforward for someone versatile with operating (developing and 

running) web services. 

 

1. Clone the QA-Platform repository. 

2. Build the code with Maven  

sudo mvn -Dmaven.test.skip=true package 

3. Deploy the war with servlet container, e.g., Tomcat 

sudo mv QA-Platform/wps-rest/target/wps-rest.war /opt/tomcat/apache-tomcat-7.0.90/webapps/ 

4. Modify the web.xml swagger configuration (e.g /opt/tomcat/apache-tomcat-7.0.90/webapps/wps-

rest/WEB-INF/) to have the correct host (e.g. not localhost). 

5. Restart the Tomcat if needed 

sudo /opt/tomcat/apache-tomcat-7.0.90/bin/startup.sh 

 

https://www.rdocumentation.org/packages/utils/versions/3.5.2/topics/Rscript
https://www.rdocumentation.org/packages/utils/versions/3.5.2/topics/Rscript
https://github.com/LandSense/Dockerized-Object-Recognition
https://github.com/openalpr
https://github.com/openalpr/openalpr/releases
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Figure 29: Swagger documentation, available upon successful installation and deployment of the service. 
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4.1.3 Checking the installation 

If the installation and startup of the service were successful, the operator can see the documentation on 

Figure 29, which corresponds to the Swagger documentation of the deployed service 

(https://qatest.geopedia.world/wps-rest/swagger/index.html), as seen in Figure 29.  

 

4.2 LandSense QA tests 

Table 4 lists the components (tests), available within LandSense QA services. They are described in detail in 

D5.3: Adaptation measures of COBWEB quality assurance service for the LandSense Citizen Observatory, 

D5.5: Operational workflows for integration of citizen-observed data in authoritative systems and D5.7: Good 

practice guidelines, protocols and benchmarking standards for quality assurance. The descriptions and API 

definitions are available through the deployed documentation service (https://qatest.geopedia.world/wps-

rest/swagger/index.html).  

 

Table 4: List of QA tests implemented within QA services. 

Tests available within LandSense QA Detailed description  

Thematic accuracy  D5.7, section 3.2 

Checks for image metrics (blurriness, illumination, size and resolution) 

 

Positional accuracy  D5.4, D5.4 

Positional accuracy and offset of measurements 

 

Consistency of geometrical data  D5.3 and D5.7, section 3.1  

Surface (polygon) overlap and correction 

https://qatest.geopedia.world/wps-rest/swagger/index.html
https://doi.org/10.5281/zenodo.4452819
https://doi.org/10.5281/zenodo.3670938
https://doi.org/10.5281/zenodo.4452827
https://doi.org/10.5281/zenodo.4452827
https://qatest.geopedia.world/wps-rest/swagger/index.html
https://qatest.geopedia.world/wps-rest/swagger/index.html
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Contributor agreement  D5.7, section 3.5 

How data from different contributors agree 

 

Privacy  D5.7, section 3.3 

Privacy related checks on images (face detection, licence-plate detection)  

 

Categorical accuracy D5.7, section 3.6 

Accuracy of attributes  

 

The QA service deployed for LandSense is operational, so the demonstration applications of some QA tests 

are available through LEP. The simple user interface is directed for the general public. The three tests 

implemented and demonstrated are 

• Detection of polygon overlap 

• Face detection and blurring 

• Check image sharpness (detect blur) 
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The demos are available at https://landsense.eu/Innovate/QA. Because the full “flow” of LandSense 

federation is used, users who would like to test the service need to log in. Similarly, as with other 

demonstrators on LEP, anonymous login scope is used. 

4.2.1 Polygon overlap detection  

 

Figure 30: Polygon overlap detection demo on the LEP. 

The demo displays a list of polygons to the user, and upon clicking “Run QA” sends the list of polygons to the 

QA Platform server (as geojson payload to the /surfaceoverlap endpoint), where the geometries are checked 

for overlap, and overlaps returned back to the user. The demo app shows the detected overlaps on the same 

map, this time styling them in red, as can be seen in Figure 30.  

 

4.2.2 Face blurring 

LandSense-based mobile applications such as City Oases and Natura Alert allow the possibility for participants 

to upload images taken with smartphones. GDPR stipulates that images of individuals should not be stored 

by a digital service and thus such images should either not be recorded or should be processed to obfuscate 

faces. Identifying and blurring faces is thus a very important service. The demo on the LEP allows the user to 

paste the URL of the image to have face blurring performed to the form. The URL is sent to the QA Platform 

server, where image is retrieved, faces detected and blurred. Figure 31 shows the results of face blurring. 

https://landsense.eu/Innovate/QA
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Figure 31: Face detection and blurring demo on the LEP. 

4.2.3 Image blurriness check 

Furthermore, in order to provide high quality data from citizen image-based observations, a check for image 

quality is mandatory. A simple check for out-of-focus (blurred) images is one of the thematic accuracy checks 

that are available within QA Platform. The results of this QA demo are shown in Figure 32,  indicating  that 

the image is not sharp. If such checks are implemented at the point when the user is submitting the image 

(e.g., for on-the-spot data collection), the user can be notified the image quality is insufficient for the 

submission.  
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Figure 32: Image blurriness check on the LEP. 

 

4.3 QA services for LandSense collected datasets 

The QA service was used to produce final versions of datasets, collected within LandSense project. Table 5 

shows which quality assurance analyses were applied to different LandSense pilots in order to produce 

datasets available through LEP, seen in Figure 33.   
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Figure 33: LandSense datasets are available through LEP (https://landsense.eu/Explore/Datasets) 

 

https://landsense.eu/Explore/Datasets
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Table 5: List of QA tests used to produce LandSense datasets. 

 Privacy 

checks 

Contributor 

agreement 

Positional 

accuracy 

Thematic 

accuracy 

Categorical 

accuracy 

Amsterdam – 

Rembrandt park 
✓ ✓ ✓ ✓ ✓ 

Toulouse – Land Use 

Land Cover Dynamics 
✓ ✓ ✗ ✓ ✓ 

Vienna – City Oases ✓ ✗ ✓ ✓ ✗ 

Vojvodina, Serbia – 

Agricultural Land Use 
✓ ✗ ✓ ✓ ✗ 

Vojvodina, Serbia – 

Street level imagery 
✓ ✗ ✗ ✓ ✗ 
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5 Tools and applications within LandSense 

 

Different campaigns that were run throughout LandSense had their own dedicated data collection 

applications for citizen scientists and relevant stakeholders. The campaigns are presented more in details in 

D2.3: Engagement action plans and campaign strategies for LandSense demonstration cases II. The LEP also 

provides descriptions, links to applications, etc. for each campaign at 

https://landsense.eu/Explore/Campaigns. The campaign applications then have integrated user guides and 

how-tos so that the onboarding of new users is as simple as possible. 

Table 6 lists the applications created or used within LandSense and associated links in order to make this 

deliverable also a concise directory of LandSense “tools”.  

Table 6: LandSense (campaign) applications 

Output Type Description 

City Oases Mobile 
application 

CityOases empowers people to report on their subjective perceptions of parks and 
open spaces in their urban environments.  

https://landsense.eu/Explore/5 

MijnPark Mobile 
application 

MijnPark promotes sustainable urban development based on citizen insights on the 
perceptions of green and open spaces 

https://landsense.eu/Explore/4 

Paysages Mobile/Web 
application 

Integrating expert contributions using crowdsourcing approaches into LULC 
authoritative databases 

https://landsense.eu/Explore/7  

https://paysages.ign.fr/ 

Natura Alert Mobile/Web 
application 

A digital workflow for volunteer reporting, validation and subsequent national level 
assessments of threats to biodiversity 

https://natura-alert.net/ 

OSMLandUse Web 
application 

A WebGIS application to explore the OpenStreetMap database specifically in terms 
of landuse and landcover information 

https://landsense.eu/Mapathon 

https://osmlanduse.org 

Picture Pile Mobile 
application 

Rapid classification of satellite imagery and photographs to support EO monitoring 
mechanisms 

https://geo-wiki.org/games/picturepile/ 

CropSupport Mobile/Web 
application 

Leveraging the power of EO systems and crowdsourcing to deliver value added 
service to farmers 

https://landsense.inosens.rs 

  

https://doi.org/10.5281/zenodo.3670930
https://landsense.eu/Explore/Campaigns
https://landsense.eu/Explore/5
https://landsense.eu/Explore/4
https://landsense.eu/Explore/7
https://paysages.ign.fr/
https://natura-alert.net/
https://landsense.eu/Mapathon
https://osmlanduse.org/
https://geo-wiki.org/games/picturepile/
https://landsense.inosens.rs/
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LandSense started with the compendium of tools from various partners, most of which are also being 

sustained, albeit not as a LandSense federated service. To be concise and provide readers with an overview 

of these tools, platforms and services,  Table 7 below shortly describes them and provides links on 

where/how to access them. 

 

Table 7: Platforms and services used within LandSense 

Output Type Description 

Geo-Wiki Web 

application 

The Geo-Wiki platform provides citizens with the means to engage in 

environmental monitoring of the earth by providing feedback on existing 

information overlaid on satellite imagery or by contributing entirely new data. 

https://www.geo-wiki.org/   

LACO-Wiki Web 

application 

LACO-Wiki is a web-based solution for validating land cover and land use maps. 

Using a variety of reference layers including satellite and aerial imagery from 

Google and Bing as well as OpenStreetMap, validation is a simple four-step process. 

After uploading your dataset, generate and validate the samples and create a 

report with the accuracy assessment. 

https://laco-wiki.net/en/Welcome  

Sentinel Hub service  Cloud API for satellite imagery. Service-oriented satellite imagery infrastructure 

takes care of all the complexity of handling satellite imagery archive and makes it 

available for end-users via easy-to-integrate web services.  

https://www.sentinel-hub.com  

Geopedia Spatial data 

infrastructure, 

web 

application 

Both a spatial data infrastructure as well as a powerful geographic information 

system (GIS) web editor.  

https://www.geopedia.world  

  

 

  

https://www.geo-wiki.org/
https://laco-wiki.net/en/Welcome
https://www.sentinel-hub.com/
https://www.geopedia.world/
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6 Conclusions 

 

The deliverable lists the tools and applications from the LandSense Engagement Platform and provides users 

with guidelines and training material on how to use them. The applications and services described have been 

instrumental towards the successful implementation of the demonstration pilots.  

The LandSense Authorization service glues the federation of these tools and services together and provides 

a GDPR compliant framework for citizen science data collection. The online demonstration application, 

available on LEP, shows contributors what (personal) data is shared with an application (and between them) 

based on different scopes. The federated authorization service is now being sustained via the Cos4Cloud 

project.  

Operating a change detection service that provides useful results anywhere in the world out of the box is 

nearly impossible, so the change detection services will mostly continue operation under the umbrella of 

particular partner providing them. An open-source solution for forest change detection that uses Sentinel-

Hub services for ease-of-access to satellite data has been released showing that such a simplified approach 

can produce meaningful results. 

The quality assurance analyses are of interest to any citizen science or image data collection initiatives mostly 

due to protecting privacy and compliance with the GDPR. To facilitate reuse of development done and 

knowledge gained within LandSense, we have open-sourced the QA platform for all interested communities.  

The various tools and applications from the demonstrator pilots are outlined. Some of these tools will be 

sustained via continued investment from partners across new research and development projects, others 

have been made open source for the benefit of the greater community, via GitHub repositories. We 

encourage interested parties to contact us for future collaboration on all LandSense related technologies.    

 

 

https://www.authenix.eu/
https://cos4cloud-eosc.eu/
https://cos4cloud-eosc.eu/
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