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Executive Summary 
Deliverable D5.2 Visualization Dashboards v1 presents the first results of task T5.2 Advanced Visualization Dash-

boards implementation, as part of WP5 - Analysis and Decision Making.  All activities   performed for the design 

and the development of the first version of the Interactive Dashboard SPHINX component (ID) are documented 

in the following four chapters, detailing the technical background and other important aspects. 

This component is part of the SPHINX architecture, belonging to the block “Decision Support System and Inter-

active Dashboards”, which presents information to the system’s users in an intuitive and actionable way, adopt-

ing multiple panels displaying high-level status, statistical data, charts and histograms. 

This deliverable contributes to the achievement of milestone MS5: First set of SPHINX services & prototype 

modules completed - First Integrate approach at the end of M20.  
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1 Introduction 

1.1 Purpose & Scope 

The purpose of this document is to describe the systematic work performed under the task T5.2 Advanced 

Visualization Dashboards (WP5 – Analysis and Decision Making) between months M10 to M22 of SPHINX pro-

ject. This deliverable covers the activities of research, design and development performed during the first iter-

ation of development for the SPHINX Interactive Dashboards (ID) Component. The component provides the 

users with an advanced graphic interface for the SPHINX Toolkit. 

1.2 Structure of the deliverable 

This deliverable covers four chapters. The first one represents the introduction and the rationale for writing 

this document and its relations with other WPs & Tasks. Chapter 2 contains a general overview of the subject 

of Interactive Dashboards. Chapter 3 describes the Interactive Dashboards Component (ID), covering its role in 

the SPHINX Ecosystem, technical and architectural details, and integrations with other SPHINX components. 

The last chapter resumes the status of the development direction, including the technologies used for ID. 

1.3 Relation to other WPs & Tasks 

The development effort described in this report is based on the deliverables created within WP2 

Conceptualisation, Use Cases and System Architecture, starting with D2.3 SPHINX Architecture v1, D2.4 Use 

Cases Definition and Requirements Document v1, D2.5 Requirements and Guidelines v1, and D2.6 SPHINX 

Architecture v2.  Design, development and implementation principles were used based on recommendations 

from WP6: SPHINX Common Integration Platform & Incremental Strategy. 

The inputs of ID are established in relation with components from WP3 Cyber Security risk assessment & Beyond 

– Sphinx Intelligence, WP4 SPHINX Toolkits and WP5 Analysis and Decision Making. 

The ID component will be integrated, validated and tested in the context of WP6: SPHINX Common Integration 

Platform & Incremental Strategy, during tasks T6.4 System integration execution that will address the actual 

integration of outcomes from WP4 and WP5, and T6.5 Testing of Integrated SPHINX platform. 

The second iteration of development of the ID component will include feedback received from the integration 

testing activities and from the end users during the pilots’ testing and validation period within WP7 Technology 

Validation Pilots and Privacy assessment. Task T7.2 System functional testing and validation is aimed to verify 

that the deployed SPHINX components to the pilot sites meet the functional, operational and technical 

requirements as described in other WPs and will gather the evaluation results of the validation pilot release 

(M25-M27) and the second validation pilot release (M32-M34). 

 



D5.2: SPHINX Visualization Dashboards v1 

    9 of 28 

 

2 General Overview 
The SPHINX ID Component represents an important element in SPHINX System. It is the point of access in the 

SPHINX system. The ID component manages the users and their rights in collaboration with Service Manager 

component. It centralizes the access to the front-ends of the SPHINX components; it allows the other SPHINX 

components to present their data in interactive graphs. Additionally, it facilitates the creation of forecasts and 

answers to business questions about the IT infrastructure. 

Importantly, the ID component collects data from ten SPHINX components and provides the users with the 

ability to interact with the data in a dynamic way, to create their own information processes and have great 

flexibility regarding the analysis of their security system. 

Different types of panels present data in an easy-to-access manner, in graphical, statistical, tabular and 

temporal formats, offering an intuitive visualisation of relevant cyber security information. This component also 

manages the SPHINX alerts and notifications that are designed to enable rapid situational awareness and 

understanding for the users. 
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3 Overview of Interactive Dashboards 

3.1 Scope of Interactive Dashboards 

The SPHINX system generates alerts and notifications based on a large amount of data. The Interactive 

Dashboard Component of SPHINX intends to help users visualize, explore and analyse the data generated by 

the other SPHINX components, identify trends and better understand the cybersecurity aspects of the network 

infrastructure. 

ID is based primarily on the open-source visualization and analytics software Grafana [1]. The main 

functionalities of this component are:  

- Display interactive graphs and trends of the data from SPHINX components, notifications and alerts; 
- Create dashboards that group the graphs in order to present to the user the relevant data 
- Manage the contact information of the users responsible for cybersecurity. These users will be alerted 

in case of cybersecurity incidents; 
- Display proposed actions in case they exist to specific alerts. 

The ID component is described in the following sections of the document. 

3.2 Requirements 

The following table describes how the functional and usability requirements, as presented in the deliverable 

D2.6 SPHINX Architecture v2, are answered and solved  in the building and development of the ID component. 

Requirement ID Description and Rationale Functionalities 

ID-F-010 

The ID component implements intelligent User 

Interfaces supporting a multi-dimensional 

approach. It presents data and information in the 

appropriate formats (e.g., charts, tabular 

information, colours) and implements adequate 

push-based notification mechanisms to 

emphasise urgency or new information requiring 

action. 

The ID uses Grafana as the main tool, 

which contains intelligent 

mechanisms for displaying data in 

different formats and colours 

(graphs, bar gauges, tables, stats). It 

contains notifications of several 

types depending on the user's 

preference (alerts, notifications, 

errors, etc.). 

ID-F-020 

The ID component supports users to easily 

interact with a large amount of information 

regarding system data, including personal data, 

through intuitive and efficient mechanisms. 

ID supports many different storage 

backends (data sources like 

PostgreSQL, Elasticsearch) for table 

or time-series data. The data 

presented in dashboards can be 

filtered, aggregated, summarized.  

ID-F-030 

The ID component enables the enrichment (in 

quantity and quality) of the degrees of freedom 

for user interaction with the SPHINX Platform 

and, concurrently, with the real processes in the 

IT infrastructure. 

The ID allows the user to create their 

dashboards, combining existing 

graphics with new graphics. The user 

can also combine multiple graphics 

from different dashboards in one 

place. The time frame can be 

changed from the dashboard 
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Requirement ID Description and Rationale Functionalities 

settings or via graphs. Also, the user 

can sort tables by columns or by the 

labels in case of the graphs and view 

detailed data by hover the graphs. 

The alert panel allows searching and 

pagination. 

ID-F-040 

The ID component provides an advanced analytic 

data visualisation engine that is capable of 

visually presenting intuitive data on the IT 

ecosystem’s network and users’ behaviour. 

Descriptive statistics and graphs (pie, bar and 

scatter plots) allow the IT operator to rapidly 

acknowledge detected suspicious network and 

user behaviour and take appropriate mitigation 

measures. 

The ID shows the cybersecurity-

related data in several types of 

panels, such as Pie Charts, Bar 

Gauges, Scatter Plots, Graphs, 

Tables, Sankey Diagrams, Stats, 

Worldmap and custom plugins such 

as the alert panel that allows staff 

notification to take the necessary 

measures in time. 

ID-F-050 

The ID component includes a list of individuals to 

be alerted in case of forecasted, suspected or 

ongoing cyber security incidents. Alerting 

mechanisms include dashboard displays, emails 

and text messages to ensure appropriate 

recipients are informed at all times. The alerts 

consider rules such as incident classification and 

severity type. 

The ID allows the administrator to 

add a list of people who can be 

notified in case of alerts. The alert 

panel contains important fields such 

as description, date and time, 

possible location and severity of 

alerts. When an alert is detected, it 

will be displayed in the Dashboard 

and in the meantime is sent to staff 

through e-mail. 

ID-F-060 

The ID component enables the classification of 

the automated alerts or notifications issued of 

imminent, ongoing and forecasted cyber threats, 

incidents and attacks. The classification scheme 

shall allow the easy identification of 

vulnerabilities, risks, threats, events, incidents or 

attacks, as well as of situations worth monitoring 

or requiring urgent intervention. The ID 

component allows users to filter the registered 

alerts by category. 

ID will retrieve data from each 

component regarding alerts or 

notifications and it will display them 

based on categories.  

 

ID-F-070 

The ID component enables users to establish the 
parameters of their own dashboard views, based 
on their role and duties concerning the operation 
of the IT ecosystem. 

ID allows users to add their queries 

for panels, where they can build their 

Dashboards, setting different 

permissions for other users (edit, 

view). 
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Requirement ID Description and Rationale Functionalities 

ID-F-080 

The ID component provides customised cyber 
security report containing: 

• comprehensive visual analytics (e.g., 
charts, tabular information, statistics); 

• statistical information on registered 
cyber security events and incidents in 
the IT ecosystem, including successful 
and unsuccessful hacking attempts and 
type of attack: spam, email trap, mal-
ware, phishing, database injection, 
anomalous user and network behav-
iours; 

• time and duration of successful cyber at-
tacks to the IT ecosystem along with list 
of the affected assets; identification and 
location of the organisation affected by 
the cyber attack. 

Regarding the first point of the list, a 

user can add its own queries to build 

graphs, tables, pie charts. 

For the last two points, ID can display 

statistical information in 

collaboration with other 

components. 

Grafana has the feature of 

downloading JSON and CSV files 

from panels or Dashboards. 

ID-F-090 

The ID component aggregates all the alerts 

generated by the individual SPHINX tools and 

depicts them in tabular format as follows: 

- The first column in the alert table shows 
an alert number and its generated date, 
time and location; 

- the second column shows the classifica-
tion of each alert (i.e. CRITICAL, ALERT, 
ERROR, INFORMATIONAL) depending on 
the associated level of criticality; 

- the third column identifies the specific 
SPHINX tool or service that generated 
the associated alert; 

- and the fourth column displays the alert 
status through a dropdown menu with 
the options Closed, Open, Ignore, 
Acknowledge and Empty Field (the initial 
state). As the user selects one option, 
the table row is immediately updated 
and registers also the user’s name and 
the date when the action was per-
formed. This information is locked and 
only the system’s administrator may un-
lock the locked alert status field; The fifth 
column displays the system’s proposed 
course of action and the risk assessment 
tools available in the SPHINX system. 

The user may sort the alert table by date, alert 

classification, SPHINX tool and alert status. The 

table supports pagination. 

The alert panel plug-in contains 

every column (plus Details that 

redirects the user to components to 

see a more detailed report) specified 

in the requirement and 

functionalities (sorting for every 

column, pagination, number of rows 

on a page, search tool). 
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Requirement ID Description and Rationale Functionalities 

ID-F-100 

The ID component presents the spatiotemporal 

information about each generated alert, such as 

the date and time and the location (i.e., the 

location of the targeted hospital). 

The alert table will contain 

timestamp and location, as specified 

in the precedent functionalities. 

ID-F-110 

The ID component displays a menu bar that 

includes at least 3 fields: the first field displays 

the number of critical alerts; the second field 

provides an option menu allowing the user to 

visualise various graphs on alert statistics in a 

separate webpage and to export the alert table 

in csv or excel files; the third field refers to the 

dashboard’s settings, which enable the user to 

easily customise/configure the area below the 

alerts table. This area may display different 

graphs associated to the operations of specific 

SPHINX tools or services. Other fields that the 

menu bar includes are: a field for selecting the 

display language, a field for searching and 

querying features and a button to display the list 

of individuals to contact in case of a cyber 

security event or incident. 

The ID component supports the 

creation of new dashboards, based 

on existing panels or newly created 

panels, so the user can easily 

customize/configure the information 

presented to him,  

In ID every panel (graphs, tables, bar 

gauges, etc.) can be exported in a 

CSV format. 

The missing functionalities will be 

implemented as custom plugins. 

ID-F-120 

The ID component allows users to select a status 

for each alert (i.e. Closed, Open, Ignore, 

Acknowledge and Empty Field), depending on 

the action to be taken for that specific alert. 

The alert plug-in offers the user the 

possibility to select the status of the 

alerts. 

ID-F-130 

The ID component displays the 

suggested/proposed actions to be taken in order 

to mitigate an incident. 

The alert table also displays the 

proposed actions and details coming 

from SPHINX components. 

ID-F-140 

The ID component allows the SPHINX 

administrator to create users and assign roles 

(e.g. administrator, operator, and observer) in 

SPHINX. SPHINX users are able to login, logout, 

setup profile (e.g., name), email and change the 

password. 

Grafana contains a user 

management module that allows the 

creation and deletion of users and 

also to assign roles to the users. 

Only the administrator can create 

and add roles to staff. 

ID-F-150 

The ID component displays a list of all the SPHINX 

tools and services, including a short description 

of the tool or service (with an overlay window). 

Users may choose an item by clicking on it and be 

redirected to the selected tool or service, 

without having to login again. 

Through a Single Sign-On 

mechanism, the user can access 

every component without providing 

credentials every time. The user can 

access those features through the 

alert panel plug-in or through 

another custom plug-in that contains 

the list of components. Details about 
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Requirement ID Description and Rationale Functionalities 

the component will be displayed in a 

tooltip when a list element is 

hovered. 

ID-F-160 

The ID component allows users to visualise data 

using various graphs, such as time-series, alert 

statistics.  The used visualisation mechanisms 

enable users to intuitively and efficiently 

understand the data. 

ID will contain dashboards with data 

from the SPHINX components (for 

example, for Network Traffic coming 

from DTM). It enables the user to 

visualise graphs, alerts, tables, and 

other panels that make the analyzing 

easier. 

ID-F-170 

The ID component allows users to export the 

data into different file formats, such as Comma-

Separated Values (CSV), JavaScript Object 

Notation (JSON) and excel files. 

The user can export Dashboards in 

JSON and Panels in CSV. 

ID-F-180 

The ID component contains a list of dashboard 

settings which enables users to 

customise/configure the interface, by having a 

designated area which users can modify. This 

area displays different graphs associated to the 

operations of specific SPHINX tools or services. 

ID allows the user to modify, delete, 

add or combine different panels in 

new dashboards in order to create a 

personalized view of the data. The 

user can query data from every 

SPHINX component. 

ID-F-190 

The ID component contains a search bar which 

enables users to easily search for different 

elements. 

ID will contain a search bar in the 

custom plug-in menu that enables 

the users to access any element 

more easily. The alert table contains 

a search bar to find an alert faster.  

Grafana has also a functionality 

based on title and tags.  

ID-U-010 

The ID component delivers a set of web-based 

dashboards to present summaries of the 

relevant data and information associated to each 

of the SPHINX cyber security tools and services. 

The main SPHINX dashboard aggregates the 

relevant data and information of all SPHINX tools 

and services. 

ID is based on Grafana, a web-based 

application with advanced support 

for dashboard creation and data 

visualisations.  

ID-U-020 

The ID component provides an overview of the 

cyber security status of an IT organisation.  Users 

are able to conveniently access this function 

from a single location (e.g., user workstation), 

provided it is authorised and complies with the 

SPHINX specifications. 

The ID main dashboard will present a 

resume of the most important panels 

with data coming from other Sphinx 

Tools. A user from IT Staff can access 

it through HTTP/S.The user will be 

allowed to access the front-end web 

applications of the other SPHINX 
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Requirement ID Description and Rationale Functionalities 

components using SSO services 

provided by the Service Manager 

component, enabling visualization of 

every component without providing 

credentials. 

3.3 Main Dashboard 

The ID component contains a general dashboard that includes the most important information from the SPHINX 

components, providing a summary of the IT infrastructure data, making it easier for the user to analyze the 

status of the infrastructure.  

It contains three main plugins: 

• The first plug-in is a navigation menu that allows the user to display certain charts, depending on user 

preferences, a search bar for quick access to elements coming from every dashboard, a list of persons 

from health organizations to be contacted in case of alerts, a functionality for login, settings and 

language. 

• The second plug-in is an alert table, which contains a quick search, column sorting and pagination 

functionality. 

• The last plug-in is a list of SPHINX components where the user can access more details regarding a data 

coming from a component. 

 

 

Figure 3.1 SPHINX Main Dashboard 
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3.4 Design Principles 

The Interactive Dashboard component presents multiple types of data relevant to IT Infrastructure and User 

Behaviour in an interactive way, through graphs, alerts, tables, bar gauges and charts, to provide to the user an 

easier way to analyse data received from its IT infrastructure.  

A very important functionality is to alert IT staff through various types of communication channels, chosen by 

them in case of errors, notifications, critical or minor alerts found by the SPHINX components. 

The SPHINX ID is based on Grafana, which is a multi-platform open-source analytics and interactive visualization 

web application. It provides charts, graphs and alerts when connected to supported data sources. The data 

sources can be databases (Grafana supports a wide range of time series or relational databases) or web services. 

As concrete examples of data sources that are used by ID are PostgreSQL and Elasticsearch. Grafana is 

extensible through a plug-in system. End users can create complex monitoring dashboards using interactive 

query builders. 

For the SPHINX system, a custom plug-in was created to manage the specific requirements for the management 

of alerts issued from all SPHINX components. The SPHINX components publish their alerts to Kafka and then 

the alerts are imported in a PostgreSQL database that serves as a data source for the alert management plug-

in. 

The following images illustrate the ID’s alert management using the example of the Data Traffic Monitoring 

(DTM) component, which generates a large amount of data about network traffic. This data is published to 

Elasticsearch, which is optimized for the kind of grouping and summarization that is relevant for this 

component. 

 

Figure 3.2 SPHINX Alerts Architecture 
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Figure 3.3 SPHINX Dashboard 

 

Figure 3.1 and 3.2 present the alerts plug-in, DTM dashboards (for Network Traffic Analysis) and data sources 

for data providing, using technologies that make these features possible:  

• Grafana;  

• Elasticsearch; PostgreSQL. 

3.5 Human factor 

Interactive Dashboards is mainly about transmitting to the user, in a comprehensible visual manner, 

information about the security state of the system. ID component, through Grafana, implements state of the 

art data visualisations techniques that allow the user to see and understand, with minimal effort, the relevant 

metrics collected about the network infrastructure. 

The data visualisations are grouped in dashboards. Grafana provides advanced support for dashboard creation 

and management. In developing the dashboards, best practices about dashboard development and information 

architecture documented by the team behind Grafana [2] were taken into considerations. 

Such best practices indicate that during the creation of a dashboard the following should be considered: 

• a dashboard should answer a question, it should have a goal. The data should be presented from large 

too small or from general to specific.  

• dashboards should reduce cognitive load, not add to it. The dashboards should be easy to interpret. 

The meaning of the graphs the dashboard contains should be obvious. 

• avoid unnecessary dashboard refreshing to reduce the load on the network or backend. If the data 

changes every hour, the dashboard refresh rate should be set to 1 hour. 

Additional best practices, identified by [5], [6] suggest: 

• identify the key data and make it stand out. This helps the user identify what’s important in an instant 

and saves the user time 

• use information architecture in designing the dashboard. The information in the dashboard should be 

structured by taking into account how the user’s eyes scan the page (studies identified patterns like F-

pattern or Z-pattern where the locations where the user’s eyes rest take the form of letters F or Z). 

• use consistent design language and colour scheme 

The dashboard can be classified into three general categories [5], [7]: 

• Operational dashboards – these dashboards help the user see what’s happening right now 
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• Analytical dashboards – these dashboards give the user a clear view of performance trends and 

potential problems 

• Strategic dashboards – this type of dashboard lets the user track their main strategic goals via KPIs 

SPHINX ID component will incorporate all three types of dashboards. 

It will be further configured to add, edit or delete notification channels in order to ensure that the appointed 

IT contacts shall be notified. The administrator can select channels like Discord, Email, Google Hangouts Chat, 

Kafka, Microsoft Teams, Prometheus Alertmanager, Slack and many other supported notifiers. The 

administrator can add or delete permissions to their teams and can define alert rules on graphics with different 

queries like overcoming packets coming from a port, for example.  

3.6 Technical Details 

3.6.1 Data sources 
Grafana supports natively many different backends for the data. It also has a plug-in based extension 

mechanism for loading data from a new type of backend.  

The Alert Plug-in centralizes the alerts and notifications from all the SPHINX components. This plug-in uses 

PostgreSQL as a data source. The flow of data from the SPHINX components to PostgreSQL is presented below: 

• the components publish their alerts, as JSON messages, to the messaging bus used in SPHINX (Kafka) 

• KSQLDB is used to aggregate the alerts from all components in a single stream of messages 

• KSQLDB is used to load to PostgreSQL the unified stream of alerts 

The panels used in the dashboards of Data Traffic Monitoring component load their data from Elasticsearch, 

which is optimized for storing time-series data. The DTM data is loaded to Elasticsearch using Logstash, a data 

processing pipeline with support for a multitude of sources and destinations. 

 

Figure 3.4 SPHINX ID Alert Table 

Data coming from DTM is organized in 26 dashboards. The dashboards fall into several broad categories: 

 



- General Dashboard for DTM 

- Alerts 

• Overview 

• Messages 

- Threats 

• Overview 

• Messages 

- Flows 

• Overview 

• Talkers 

• Services 

• Sankey 

• Geo IP 

• Messages 

- HTTP  

•    Overview 

•    Messages 

 

- DNS 

•    Overview 

•    Messages 

- SSH  

•    Overview 

•    Messages 

- TLS 

•    Overview 

•    Messages 

- SMB 

•    Overview 

•    Messages 

- NFS 

•    Overview 

•    Messages 

- Raw Logs 

- Statistics 

 

 

Figure 3.5 DTM Alerts Overview Dashboard 
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Figure 3.6 DTM Flows Overview Dashboard 

The Flows Dashboards in figure 3.4 illustrates how traffic detected by Data Traffic Monitoring Component can 

be analysed using a Sankey diagram and the IPs with highest data transfers can be identified. 

According to the information presented above, the technical details can be illustrated in two figures, as follows: 
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- The infrastructure for Alerting purposes: 

 

Figure 3.7 SPHINX ID Alerting Technical Details 
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- Infrastructure for displaying of DTM data in ID: 

 

Figure 3.8 SPHINX ID Graphics for DTM Technical Details 

3.6.2 Dashboard Customizations 
DTM component offers users the possibility to create their customized dashboards depending on their 

preferences. For example, the web server administrator can create dashboards with only the visualisation 

related to the web servers. Or, if the user wants to see only graphics on the source IPs, specific graphics can be 

selected or added to separate dashboards. 

Grafana also allows users to mix their panels in different ways: 

- mixed, if they want to combine data from different data sources; 

- grouping queries from the same Data sources; 

- mixed with multiple queries. 

 

 

 

 

 

 

 

 

 

 

 

 

 

 Figure 3.9 Multiple Queries from Data source 
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3.6.3 User Management 
Permission management can be determined by the healthcare organisation’s IT infrastructure administrator, 

establishing the roles of others in the team. The following figure depicts the categories of permissions that the 

administrator can grant. 

 

 

 

 

 

 

 

Figure 3.10 User management permissions 

3.6.4 Grafana 
Grafana is an open-source visualization and analytics software that allows making queries, visualization, alerts, 

and explore metrics no matter where they are stored. It provides tools to turn the time-series database (TSDB) 

data into beautiful graphs and visualizations [1]. The SPHINX ID Component uses this tool to have a more 

dynamic way of analysing captured web traffic packets. 

Grafana allows several functionalities, including composing and choosing relevant graphics from several 

dashboards, adding, deleting and editing permissions for IT staff and different types of notification channels for 

alerting. 

3.6.5 PostgreSQL 
PostgreSQL is a free and open-source relational database management system (RDBMS) emphasizing 

extensibility and SQL compliance. Grafana integrates different types of data sources, having PSQL included. As 

mentioned above in the Technical Details, PostgreSQL is used for storing data from the DTM and the Anomaly 

Detection (AD) components. 

 

Figure 3.11 Grafana PSQL Query for Alerts 
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3.6.6 Elasticsearch 
Elasticsearch is a search engine which provides a distributed, multitenant-capable full-text search engine with 

a HTTP web interface and schema-free JSON documents. It is very useful for time-series data. 

 

Figure 3.12 Elasticsearch Query for Critical Alerts DTM 

3.6.7 Kafka 
Kafka[3]  is an open-source tool that handles real-time data feed, fulfilling three key functionalities: 

• To publish (write) and subscribe to (read) streams of events 

• To store streams of events durably and reliably for as long as you want. 

• To process streams of events as they occur or retrospectively. [3] 

Kafka It is very helpful for the ID component for it supports the management of the data transmitted in a JSON 

format from the SPHINX components. 

3.6.8 KSQL 
KSQL [4] is an event streaming database purpose-built to help create stream processing applications on top of 

Apache Kafka. Regarding the alert capturing, Grafana plug-in is a very helpful tool for creating a union between 

all the alerts of the components. 

3.6.9 Logstash 
Logstash is a free and open server-side data-processing pipeline that ingests data from a multitude of sources, 

transforms it, and then sends it to Elasticsearch, making data available for Grafana. 
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3.6.10 Single Sign-On 
ID, in collaboration with the Service Manager component, will implement the authentication and 
authorization service, allowing users of the healthcare organisation’s IT staff to access all components without 
the need to re-enter credentials for each one. In this way, the use of the SPHINX system will be more easily 
accessible.  

3.7 Interactive Dashboards in SPHINX 

ID component supports the operation of the majority of the other components in the SPHINX ecosystem. 

The relationships between ID and the other SPHINX components are represented in the following image: 

 

 

Figure 3.13 SPHINX ID Collaboration Diagram 

The ID is related to ten components, each with its own interfaces, having the following rules: 

• ID receives traffic data from Data Traffic Monitoring to display a highly user-friendly and interactive 

way relevant traffic data. The users can visualise and interact with traffic statistics (graphics) and notifications 

and alerts about suspicious traffic data. 

• ID receives cyber threats and attacks data in JSON files from Analytic Engine to display a highly user-

friendly and interactive way relevant cyber threats and attacks. The users will see them and act upon statistics 

(graphics) and notifications and alerts about cyber threats and attacks. 

• ID receives detected anomalous system and user behaviour data in JSON files from Anomaly Detection 

to display in a highly user-friendly and interactive way relevant data on detected anomalies provided by the AD 

component.  The users are able to visualise in order to mitigate any problems based on  statistics (graphics) and 

notifications and alerts about the detected anomalous system and user behaviours. 

• ID receives detected security information and events data from Security Information and Event 

Management to display in a highly user-friendly and interactive way relevant data on security information and 
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events provided by the SIEM component. The users can visualise and act upon statistics (graphics) and 

notifications and alerts about registered security information and events. 

• ID receives vulnerability assessment reports from Vulnerability Assessment as a Service to be displayed 

in a highly user-friendly and interactive way. 

• ID receives overall cybersecurity information from Knowledge Base to display graphics about IT’s 

infrastructure’s overall cybersecurity information history, status and forecast provided. 

• ID receives suggested decisions and proposed courses of action and their consequences from Decision 

Support System to display in a highly user-friendly and interactive way the suggested decisions and proposed 

courses of action and their associated consequences (impact) provided by the Decision Support System 

component. The users could visualise and act based on the suggested decisions and proposed courses of action 

(including decisional graphics). 

• ID receives a list of cybersecurity risks from Real-time Cyber Risk Assessment to display in a highly user-

friendly and interactive way relevant information about the system’s security risk level (list of risks, including 

indices and consequences) provided by the RCRA component. 

• ID receives warnings and alert notifications on forecasted from Real-time Cyber Risk Assessment to 

display in a highly user-friendly and interactive way relevant warnings and alerts on forecasted risks provided 

by the RCRA component. 

• ID receives a list of detected cyber-attacks from Honeypot to display in a highly user-friendly and 

interactive way detected cyber-attacks provided by the HP component. 

• ID receives a list of new cyber threats to display in a highly user-friendly and interactive way new cyber 

threats provided by the Blockchain Based Threats Registry component. 
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4 Summary and Conclusions  

This deliverable presented the current status of the development of the SPHINX Interactive Dashboard 

component. ID displays data from other SPHINX components interactively for the user. The selected tools that 

were used to build this component were described in the chapters 2 and 3. 

This deliverable covers the first iteration of development for the ID component. The work on ID will continue 

during the second and final iteration. Lessons learned during the pilots and integration testing will be included 

in the development effort for the 2nd iteration. 
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