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Executive summary

What do we know about children’s and young people’s digital skills?

Given the considerable policy and practical importance of digital skills and literacies for young
people’s life chances, especially as regards inequalities and digital inclusion, and the increasing
reliance on digital technologies for learning, employment and civic life, a systematic evidence review
was conducted to answer this question.

The review was informed by the International Telecommunication Union’s (ITU) definition of digital
skills: “the ability to use ICTs in ways that help individuals to achieve beneficial, high-quality
outcomes in everyday life for themselves and others” and to “reduce potential harm associated with
more negative aspects of digital engagement” (2018, p.23).

A preliminary rapid evidence mapping found that relatively little research was published in the early
years of mass internet use (2000-09). Hence the systematic evidence review encompassed all research
published between 2010 and 2020, thus representing the large majority of available studies. The
search protocol, registered on PROSPERO, included studies of moderate to high quality (judged using
the Weight of Evidence approach) that used quantitative methods, were published in the English
language, and related directly to the digital skills of 12- to 17-year-olds.

The results of 110 studies were analysed to identify what is known about youth digital skills, and to
examine the evidence for the antecedents (or factors influencing the acquisition) of digital skills, and
the consequences of having digital skills. They were also scrutinised for research gaps and to generate
questions and hypotheses for future investigation. In addition, they were examined for the many ways
in which digital skills have been conceptualised and measured in the research literature.

Highlights from the many findings are summarised below.
How are youth digital skills conceptualised and measured?

e Both broad and narrow conceptions of “digital skills” are used in the literature, with some
researchers conceiving of multiple dimensions of digital skills and others focusing on
particular skills (e.g. information literacy or computer programming) as befits their topic.
Moreover, the definition of digital skills is not much discussed, making it difficult for the field
to come to a consensus. The plethora of definitions in use means that comparing study findings
is a bit like comparing apples and oranges.

e Itisimportant to distinguish demonstrated or claimed digital skills from digital self-efficacy.
The former are revealed through performance tests or self-report surveys that ask direct and
factual questions. Self-efficacy (“I am good at...” or “l am confident about...”) is subject to
social desirability biases, and we place less weight on such studies. We also excluded studies
that infer skills from methods that measure digital uses or activities, but do not measure digital
skills directly.

The studies analysed were conducted in 64 different countries, with the USA and Europe generating
most of the available research. Most of the studies used self-report surveys, but a minority (almost
one-third) conducted performance tests, involving some form of task-based assessment. Most
performance tests were used to examine the antecedents rather than the consequences of digital skills.

Findings on the antecedents of youth digital skills are summarised below.

e There is strong evidence that children’s digital skills improve with age, as expected.
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Contrary to popular belief, the evidence regarding gender differences is inconsistent. Boys
appear to claim better digital skills than girls, but when performance tests are used, there are
no gender differences.

Ethnicity is examined by a handful of studies as a potential source of digital inequality, with
mixed results.

A few studies suggest that better cognitive skills are associated with better digital skills.

The higher a child’s academic achievement, the better their digital skills. Motivation also
plays a role and, possibly, learning style.

Children with positive attitudes towards information and communication technology (ICT)
have higher digital skills.

Children from higher socioeconomic status (SES) households are found to have higher digital
skills in around half of the studies that examine this relationship.

When parents practise restrictive mediation, this is linked to lower digital skills for their
children, while enabling mediation is generally linked to better digital skills, although some
studies found no relationship.

When ICT is more available in schools, children’s digital skills tend to be better. Also, those
with earlier or broader access to ICT, including at home, have better digital skills. Most studies
do not examine possible underlying causes (such as household SES).

Studies of the consequences of youth digital skills are scarcer than studies of the antecedent factors
that may lead to better skills. Nonetheless, the consequences of youth digital skills were found to be
as follows:

Few studies examined whether digital skills improve wellbeing, and even fewer found that
they do.

There is clearer evidence that greater digital skills are linked to better learning outcomes for
children, although again, the evidence base is small.

Of the few studies that looked for a relationship between digital skills and youth civic
engagement (offline and online), all found it to be positive.

Children with higher levels of digital skills may be better able to protect their privacy online.

There is evidence that better digital skills are linked to more online risk, although the evidence
also suggests that the type of skills matters: critical digital skills, for instance, are not linked
to online risk. Moreover, better digital skills are not linked to more harm, and may even reduce
harm, possibly because children with better digital skills appear better able to cope with online
risks.

Twelve studies sought to model the relation between the antecedents and consequences of youth
digital skills, using statistical modelling techniques. Their findings are complex, and bear careful
investigation, in crucial ways questioning the simple bivariate relationships between antecedents or
consequences and digital skills. Notably, they show that:

The association between better digital skills and more online risk is indirect, as better skills
are linked to more online opportunities, and those, in turn, are linked to more risk.

Relatedly, it seems that enabling parental mediation has only an indirect association with
digital skills, through its role in facilitating online opportunities.

Efforts to model the relations among factors to understand digital inclusion suggest that the
online and offline disadvantages that girls and children with lower level education face can
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be countered if efforts are made to improve their digital skills. SES and age are independently
associated with outcomes, but again, improving digital stills can mitigate inequalities.

In addition to generating many specific insights that can improve the future evidence base, the
review concluded with the following hypotheses and recommendations:

e As regards research methods, factual questions (“I know how to...”) are preferable to self-
evaluative questions (“I am good at...”) because they introduce less measurement bias and
help distinguish digital skills from self-efficacy. Performance tests should be preferred to self-
report studies when social desirability biases are likely to be particularly strong (e.g. in
relation to gender).

e Since it appears that children acquire better digital skills when they are younger and the
process slows with age, future research should seek to identify when, and under what
circumstances, children are more receptive to learning particular types of digital skills.

e Girls also seem to have better digital skills than boys when they are younger, and these
differences disappear with age. Research could explore whether this is because girls fall
behind with age, or boys catch up, or whether other factors are relevant.

e Scattered studies examine a range of personal and social factors that may influence youth
digital skills, but if these are held to be important, a stronger rationale and concerted effort
will be needed for clear results.

e SES matters, insofar as it tends to result in differential ICT access and use, but more research
is needed on how it may continue to matter when children from different backgrounds gain
similar digital access and how such inequalities can be mitigated.

e It may seem surprising that some factors relating to teachers or schools show little association
with youth digital skills, and this bears further investigation.

e It is intriguing that certain online activities accorded little value by society (e.g. gaming,
communication) are linked to digital skills, while digital learning activities are not consistently
linked to digital skills. Clearly the process by which children and young people gain better
skills needs more exploration,

e While studies suggest that digital skills can benefit children’s wellbeing, more research is
needed to examine this relationship, to establish more clearly which digital skills are worth
promoting in relation to which desired outcomes.

o Similarly, although available studies suggest that better skills bring benefits to children’s
learning, participation and other outcomes, more research is needed to conclude with
confidence, and to explore the factors that matter.

e The available research suggests that better skills are linked to more risk, although it also
supports the view that better skills help children cope and so, reduce harm. However, the
evidence base is weak, and further research is greatly needed given the importance of
equipping children to cope with online risk so as to reduce harm.

Finally, we note that, while the internet is increasingly available world-wide, most research reviewed
here was conducted in the Global North. In terms of future research methods, more studies should
undertake statistical modelling to examine the indirect as well as the direct relations among multiple
variables. Most important, although we (and the evidence base) have interpreted studies as having
causal implications (differentiating the antecedents and consequences of digital skills), most of the
studies reviewed use cross-sectional designs, and longitudinal research is greatly needed in the future.
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ySKILLS highlights

There is substantial evidence showing that digital skills play an
important role for children’s and young people’s learning,
participation and other opportunities. The benefits apply offline and
also online, potentially affecting multiple dimensions of children’s
lives in a digital world.

There is some evidence that better digital skills can also protect
children from the online risk of harm, although the evidence is still
weak and needs to be strengthened.

Not all children learn all digital skills, and the literature is
inconsistent and not always clear about the nature or level of the
digital skills being investigated. Crucially, however, the gaps in
children’s knowledge, some of which reflect structural inequalities in
society, are crucial for their life outcomes.

More research is needed, particularly in relation to consequences
from digital skills, causality and the relationship among different
factors, and the review proposes a range of specific hypotheses to be
tested in future research.

Little is known about the processes whereby children gain digital
skills or how best adults (teachers, parents, others) can scaffold their
learning and ensure that their digital skills do result in beneficial
outcomes.
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1. The ySKILLS project

The ySKILLS (Youth Skills) project is funded by the European Union’s (EU) Horizon 2020
programme. It involves 15 partners from 13 countries to enhance and maximise the long-term positive
impact of the information and communication technology (ICT) environment on multiple aspects of
wellbeing for children and adolescents by stimulating resilience through the enhancement of digital
skills. Starting from the view that children are active agents in their own development, ySKILLS
examines how digital skills mediate the risks and opportunities related to ICT use by 12- to 17-year-
olds in Europe (see www.ySKILLS.eu).

The overarching aim of ySKILLS

To enhance and maximise the long-term positive impact of the ICT environment on multiple aspects
of wellbeing for all children by stimulating resilience through the enhancement of digital skills.

ySKILLS will identify the actors and factors that undermine or can promote children’s wellbeing
in a digital age. The relations between ICT use and wellbeing will be critically and empirically
examined over time.

VSKILLS’ research objectives
1. To acquire extensive knowledge and better measurement of digital skills.

2. To develop and test an innovative, evidence-based explanatory and foresight model
predicting the complex impacts of ICT use and digital skills on children’s cognitive,
physical, psychological and social wellbeing.

To explain how at-risk children (as regards their mental health, ethnic or cultural
origin, socioeconomic status and gender) can benefit from online opportunities despite
their risk factors (material, social, psychological).

To generate insightful evidence-based recommendations and strategies for key
stakeholder groups in order to promote European children’s digital skills and
wellbeing.

ySKILLS has proposed, and will continue to develop, its conceptual model. This review aims to
contribute to the model development by exploring the evidence on the relationships between the
different elements.
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Figure 1. SKILLS CONCEPTUAL MODEL
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2. Task 2.1: Reviewing the research literature

In order to advance ySKILLS Objective 1 (to acquire extensive knowledge and better measurement
of digital skills) and to inform the other objectives, Task 2.1 of ySKILLS was to undertake a
systematic evidence review of the available research on the nature and measurement of children’s
and young people’s digital skills, focusing on identifying their antecedents and consequences. It
contributes to ySKILLS Work Package 2 (Integration of Theories and Methods Towards a New
Theoretical Model), which aims to identify what is already known, and important gaps in the evidence
on children’s digital skills, by reviewing the relevant literature and through secondary analysis of
data. Through methodological, empirical and theoretical integration, the aim is to propose a new
theoretical model.?

The aims of this evidence review are to:

(1) Reveal evidence gaps by assessing what is known and not known about youth digital skills —
that is, to identify which antecedents and consequences need to be further investigated
because their hypothesised relations with digital skills have not yet been confirmed by
empirical research, or have not generated consistent findings and why.

(2) Identify how youth digital skills are conceptualised and measured by the existing studies — in
order to assess which conceptualisations and measurements ensure a deeper understanding
of the antecedents and consequences of digital skills, thus informing new research in this
area.

(3) Identify the antecedents and consequences that shape children’s and adolescents’ digital skills
and their outcomes — in order to contribute to the design of future survey instruments and
performance tests, and also to inform policy initiatives aimed at improving children’s digital
skills.

! Task 2.1 was originally planned as a systematic mapping of the evidence followed by a rapid evidence assessment of the available
research on children’s and young people’s digital skills. However, the importance of this task in underpinning the wider ySKILLS
project led to the decision to undertake a systematic mapping followed by a systematic evidence review. A systematic evidence
review offers a thorough and robust analysis that encompasses and improves on a rapid evidence assessment (Grant & Booth, 2009),
thereby providing a solid basis for the work of ySKILLS.
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(4) Generate a series of hypotheses and priority research questions, as well as the information
needed to critically review the ySKILLS conceptual model and prepare the integration of
theories.

This is to be achieved through:

e A systematic mapping of the evidence identified and compared research by country, DESI
ranking,? year (2000-20), research discipline, country, language and publication outlet (a
proxy for research quality). This identified available research and research gaps (Aim 1) and
informed the definition of inclusion criteria for the systematic evidence review. It revealed
that the vast majority of research on youth digital skills has been published in the last decade.
It was therefore decided to focus the systematic evidence review on research published from
2010 onwards.®

e A systematic evidence review to identify and examine the antecedents and consequences of
youth digital skills, as well as the ways in which digital skills themselves have been defined
and measured. Following an in-depth search, screening and analysis of the publications on
youth digital skills, this generated an in-depth account of what is known and not known about
youth digital skills, enabling the formulation of a series of hypotheses to be tested in future
research (Aims 2-4).

This review resents our methods, results and recommendations for further research.*

3. The context: Researching youth digital skills

Digital skills gained the status of an established object of investigation in the field of digital
inclusion/exclusion when it became obvious that digital inequalities involved more than a binary
opposition between those who had access to the internet and those who did not, which was the focus
of debates in what is now called the first-level digital divide. After initial hopes, it became clear that
digital inequalities could not simply be bridged by providing everyone with a computer and internet
connectivity.

The concept of the second-level digital divide (Hargittai, 2002) was formulated to overcome the
limitations of the first-level digital divide and to recognise that, even when young people in the Global
North gain internet access, inequalities are likely to persist regarding young people’s ability
effectively to use digital technologies in ways that benefit their wellbeing. At the individual level,
research has long shown that social inequalities (based on gender, age, education, income, ethnic
group etc.) explain variations in how and why the internet is used. At the country level, digital
inequalities persist across (as well as within) countries, as shown by the European Commission’s
Digital Economy and Society Index (I-DESI) (Figure 2).

2 The International Digital Economy and Society Index (I-DESI, 2018) measures the digital economy performance of EU-28 Member
States through five dimensions: connectivity, use of internet services, integration of digital technology, digital public service, and
human capital (in terms of digital skills). The design of ySKILLS methodology — especially the choice of countries where the three
waves of survey will be administered — was based on DESI. In the systematic evidence review we consider the current DESI rating,
not that of the year when the study was conducted, which sometimes is hard to establish and different from the year of publication.
Note that the systematic mapping was originally intended to distinguish primary and secondary-aged school children, but this proved
impractical. Children’s age is therefore addressed as part of the systematic evidence review.

3 The search took place at the end of January 2020, so only the start of this year is included.

4 This task was designed to contribute to theory development in ySKILLS (Task 2.4) by identifying the actors and factors that shape
12- to 17-year-olds’ digital skills and their outcomes and generating priority research questions and hypotheses for further research.
Task 2.4 will then undertake a critical review of ySKILLS’ conceptual model and prepare the integration of theories based on this
and other research carried out across ySKILLS.
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Figure2. DIGITAL ECONOMY AND SOCIETY INDEX 2020, BY COUNTRY
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To account for persisting inequalities and differences, a third-level digital divide has been theorised,
which acknowledges how inequalities in digital skills and digital engagement translate into diverse
tangible outcomes of internet use in the field of education, culture, identity, sociality, occupation and
socioeconomic status (SES), health and wellbeing (van Deursen et al, 2017; van Deursen & Helsper,
2018). In other words, digital skills have been shown to have both online (digital engagement) and
offline consequences (tangible outcomes of internet use). Research also shows that internet use itself
not only reproduces social inequality but also accelerates pre-existing exclusion (van Deursen & van
Dijk, 2014).

Scholars interested in the topic of digital inclusion/exclusion have therefore elaborated models that
explain the relationship between the antecedents and consequences of digital skills, whereby digital
skills are understood as either the consequence of differences in sociodemographic and internet use
factors, and/or the antecedents of digital engagement and other (typically, offline) tangible outcomes
such as social, economic and cultural inclusion. Digital skills may also be the mediator or moderator
in these relationships among factors, for example reducing or strengthening the effect of
sociodemographics and internet use on digital and social inclusion.

Since consensus has been reached on the central role played by digital skills in digital and social
inclusion, the measurement of digital skills has become more and more crucial. Earlier studies tended
to measure only self-report skills (“I know how to...”) or used self-efficacy or even online activities
as proxies for skills and competences — assuming that if someone is comfortable with something or
regularly performs certain online activities, then they have developed the necessary skills. More
recently, effort has been devoted to developing more sophisticated measures of skills that not only
encompass different sets of abilities — including operational, information navigation, social and
content creation skills (van Deursen, Helsper & Eynon, 2017) — but that combine performance tests
with multi-dimensional self-report survey measures, including functional (“I know how to...”),
critical (“I understand..”) and strategic (“I can apply...”) elements of digital skills.

While the very definition of digital skills is still contested, and the measurement of digital skills is
subject to continuous refinement, here we draw on the notion of the third-level digital divide, defining
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digital skills as “the ability to use ICTs in ways that help individuals to achieve beneficial, high-
quality outcomes in everyday life for themselves and others” while also being able to “reduce
potential harm associated with more negative aspects of digital engagement” (ITU, 2018, p.23).

Compared with the above literature on digital inclusion, which typically focuses on the adult
population, research into children’s digital skills remains relatively scattered, both because of the
dominant preoccupation with the risks and harm that the internet could pose to children, and because
of the myth of the digital natives as naturally able to use digital media and equipped with all the
necessary skills (Gasser & Cortesi, 2017). Furthermore, the media panic around internet risks favours
a narrow conceptualisation of children’s digital skills as the ability to use the internet safely and
responsibly, resulting in a narrow and highly normative equation between online safety and digital
citizenship (Cortesi et al., 2020). The literature on education takes a different approach but also,
problematically, tends to regard digital skills in purely technical or operational terms, reinforcing the
idea of a generational digital divide, and neglecting the wider dimensions of children’s agency and
wellbeing in a digital world.

However, in the past decade digital skills have become of growing importance among policy-makers
concerned with children’s online safety, educators and parents alike. Research has dismantled a series
of myths associated with children and the internet (the digital native, the generational digital divide
and the celebration of everyone as not only a consumer but also a producer of digital content).
Increasingly, attention has shifted to the need for a better understanding of what makes children more
vulnerable or, conversely, more resilient to online risks. This shift in policy attention is evident in the
evolution of the EU’s Safer Internet Programme (SIP) into the Better Internet for Kids (BIK)
Programme.

One of the most notable contributions of the EU Kids Online research, funded by SIP, has been
precisely to demonstrate that risks and opportunities are correlated — the more children engage in
online activities, the more they are likely to encounter some kind of risk — and, also importantly, that
exposure to risk online does not necessarily translate into a harmful experience (Livingstone,
Mascheroni & Staksrud, 2018). Children who are more vulnerable to the harmful consequences of
online risk situations are usually those who are psychologically and socially vulnerable offline, and
also those who have fewer digital skills. Accordingly, the main goal for academics and policy-makers
alike is to understand under what conditions and for which children online opportunities can result in
tangible benefits, or online risks turn into harm, and simultaneously, how to foster children’s
resilience to online problematic situations by reinforcing their digital skills (Livingstone, Mascheroni
& Staksrud, 2018).

It is in this context, characterised by a renewed attention to children’s digital skills, that the ySKILLS
project was designed to provide an explanation of the antecedents and consequences of digital skills
that help maximise the beneficial outcomes of internet use in children’s (cognitive, physical,
psychological and social) wellbeing and strengthen resilience through the enhancement of digital
skills. The first step involves understanding how digital skills have been conceptualised and measured
in relation to children, and identifying the antecedents at the individual and social level that explain
differences in children’s digital skills, as well as exploring whether and how digital skills have been
shown to contribute to children’s learning, socialisation, identity formation, emotional wellbeing,
digital engagement (civic and political), participation, etc. The systematic review of the literature
reported here responds to this task and will help the ySKILLS project design new measures of skills
to be included in the survey and a performance test. Moreover, it aims to advance our understanding
of children’s digital skills beyond the narrow focus on online safety, to include children’s rights and
children’s wellbeing in a multi-dimensional sense.
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3.1 Research questions

Taking into account the research context, and the aims of ySKILLS, as explained above, the
systematic evidence review in this study was guided by the following research questions:

(1) How are children’s digital skills conceptualised and measured?

(2) What factors and actors influence the nature or extent of children’s digital skills as an
outcome?

(3) What is the role of children’s digital skills as a predictor, moderator or mediator of
wellbeing?

(4) What is the relationship between children’s digital skills and other actors and factors
influencing children’s wellbeing?

4. Methodology
4.1 The selection of review methods

Systematic mapping reviews are used to plot and categorise the existing literature, identifying gaps
from which to commission further reviews or primary research (Grant & Booth, 2009). They usually
characterise the quantity and quality of literature based on some criteria (e.g. by study design) and do
not entail a formal quality assessment (Grant & Booth, 2009). We selected a “rapid version” of this
review using the existing classifications and in-built evidence analysis functionality of a large
database (Web of Science Core Collection). This allowed a quick screening of a large number of
results and fast-paced identification of gaps (for details see Appendix 2).

In contrast, systematic evidence reviews involve a much more methodically robust search, appraisal
and synthesis of the research evidence, often adhering to established guidelines on review protocols
(Grant & Booth, 2009). Regarded as the highest quality approach to reviewing evidence, the strengths
of systematic reviews lie in their rigorous and transparent methods, which can be replicated
(Sutherland, 2004). They entail a clear definition of a research question, a comprehensive search
strategy, explicit eligibility criteria, a systematic assessment of the methodological quality of the
included studies and the exclusions made, synthesis of the data establishing claims that can be made
from the research, and a summary of the results in an unbiased manner (Gough, 2007; Gough et al,
2012; Sutherland, 2004).

As systematic reviews have grown in number and in terms of the fields they cover, they have
diversified, including in the terminology used. Therefore, there have been attempts to specify major
dimensions by which systematic reviews differ (Gough et al, 2012) and to develop typologies of
reviews.> However, these overviews concede that in practice there are overlaps between and
combinations of these different dimensions, and “currently, there is no internationally agreed set of
discrete, coherent and mutually exclusive review types” (Grant & Booth, 2009, p.104).

4.2 The search protocol

The search protocol was developed through an expert consultation with ySKILLS members at an in-
person project workshop in January 2020 and through subsequent online meetings. It was designed
to be comprehensive in its coverage of relevant databases and search terms, consistent in its
application of the same search word strings across databases, and efficient in minimising the number
of irrelevant results.

5 For example, Grant and Booth (2009) list 14 types of review.
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Four types of search terms were needed: terms that would identify articles about studies with children,
since this is the target group; terms that would identify quantitative studies, since this is the type of
evidence being considered in the review; terms that would identify different types of technologies,
since the project is interested in the digital aspects of children’s experiences and skills; and terms that
would identify the various types of skills and competences that are the focus of the project. The search
terms were identified based on previous evidence reviews, several consultations with the project
members and test searches of several databases.

This resulted in the following groups of search terms:

e Group 1, child terms: child* OR youth OR teen* OR adolescen* OR minors OR kid* OR
girl* OR boy* OR pupil* OR “school student”.

e Group 2, method terms: survey* OR questionnaire OR meta-analys* OR quantitative OR
empirical OR performance OR test* OR study OR studies OR finding* OR result* OR exam
OR “measur*” OR scale OR instrument OR cohort OR sample OR validate.

e Group 3, technology terms: digital* OR mobile* OR internet OR online OR “social media”
OR cyber* OR app OR technolog* OR comput®* OR information OR coding OR programming
OR gaming OR ICT OR e- (searched in combination with Group 4).

e Group 4, skills terms: skill* OR competen* OR resilien* OR literac* OR literate OR coping
OR efficacy OR confiden* (searched in combination with Group 3).

After further testing, it was discovered that skills terms on their own produce a substantial amount of
irrelevant results (e.g. skills not related to the digital environment). Combining the digital terms with
the skills terms in search phrases reduced the level of noise and yielded more relevant results. Hence,
all combinations of Group 3 and 4 words were used, for example: “digital* skill*” OR “mobile*
skill*” OR “internet skill*”” OR “online skill*” OR “social media skill*”” OR “cyber* skill*”” OR “app
skill*” OR “technolog™* skill*”” OR “comput* skill*”” OR “information skill*” OR “coding skill*” OR
“programming skill*” OR “gaming skill*” OR “ICT skill*” OR “e-skill*”.

The final search string took the form: child terms AND methods terms AND a digital skill
phrase (i.e., digital term +skill term). For more details of how the search protocol was developed,
see Appendix 1.

This search protocol was used for both review methods.

4.3 The systematic rapid mapping review of the evidence on youth digital skills

The large database aggregator, Web of Science, was used for this rapid mapping review because it
includes an automated analysis of a very large number of search results by year, academic discipline,
publication type, country and so forth. The mapping review encompassed and compared research
from the last two decades, identifying how the field has developed and what gaps remain.

The results revealed that most studies on youth digital skills were published in the second decade
compared with the first: 207 in 2000-09 compared to 1,401 in 2010-20, a sevenfold increase (see
Figure 3). Visually, it is clear that starting from six sources in 2000 there is at first a steady linear
increase, but then 2011 saw the start of the rising curve as publications rapidly increased, stabilising
toward the end of decade, with 214 studies in 2017 and 215 studies in each of 2018 and 2019.

Based on these results, a decision was made to focus the systematic evidence review on the last
decade. For detailed results of the mapping review, see Appendix 2.
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Figure 3. WEB OF SCIENCE SEARCH RESULTS: NUMBER OF STUDIES ON

YOUTH DIGITAL SKILLS BY YEAR OF PUBLICATION
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4.4 The systematic evidence review on youth digital skills
44.1 Databases

Drawing on the research team’s expertise and through consultation with the specialist subject librarian
at the London School of Economics and Political Science (LSE) and ySKILLS project members, it
was decided that two international research database aggregators, Web of Science and Scopus, would
offer the most sources. This would be supplemented with additional material from specialised
databases: International Bibliography of the Social Sciences (IBSS), Communication & Mass Media
Complete (CMMC), Education Resources Information Center (ERIC), PsychINFO, Embase and
SocINDEX.

These databases can be searched for terms in the abstract, in the keywords section, in the title and in
the full text. They include texts in languages other than English, but these usually have an English
abstract. For more details, see Appendix 1.

4.4.2 Inclusion criteria
We applied the following inclusion criteria in searching for evidence:

(1) Studies of children’s digital skills: this choice was informed by the scope of the project.
Exclusions here comprise of studies that are not based on research with children (e.g. studies
with parents or teachers) or that do not measure skills. Digital skills were defined broadly in
order to retain all relevant material that considers skills, however implicitly. For example,
studies on information searching or resilience to cyberbullying were retained, but studies
measuring internet use, rather than skills, were excluded.

(2) Studies using quantitative methods: due to the aims of the evidence review, we sought to
retain studies that generate measures of children’s digital skills, whether through use of a
survey, experiment, evaluation or intervention or secondary data analysis.

(3) Studies of children aged 12-17: studies that included children anywhere within this age
range were retained; younger children were excluded due to the scope of the project.
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(4) Studies involving high-quality, methodologically robust research: this follows the
requirement of systematic evidence reviews and was applied during the choice of the
databases, the screening process and the application of the eligibility criteria.

(5) From any country but published in English: the search originally included any languages
as the bibliography was shared with members of the project, hence we included publications
that could inform their work. The non-English publications were removed during the
screening process and not included in the review.

(6) Studies published since 2010: this decision was informed by the rapid mapping review,
which demonstrated that the vast majority of publications were produced after 2010. The more
recent sources were deemed more relevant for the ySKILLS project due to the rapid
technological changes. The year of publication limits were applied to the database search.

4.4.3 PROSPERO registration

PROSPERO is an international database for publicly registering systematic reviews, and that process
involves a form of quality control where all the steps and precautions taken are described in some
detail to make sure reviews reach a recognised standard. The team submitted the review protocol and
successfully engaged in this process; the PROSPERO registration number is CRD42020172272.

4.4.4 Search results

The total number of search results from the 2010-20 database search was 4,811. The bibliographic
information and abstract for each source were downloaded into a combined EndNote library. The
duplicates were removed (n=1,748),% resulting in 3,064 unique results. Further filtering exclusions
relate to non-English sources, books, reports and theses. This resulted in 2,640 studies (N1) that were
then screened for eligibility.

6 Duplicates includes “near duplicates”, €.g. a conference paper with the same content as a journal article. In such cases, the entry that
had been through a more rigorous peer-reviewing process that was fuller or newer was kept. Some duplicates were identified later in
the process — during the eligibility stage, their number (n=49) was added to the overall number of duplicates.




Table 1.
Database

RESULTS OF THE SEARCH
Database description

Number
of search
results

Among the largest abstract and citation databases of peer-reviewed
literature including scientific journals, books and conference
Scopus proceedings. It includes research outputs from across the world in | 1,978
the fields of science, technology, medicine, social sciences, and arts
and humanities.
A very large database, this contains peer-reviewed, high-quality
Web of Science Core _scholarly J:ournals publishgd worldwiqle (inc_:luding Open Access
Collection Journal_s)_ in over 250 sciences, social sciences, and arts and | 1,396
= humanities disciplines. Conference proceedings and book data are
also available.
A specialist database of the American Psychological Association
providing abstracts of articles relevant to all fields of psychology.
PsychINFO One of the largest resources in behavioural science and mental | 471
health, this includes coverage from the 17th century, with extensive
coverage from the 1800s to the present.
Education Resources An authoritative database of indexed and full-text education
Information Centre literature and resources. Sponsored by the Institute of Education | 427
(ERIC) (via EBSCO) Sciences of the US Department of Education; coverage from 1966.
Embase Indeges mgdical, biomedical and neuroscien_ce journal articles 218
= published since 1947. Data from over 95 countries.
International Has bibliographic references to journal articles, books, reviews and
Bibliography of the selected chapters from 1951. Has broad coverage of international | 118
Social Sciences (IBSS) | material and incorporates 100+ languages and countries.
Communication & Communication studies databas_e p_rovifjing fuII—text,_indexing and
Mass Media Complete Zl_astl_ra::_ts for maryd’gop comg)unliatclign jOLIJ_rnaIs_ (i_overmr? ?II _relateg 116
- isciplines, including media studies, linguistics, rhetoric an
(CMMC) (via EBSCO) discourse; coverage from 1900.
. Database for sociology research with indexed records from top
2%(38”378;)( (via sociology journals including gender studies, criminal justice, social | 87
psychology, racial studies, religion and social work.
Combined search results (No) | 4,811
Duplicates | 1,748
Non-English sources | 278
Books, reports and theses | 145
Final search results (N;) | 2,640
4.4.5 Eligibility screening

The screening occurred in two steps: applying the eligibility criteria first to the title and abstract and then to
the full text. Exclusions based on the different criteria were made:

e Criterion 1, studies of children’s digital skills: here studies involving parents’ and teachers’
perceptions of children’s digital skills were excluded since they were not a direct measure of children’s
skills. Other exclusions occurred when, for example, the source was clearly discussing reading skills,
library search skills or media literacy — in the sense of critical engagement with media texts.

e Criterion 2, using quantitative methods: sources with an abstract that only included
recommendations for future research or referred to a literature review without including full study
information were deemed ineligible.

e Criterion 3, studies of children aged 12-17: this included studies of elementary school children who
were mainly younger but included some 12-year-olds, and studies of college students who were mainly
adult but included some 17-year-olds. Studies outside this age range were excluded.
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https://www.scopus.com/
https://clarivate.com/webofsciencegroup/solutions/web-of-science-core-collection/
https://clarivate.com/webofsciencegroup/solutions/web-of-science-core-collection/
https://www.ebsco.com/products/research-databases/apa-psycinfo
https://www.ebsco.com/products/research-databases/eric
https://www.ebsco.com/products/research-databases/eric
https://www.ebsco.com/products/research-databases/eric
https://p.widencdn.net/oy6spi/ELSV-13381-Embase-Academic-factsheet-Final-WEB-r0
https://about.proquest.com/libraries/academic/databases/ibss-set-c.html
https://about.proquest.com/libraries/academic/databases/ibss-set-c.html
https://about.proquest.com/libraries/academic/databases/ibss-set-c.html
https://www.ebsco.com/products/research-databases/communication-mass-media-complete
https://www.ebsco.com/products/research-databases/communication-mass-media-complete
https://www.ebsco.com/products/research-databases/socindex

o Criterion 4, methodological rigour: this meant excluding small sample surveys, research designed
to develop a measure rather than report on children’s digital skills and pilot research.

The criteria for eligibility were applied in a hierarchical cascading fashion — each source was first checked
against criterion 1; if it passed, it was checked against criterion 2, and so on. In cases where the available
information was insufficient, the source was retained. A total of 2,640 studies were screened based on title,
excluding 2,289 studies that did not meet the four criteria (see Figure 4 for the number of exclusions per each
criterion). The remaining 351 studies were screened based on full text. Further exclusions were made because
the full text was not available (n=50) or the study did not meet the four criteria (n=99). The remaining 202
studies underwent an in-depth quality appraisal and relevance assessment using a Weight of Evidence (WoE)
framework.

This process was undertaken by six team members. Notes were kept to document issues likely to inform the
next stage of the work, and to account for how decisions were reached in tricky cases. Initially, retained sources
were categorised as “include” or “unsure”. After discussing the reasons for classifying some sources as
“unsure”, the team was able to assess them all according to the four criteria.
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Figure4. FLOW DIAGRAM OF THE SCREENING AND QUALITY APPRAISAL
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WoE D score below 2, n=79 and WoE C below 2, n=13
WoE A: generic quality, refined (1-3); WoE B: robustness of
digital skills measures (1-3); WoE C: addresses antecedents
and consequences (1-3), WoE D: average of A, B, C (1-3)
T Studies retained and
) summarised
e N,=110

4.4.6 Reliability of screening

The research team trained by appraising a sample of sources together, to ensure inter-rater reliability.
A 10% sample of sources judged ineligible by each team member was then checked by another
researcher from the team. The logic behind examining the reliability of excluded sources was that
this was the more significant decision (since wrongly including a source would merely mean it could
be excluded later). Checking 270 sources’ revealed disagreement over the exclusion of 3%2 of

7 The sources for the reliability check were allocated to second reviewers at the time when N was 2,640, as shown in Figure 2.

8 In part this was a qualitative judgement. Some of the boxes involved comparing texts. There was also a long checklist of
antecedents and consequences, and for any one study most would not apply. This means the two coders would usually agree most of
these did not apply and that, in turn, would automatically produce a high reliability score if using tests like Cohen’s Kappa.
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sources; that is, the process was 97% reliable.® This reliability check also showed that some sources
could have been excluded for a different (usually a higher-ranked) criterion.

4.4.7 Quality appraisal and relevance assessment: Weight of Evidence

An important distinction between systematic evidence reviews and other forms of review is the in-
depth and review-specific quality appraisal and relevance assessment (Gough, 2007). For this
purpose, we used a Weight of Evidence (WoE) framework. It weights studies that are particularly
relevant to the review and are fit for purpose as pieces of evidence when addressing the questions
being considered (Gough, 2007).

WOE involved evaluating the studies by three different criteria (A, B and C), giving them a score of
1=poor, 2=fair and 3=good, and then assigning them an average score (D) between 1 and 3. For details
on how the different scores were operationalised, see Appendix 3. The WOE criteria used were:

e WOE A, overall study method quality: the previous criteria were expanded to include more
in-depth considerations. Examples are whether the study used controls for confounding
effects, randomised representative sampling, longitudinal designs, how the data are used to
test hypotheses, and whether data on children are reported separately or by different age
groups of children.

e WoOE B, appropriateness of that form of evidence for answering the review question: in
this review, criterion B was applied in relation to the conceptualisation and measurement of
digital skills. This involved consideration of the complexity of the definition of digital skills
allowing multiple dimensions (e.g. information, social, technical) and if the different
dimensions were measured robustly; whether there is a model which explains how the
dimensions fit together; and if the study reports on the reliability and validity of scales.

e WOoE C, relevance of the focus of the evidence for the review question: in this review,
criterion C was operationalised in relation to how the study addresses the antecedents or
consequences of digital skills. For example, if the study includes a substantial and in-depth
discussion of antecedents and/or consequences; if it has some (even simple) theoretical or
statistical model to explain antecedents and/or consequences (pathways); and if it reports how
these measures influence or are influenced by digital skills.

e WOoE D, overall rating: the average of A, B and C.

Each study was rated on each criterion (A—C) and received an average overall rating (WoE D). This
allowed the prioritisation of studies with a higher overall rating and those that were particularly
relevant for the task. The WoE appraisal was also used to take notes on the antecedents and
consequences used by the studies that then informed the development of a coding framework
developed for the analysis.

Based on the WoE, two types of exclusions were made: first, studies with an average score less than
2 (in effect, meaning they had scored “poor” in at least one of the three areas) were removed (n=79);
second, studies that scored “poor” on WoE C were removed as they had made little contribution to
the analysis of antecedents and consequences (13). This produced a final sample for analysis N3 of
110 studies.

% For the sample checked, those wrongly excluded were added to N2. These were mainly borderline age decisions, e.g. elementary
school studies where the upper age was initially unclear from the abstract but further checks showed that 12-year-olds were included.
10 Of the 270 sources in the reliability check, 19 should have been excluded on criterion 1 but were excluded on a lower-ranked
criterion.
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4.4.8 Reliability of eligibility judgements

As at earlier stages, the team members first trained by coding and discussing the same five studies in
order to ensure they would code in the same way. After the coding, 10% (35 studies) were examined
by reviewers other than the first coder in order to test inter-coder reliability. While scores sometimes
varied a little as regards particular criteria, there was more often agreement and very often agreement
that a particular study on average either had a score over 2 or under 2 on WoE D. In only two cases
of the sample tested (6%) were there different evaluations about whether a study should be excluded
or not.

4.4.9 Coding and analysis of the results

The final sample of 110 studies were coded and analysed using a coding framework. The framework
was developed based on the observations made during the WoE appraisal that produced a long list of
antecedents and consequences used in the studies and following a consultation with the ySKILLS
network. The list of antecedents and consequences were grouped and synthesised into broader and
more analytical categories improving the opportunities for cross-study comparisons while retaining
the nuances and differences of the individual studies. The antecedents include factors related to
personal attributes, the social context, ICT environment, online activities and country-level
differences. The consequences range from those related to wellbeing, to approach to learning and
leisure, learning outcomes, offline activities, online activities, approaches to digital activities and risk
of harm. The coding process also involved recording the direction of effects on digital skills and
significance thresholds for each measured antecedent and consequence.

The coding framework incorporated information about the study’s geolocation (countries covered),
methods (whether the studies involved surveys, practice tests or other experiments), participant
details (number of participants, age range), approach to digital skills (how conceptualised, if
measured by performance tests or self-report, if the measures are validated), and whether skills are
an outcome, moderator or predictor. Each study was also summarised in relation to aims,
methodology and findings. For more details about the coding framework see Appendix 4.

4.4.10 Coding reliability

Similarly to the previous stages of the review, steps were taken to ensure the robustness and reliability
of the reviewing process. The coding framework was tested by each member of the team using the
same five studies, selected for their diversity. This was felt to be the minimum, and indeed this number
of test cases raised a variety of issues. It was decided not to do more because of time constraints as
other parts of the ySKILLS project awaited the report. The experiences of coding were discussed and
used to make changes to both the technical process and the content of the framework. The alterations
were related to streamlining the process (e.g. identifying a selection of types of method used or
validation options) and expanding information recorded for each study (e.g. adding free-text sections
that capture the specific approach of each study). Further guidance on how to apply the framework
was also established. After the final coding process 10% of the 110 coded studies were coded again
by second coders, and a qualitative comparison was made to understand the basis for coding
decisions, where appropriate returning to check details in the original study text. There were no
substantial differences as regards the results reported below.*

11 The type of minor differences in coding related to whether an analysis counted as a structural analysis or not, or whether to count a
study as a survey or secondary analysis given that it was not clear if the authors had taken part in the original project.
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5. Systematic evidence review: Results

The analyses in the following sections have been guided by a number of considerations. In each
section there is a summary of research, noting age ranges and detailing what has been studied (even
if not found to be statistically significant), the direction of significant results, any contradictory
findings across studies and whether these can be explained (e.g. by the nature of the sample or how
digital skills were measured). We also note whether and why the results appear predictable or
surprising. At the end of each section there is some indication of the research gaps that it is important
to fill in through future research, hypotheses that could be tested with further analysis of the results,
and hypotheses that future research in ySKILLS or beyond can test.

5.1 Organisation of the sections
The first section examines how digital skills have been conceptualised across the studies.
We then examine how youth digital skills have been measured.
This is followed by a summary of the scope and methods of research on youth digital skills.

Next, recognising that some research conducts performance tests, by contrast with the bulk of the
studies that are survey-based, we examine the findings of the studies using performance tests.

Studies are then examined for evidence regarding the antecedents of 