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Abstract—In this paper, a general framework for enhancing
the physical layer security (PLS) in Internet of Things (IoT)
systems via channel feedback is established. To be specific,
first, we study the compound wiretap channel with feedback,
which can be viewed as an ideal model for enhancing the PLS
in the down-link transmission of IoT systems via feedback. A
novel feedback strategy is proposed and a corresponding lower
bound on the secrecy capacity is constructed for this ideal
model. Next, we generalize the ideal model (i.e., the compound
wiretap channel with feedback) by considering channel states and
feedback delay, and this generalized model is called the finite
state compound wiretap channel with delayed feedback. Lower
bounds on the secrecy capacities of this generalized model with
or without delayed channel output feedback are provided, and
they are constructed according to variations of the previously
proposed feedback scheme for the ideal model. Finally, from
a Gaussian fading example, we show that the delayed channel
output feedback enhances the achievable secrecy rate of the
finite state compound wiretap channel with only delayed state
feedback, which implies that feedback helps to enhance the PLS
in the down-link transmission of IoT systems.

Index Terms—Compound channel, feedback, secrecy capacity,
wiretap channel.
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I. INTRODUCTION

NTERNET of Things (IoT) is taking the centre-stage of

the upcoming 5G as the devices are expected to be a
major component of 5G network. Due to the broadcasting
nature of wireless communication, signals in the IoT systems
are more vulnerable to eavesdropping, and hence the secure
communication over the IoT systems is one of the most
pressing problems needed to be solved. The study of the secure
transmission over communication systems started from Wyner
in his groundbreaking work on the wiretap channel (WTC)
[1], where a transmitter broadcasts its message W over N
channel uses to a legitimate receiver and an eavesdropper via
a degraded broadcast channel (BC), and the perfect secrecy
is guaranteed if the information leakage rate +-I(W;Z%),
where ZV denotes the received signal at the eavesdropper,
vanishes as the codeword length N tends to infinity. ' The
secrecy capacity, defined as the channel capacity with perfect
secrecy constraint, was established in [1]. Subsequently, [3]
generalized the model studied in [1] by considering a general
(not degraded) BC and the transmission of a common message
which can be decoded by both the legitimate receiver and
the eavesdropper. The follow-up studies of [1]-[3] include the
Gaussian wiretap channel [4], the BC with two secret messages
[5]-[6], and one transmitter broadcasts a secret message to
multiple legitimate receivers and one eavesdropper (wiretap
broadcast channel) [7]-[8].

Here note that in [1], Wyner further pointed out that the
secrecy capacity is positive if the legitimate receiver’s channel
is less noisy than the eavesdropper’s. Then it is natural to ask
the following two questions:

o 1) How to achieve positive secrecy capacity when the
eavesdropper’s channel is less noisy than the legitimate
receiver’s?

e 2) When the legitimate receiver’s channel is less noisy
than the eavesdropper’s, how to further enhance the
secrecy capacity?

The answer to both questions is artificial noise (AN) [9]-
[16] and channel feedback (CF). However, we should notice
that since the IoT devices (e.g., sensors and actuators) have
significant energy constraint [17]-[18], AN may not be suitable
for IoT systems, and hence CF is of particular interest for
enhancing the physical layer security (PLS) in IoT systems.

"Here the perfect secrecy defined in [1] is in fact weak perfect secrecy.
Another definition of the perfect secrecy is strong perfect secrecy [2], which
is defined as the information leakage I(W; ZN) at the eavesdropper vanishes
as N tends to infinity.



The study of the effect of CF on the PLS of communication
channels started from [19], where the pioneering work [1] has
been re-visited by considering the situation that the legitimate
receiver’s received channel output is sent back to the transmit-
ter through an additional noiseless feedback channel which is
not known by the eavesdropper. Since the legitimate receiver’s
channel output is perfectly known by the transmitter and
completely not known by the eavesdropper, we can generate
secret key from it, and this key helps to protect the transmitted
message. Combining the above idea of generating secret key
from the CF with the random binning scheme for the WTC [1],
[19] proposed a coding scheme which splits the transmitted
message into two parts, where one sub-message is encoded
in the same way as that of the WTC [1], and the other
is encrypted by the secret key. Compared with the secrecy
capacity of the WTC [1], it is easy to see that encrypting part
of the message by the key leads to the fact that the channel
output feedback enhances the secrecy capacity of the WTC.

Here note that in [19], the feedback channel is only used
to send the legitimate receiver’s channel output, and what
happens when the feedback channel can transmit anything as
the legal receiver wishes? [20] studied this case and pointed
out that for the legal receiver, the best way is to transmit
randomly generated sequences (served as secret keys) over
the feedback channel. Assume that the transmission rate of
the feedback channel is up to Ry, using a coding scheme
in the same way as that in [19], [20] showed that sending
pure secret key is better than sending legal receiver’s channel
output if Ry is larger than the key rate in [19], and vice
versa. The work of [19] and [20] indicates that there is
no difference between sending pure secret key and sending
legitimate receiver’s channel output, and the main purpose
of the feedback is to allow the legitimate receiver and the
transmitter to share the secret key. In recent years, the above
secret key based feedback coding scheme has been widely
used in communication systems with feedback channel. To be
specific, for the communication channels with legal receiv-
er’s channel output feedback, [23]-[24] studied PLS of the
channels with memory or memoryless states and legitimate
receiver’s channel output feedback, and proposed variations
of the secret key based feedback coding scheme in [19]. For
the communication systems with feedback channels directly
transmitting pure secret keys, [21] extended the work of [20]
to a broadcast situation, where two legitimate receivers of the
broadcast channel independently send their secret keys to the
transmitter via two noiseless feedback channels, and these
keys help to increase the achievable secrecy rate region of
the broadcast wiretap channel [7]. [22] introduced memoryless
channel state into the work of [20], and showed that the
transmitted message can be protected by two keys, where
one is from the feedback channel, and the other is generated
by the channel state. Very recently, [25] showed that for the
general WTC with CF, a better choice of the transmitter is
to produce not only secret key but also auxiliary message
from CF, where the auxiliary message is used to improve the
legal receiver’s decoding performance. [25] proved that for
the wiretap channel with channel output feedback, this new
feedback scheme performs better than the widely used secret

key based feedback scheme. Moreover, [26] and [27] showed
that the classical Schalkwijk-Kailath (SK) feedback scheme
for the Gaussian channel [28] achieves the secrecy capacity of
the Gaussian wiretap channel with channel output feedback,
and it equals the capacity of the same channel model without
the secrecy constraint. However, we should notice that the
results of [26] and [27] only work in the Gaussian case.

In IoT systems, the up-link transmission is from sensors to
controllers, and the down-link transmission is from controllers
to actuators. A classical scenario for the PLS in the down-
link transmission of the IoT systems is depicted in Figure 1,
where a controller tries to send a secret message to several
actuators in the presence of an eavesdropper. An ideal model
characterizing this classical scenario is called the compound
wiretap channel, where the channels for all actuators and
the eavesdropper are independent of one another. Achievable
secrecy rates (lower bounds on the secrecy capacities) of
various compound wiretap channels were provided in [29]-
[31], and it is shown that if the eavesdropper’s channel is less
noisy than all actuators’ (legitimate receivers’) channels, the
achievable secrecy rate equals zero. As we mentioned before,
AN is not suitable for the scenario in Figure 1. Moreover, we
should notice that the already existing feedback schemes in
[19]-[25] can not be applied to the communication scenario
in Figure I due to the reason that each actuator does not know
others’ CF, and hence the feedback of all channels cannot be
used to generate a common secret key shared between the
transmitter and all the actuators.

In this paper, we try to answer the following two funda-
mental questions:

e 1) How to increase the achievable secrecy rate of the
compound wiretap channel model by using CF?

e 2) Is there a more practical model for the scenario shown
in Figure 1? If so, can we apply the feedback scheme of
1) to this more practical model?

This paper provides the comprehensive answers to the afore-
mentioned questions. Our main contributions are summarized
as follows:

e 1) We study the compound wiretap channel with feed-
back, see Figure 2. An achievable secrecy rate, which
is constructed according to a novel feedback strategy, is
provided for the model of Figure 2.

e 2) A more practical model for the scenario in Figure 1 is
provided (see Figure 3), and an achievable secrecy rate
for this new model is obtained according to a modified
feedback scheme of the model of Figure 2. From a
Gaussian fading example, we show that the achievable
secrecy rate of the new model is larger than that of
the same model without channel output feedback, which
implies that the proposed feedback scheme enhances the
PLS in the down-link transmission of the IoT systems.

In the remainder of this paper, random variable (RV), value
and alphabet are denoted by uppercase letter, lowercase letter
and calligraphic letter, respectively. The random vector and its
value are written in a similar way. For example, suppose that
X is aRV, and z; is areal value in the alphabet X;. Similarly,
Suppose that X{Yl is a random vector (X7 1,..., X1 n), and
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o) = (z1,1,...,m1,n) is a vector value in X[V (the
th Cartesian power of Aj). Moreover, for simplicity,
probability Pr{X = z} is denoted by P(z), and in
remainder of this paper, the base of the log function is 2.

The outline of this paper is organized as follows. Section
IT investigates the compound wiretap channel with feedback
(see Figure 2), and provides bounds on the secrecy capacity
of this ideal model. Section III studies a generalized version
of the model of Figure 2, called the finite state compound
wiretap channel with delayed feedback (see Figure 3), and also
provides bounds on the secrecy capacity of this generalized
model. In Section IV, the capacity results on the model of
Figure 3 are further illustrated by a Gaussian fading example.
Final conclusion is given in Section V.
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Fig. 1: The PLS in the down-link transmission of the IoT
systems
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II. THE COMPOUND WIRETAP CHANNEL WITH FEEDBACK

The discrete memoryless compound wiretap channel with
feedback is shown in Figure 2, where a transmitter wishes to
broadcast his/her secret message to L legitimate receivers and
an eavesdropper attempts to eavesdrop this secret message via
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Fig. 3: The finite state compound wiretap channel with delayed
feedback

a wiretap channel. The overall channel transition probability
of the model of Figure 2 is given by
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where z; € X, y;; € :)ij and z; € Z. Here note that zV
is an abbreviation of 21"
applied to ZIV (XV).

The transmitted message W is uniformly distributed over
W ={1,2,...,|W|}. Since all legitimate receivers send their
received channel outputs back to the transmitter via feedback
channels, the i-th (i € {1,2,..., N}) channel input X; is given
by

(@)

(), and a similar convention is

Xz :fi(VVanElayél 7"'7Y£’711)7 (2)
where f; is a stochastic encoding function, and Yj’:l (g €
{1,2,...,L}) is the j-th legitimate receiver’s channel output
feedback at time 1.

For the j-th (j € {1,2,...,L}) legitimate receiver, after
receiving VY, he/she produces an estimation W) =, YY)
(1); is the j-th legitimate receiver’s decoding function), and the
average decoding error probability equals

P,

ed = W > Priw;(yp) #ili sent}. (3)

1EW

The secrecy level of the transmitted message W at the eaves-
dropper is formulated as

_ 1 N
A= HW|ZY), )

Given a non-negative number R, if for any € > 0, there exist



encoder and decoders such that

log [W|
N
P.j<eforall je{1,2,..,

>R—¢, A>R—c¢,

L}, ®)

R is achievable under weak perfect secrecy constraint. The
secrecy capacity C{ is composed of all such achievable R
defined in (5), and bounds on cg are given in the remainder
of this section.

Theorem 1: Lower bound on C!: C{ > R{, where

R! = maxminmin{[I(V};Y;,U;) —
J
I(V3; Y5},

[a]t = a for a > 0, [a]"
probability is defined as

Pz, Y1y ey YL, T, U1, oy
= P(z|z)P(uq, ..., VL, Y1y -y YL) *
P(yy,...,yr|x)P(xz|v1,...,v5,) P(vy, ..., vL)
= P(z|z)P(x|v1,...,vL)P(v1,...,0L) -

H P(uglvj, y;) P(y;|z).

I(V; 2)|*
(6)

= 0 for a < 0, and the joint

vr, Uy, ...,UL)

wp|v1y ey

(7

Proof sketch:

The lower bound R/ is constructed according to a block
Markov coding scheme, and the encoding-decoding procedure
of each block is briefly explained by the following Figure
4. From Figure 4, we see that in each block, after receiving
the channel feedback of Receiver j (j € {1,2,...,L}), the
transmitter encodes the transmitted message of current block
and the feedback of Receiver j as a codeword v] 1> and the
channel input of current block is generated via an auxiliary
discrete memoryless channel with inputs v{\fl,...,vﬁ 1> and
output 2. For Receiver j, after receiving the channel outputs
of all blocks, he/she uses the backward and jointly typical
decoding scheme to decode the transmitted v] ; for all blocks.
If v 1 is decoded without error, the messages of all blocks can
be obtalned by Receiver j. The details about the encoding-
decoding scheme of Theorem 1 are in Appendix A.
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Fig. 4: A feedback scheme for the compound wiretap channel

Encoding

Remark 1: 1) In [29, Theorem 1], it has been shown that
a lower bound R, on the secrecy capacity Cs; of the
compound wiretap channel is given by

Cs > Ry = maxmin[I(U;Y;) — I(U; Z)] T, (8)
J

where the joint distribution is denoted by

P(Z7y17-~-7?/L733a“)
= P(z|z)P(y1,...,yr|z) P(z|u) P(u)
L
= P(z|z)P(z|u)P H (yjlz). ©))

In general, we do not know whether R/ is larger than R,
or not. In Section IV, from a Gaussian fading example,
we show that R{: is larger than R,, which indicates
that CF may increase the achievable secrecy rate of the
compound wiretap channel.

For the compound wiretap channel with noiseless feed-
back, it is natural to ask: why not directly using the
noiseless feedback channels for secure communication,
is the total secrecy rate of the original compound wiretap
channel and the noiseless feedback channels larger than
Rf: given in Theorem 1?7 To answer this question, a
binary symmetric case of the model of Figure 2 is
investigated (see Figure 5), and we show that for this
special case, directly using noiseless feedback channels
for secure communication may not always be the best

2)

choice.
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Noiseless feedback channel 1
Vi
X,
w BSC = Receiver 1
———> Encoder T2 o
Transmitter
I
— Bsc —> Receiver 2
P2
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N ————> Eavesdropper

Z,

Fig. 5: A binary symmetric case of the compound wiretap
channel with noiseless feedback

In Figure 5, one transmitter wishes to send a message W
to two legitimate receivers via two BSCs with crossover
probabilities p1 and po, respectively, and an eavesdrop-
per tries to eavesdrop W via another BSC with crossover

" probability ¢. In addition, the legitimate receivers send

their received signals back to the transmitter via two
noiseless feedback channels. From Theorem 1, we see

! that an achievable secrecy rate R/ for the model of

Figure 5 is given by

R = max min min{[1(V;; Y}, U)) — 1(Vy: 2)]*
J=4,
I(Vy;Y5)}- (10

Then defining P(V; = 0) = o, P(V1 = 1) =1—a,
P(Vo=0)=p, P(V, =1) =1- 4, V1 is independent
of Vo, and letting X = Vi + Vo, Uy = V1 + Yy, Us =



Vo + Y5, we have

R{
min{[H (o) — H(a* 8 *q)
+H (B q)]*,
~ asemin | F@x Bxpr) — H(B*p1)},
a,B min{[H(8) — H(a* B8 *q)
+H(ax )],
H(axfB*ps) — H(a*pa)}

(1)

where H(a) = —alog(a)—(1—a)log(l—a) and axb =
a(l =b) + (1 —a)b.

Next, if the noiseless feedback channels of Figure 5
are used for direct transmission, the model of Figure
5 should be revised as the model in the following
Figure 6. In Figure 6, two messages W7 and Wy are
transmitted, where W is transmitted through the binary
symmetric compound wiretap channel in the model
of Figure 5 without feedback, and W5 is transmitted
through the noiseless feedback channels and due to the
broadcast nature of wireless communication, W5 can
also be eavesdropped by the eavesdropper via a binary
symmetric wiretap channel with crossover probability g.
From [29, Theorem 1], an achievable secrecy rate R] of
W1 is given by

B = gox min 1(X6;;) - (6 2)]*
 wmin{[H() — H(po)]* . [H(g) — Hpo)] '},

(12)

where (a) is from defining P(X =0) =, P(X =1) =
1 — «, and using the fact that the maximum is achieved
when o = % Analogously, an achievable secrecy rate
R of Wy is given by

Ry = max min [[(X;Y;) - I(X; Z)]*
P(I/)J:LQ

© H(g), (13)

where (b) follows from substituting p; = p2 = 0 into
(12). Hence the total secrecy rate R* = R} + Rj is given
by

R = min{[H(q) — H(p1)]", [H(q) — H(p2)|"}
+H(q). (14

The following Figure 7 plots the achievable secrecy rate
R{ of the model of Figure 5 and the total secrecy
rate R* of the model of Figure 6 for p; = 0.0001,
p2 = 0.5 and several values of g. From this figure,
we see that the feedback scheme proposed in Theorem
1 performs no better than directly using the feedback
channels for secure transmission when one legitimate
receiver’s channel is completely noisy (i.e., po = 0.5).

The following Figure 8 plots R/ and R* for p; =
0.0001, po = 0.3 and several values of q. From this
figure, we see that the feedback scheme proposed in
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Fig. 6: The binary symmetric compound wiretap channel
model with noiseless feedback channels for direct transmission
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Fig. 7: Comparison of the secrecy rates R{; and R* for p; =
0.0001, po = 0.5 and several values of ¢

Theorem 1 performs better than directly using the feed-
back channel for secure transmission when ¢ is very
small.

From the above figures, we see that directly using
the feedback channels for secure transmission may not
always be the best choice, and sometimes the feedback
scheme of Theorem 1 may perform better.

Theorem 2: Upper bound on C!: C{ < C{=°%!  where

C{=o" = minmax I(X;Y;), (15)

Jj P(z)

and the joint probability is defined as

L
1=1

Proof: This outer bound can be directly obtained by using
the fact that the secrecy capacity can not exceed the capacity
of each channel and feedback does not increase the capacity of
a discrete memoryless channel. Hence the secrecy capacity C/



——Secrecy rate of the feedback scheme in Theorem 1

P — —Secrecy rate of directly using secure feedback channel to transmit messages
3 —
€1
3 —
208 —
3
Q
T 06 T
>
3
504
Q
%}

0.2

00 0.05 0.1 0.15 0.2 0.25 0.3 0.35 0.4 0.45 0.5
q

Fig. 8: Comparison of the secrecy rates R and R* for p; =
0.0001, p2 = 0.3 and several values of ¢

is upper bounded by the minimum of each channel’s capacity
(here note that the capacity of channel j is maxp(,) I(X; Y,
and the proof is completed. ]

Here note that the compound wiretap channel with feedback
investigated in this section is only an ideal model for the
PLS in the down-link transmission of the IoT system. In the
next section, we will study a more practical model, which we
call the finite state compound wiretap channel with delayed
feedback. The lower bound on the secrecy capacity of this
more practical model is constructed according to a variation
of the feedback strategy in Theorem 1, see the remainder of
this paper.

III. THE FINITE STATE COMPOUND WIRETAP CHANNEL
WITH DELAYED FEEDBACK

The practical IoT systems often consist of time-varying and
fading channels, and the states of these channels are often
obtained by the transmitter via receivers’s delayed feedback.
In [33], the time-varying fading channel in the presence of
one transmitter, one legitimate receiver, one eavesdropper and
delayed channel feedback is modeled as the finite state Markov
wiretap channel (FSM-WTC) with delayed feedback. In this
section, we extend the FSM-WTC with delayed feedback to
a more general case, i.e., the finite state compound wire-
tap channel with delayed feedback, see Figure 3. In Figure
3, the channel consists of multiple legitimate receivers and
one eavesdropper, and each legitimate receiver sends his/her
received signal back to the transmitter via a corresponding
feedback channel with different delayed feedback time. In the
remainder of this section, we first give formal definition of the
model of Figure 3, and then we show bounds on the secrecy
capacity of this new model.

Model formulation:

o The overall channel transition probability of the model
of Figure 3 is given by

N N N N N (N N _N
P(yl 1 Y215 - ayL1> |z » 81,15 0 8L,1’8e71)
_ N
P |:L‘ ) el pr ’ Jl)
L

N
:H P(Zi\xz',se,i)Hp(yj,i\xusj,i) , (17

i=1 j=1

where x; € X, Yji € yj, zi € Z, Se,i € S, and S5 € Sj.
The finite state processes {S.;} and {S;;,} (j €
{1,2,...,L}) are supposed to be stationary irreducible
aperiodic ergodic Markov chains. The state processes are
independent of one another, and they are independent
of the transmitted message. Moreover, the state process
{S;.} is independent of the channel input and outputs
given the previous states, i.e.,

—
Y85 0) = P(sjilsjia;), (18)

where 1 < d; < ¢ — 1. The state process {S.;} is
independent of the channel input and the eavesdropper’s
channel output given the previous states, i.e.,

P(sj

P(sel|m 2" 8611) P(Seil8e,iz1)- (19)

Define the one-step transition probability matrix of the
state process {5, ;} as K. Denote the steady state prob-
abilities of {.5;;} and {S. ;} by m; and 7., respectively.
Note that

Pr{S;: = sm,Sji—a; = s1} = WJ(Sl)Kd (81, 8m),
(20)
where s,,,$ € S;, S is the m-th element of S;, s
is the I-th element of S;, K" (s1,8,) is the (I,m)-th
element of the d;-step transition probability matrix K;.lj
of the Markov process.
The transmitted message W is uniformly distributed over
W = {1,2,...,|W|}, and it is independent of the state
processes {Sc;} and {S;;} (j € {1,2,..., L}). Receiver
j €{1,2,..., L} sends his/her received signal back to the
transmitter via a feedback channel after a delay time d;.
Without loss of generality (W.L.O.G.), assume that 1 <
d; <ds <...<dp < N. For the case that all legitimate
receivers only send their received channel states back to
the transmitter via feedback channels with delay times
dy,....dr, the i-th (i € {1,2,..., N}) channel input X; is
given by

dl S Z S d27

Fi(W, 813%™, S, dpoy << dp,
fiW, ST, Sp), dp <i<N.
(21)

For the case that all legitimate receivers send their
received channel outputs and channel states back to
the transmitter via feedback channels with delay times
dy,....dr, the i-th (i € {1,2,..., N}) channel input X; is
given by

f[i(W), 1< <dy,
fi(W, Si R Yl T, dq <i<dy,

’ Sﬁdl ’ Yll:dl ’ -
; - L , dr <i<N.
d ( e ST Y™ L=t
(22)

Here note that f; in (21) and (22) is a stochastic encoding
function.



o For Receiver j (j € {1,2,..,L}), after receiving
le\{ and SJ-YI, he/she produces an estimation W) =
Q/JJ-(Y]{\{7 S7%1), and his/her average decoding error proba-
bility is defined as

1 s
Peg = Gy 2 Pris(wh, o) # ili sent}. 23)
iEW
The secrecy level of the transmitted message W at the
eavesdropper is formulated as

1
A= NH(W|ZN,5271). (24)

The definition of a non-negative number R achieving
weak perfect secrecy is the same as that in (5).

The secrecy capacity of the model of Figure 3 with delayed
channel output feedback is denoted by C/~%, and without
delayed channel output feedback is denoted by C/~?. Bounds
on CI =% and C{~% are given in the following theorems.

Theorem 3: Lower bound on C/~%: CI~% > RI-dy,
where

R~ — maxrnjinmin{[[(vj; Y;,U;1S;,5;)
—I(V3: Z|8)I™, 1(V;: Y185, 5)}, (25)

the auxiliary random variable Sj represents S;;_q,, S rep-
resents S ;, and the joint probability is defined as

P(Zvyla ces YLy Ty U1y ooy UL, Uy ooy UL, STy -
§1, veey §L,Se)
= P(z|z, se)P(x|v1, ...

»SL

yur) P(se) -

L
1P|z, s5) Plusloj, u5,5,) Pv;5;) -
=1

P(5,)K{* (35,55)).

J

<.

(26)

W=(W1, Wi Wa)

Message splitting Message splitting
for receiver 1 for receiver L

> Encoding

Auxiliary channel
P(x|V13V25000¥1) g

Fig. 9: A feedback scheme for the finite state compound wire-
tap channel with delayed states and channel output feedback

Proof sketch:

The lower bound R{~% is constructed by combining the
coding scheme of Theorem 1 with the multiplexing encoding-
decoding scheme for the finite state Markov wiretap channel
with delayed feedback [33], and the encoding-decoding proce-
dure is briefly explained by the following Figure 9. From Fig-
ure 9, we see that in block ¢ (i € {1,2, ..., N}), the transmitted
message W; for Receiver j (j € {1,2,..., L}) is further divid-
ed into k; sub-messages (W; = (Wi 1, Wi 2, ..., Wi, )), where
k; is the size of the alphabet Sj, i.e., k; = |S;|. Moreover, in
block ¢, after receiving the delayed feedback channel output
and state of Receiver j, the transmitter encodes each sub-
message W, ; (I € {1,2, ..., k;}) and the delayed feedback as a
sub-codeword vé\f{’l (similar to the coding scheme in the proof
of Theorem 1, see Appendix A), where NV; is the sub-codeword
length for W; ;, and 2211 N; = N. Hence the total codeword

. =1 N,
v}  for Wj is the multiplexing of all sub-codewords v/, for
o i,
. N _ N1 No k] . .
Le{1,2,.. .k}, e, v = (v} 1,05 71505, 7). Similar

to the coding scheme of Theorem 1, the channel input of block
1 is generated via an auxiliary discrete memoryless channel
with inputs U{\,}i,w-wvﬁi,p and output z'V.

In the decoding procedure, for Receiver j, after receiving the
channel outputs and states of all blocks, he/she uses the back-
ward, de-multiplexing and jointly typical decoding scheme to
decode the transmitted v, = (v} 1,075 1,..., 0}, 1) of all
blocks. If v7'; is decoded without error, the messages for all
blocks can be obtained by Receiver j. The details about the
encoding-decoding scheme of Theorem 3 are in Appendix B.

Theorem 4: Lower bound on C{=%: C/=4 > R/~ where

RI=4 = maxmin[I(V};Y;|S;, S;) — I(Vy; Z|Se)|T,
J
27)

the auxiliary random variable S'j represents S;;_q,, S; rep-
resents S; ;, and the joint probability is defined as

P(2, Y1,y ooy YL, Ty U1y ooy ULy 815 -0y SL, 815 -+, 8L, Se )
= P(z|z, s¢)P(z|v1, ...,vr) P(se) -

L

[T (P sz, s;)P(v;15;) P(3,) K= (55, 55)).

j=1

(28)

Proof: First, recall that in the proof of Theorems 1 and
3, the auxiliary random variable Uj,...,.Uy are generated by
the channel output feedback and they are used to improve the
legitimate receivers’ decoding performance. Then, note that
in Theorem 4, there is no channel output feedback, which
indicates that Uy,...,U, are useless. Finally, substituting U; =
Uy = ... = U = const into R{*dy, and along the lines of

- vl = Ui the proof of Theorem 3, the lower bound R{~% is obtained.

The proof of Theorem 4 is completed. [ ]
The following Theorem 5 provides an upper bound for both

=) C! ~Y and C! —d_ see the followings.

Theorem 5: Upper bound on both C/~% and C/~%
CI—d < cf—out and ¢f~4 < Cf~°%, where

S

Cl=°" = min max I(X;Y;|S;,S7),  (29)

i P(z]&})



the auxiliary random variable 5; represents S;;_q;, S; rep-
resents S ;,
P(y],l'78],§;)
<k ~% dj [ ~x
= P(yjlz, 5;) P(x]85) P(57)K;7 (55, 55),  (30)

forall j € {1,2,...,L}.

Proof: This outer bound can be directly obtained by
using the fact that the secrecy capacities C/~% and C/{—¢
can not exceed the capacity of each channel without secrecy
constraint. To be specific, first, note that in the model of Figure
3, the channel j (5 € {1, 2, ..., L}) with delayed feedback and
without eavesdropper has already been investigated by [34]. It
has been shown in [34] that the capacity C/~¢ of each channel
with only delayed state feedback equals the capacity Cf =% of
the same channel with delayed both state and channel output
feedback, and they are given by

cf~t =/~ = max I(X;Y;|S;,S7).

; €2))
P(als}) e

Then, using the fact that C/ %% and C/~? can not exceed (31)
for all j € {1,2,..., L}, the upper bound C{~°“* is obtained.
The proof is completed. ]

IV. A GAUSSIAN FADING EXAMPLE OF THE FINITE STATE
COMPOUND WIRETAP CHANNEL WITH DELAYED
FEEDBACK

In this section, we compute the capacity bounds in Section
III via a Gaussian fading example, and we would like to know
how the delayed feedback time affects the capacity bounds.
The remainder of this section is organized as follows. In
Subsection IV-A, we show bounds on the secrecy capacities
of the Gaussian fading case of the model of Figure 3 with
or without delayed channel output feedback. In Subsection
IV-B, the bounds in Subsection IV-A are further explained via
numerical results.

A. Gaussian fading case of the model of Figure 3

For the Gaussian fading case of the model of Figure 3, at
time ¢ (1 < i < N), the channel inputs and outputs are given
by

—h (3]z>X +N5J1, Zi:g(sej)Xi"_Ns (32)

L}, and s;;, hj(s5i), Se,i» 9(Se,i)s N,
are defined as follows.

e,i?

where j €{1,2,..,
and N,

Se,i

e 5;,; is the i-th time state of the channel for Receiver j,
and h;(s; ;) is the fading coefficient of the channel from
the transmitter to Receiver j and it depends on the i-th
time state s ;.

o g(Se;) is the fading coefficient of the channel from the

transmitter to the eavesdropper and it depends on the i-th

time state Se ;.

Ng,, ~N (0 o? .) is the noise of the channel from the
transmitter to Recelver j and 1t is Gaussian distributed
with zero mean and variance O'SM which depends on the
z' th time state sj i

N, ~ N(O, o? .) is the noise of the channel from
the transmitter to the eavesdropper and it is Gaussian

distributed with zero mean and variance o2 = which
depends on the i-th time state s, ;.

Let P be the transmitter’s power constraint satisfying

E[X? <P. (33)
At the i-th time, Receiver j € {1,2,...,L} obtains S;; and
the channel output Y} ;, and then he/she transmits S} ; (or S, ;
and Y; ;) back to the transmitter via a feedback channel after
a delay time d; (W.L.O.G., assume that 1 < d; <dp < ... <
dr, < N). The following Corollary 1 shows the lower bound
R{~* on the secrecy capacity C/~%* of the Gaussian fading
case of the model of Figure 3 with delayed states and channel
output feedback. Corollary 2 shows the lower bound R/ ~%* on
the secrecy capacity C{ ~9* of the Gaussian fading case of the
model of Figure 3 with only delayed state feedback. Corollary
3 shows an upper bound for both C~9* and C{~%*.

Corollary 1: A lower bound R{~%* on C{=%* is given
by

RI-dvr — max min min
P(51)s s P(SL), @pyeees ap: j
DOEN 7'1(61)7’@1) <P
PIERS "fL(:l.)%’(bL) <P
a1 +...tap =1, ay,...,ap, >0

ZZW (55)K

sj,sj) log(2mea; P(5;))

—Zw (s )llog g ()P + 05,
27 g% (s )P(1— ay) + 03,

b

(34)

where [z]" =z for x > 0, [z]T = 0 for 2 < 0, and P(3,)
( € {1,2,...,L}) is the transmitter’s power allocated to the
state 5;.

Proof: First, for j € {1,2,..., L}, define

L
X:ZV]-, (35)
j=1
where V; ~ N (0,P;), P; < o;P, a]>0andz o =1

Here note that V3,...,V, are independent of one another From
the definition (35), it is easy to check that the power constraint
(33) holds. Next, define

21~ ~
E[X7|5,] = P(5;),
where P(5;) is the transmitter’s power allocated to the state
5, and it satisfies

Zﬂj
—Z%

(36)

E[X?5]=E[X?]<P. (37



Further define

E[V2|5;] = a;P(5;). (38)
From (37) and (38), it is easy to check that
P; = E[V}] = ij (3)E[V7|55]
—ij 5;)a;P(55) —aJZﬂJ
<aP. (39)

Finally, note that for j € {1,2,..., L}, U; is generated from
the feedback Y} and the transmitted codeword V, define
Uj=V;+Y;. (40)

Now substituting the above definitions (35), (36), (38), (40)
and (32) into Theorem 3, R{~%* is obtained. The proof of
Corollary 1 is completed. [ |

Corollary 2: A lower bound R/ =% on C{~% is given by

Rg'—d* _

1))
P(51), ..., P(5p), a1, ..., a: j —
Y5 m1(BPG) <P 35; 8
Xsp, mL(GL)P(GL) < P
aj+...Ftap =1, ay,...,ap, >0
() K2 (55, 5,)5 1o h5(3,)P(5,) + o,
J\“7 J 7°°3 92 gh?(SJ)P(gj)(l—a])—"—ggJ

+
—Zw (s 10 g*(s0)P + 05,
e(5e)5 108 B PU —ay) + o2 |

(41)

where [z]" = z for z > 0, [z]T = 0 for 2 < 0, and P(3))
( € {1,2,...,L}) is the transmitter’s power allocated to the
state 5;.

Proof: Substituting the definitions (35), (36), (38) and
(32) into Theorem 4, R]; —dy* is obtained. The proof of
Corollary 2 is completed. ]

The following Corollary 3 provides an upper bound for both
CI=* and C{~*, see the followings.
Corollary 3: An upper bound C{~°%** on both C/~%* and
max

CI=% is given by
Cl=ou* = min ZZT(] 5,)K
J 7?(5_7‘):~ -
Zgj mj (5P <P Sj S
2 z 2
1 log h;(s;)P(5;) + oF,
2 o2

Sj
Proof: Substituting the definitions (36) and (32) into
Theorem 5, C/~°%** is obtained. The proof of Corollary 3
is completed. u

B. Numerical results

In this subsection, we investigate a two-state example, i.e.,
for j € {1,2,...,L}, S; consists of two elements G; (good
state) and B; (bad state), and S, also consists of two elements
G and B.. The state process of {S;} is given by

P(G;|Gj) =1 —=b;, P(B;|G;) = by,

P(Bj|B;) = 1—g;, P(G4]|B)) = gj, (43)

S],S‘

and the steady probabilities of G; and B, are given by

gj b,
L(B;) = .

In addition, the state process of {S.} is given by
P(Ge|Ge) = 1~ b, P(B.|Ge) = b,
P(Be|Be) =1 — ge, P(G¢|Be) = ge,

and the steady probabilities of G, and B, are given by

Je be
melGe) = o B = o
For the noise N, of the channel from the transmitter to
Receiver 7, its variance 02 in state G; is aG , and in state
B;is O’B Similarly, the noise N, of the channel from the
transmltter to the eavesdropper its variance a in state G, is
0¢. . and in state B, is 03 .

For L = 3, which indicates that there are 3 legitimate
receivers in the model of Figure 3, the following Figure 10
plots the lower and upper bounds on the secrecy capacities
of the Gaussian fading case of the model of Figure 3 with
delayed state feedback, and with or without delayed channel
output feedback for o, = 0.1, o3 = 1, 0g, = 0.3,
0232 = 0.66, aég =1, 0%3 =2, aée = 2000, 01296 = 6000,
g1 = 005, b1 = 005, go = 0.1, bg = 008, g3 = 0.2,
b3 = 008, Je = 03, be = 05, hl(Gl) = 1, hl(Bl) = 05,
hQ(GQ) = 09, hQ(BQ) = 06, hg(Gg) = 08, hg(B3) = 04,
g(G.) =0.8, g(B.) = 0.7, dy = 1, dy = 2, d3 = 3 and sever-
al values of P. As depicted in this ﬁgure if the eavesdropper’s
channel noise variance (o, = 2000, 03, = 6000) is large, the
lower bound Rf~%* meets the upper bound C{~°%“**, which
indicates that the secrecy capacity of the Gaussian fadlng case
of the model of Figure 3 with delayed both states and channel
output feedback is determined. Moreover, we see that channel
output feedback helps to enhance the achievable secrecy rate
of the Gaussian fading case of the model of Figure 3 with
only delayed state feedback.

m(Gy) = 44

(45)

(46)

IS
n

4 o ‘,l,:”,‘ﬁ
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g ’ / —s—Lower bound R;‘d for the model without channel outputs feedback
9] .
/ ——Lower bound RL’dy for the model with channel outputs feedback
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Fig. 10: Comparlson of the bounds in Theorems 1-3 for O'G =

0.1, O'QB =1, O’G = 0.3, (TB = 0.66, ch =1, 033*2
O’% 2000, O'B = 6000, g1 = 0.05, by = 0.05, go =
0.1, by = 0.08, g3 = 0.2, b3 = 0.08, g. = 0.3, b = 0.5,

hi(G1) = 1, hi(By1) = 0.5, ha(G2) = 0.9, ha(B3) = 0.6,
hg(Gg) = 08, h3(Bg) = 0.4, g(Ge) = 08, g(Be) = 07,
dy =1, dy =2, d3 = 3 and several values of P

of the
1 and

Figure 11 plots the bounds for the same values

parameters given in Figure 10 except that J%‘e =



0236 = 2.5. As depicted in this figure, if the eavesdropper’s

channel noise variance (0g, = 1, 0 = 2.5) is decreasing,
the gap between the lower and upper bounds on C/~%* is
increasing. In addition, we see that channel output feedback
still helps to enhance the achievable secrecy rate Rf~%* of
the Gaussian fading case of the model of Figure 3 with only
delayed state feedback.

| ——Lower bound R:®" for the model without channel outputs feedback

——Lower bound R'S"V' for the model with channel outputs feedback
—o—Upper bound C:*
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Fig. 11: Comparison of the bounds in Theorems 1-3 for the
same values of the parameters in Figure 10 except that oée =
1 and 0%6 =25

Figure 12 plots the bounds for the same values of the
parameters given in Figure 10 except that O’ée = 0.03 and
01239 = 0.05. As depicted in this figure, if the eavesdrop-
per’s channel noise variance (0g, = 0.03, 0 = 0.05) is
sufficiently small, the achievable secrecy rate Rf{~%* of the
Gaussian fading case of the model of Figure 3 with only
delayed state feedback equals 0, which implies that the perfect
secrecy can not be guaranteed for this case. Using the channel
output feedback, the positive achievable secrecy rate R ~9*
is derived, and hence the PLS of the Gaussian fading case
of the model of Figure 3 with only delayed state feedback is
enhanced. In addition, we should notice that there still exists
a huge gap between the lower and upper bounds on Cf~%*,

55
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Fig. 12: Comparison of the bounds in Theorems 1-3 for the
same values of the parameters in Figure 10 except that oée =
0.03 and 0%, = 0.05

To investigate how the delayed feedback time d; (j €
{1,2, ..., L}) affects the secrecy rates of the model of Figure
3, the following Figure 13 plots the lower bounds in Theorems
1 and 2 for the case that L = 3 (three legitimate receivers) and
d1 = dy = d3 = d, which implies that the delayed feedback
times of the three legitimate receivers are the same and equal
d. As depicted in this figure, the achievable secrecy rates of

the Gaussian fading case of the model of Figure 3 with or
without delayed channel output feedback are decreasing while
the delay time d is increasing. However, we should notice
that both Rf~%* and R{=% are approaching their infinite
asymptotes while d is sufficiently large.
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of the lower bounds in Theorems 1 and
2 for P = 20, aél = 0.1, 0']231 =1, 0%2 = 0.3, 0'1232 =
0.66, oég =1, 0?33 =2, crée =1, 01238 = 2.5, g1 = 0.05,
b1 = 0.05, go = 0.1, by = 0.08, g3 = 0.2, b3 = 0.08, g, =
0.3, be = 0.5, h1i(G1) = 1, h1(B1) = 0.5, ha(G2) = 0.9,
hQ(BQ) = 0.6, h3(G3) = 0.8, hg(Bg) = 0.4, g(Ge) = 0.8,
g(B.) = 0.7 and several values of d (dy = dy = d3 = d)

Fig. 13: Comparison

The following Figure 14 plots the lower bounds in Theorems
1 and 2 for the case that L = 3 (three legitimate receivers)
and dy =0, do = d, d3 = 2d, which implies that the delayed
feedback times of the three legitimate receivers are different.
Similar to Figure 13, R{~%* and R/~%* are monotonic
decreasing functions of d, and both of them approach their
infinite asymptotes when d is sufficiently large.
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Fig. 14: Comparison of the lower bounds in Theorems 1 and
2 for P = 20, Uél = 0.1, 0]231 =1, O’éz = 0.3, 0232 =
0.66, UQGS =1, 0%3 = 2, O‘ée =1, 0?36 = 2.5, g1 = 0.05,
bl = 005, go = 0.1, bg = 008, g3 = 0.2, bg = 008, Je =
0.3, be = 0.5, h1(Gy) = 1, h1(B1) = 0.5, ha(G2) = 0.9,
hQ(BQ) = 06, hg(Gg) = 08, hg(Bg) = 04, g(Ge) = 08,
g(B.) = 0.7 and several values of d (dy = 0, dy = d, d3 = 2d)

V. CONCLUSION

This paper establishes a general framework for enhanc-
ing the PLS in the down-link transmission of IoT systems
via feedback. Two models including the compound wiretap
channel with feedback and the finite state compound wiretap
channel with delayed feedback are studied, and bounds on



the secrecy capacities of the two models are given. From a
Gaussian fading example, we see that the delayed channel
output feedback enhances the lower bound on the secrecy
capacity of the finite state compound wiretap channel with
only delayed state feedback, and the corresponding feedback
strategy may achieve the secrecy capacity if the eavesdropper’s
channel noise variance is sufficiently large. Moreover, numer-
ical results indicate that the secrecy rates are decreasing while
the feedback delay time is increasing, and the secrecy rates are
approaching their infinite asymptotes while the feedback delay
time is sufficiently large. However, we should notice that all
the capacity results given in this paper only work well under
the perfect weak secrecy condition, and how to design the
corresponding encoding-decoding schemes under the strong
perfect secrecy condition is of further interest to us.

APPENDIX A
PROOF OF THEOREM 1

The messages are conveyed to the receivers via n blocks.
The blocklength of block i € {1,2,...,n — 1} is N, and for
block n (the last block), its blocklength is /N, where 7 is a
positive real number and will be determined later. In block

i (i € {1,2,...,n — 1}), the random sequences XN, ZN,
N N N N N N N N N

Yi Yo esYos Uy Ushen Uy, Vi Vaisen Vi, are

denOted by X’L& Z’L& Yl K2 }/2 Sl YL K2 Ul KE) U2 Jioe UL Kx) Vl Kx

‘/2’1, VL i» respectively. Slmllarly, in block n the random se—

’yN AN YN N YN
quences X Z Yll,Y21, YLl,Vll,Vzl, VLl,
are denoted by Xn’ ZTU }/1 1 Y2 ,Moe YL,n, Vl,ru ‘/2,na VL,n7

respectively. In addition, the value of the random vector is
written in lower case letter.
Code-book construction:

o The message W is sent to all legitimate receivers via
n blocks, i.e., the message W is composed of n com-
ponents (W = (Wy,...,W,)), and each component W;
(i € {1,2,...,n}) is the message for block 7. Here W;
takes values in the set {1, ...,2NV%},

e The dummy message W', which is used to confuse the
eavesdropper is composed of n components w' =
(W, ..., W,)), and the component W, (i € {1,2,...,n})

is transmitted in block 7. Here note that W, is randomly

chosen from the set {1, ...,2]YR Loie, Pr{W, =1} =
2-NB where [ € {1,...,2NF }.

o The auxiliary message Wj’-“, where j € {1,2,...,L}, is
used to improve Receiver j’s decoding performance. Here
note that W7 is composed of n — 1 components (W =
(Wi, Wi, 1)), where W2, (i € {1,2,...,n — 1})

g, X
takes values in the set {1,..., 2%},

o Inblock i (1 <4 < n), randomly generate ON(R+R +R")
independent identically distributed (i.i.d.) sequences v, ;
(G € {1,2,...,L}) according to the probability P(v,),
and label them as ﬂj7i(w“w wy 1) where w; €
(1,2,...2VR, w, € {1,2,...2NF} and wi,_y €
{1,2,...,2NF5},

e In block # (1 < ¢ < mn — 1), for each pos-
sible value of @;;(w;,w;, wj,; 4) and g;,;, random-

2NRJ-

ly generate iid. codewords ;; according to

the probability P(uj|v],yj) Then label these @;,; as
i (wj;,wis), where wy, € {1,2,. ., 2NE5 ) and wi €
{1,2,..., 2N (R =R
e In block i (1 < ¢ < n), for given ¥y ;,...,Ur, ;, the channel
input Z; is i.i.d. generated according to P(z|v1,...,vr).
For convenience, the following Figure 15 provides some
important notations in the proof of Theorem 1.

Notation Meaning

X Random vector with length N

X, The i-th block’s random vector

X, The i-th block’s random vector for receiver

i

W, The transmitted message for block 1

W The dummy message for block i
1

W The auxiliary message for receiver j and
Sl block i

Fig. 15: Some important notations in the proof of Theorem 1

Encoding procedure:

e At block 1, the transmitter selects vy, 1(w1,w1, 1) (§ €
{1,2,...,L}). Here notice that w; is randomly chosen
from the set {1,2,...,2NR 1.

o At block i (i € {2,3,...,n — 1}), once the transmitter
receives ;-1 (j € {1,2,...,L}), he seeks a @;;_1 such
that the triplet (@;,—1,9;.—1,¥;i—1) is jointly typical.
If there exist multiple %;;_1, randomly choose one, and
if no such u;;_1 exists, an error occurs. Based on the
covering Lemma [32], if

R; > I(U; V., Y;), (A1)

this encoding error vanishes as /V tends to infinity. Once
the transmitter decodes such a ;-1 (wj,;_;,w};_1), he
chooses ;. (w;, w;, w’,;_,) for transmission.

e At block n, once the transmitter receives the feedback
Uin—1 (G € {1,2,...,L}), he seeks a #;,—1 such that
the triplet (@;n—1,¥jn—1,Jjn—1) is jointly typical, and
the corresponding encoding error vanishes as N tends
to infinity if (Al) is guaranteed. Once the transmit-
ter decodes such a @;,—1(w}, _;,w}},_1), he chooses
Uj,n(1,1, w5, ;) for transmission.

Decoding procedure:

Receiver j’s (j € {1,2,...,L}) decoding scheme begins
from the last block. At block n, first, note that due to the
reason that the blocklength is 7N, the actual rate of W/, _,
is given by

H(W; NR: R
( j,nfl) _ J 7]' (AZ)
N N Y

Next, Receiver j selects a unique v, such that (;,, J;n)
are joint typical. If multiple or no such v;,, exists, an error
occurs. From the packing lemma [32], this error vanishes if
—L < I(V;Y). (A3)
Since I(V};Y;) of (A3) is finite, for any given R}, we can
choose a sufficiently large + such that (A3) is guaranteed.



After decoding v, Receiver j picks out w7, ; from it.
Then he/she tries to choose a unique 1, ,—;1 such that given
w5 1, Ujn—1 and y; ,—1 are jointly typical. If multiple or no
such @, 1 exists, an error occurs. From the packing lemma

[32], this error vanishes if

R; — R < I(U;; Yj). (A4)

Once such unique u;,—1 is obtained, Receiver j seeks a
unique j,—1 such that (;,—1,%jn—1,%jn—1) are jointly
typical. From the packing lemma [32], this error vanishes if

R+R +R: <I(V;;ULY)). (AS)

After decoding v;,—1, Receiver j picks out w,_;, and
wj,,_o from it. Repeating the above decoding procedure,
the messages of all blocks are decoded by Receiver j. The
decoding procedure is completed. The following Figures 16

and 17 illustrate the encoding-decoding procedure for Receiver
jGe{1,2,..,L}.

Block 1:

W, (message for block 1) Encode
W, (@ummy message) 7, Gy w, D)
1

Block 2:

VGl Jointly typical . .

S, ointly opieal  pecode 7, (W5, W)

a;, i, wi) He

— Extract I .

7 ;| (feedback) /il Encode .
W, (message for block 2) 7oy, Wy W)
¥, (dummy message)

Block n:

N *
ot s W, W, o) . .
' - Jointly typieal - Decode 1, ,_ (W w7 )
W W ) ~ 8 Sl
jan— -1 =1 *

(Feedback) Extract W; , | Encode
- v LLw, )
1 (message for block n) fo\bods Wiy

I(dummy message for block n)

\-\ =)

Fig. 16: The encoding procedure for j € {1,2,..., L}

Equivocation Analysis:

The eavesdropper’s equivocation A, defined as A =
mH(le, ...y Zyp,) (the overall length of all blocks
is (n — 1)N 4 yN), follows that

1 _ _
- HW|Z\,..., Zn
(n—1)N +~N (WlZ1,.. Zn)
n—1
(@) 1 5> 5
& m;H(Wi|W1,...,Wi_l,Zl,...,Zn)
©_ 1 SH(W-|Z-)
(n—1)N +9N & ne
n—1

m Z(H(Wi, Z;) — H(Z;))

n—1
1 o
= ooy A Vi)
—H(V;:|Wi, Z;) — H(Z;))
n—1
(0) 1 -~ .
= mz (ZilVji) + H(Vj:)

Block n:

_ * Jointly typical = *

7oLt ) ¥ typ pecode 7, (LL W}, )

?“‘ Extract IF'TJ_
Block n-1:

N
W fom=1
— x o Jointly typical
@, a0t W30m) Decode 7. (" W)
- o=t ot Wit
-V”’;/

N * *k

W W
U--““"" ]( -““"’“ / "”l) Jointly typical
nd — ’ *
(” .y "/ 1 W .«‘-f:) Decode V' G, w, W)
Y in-1 ﬂ
Extract H'kl, u“ 9

ETS
H'_J)

—
Decode 7, (W, |,

W
— * * Jointly typical
@, W) }I:>
i3
< g,
T e

A

AT il Jointly typical
7 Gy, 1) Decode ¥, (1, w,,1)
i

Extract H"

Fig. 17: The decoding procedure for Receiver j (j €
{1,2,...,L})
—H(V;|Wi, Z;) — H(Z;))

1 - _ _
= H(Vji) — 1(Vji; Z;
—H(V;i|Wi, Zi))

1 —1 B n—1 B B
= (n_1)—N+7N(;H(V; )f;I( (D

n—1
=Y H(V;:[Wi, Z:))
i=1
P e N2 H W
n—1 B B
—(n=1)NU(V;;Z) +e1) — Z H(V;|\Wi, Zs))
i=1

1 n—1

- - ¥ H(V:
DN T x Vi ”Z; (Vi)
—(n=1)NI(V};Z) + €1)
n—1
—H(Via|Wi, Z1) = Y H(V;il Wi, Zy))
i=2
© 1

> oo (VRS R —e)

+(n—2)N(R+R + R} — e3)
—(n=1)NI(V};;Z) + €1)



—H(V;1

Wl)ZI) -

ZH(Vj,i Wi, Zi))
) 1

> -
~ (n—=1)N+~4N
+(n—2)N(R+R + R} — e3)

(N(R+ R — )

—(n—1)N{I(V;;Z)+€1) — Nes — (n — 2)Ne3)
_R+R - (n—2)(R+ R + R} —e3)
(n=D+y (n—1)+v
(mn—1DI(V;;Z2)+e) e+ (n—2)es
- - ) (A6)
(n—1)+7 (1) +7
where (a) follows from the fact that W = (Wh,...,W,)

and W, is constant, (b) follows from the fact that given
Z;, the message W; of block 7 is independent of other

blocks’ (Z1, ..., Z;_1, Zz+1, ..., Zy,) and previous blocks’ _mes-
sages (W1, ..., Wl 1), i.e., the Markov chain W; — Z; —
(Wl,...,Wi 1,217... Zz 1,Zi+1,...,Zn) hOldS, (C) follows

from the fact that H(W;|V; ;) = 0, (d) follows from a similar
argument in [5, Lemma 3], ie., I(V;:; Z;) < N(I(V;; Z) +
€1), where ¢¢ — 0 as N — oo, (e) follows from the
construction of V] ; and a similar argument in [3, equations
(16) and (23)], i.e., H(Vj1) > N(R+ R — &), H(V;;) >

(R+R + R} — €3), where e2,63 — 0 as N — oo, (f)
follows from that given wj, Z1, the eavesdropper attempts to
find a unique v, ; jointly typical with his/her received Zz;, and
from the packing lemma [32], this decoding error vanishes if

R <I(V;; 2), (A7)

then applying Fano’s lemma, H(V;1|Wi,Z1) < Ney is
obtained, where ¢4 — 0 while N — oo, and analogously,
for i € {2,...,n — 1} given w;, Z;, the eavesdropper attempts
to find a unique ;; jointly typical with his/her received Zz;,
and from the packing lemma [32], this decoding error vanishes
if

R +R; <I1(V;; 2), (A8)

then applying Fano’s lemma, H(VM|W1,Z) < Nej is ob-
tained, where €5 — 0 while N — co. Here note that (A7) is
included in (A8), and thus we only need to use (AS8) to derive
the final region.

The bound (A6) implies that if

R +R; > 1(Vj; 2), (A9)

A > R — € is satisfied by choosing sufficiently large n and
N.

Now it remains to use the above conditions (A1), (A4),
(AS), (A8) and (A9) to derive the lower bound in Theorem 1,
see the followings.

First, note that from (A1) and (A4), we have

Ry > 1(Uj; V5, Y;) = (U3 Yj)
= I(U;; V;1Y5). (A10)
Next, substituting (A10) into (AS), we get
R<R+R <I(V;;U;,Y;) = I(U; V;];)
=1(V;;Y;). (A11)

Then, note that from (A8) and (A9), we can conclude that

R +R: =1(V;; 2). (A12)
Now substituting (A12) into (AS), we have
R<I(V;;U;,Y;) — I(Vy; Z). (A13)
From the above (A11) and (A13), we have
R < min{I(V;3U,,Y;) — I(Vis 2), 1(V;: Y))).
(Al4)

Next, note that if I(V};U;,Y;) < I(V;; Z), from (AS), we
have

R+R +R: <I(V;Up,Y;) < 1(Vj; Z). (A15)

Combining (A15) with (A12), and observing that R > 0, we
can conclude that R = 0 if I(V};U;,Y;) < I(V}; Z). Hence
(A14) should be re-written as

R < min{[I(V}; U;,Y;) = I(V;: Z)]7 1(Vi; Y;) )

(A16)
Note that (A16) should be satisfied for all j € {1,2,...,L},
hence we have
R < minmin{[I(V}: U}, Y;) — I(Vys 217 1(V;: V)
J
(A17)
Finally, note that the effective transmission rate is
HW) o) H(W:)
(n—l)N—i—’yN (n—1)N+~+N
—1)N —1
__([-DONR _ n R,  (Al8)
m—=1)N+yN n—1+4~

which indicates that the effective transmission rate approaches
R as the number of blocks n — oo, then maximizing the
bound in (A17), Theorem 1 is proved, and the proof is
completed.

APPENDIX B
PROOF OF THEOREM 3

The encoding-decoding scheme of Theorem 3 combines
that of Theorem 1 with the multiplexing encoding-decoding
scheme for the finite state Markov channel with delayed
feedback [34]. The detail about the coding scheme is given
below.

Definition:

Similar to the definitions in the proof of Theorem 1, the
messages are transmitted via n blocks. Since 0 < d; <
dy < < d; < N, define the blocklength of block
i€{1,2,...,n—dg}is N, and forblock i € {n—dp+1,...,n},
its blocklength is N' = ~yN. For j € {1,2,...,L}, de-
fine the alphabet S; as S; = {1,2,...,k;} and the steady
probability 7;(I) > 0 for any | € S;. Moreover, in block
i€{1,2,..,n—dr}, define N5, (5; € {1,2,...,k;}) as

Ngj :Nﬂ'j(gj). (Alg)



Similarly, in block i € {n —dp + 1, ...,

: } n}, define Ny (3; €
1,2,...,k;}) as

Ng, = yN;, = yN;(3;)- (A20)
The random sequence X of block i € {1,2,...,n— d;} and
XN of block i € {n—dr +1,...,n} are denoted by X;, and
similar convention is applied to other random sequences. In
addition, for block ¢ € {1,2,...,n—d}, the random sequence

. CNG
X™4 s denoted by X, 7, and for block i € {n — dL +

1,...,n}, the random sequence X5 is denoted by X
Similar convention is applied to other random sequences, and
the values of the random sequences are written in lower case
letter.

The message W is composed of n components (W =
(W1,...,W,)), and the component W; (: € {1,2,..,n})
is the message for block ¢. Here W, takes values in

the set {1,..,2NF} For j € {1,2,..,L} and given 3,
(5; € {1,2,...,k;}), further divide W; into k; sub-messages,
ie, Wi = (Wix,..,Wig,), where W, 5, takes values in
{1,2, ...,2N§13(81)}. Here note that
kj
> m(5)R(;) = R (A21)
5=1

The dummy message W' also consists of n components

W = (Wy,.., W), and W, (i € {1,2,..,n}) is for
block i. Here note that W, is uniformly drawn from the
set {1,..,2V% ) ie, Pr{W, = I} = 2-NE where
l e {1,...,2NR/} Similarly, for j € {1,2,...,L} and given

5, (55 € {1,2,...,k, }) further divide W into k; sub-
messages, i.e., W = (Wy17 ---sz ;) and W , takes values

in {1,2,..., 2N"'1R (SJ)}. Here note that
(A22)

The auxiliary message W (j € {1, 2, ..., L}) is composed

of n components (W; = (W}y,...,W?,)), where W}, (i €

{1,2,...,n}) takes values in {1, .. QNRJ }. Similarly, given §,
(5; € {1,2,...,k;}), further d1v1de W, into k; sub-messages,
ie., W;‘ (W*l 1, o W) and W*i 5. takes values in
5T 1Oy lvg J

{1,2,...,2 } Here note that

k;

> wi(3)R;(5) = R;. (A23)

=1

For convenience, the following Figure 18 provides some
important notations in the proof of Theorem 3.
Code-book construction:
e In block i € {1,2,...,
and given §; € {1,2,..,
9Nz, (R(3,))+R (§))+R"(5,))

n —dp}, for j € {1,2,...,L}
k;}, randomly produce
iid.  sequences T)j-?
according to the probability P(v,]5;), and label
where w; 3, €

oNs; R (5)) )

’
"
(wz,sg- Y Wi 50 Wii_dp 5, )

{1,2,...,

them as v

7,
{1,2,...,2Nu "

(55) ’
}’ wi,gj G

Notation Meaning
S The state for receiver j at time i
-§,- The state S, ica,
s The state sequence for receiver j with
4.l
length N
s The state sequence for receiver j with
- length N
o The i-th block’s state sequence for receiver
SV The i-th block’s state sequence for receiver
Jud . .
j with length Ny
W, , The k-th sub-message of W; for block i
W The k-th sub-dummy message of W; for
o block i
W : ik The k-th sub-auxiliary message of # :; for
receiver j and block i

Fig. 18: Some important notations in the proof of Theorem 3

and w?
IS

S ans, € {1,2,.,2V5 " W block
{n — dr + 1,..,n}, given 3§;, randomly
oNe; (RG)HR G)+R™ () 4.

produce sequences
’

N§,' . oy ~
v;;’ accordlng to the probability P(v;|5;), and label

’

them as v” 7 (w;, 5J,w S WSi_a, 5,). Where wis, €
{1,2,.

2N REY e {1,2,.,285 R (59} and

w]z dr,5; € {1 2,. 2N§jR;(§j)}'

e In block i € {1, 2 ,n—dp}, for j € {1,2,...,L},
5 € {1,2 .,k:j}, and each possible value of
N

v, (w”J,w

generate
according to  the

Then label

*
where  wj; o €

wit: e {1,2

50,55

that

* —V5;
i35 wjyi_dbgj) and y;,;’, randomly
N (5 4.

probability

5.

codewords  u;;’

P(ujlvj, yj, 55)-
T Y * ok
these u;;” as @y’ (Wiss, Wiis,)s

{1,2,...,2N5 76Dy and

,2N§j(Rj(§j)_R;(§"))}. Here note

s

m;i(3;)R;(3;) = R;. (A24)

Sj:].
o Inblock i € {1,2,....,n—dr}, v;; (j € {1,2,...,L}) is
N3,
generated by multiplexing different sub-sequences v N7 r
for all 5; € {1,2,...k;}, ie, 7;, = (vjv)il,.. 2 U 7).
In block ¢ € {n —dy +1,...,n}, 0,,; is generated

N,
by multiplexing different sub-sequences ﬁj 7 for all

57 € {1,2,...,k;}, ie, 05, = (ﬁjvli, Oy ) Then for
given ¥y 4,...,01,;, the channel input Z; is i.i.d. generated
according to P(x|vy,...,vr).

Encoding procedure:

o At block i € {1,.. 2dL} for each §; € {1,2,...

the transmitter selects v, ;-
e At block i € {2d; + 1,.

{1,2, .. k}andge{lQ
back state sequences s is2dy»

kit

-7 (1,1,1) for transmission.

,n —dr}, for each §; €
,L}, the delayed feed-

N,
55 2 4, » the delayed feed-



back channel output Yj.i—d; and the previous trans-

mitted sequence v have already been known by

Jyi— d

N,
the transmitter. Here note that s“ 04, 18 the de-
layed feedback state de- multlplexmg the delayed feed-

back channel output #;;_q, into y” dL . y“ dp*

Given 5;, the transmitter seeks a such that
(ﬂ J 1 J i J

]’Ld

N‘ .
Gri—d Vii—dy s Y5, dL’ 5, dL) are jointly typical. If

there exist multlple U, randomly pick out one; if

J,i— d ’
Ns,

no such u,;”, exists, an error occurs. Based on the
covering Lemma [32], if

R;(5;) > I(U;; V;,Y;5]S; S’jzéj), (A25)
this encoding error vanishes as N tends to
infinity.  Once the transmitter decodes such
a u; i i (w;,i_dhgj , “’ﬁ'—dhgj)’ he chooses

v 7 (w;, S]7wi’§j7w;,i_dL7§j) for transmission.
o At block i € {n —dr + 1,...,n}, using the previous
encoding scheme for z' € {2dy + 1,..,n — dp}, the

transmitter decodes . wit_, ) and
7,2 L»Sj

’

( *
Jyi— dL J}i*dLﬁj’

N

Vs o _ *
chooses U (w5, 1awi,§j = 1’wj,i—dL,§j) for
transmission.

Decoding procedure:

Once Receiver j € {1,2,..,L} obtains all n blocks
Yj1s-Yjm and 5;1,...,5; ,, he/she demultiplexes them into
sub-sequences according to §5; € {1,2,...,k;}. Receiver j
does backward decoding, i.e., the decoding procedure starts
from block i € {n —dp +1,...,n}. Given 3; € {1, 2,k }

N . N 3 5
1 y 3 5 Jj 3 J
Receiver j selects a unique v, ;” such that ( U7 U085 )

N
are joint typical. If multiple or no such ¥, ,” exists, an error
occurs. From the packing lemma [32], this error vanishes if

HW_a, 5,) _ HWi_a, 5,) _ Ns, R (35)
Ng, YN, YN,
—R;(gj)<IV~YS S. =3 A26
= < I(V}; Y185, 85 = 5;). (A26)

Since I(V;;Y;|S;,S; = ;) of (A26) is finite, for any given
R3(3;), we can choose a sufficiently large v such that (A26)
is guaranteed.

’

N,
After decoding v; ;7 for block i € {n —dp +1,..,n},

Receiver j picks out wJ i—dp 3 from it. Then given 5, he/she

tries to choose a unique ;;” ; - such that given w

Ns; _Ns.
ji—dr> S
or no such u j ;7 4, C€Xists, an error occurs. From the packing
lemma [32], this error vanishes if

jsi—dp,5;°

Ns,
U it and g, .7, are jointly typical. If multiple

Rj(éj)—R;( i) < I(Uj; ]\57,5 =35;). (A27)
. Ns., . . -
Once such unique « i 7 a, 18 decoded, given 5j,
’ Ns.,
Receiver j seeks a unique ©;,”,  such that

Ns. Ns. N5 . N5 .
5 s T 700

(074,85 a0 Yji ay» i q,) are jointly typical. From
the packing lemma [32], this error vanishes if

R(Ej)—I—R/(éj)—FR;(éj)SI(V], Jo J|SJ7S —53)
(A28)

After decoding v” dp> Receiver j picks out w;_gq, 5 and
(G 5, from it. Repeating the above decoding procedure
the messages of all blocks are decoded by Receiver j. The
decoding procedure is completed.

Equivocation Analysis:

The eavesdropper’s equivocation A, defined as A =
mH(W|Z17-~-aZn7Se,17~--7Se,n) (the overal-
1 length of all blocks is (n — dp)N + dryN), follows that

1 _ _ _

A= H VAT Zna e,ly -y Pen
(1 dn)N gy T B T et Sn)
(i) 1 nZdL H(W;|[Waq, 41
(n— )N +diAN |2 Ll
Wi*lvzlu"'1Zn756,17~'7se,n)
() 1 n—dL B B
S AV, e

where (a) follows from the fact that W, is constant for
block ¢ € {1,..,2dy} and ¢ € {n —dp + 1,...,n}, and
(b) follows from the fact that given Z; and S’H, the
message W; of block ¢ is independent of other blocks’

(Zl, Zz 17Z7,+17 -~~;Zn)s (Se,l7~~- Se,z 17Se 241y - Se,n)
and previous Dblocks’ messages (ngL_H,_ ey Wi,l),
ie, the Markov chain W; — (@, Sei) =
Wadap+1s s Wic1, Z1, s Zioty Zig1s ooy Ziny Sets oy Sevio1,
Se,i—&-l, ) Se,n) hol@s. _
The term H(W;|Z;, Se,;) in (A29) is further bounded by
H(Wi|ZZ7‘§e,1)
- H(Wia _17S€,l) (Z S )
= (W’L7 _1756 ) ( 7 | i>ge,i)
~H(Z;,S..)
© 170715 & o .
- ( i|Se,za ij,z) + H(Se,za ij,z) (‘/j,i|W7,7 ) Se,i)
_H(Z'hge,z)
@ omia o . .
= HEZ’L|SC Z’, 7 z) + H(Se,t) +7H( j,i)
_H( 7, WuZza Se,i) - H(Zuse,z)
- H(V] z) - I( _],i; Zz|§e,i> -H ‘7j71 Wi7 Zi; ge z)
() / _
> N(R+R +Rj *61) 71( Js%s 1| e,i)
_H(‘7j7l Wi7 Zi; ge z)
(f) ,
> N(R+R + R} —e1) = N(I(V}; Z|Se) + e2)
—H(V;i|Wi, Zi, Se.s)
(9) /
Z N(R+R +R; 761) 7N(I(V},Z|Se)+€2)
~Nes, (A30)

where (c) follows from the fact that H(W;|V;, i) =0, (d) fol-
lows from the fact that Se i 1s independent of VJ i» (e) follows
from the construction of V],2 and a similar argument in [3,



equations (16) and (23)], i.e., H(V;;) > N(R—i—R/ + R —€1),
where ¢; — 0 as N — oo, (f) follows from a similar argument
in [5, Lemma 3], i.e., I(Vj,i; Zi|8e) < NI(V}; Z|Se) + €2),
where ea — 0 as N — oo, and (g) follows from that given
w;, Z;, the eavesdropper attempts to find a unique ¥ ; jointly
typical with his/her received z;, and from the packing lemma
[32], this error vanishes if

R + R <I(V;; Z|S.), (A31)

then applying Fano’s lemma, H(VM|WZ, Zi,Sei) < Nes is
obtained, where ez — 0 while N — oc.
Substituting (A30) into (A29), we have

n — 3dL ’
A = —(R+R +R—-1(V;; Z|S
n_dL"’dL’y( + + 7 ( 7 ‘ 5)
—€1 — €3 — 63). (A32)
The bound (A32) implies that if
R+ R; > I(V}; Z|Se), (A33)

A > R — € is satisfied by choosing sufficiently large n and
N.

Now it remains to use the above conditions (A25), (A27),
(A28), (A31) and (A33) to derive the lower bound in Theorem
3, see the followings.

First, note that from (A24) and (A25), we have

Ry > I(U;: ;. Y155, 8)). (A34)
Analogously, from (A23), (A24) and (A27), we have
R; — R < I(U;; Y5155, 5;). (A35)
From (A21), (A22), (A23) and (A28), we have
R+ R + R <I(V;;U;,Y;0S;,5)).  (A36)

Next, from (A34) and (A35), we get
Ry > 1(U;; V5, Y5185, 8;) — 1(U;; Y585, 55)
= I(Uy; Vj|Y;, 55, 55)-
Next, substituting (A37) into (A36), we get
R < R+R
< I(Vj3 U3, Y5155, 55) —
= I(V};Y;18;,5))-
Then, note that from (A31) and (A33), we can conclude that
R+ R: = 1(V}; Z|Se). (A39)
Now substituting (A39) into (A36), we have
R < I(V;;U;,Y50S5,8;) — I(Vy; Z|Se).  (A40)
From the above (A38) and (A40), we have
R < min{I(V}; U, Y;18;,9;) — 1(Vy; Z|Se),
(V33 Y185, 8))}- (A41)
Next, note that if I(V};U;,Y;]S;,5;) < I(Vj; Z|Se.), from
(A36), we have
R+ R + R} <I(V;:U;, (85, 5)) < I(V;: ZIS.).
(A42)

(A37)

I(U;; V;1Y5, 85, 55)
(A38)

Combining (A42) with (A39), and observing that R > 0,
we can conclude that R = 0 if I(V};U;,Y;]S;,5;) <
I(V;; Z]Se). Hence (A41) should be re-written as
R < min{[1(V;3 U, Y;1S;, 8) — 1(V3: 21501,
I(V3; Y185, 85)}. (A43)

Note that (A43) should be satisfied for all j € {1,2,...,L},
hence we have

R < minmin{[I(V}; Uj, Y;|S;, 8;) = 1(Vy; Z|S)]
J
I(V;:Y51S5, 7)) (A44)

Finally, note that the effective transmission rate is

H(W) _ Yiad HW)
(n—dp)N +dyN — (n—dp)N 4+ dpyN
o (n—3dL)NR o n —3dg,
 (n—dp)N +dgyN  n—dp +dpy

R, (A45)

which indicates that the effective transmission rate approaches
R as the number of blocks n — oo, then maximizing the
bound in (A44), Theorem 3 is proved, and the proof is
completed.
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