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1 Introduction

¢ KS RSt A QS{SécpibtS defiion,®etup and citizen involvement reppft™ @ S NEpkoRidé<a
report on M-Sec pilots. The first approach of this deliverable was to provide a detailed repthn ahain
outcomes of the pilotgarried out in both pilot cities, Santander and Fujisadwaring the second year of the
project However, due to the unusual worldwide situation caused by the coronavirus in the last few months,
the start of these pilots has been delayed and none of them has been alilegio by the date of this
document's preparation.

Under these circumstances, vegreedto submit two versions of thideliverable:the current document, as

the first version of D2.3providest y SEGSYRSR RSGIFAf 2y (GKS LMAft20aQ 7
dzLJRIF GS 2y REFEGE YIFyIlF3SYSyid LI |y Pplandaddisdt GoKvehile Rife Ndtapd Sy 3
version of this deliverable will be submitted once the first trial of the pilots is carriecaadtyill include the

main results obtainedfeedback capturedind lessons learnt. This second version of O&.Blanned tobe

submitted by November 2020 (M29).

Thecurrentdeliverable takes into consideration feedback from fliieyear review The document follows an
iterative approach byubmittinga new versin at the end of the projectDeliverable2.4, once the second
trial of the pilotsis completedandthe resultsare analysed.

Wask 2.2 M-Sec Pilots: Definition, setup and citizens involverfierdeives input fronthe other WP2 tasks,

AY LI NI A Od2.1cNJABNPOF 4B8&l RSAONALIIAZ2Y QI I RS NBNRda Sk I @
h@dSNIff adaeadGSy @I {whieH isiik 2hdrgelof/the o&@ll-Hedzysiein2vglidation and
evaluation. Additionally, this task is aligned to and receives input frask 5.3 on GDPR compliance in order

to include such input in the different stages of each pilot. At the same time, T2.2 provides its outcomes to
W2 tqovS 1 dZANBYSYy Gas | NOKAGSOUGdzZNE F2NJ Keé LIS §Byseénlgiéd OiG SR
YR | &SN £ SOSt NEBMA NSBYVS8y ABYSYKENENB RSTAYSR I yR
¢M{ SO I NOK Rheiie§he i+8e B cHilectuse haseen defined.Finally, as it can be seen in the figure

below, an iterative approach is folloewhich will enable that lessons learnt during the first trial of the

pilots to be used as inputs fWWP3 & ¢ SWRAc Multi-f W @ SNBR { SOdzZNRA (& basBOKY 2 f 2
improvements and updatesf further developments, with the aim gdroviding an enhancedand more end
useroriented solutionduringthe secondrial of the pilots.

10
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Figurelt 1: Relation of 2.2 to other WPs and Tasks

The main objective of these pilots is to temshd validate the MSec architecture and platforrm real
scenariof Sy adzaNAy3 GKIFIG GSOKy2f23A0If R S 3Set @d4ults $oybeé &
exploited not only to develop but also to offer nesmart city applications and services.

As sated above the implementation of theM-Secpilots follows an iterative approach, including two trials
During the first trialjin parallel withdata collection and processingsawvell asservice provision specific to
each pilot, participant@ ¥ S SVl b aptured; and once this firstrial is completed, the results obtained
will be analysed, including the level of participatimdthe degree of satisfactigrwhilelessons learnedill

be identified This useful information, which will be includedtire second version of this deliverable, may
be used as &asis for changes, improvements and updates for the further developments within WP3 and
WP4 In thissense it is important to note that during the definition of the pilotstakeholders from both
cities, Santander and Fujisawaere contacted and theifeedbackwastaken into accountThen,the second
trial of the pilots will be carried owwithin the third year of the projectand, following a similar approacto
the first trial, main outcomesnd lessons learnt will be analgd andbe included inthe final version of M
{SO LAt DRAQ NBLR NI

Furthermore these pilots wiltontribute to delivering the key innovative results of3&c as well asnsuing
the project meets its main objectives) paticular, those related tdObjective 4dFuture decentralized 10T
ecosysten® ¢n this sense, the project has provided a setkely Performance Indicators (KPIs),whose
progress will be showin B1.3 Project Progress Rep@rE  whi¢iRwill enableM-Secto measure its
progress
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Last but not least,tiis important tonote that asuccessful pilotequires ensuringa balance between the
needs of thedifferent participants, includingroject stakeholders anénd-users.Especially in the case of
stakeholders (outide the consortium) and endsers, we need to attract their attention timke partin M-
Sec pilots by providing thesomeincentives
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2 M-Sec pilots

This section provides a detailed description of the pilots thi#ltbe carried out in Santander and Fujisawa
order to validate the use cases defined in D2.1 and uptleelan described in D2.2

The initial approach described in the previous deliverabieduded thedefinition of sixuse casedo be
validated by theimplementation of ninepilots, out of which fouwould be carried outin Santanderand
three in Fujisawa, whilewto crossborder pilots wuld be carried out inboth pilot cities Table 21
summarises thsepilots.

Table2-1: Initial approach of MSec pilots

Lol Pilot1.1 Reliable 10T environmental data devices with mlalfiered security for a smart city Santander
Pilot1.2 Reliable 10T crowd counting data devices with mialieredsecurity for a smart city Santander
uc2 Pilot2.1 Home Activity Telassistance Santander
Pilot2.2 Social & Physical Wellbeing Santander
UC3  Pilot3.1 Secure Mobile Environment Sensing Fujisawa
UC4 Pilot4.1 Privacysecure Garbag€ounting Fujisawa
Pilot4.2 Secure Affective Participatory Sensing of City Events Fujisawa

UC5  Pilot5.1 A marketplace of 10T services for effective decision making Fujisawa &
Santander

Ucé6  Pilot6.1 Citizen as sensor Santander &

Fujisawa

During the second year of the project, the consortium has carried out a thoreugh analysis of the use
cases andelated pilots, with the aim ofidentifying bothpossible synergies and the mailistinguishing
features focusing on their contributions tthe achievemenbf the project's objectives as well #se core
M-Secexpectedresults. Table 22 summarises the results of this analyd#ore information aboutM-Sec
Objectives and Results can be foundthe Description of Action (DoA), Section B1.1.2

Table2-2: Matching Use Cases & pilots with objectives & results

ucCi1i
P11 yes yes yes yes no yes yes yesS no yes no yes yes yes yes no yes No Yes yes
P12 yes yes yes yes no yes yes yes no yes no yes yes yes yes no yes No Yes yes
uc2
P21 yes yes yes yes no yes yes yes no yes no Yyes yes yes yes no yes No Yes yes
ucs3
P3.1 yes yes no yes no yes no yes no yes no yes yes yes yes yes yes No Yes yes
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uc4
P4.1
P4.2

ucCs
P5.1

ucCeé6
P6.1

yes
yes

yes

yes

yes
yes

yes

yes

no
no

no

no

yes
yes

yes

yes

no
no

no

no

no yes
yes yes

yes yes

yes yes

yes
yes

yes

yes

no
no

no

no

yes
yes

yes

yes

no
no

yes

no

yes
yes

no

yes

Taking into accounthat for some pilots both their relation
architectural view were similait was decided tanergesome of the pilots and use casé&s particular:

1
1
1
1
1

yes
yes

yes

yes

yes
yes

yes

yes

yes
yes

yes

yes

yes
yes

yes

yes

yes
yes

yes

yes

No Yes
No Yes

Yes Yes

No Yes

yes
yes

yes

yes

to Mbec objectives/results and their

UC1, pilotl.1 and pilot1.2 are merged into a new pilot version, rembasepilotl,

UC2, pilot2.1 and pilot2.2 are merged into a new pilot version, renamed as pilot2,
UC3, pilot3.1 and pilot4.1 are merged into a new pilot version, renamed as pilot3,

UCA4, pilot4.2 and pilot6.1 are merged into a new pilot version, renamedas,
UCS5, pilot5.1 remains as it is, and is renamed as pilot5.

While the number ofuse casesnd pilots has beenreduced, this fact does notimply a reduction in the
workload or in the scope of the project, butather a natural development based on tldentification of
common expected outcomes and the implementation of common solutions under an integrat8dcM

architecture

The nexttable summarises thaew version of theilotsto beimplemented in the pilot cities.

Use Case 1

Use Case 2

Use Case 3

Use Case 4

Use Case 5

Pilot 1

Pilot 2

Pilot 3

Pilot 4

Pilot 5

Table2-3: M-Sec pilots

Secured 0T devices to enrich strolls across smart city parks

Home MonitoringSecurity System fageing people

Secure and Trustworthylobile Sensing Platform

Secure Affective Participatory Sensing of City Eventssborder)

Smart City DatMarketplacewith secureMulti-layer Technologies

Santander

Santander

Fujisawa

Fujisawa&
Santander

Fujisawa &
Santander

Finally,considemg the unigueness of the different pilots and the rieef homogenising thema common
approachsimilar to the onedefined in D2.4s adopted in the currenteport. Therefore, br eachone of the

pilots, the following specific informatiors provided:

14



Synopsisincluding a description of the pilats well as an explanation of the new verspf the pilot,
when required
{01 1SK2t RSNEQ ARSYUGATAOIGA2y S S dehfidd Awhithy/tBeir K 2 &
interests are as well as what the particular benefits provided bged are.
Recruitment criteria, including details such as the number of expected participants or technological
capabilities, if required.
Stakeholder€engagement pla: an update on the initial plan presented in D2sere stakeholders
and enduserswere identified and how the recruitment would bearried out was explained.
Data management plampdating the initial plan detailed in D2 ®@herethe types and format of the
data to be useds well as the methodology to be followed their managementvere described.
Ethics plan providing an update on the initial plan explained in D2.2, which descriimed
compliance with ethical issues thheenensured
Setupand timeframe: updating the initial planning.
KPls, including the metric indicators defined that will allow checking the success of each pilot.
Questionnaires: as part of thevaluation methodology,surveys will beOA NOdz | § SR Y2y
participants in order to get their feedback.
C20dza 3INRdzLJA YI& 0S 2NHIFIYAASR gAGK LAfT2G4Qa LI |
participation in the pilot.
Possible risks and corrective actiongjing to anticipate events such as gettingnamber of
participantsbelow the requiredminimum.
User related threats, includingpose non ¢technical threatselated to security threatsidentified in
each pilot as well as the@asures to overcome thma thanks toM-Sec This section complements the
work done inP®3.5Risks and security elements for a hyperconnected smaQuityere the detailed
analysis of the min technical risks can be found
5Vs definition of Big Data is followed in order toyide a standardized pilots overview in terms of

0 Volume:Refers to the vast amounts of data generated every second

o0 Velocity:Refers to the speed at which new datee generated and the speed at which data

move around.

o0 Variety:Refers to the different types of data we can now use.

0 Veracity:Refers to thamessiness or trustworthiness/quality/accuracy of the data.

0 Value:Refers to the extracted value of the datarh a business or/and societal perspective
For each one of the pilots, firstlit has been identifiedvhich 5V characteristicsappear; then the
pilot's dimension has been scaleg to force the appearance of the 5Mand finally it is shown how
the M-Secsolutionwould addresghem.
What M-Sec is offering in terms of securitglarifying why pilots should adopt the-Bec solution
instead ofother technologies.
Finally, four core M5ec expected resulténdicating whichpilot contributes most to which of the
four key innovativeresults: ResultléM-Sec distributed, robust and trusted platfoémResult2dM-
{SO L2¢ alREUISIEMESEDd sSINTE OA (1 & S ®esaltddReévénies modelyaRd
replication plas.
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This section describee current status of thePilot 1, which will be thetranslation into realife of the
ambitions sketched in Use Case 1.

211

During the second year of {8ec executionaking into account the similar scope of the two different pilots
initially proposed as part of UC1 and looking for a siiisption of the message to send to potential users
and stakeholders, the consortium decided to merge them both and present a single pilot to the world.

Hence, he main idea behind this pilot consigitdeploying I0T devicabat measure variables sigrifint to

GKS gSttoSAya 2F GKS O briiadavelsAayiddvasckowdingfisélettedsanam3 K | &
through the sketching of heat mapghis information is relevant for the Municipality as well since it is not
covered as of today as part ofdlsmart city deployments already existing and this data would help when
analysing the area and programming specific actions.

Usersinterested in taking parin the experiencewill find QR codes scattered throughout the pilot site (Las
Llamas Park in Santder) for them to join thepilot.

A web aptication will enablethese users to access and rate the quality of the data submitted, providing
another layer of validation. Such activity will be encouraged via a rewards system targeting the most active
users orthe site.

Overall, he information provided by Msec will complement and enrich the one currently existing and will
help the Municipality to extract valuable conclusions through the observation of diverse areas in the park.
Figure2¢l offers a view on one of the sections of this web application and how its structure helps to the
enrichment of traditional information.

The main goals designed fibre system that will béestedduring the execution of tis pilot will be:

Enrichmentof the current localinformation panelsprovided by the city government, through the
introduction of digital sensormitegrated in 10T devicesnd communications.

Improvement of data security ahintegrity through the use of Mec layers in the different elements
that compound the service. For instandbe 10T devicedocated in the lower layer will integrate
hardware security features that will encrypt the data generated. wfgeds, looking upn the
architecture, components such as th&ompanion databasealong with the introduction of
blockchaintechniques will helpto prevent malicious attacks kg parallel encrypted system for data
storage connected to the blockchain to ensure data tampeof. A middleware betweethe loT
Devicesand upper layersEclipsesensiNact will help to provide a fine granularity access control
mechanism to allow only authorised people to read (sensor meastrmn)the 10T devices.
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Figure2¢1. Pilot 1 web application appearance

Nﬂ

Table2c4 summarizes the main details related to Pilot 1.

Table2¢4: Use Casé pilot 1 details

Santander City (Spain)

Initial stage relies on users close to Santander partners in the Consortium before open
citizens willing to participate.

Acceptance and consent to participate in this pilot under ¢beditions expressed by the -Bec
consortium.

loTDevices with increased HW security.

Web application frortend displaying enriched environmental and crowd data from IoT devic
IoT Environmental Monitoring devices integrate the following senseraperature,humidity,
CQ, VOC, andoise.

Crowd counting 10T device: to estimate number of people in a specific sport.

Dashboard: access to web apil enable establishing useful comparisons and preparing
strategies.
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2.1.2

The consortium has identified the stakeholders involved within this use case as well as their interest and
particular benefits provided by Aec in order to establish the communication activities accordifigiple
2¢5 summarizes who they are and which their specific interasts

Table2¢5: Use Casé pilot 1 stakeholder Identification

Enriching the wurban Ilaborator

Santander .IOT Carryngout new tests in itsvell-knowncity- dimension through the deploymen
S infrastructure . 7. % . .
Municipality . wide living lab. of new devices, whose security hi

providers i
beenreinforced.
Getting information on a simple way vali . . .
; .. Getting aggregated information @
- End users ol for them to know whether, for instance, it i :
Citizens : : : the park through a new usdriendly
the solution  the proper time to go to a certain spot c ool
not. '
- Obtainng new reliable data
Establising city-wide strategies depending SOUrces, which can be used fi
Municipal Service on data retrieved from crowd devices ar intérnal consumption and/or be
Services providers also act whenever  environment: Made available to citizens.
parameters value are unexpected - Establishing a new communicatic
channel with citizens
2.1.3

In wllaboration with the Municipal Environment Servigmtential endusershave been identified
including nature loversby contactingenvironmentallyfriendly associations, municipal staff, such as
representatives from parks & gardens municipatvice and IT department,sawell as general public,
by contactingneighbourhood associations.

Working status:For the first trial of this pilota group ofl0-15 dfriendé-usersfrom the groups identified
abovewill beinvolved

Minimum age of the participants18yearsold is the minimum required age to particigain the pilot
Gender balanceideally 50% female and 50% male participants

Technologicalcapacities Sincethe web application has been designed to be user frigntle only
requirementcould be © know how to handle a mobile phone or tablet.
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2.1.4

The consortium has created a plan for communication activities among stakeholders in order to achieve engagement adigraiboialidate MSec

through Pilot 1. The plan followed is the one pd®d below inTable2¢6:

Collaboration
with Municipal
Environmental
Service

Web
promotion

Focus group

Video
promotion

FZ
meetings
and
online
channels

Websites,
Social
Media
Account

F2F
meeting

Local
channels

Municipal
Environmental
Service

General public

General public

General public

~200

1520

5,000

Table2¢6: Use Casé pilot 1 stakeholderrecruitment actions

Since the
beginning of the
project

Summer 2020

September2020

October 2020

Regular meetings and
conversations with  Municipa
Environmental Service

representatives to identify
potential endusers as well ato
promote their participation

Publish messages related to th
Use Case and its pilot the mome
the initial trial starts

1-hour meeting topresent the Use
Case and its pilot to the public ar
show how the new tool works

Brief Use Case 1 promotial video
to play in local channels (info we
channel, local buses closed loop)

Taking into account their extensive knowledge
the park as well as the activities they organi:
several meetings have been held to ali
municipal and project needs. They are activi
participating in aspects such as the location
the devtes, web appearance and content al
identification of potential users.

Showing the usability of the proposed solutic
and the kind of enriched experience users v
have. Secondly, by demonstrating how sect
and robust is the solution provided.

Users will be engaged as long as they see that
solution offered does not require any complex
from their side in terms of installing devices
configuring them. Furthenore, partners will
organize a followup meeting where users ma
share their experiences in order to improve tl
tool, as far as possible, for the next pilot phase.

Promoting periodic updates on the solution.
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2.15

Thestrategy to deal with data generated in Pilot 1 will follow guidelines sketch&dle2¢7.

2.1.6

The personal data which is collectddi G KS NBIA&AGNI §A2Yy LKéndbksthe T

Table2¢7: Use Casé Pilot 1 data management

Raw data values from sensors ¢Cabise level, number of attendees, etc.)
Metadata associated with raw data (network link strength, I0T device battery I
sensor type, etc.)

JSON data exchange format foansporting data & metadata within an MQT
channel.

Over the course of the pilot, data will be generated from sensors, and be collecte:
forwarded via MQTT by a Gateway Hub device in JSON format.

MQTT topics will be created upon theffdrent measurements collected by the Ic
devices deployed in the park.

The corresponding baetnd will subscribe to all these MQTT topics to prope
present data in the web app.

Over the course of the pilot, data will be collected amtered into SQL database ¢
JSON documents.

identification of a subject in a public spacélowever, t is not considered a high risk to priva@nd,

therefore, does not require a privacy impact assessmerttis is due to the fact that the information
requested during the registration process is just amail address, to keethe user properly and directly

i K

informed of updates in the pilot, andlAISNE 2y I £ LI a4 62NR® | LRY O2yadzZ Gl

data protection officer it wasmade clear this kind of information requested from users do not imply the

need to conduct a DPIA.

During this registration stagéhe user isfirst informed aboutthe main concepts of the data protection, such
as who the controllers, which the purpose of data collectiag what the legitimacyis, who the recipients
are, as well as which their righsre; and then,they will authorizethe data processingOnly when the user

accepts tlis basic information, cathey continue with the registration in the app.

Furthermore, data protection issues with handling mdrsonal data will be addressed by the following

strategies:

Volunteers to be enrolled will be givecomprehensive information, so that they awle to

autonomously decide whether they consent to participate or not.

The data gathered through logging, questionnaires, interviews and focus gnellipe anonymised.

Data will be stored only in anonymoterm. Theidentifiers of the participants will be knowonly by
the partners involvedTSTand will noteven beexposedo the whole consortium.

More information about GDPR compliance of ti& case can be found on D5.11 from Task 5.3
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2.1.7

Due to the impact of the COVI® pandemic, the pilot implementation needed to be postponed. The
updated planning for the set up can be foundTiable2¢8 below:

Step 1
Preparation

Step 2
Recruitment

Step 3 Training

Step 4
Installation

Step 5 I'trial
starts

Step 6 Initial
measurement

Step 7 Final
assessment

Step 8 Data
analysis

Step 9 Sub
iterative
releases

Table2¢8: Use CaskPilot 1 Steps assessment process and timeframe

-GDPR compliance:

- Evaluation of the need of DPIA
- Assignment of roles (controller,
processor)

- Informed consent

- Selected candidates

-Training session to facilitate the us
of the Park Guide web app

- Sensors installation & calibratiosat
Las Llamas Park

-Initiation of the pilot

-KPls

-Questionnaire

-Questionnaire

-Focus Group Discussion

- Data reporting
- Analysis of logging data
- Synthesis of results and suggestion

-Feedback to th&€onsortium

-Enhancements and finalization «
integration with MSec

As it can be found on deliverable D5.11,
there is no need of DPIA.

Roles have been defined, AYTOSAN and ~
act as controller while the TST acts as Dati
Processp

Identification of potential frienelisers,
starting withmunicipal staff and
environmentallyfriendly people

An online workshop will take place to sho
Park Guide functionalities

Strategy shared among involved partne
and corresponding Municipality Service
Installation ~ waiting  until  pandemi
restrictions finish.

Pilot is expected to start in M2(September
2020) for a total length of 3 months

In order to get an initial feedback from en
users, KPIs will be continuously monitor
and a questionnaire will be sent 1 moni
after the initiation of the pilot. Results wil
be used toenhance the MSec components.

A final questionnaire will be sent to finaliz
evaluation of the pilot. Additionally a focu
group with users involved during thpilot
will be conducted to collect further details.

Evaluation results will be analysed al
summarize to be transferred to technici
partners for evaluation of furthel
enhancements on their components.

The integration with MSec components wil
be completely finalized.

M15-M22A
COMPLETED

M19-M26A
NOT
COMPLETED Yt

M26-M27A
NOT INITIATED
YET

M26A NOT
INITIATED YET

M27-M29A
NOT INITIATED
YET

M27-M28A
NOT INITIATED
YET

M28-M29A
NOT INITIATED
YET

M30A NOT
INITIATED YET

M30-M35
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Step 10 ¥ -Initiation of the second phase of th Pilot is expected to start in M36 for a tot: M36-M38A
. . NOT INITIATED
Trialstarts pilot length of 3 months
YET
Step 11 Final -KPIs KPIs will be continuously monitored and M39A NOT
assessment ) ) questionnaire will be sent after the pilc INITIATED YET
-Questionnaire conclusion for the final evaluation.
2.1.8
To check the success®ilot 1, a series of KPIs, listedTiable2¢9, will be monitored.
Table2¢9. Use Case Rilot 1KPIs
Minimum number of XP I dZAtGaN T
- Number of end users 10-15 friend users, .
#Participants end users tdest the : . nd . Park Guide
: : registered into the system 2" trial: 50
solution provided L
participants)
To evaluate the real
#Active users activity of registered Connections tothe web app X H 1 Park Guide
participants
Verify datareliability ~ Use Blockchain, sensitive date Companion
. . Databaseand
#Data tampered (it has not been from this use case can be 0 Quorum
modified) tamper proof. Blockchain
Through smart contractst is Companion
#Unauthorised Avoid unauthorised  possible to verify whether P
. o DataBase +
intents to access users have access to someonehas authorization or 0 e
to data sensitive data not. Warning logs will be .
. : Blockchain
received to alert about it.
Putting I0T devices on the
#DDoS attacks Aymd attempts to _ Internet befgre going public 0 IoTPOT
disrupt normal traffic  and evaluating their
interactions
Avoid infiltration in  Attacks to the loT devices to
#Data Theft the overall MSec getinformation(not available) 0 loTVault
system and other and/or access to other
projectresources elements in the system.
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2.1.9

Fa evaluation purposes, a survey will be conducted at the end of the initial piloting phase which will address
topics relatedio usability, accessibilityscalability, reliability, integrity, accuracy and availability. Additionally,
some open questions will be included in order to get new insights, ideas or enhancements raised by end
users.

2.1.10

A focus group will be conducted at theginningof the pilot experience involving Santander citizens and
inviting other stakeholders as welkt will involve 10 to 15 people plus a moderator who will lead the
exchange of ideas based dhe brief presentation of the Msec project and its goals and the specifi
ambition of Pilot 1. A bunch afuestionswill be prepared foreach participanto expresstheir ideas and
opinions. This will serve to provide relevant input into WP4 Multi Secure technologies for the second
iteration of demonstrators.

2.1.11

Number of participants:

0 Risk: Thepilot doesnot acquire thedesirednumberof participants.

o Action: This pilot will be initially validated with 5 end users, considered people close to the
partners involved in the experience. Soatel on, the recruitment of citizens will take place
through different actions reaching the desired number of participants. Nevertheless, it may
be possible that some peopkre reluctant to take part of an experimental action like this
and/or any of thendecide to voluntarily withdraw its participation for whatever reason (e.g.
not useful data)!n this case, the consortium will conduct another quick recruitment process
to solve this situation.

Technical problems:

0 Risk: Participants are frustratewhen technical problems occuwith the data provided by
the loT devices

0 Action: Thesolution along with the integrated Mbec componentsvill be tested in detalil
before being tested byeal users.

Protection of personal data:

0 Risk: Leaks of personal data:

0 Action: The purpose of Mec is to avoid any malicious attack or breach of personal data.
Therefore, MSec components integrated within the solution of Use Chseill provide
extended security measures to avoid any risk relatedit. Additionally, minimization
principles have been applied in order to minimize the use of personal data only to what is
strictly necessary faechnicalevaluation.
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2.1.12

The consortium has analysed the different risks for a solutientlik one to be piloted on Use CakeMain

technical risks can be fourmbmpiled inDeliverable3.5a wA &1 & YR aSOdz2NA (& St SYSy
& Y I NJi. Cabdeknidgéthe netechnical threats, they have been analysed within this deliverable akehta
Ayid2 | 002dzy i FT2NJ 02 YYSNDA Ictechrichl ihkegts” &6 surhduzitkd2id e & |
following Table2¢10:

Table2¢10: Use Casé pilot 1 user related threats

Incorrect  treatment  of
personal data offered during
registration process

Mishandling of

Park Guide
personal data

Citizen

. . . Sensors are no
Erroneous information in L .
the associated applicatior I (SIS
Citizen, Municipal Services pp information  (sensor EnMon, Crow, Park Guide
that lead to incorrect L
- connectivity, no data
decisions

generated, etc.)

What could happen if an
malicious person puts fals
QR codes across the park?

Complaints to the pilot
responsible. Bad PR fc
partners involved.

Citizen Park Guide

2.1.13

Table2¢11 summarizes the &selineapplied toPilot 1following the 5Vs definition of Big Data

Table2¢11 UseCase Pilot 1¢ 5Vs of By Data

There are more than 500 Nation:
parks in Europe, covering an area
customized o1

No,
devices like the ones
developed within this Use

5123,389square kilometres, and ove
30 inJapan, covering an area of 20,4!
km?. Knowing that Las Llamas pa

Establish restrictive periods t
not flood databases with net
so-useful data. This will also

Case may generate lots ¢ presents 11 hectares and th
Volume - N lead to a better battery usage
data but no vast amounts envisioned deployment will include .
. : . Use of sensiNact as
of it (e.g. TeraBytes loT devices, we can estimate thi agareqator consolidator of
depending on the desirec 340,000 devices could be required. 9greg
L data.
application. each one of them generates 3MB
data per day, w will be dealing with
over 1TB of information per day.
Velocity No, the time of response Therequired speed may be the same, The application_s devi_sed will
from the sensors to butthe actual speed reached will not need to deliver this data
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integrate in the 10T depend on the capability of the in a highspeed manner.
devices is such that a lot ¢ infrastructure/system to handle the

measurements could be volumes of data.

delivered but no real time

info is strictly required..

For instance, IoT devices

this pilot could send date

every minute if needed.

It could appear if more fields are
No. Same typ of added (e.g.type of park, types of

Variety structured data. exhibitions in parks, etc. givingan
application like TripAdvisor).
Introduction of the secure
Yes, data could b element to prevent external
Veracit tampered or even the owr Depending on the sources attacks Application of
y device could not transmil ~ P g ’ blockchain techniques in
accurate daa. certain parts of the service to
assure data veracity.
Cities around the globe see as a grea
opportunity to take advantage of the
Yes, risk analysis reports  deployment of this kind of solution,
regarding the number of  which may bg especially relevant in a Exploitation of data generater
attacksavoided for postpandemic world. Interested Sl . A <~ x
) . in Pilot lviaM{ SOQ&a L
instance using Msec stakeholdergyet data from these : .
Value e . marketplace will provide a
capabilities and/or succes: deploymentsand create services .
: . valid reference of the value
of the service related to ~ which may complement the ones . . :
. ) . . associated to this information
the engagement achieved already provided by cities, whidn
with endusers. turn share their most relevant data
with other cities experimenting similar
situations.
2.1.14

This specific pilot needs the-Bec privacy and security mechanisms due to iieesiasing number of attacks

on loT devicesuch as the ones that will be deployed in this experiefitese attacksan go from the ones
directed directly into the physical units, aiming at their integrity (external damages, power supply failures,
even theft) to the ones affecting the data they generate and trying to get the personal information end users
employ to ineract with the system. Readers could refer to Deliverable 3.5 to get a wider view on the threats
looming over these deviceShere is a need to obtaireliable data from these I0T devigesince it will be
required for Municipal services to implement effee strategies.
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What M-Sec provides specifically is a collection délifonal security measures from both a Havid an
application standpointcomplemented by the introduction of blockchain techniqueshis application field

and the treatment of datain the Companion Databasé¢p prevent external attacks that may lead to
erroneous actions from endisers understanding by this termot only citizns but also Municipal services

On the one hand, environmental sensing devices will provide useful amdlesinformation to establish

much needed comparisons among environmental spots in the park physically separated (e.g. some of them
closer to the road and others near the artificial lake) for end users to evaluate how healthy they are and
municipality ownes to act if pollution and/or noise goes above certain acceptable thresholds.

On the other hand, crowd counting devices will help authorities to keep track on whether attendees respect
the social distancing imposed by the government rules looking to miaimteople safe from virical impact,
which is a topic more relevant than ever. Getting to know the number of people gathering at designated
spots in the park and thanks to these devices being portable putting them on demand in other city areas will
help tokeep Santander safe.

2.1.15

Table2¢12 showshow this pilot contributego deliverthe 4 key expected results, highlighting the one to
which it contributes most

Table2¢12 Pilot 1¢ 4 Core MSec expected results

Pilotl Secured I0T devices to enrich strolls across smart city  Yes No Yes Yes

This pilot contributes mainly to Result MI-Sec distributed, robust and trust@thtform, by providing novel
secured solutions to the loT field already known in the Smart City context. In particular, talking about
Santander, there have been several initiatives in the last few years with the Smart City as a primary focus,
creating kindof a habit in the local and close stakeholders and in the overall population. Wka&dM
provides is anuch-needed update, assuring participants security, safety and reliabilitytaraljghPilot 1, a

way to exemplify it.

On the other hand, even thoughdoes not directly contribute to Result®]-Sec loT Marketplacé is true
that data coming from this pilot is going to be integrated into theSkt marketplace.

Additionally, it contributes to Result®1-Sec smart city ecosystelwy providing data compimentary to the

one already provided in the city of Santander via its Open Data Portal and thus attracting entrepreneurs and
external developers that may find an opportunity to exploit them and develop their very own solutions for
the Smart City.

Finally,it contributes to Result4Revenue model and replication pJama the development of 10T devices
prototypes that may result highly relevant in the global context we find ourselves today. That is because
keeping track of the people attending specific aréag. Santander beaches) and/or events is now more
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important than ever and thus event organizers and municipalities are in need of reliable solutions to get this
information and act accordingly.
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221

Pilot 2 carried out in Santander city intends to face the main challenge of the rapid increase of elderly
population during the past years caused by the increase of life expectancy due to medical, social and
economt advances. Ageing people may feel isolated due to the lack of close family ties or the result of living
alone. Additionally, many ageing citizens live with a constant fear of falling or becoming unwell without
being detected or helped by others for a lotime. Therefore, the consortium aims to provide a solution
that already covers some issues related to wellbeing and safety at home.

Thispilot is going to focus on home activity monitoring through the use of sensors such as presence sensors,
bed occupancgensors, window/door open sensors, and smart plugs. It has the aim to digitalise some of the
current analogiebased, teleassistance service provided by the Social Services department of the Santander
City Council through a thirgarty operator.

ConnectedCare Assistangarovides the following features:

Connected Care Portal Platform user Management.

Live Dashboard (alarms activated, latest activity)

Patient/User Management (user data, device assignment, alarm assignment and custom setting,
history data)

Device Management (device info, connectivity & battery feedback)

Alerts configuration (generic setting based on device/sensor type. Single Alert. Combined Alert)

Figure2t 2: Connected Care Dashboard
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Themain goals designed for the syste@ofinected Care M-Sec platform) that will béested during the
execution of the pilot will be:

Improvement of quality of life of elderly people who live alone and are not familiar with the use of
new technologies.

Creaton of a network of caregivers, formed by relatives or neighbours previously authorised by the
St RSNIe&sx o¢K2 gAff 0S lotS G2 OKSO] dzA SNE Q & (
parameters.

Improvement of data gathering and information enrichmernithathe digital transformation of the
current local teleassistance & emergencies social service provided by the city government, through
the introduction of digital sensors and communications.

Improvement of data security and integrity through the usé/bSec layers in the different elements

that compound the service. For example, components such as the companion database with the
quorum blockchain to prevent malicious attacks dyarallel encrpted system for data storage
connected to the blockchain to ensuteamper-proof. A middleware between Connected Care and
Home Sensor Devices, EcligsasiNact whichprovides a fine granularity access control mechanism

to allow only authorised people to read (sensor measures) ooag¢actuators) 10T devices

Table2-13 describes the main aspects of the pilot execution

Table2-13: Use Case Rilot 2details
Home Monitoring Security System for Ageing People
Santander City (Spain)

5 users older than 65 years old.

Family relatives and/or other actors (friends, neighbours, community memk
willing to participate as a care giving network and social contact for the el
citizen.

Acceptance andconsent to participate in this pilot under the conditior
expressed by the Msec consortium.

IoT Sensors and gateways
Web frontend displaying enrichedome monitoringdata from users

Connectivity Hub (Gateway}o collect data from sensors (ZigBee)

Motion sensor:to detect human presence in a room

Window/door open sensorto detect home doors/windows opening

Bed Occupancy Sensadio detect if the user has left his/her bed and/or nc
returned after a specifiegeriod.

Smart plugto detect activity in home appliances (e.g. TV)

Dashboard access to web app dashboard for the monitored users. Addition
WLI will also have access to this dashboard, in order to chetlsolve events.
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2.2.2

The consortium has identified the stakeholders involved within this use case as well as their interest and

particular benefits provided by Mec in order to establish the communication activities accordingly

Ageing People

Caregivers

Tele
assistance
providers

AYTOSAN (I
charge of the
Teleassitance
service)

loT Providers

End users of
the solution

Closest
network
from end
users of the
solution

Monitor end
users

To improve
QoL of their
citizens

Provider of
Devices for
home
monitoring

Table2-14: Use Case Pilot 2 Stakeholder Identification

A solution that allows remote monitoring ¢
their activity at home in order to live
independently at his/her residence with a
the security about that if something happen
someone from the tele assistance service v
be notified. Due to the lack of technoloc
knowledge, ageing people are interedton a
usable solution that allows minimur
technological contact. Additionally, end use
expect a solution that protects their data \
malicious attacks.

His/her relative can have a good QoL by be
monitored through a secure and reliabl
system. Caregivers may want to be notified
case of an alarm generated.

Digitalize current analogic systems while
the same time monitor in a secure way all tl
users from the teleassisance service.

Securesmart city solutiongo increase QoL.

First to increasesales by providing thei
devices at a higher scale (i.e if the UC
successful and replication occurs). Second
increase security in their devices
differentiate from competitors, increast
trustiness and become one of the ma
leaders on loT devicesurity.

M-Sec will enforce a trustworthy
environment on the loT ecosyster
and facilitate and easier adoptioloy
demonstrating how current potentia
risks of 10T can be mitigated by usil
M-Sec secure component:
Furthermore, the solution provided
Connected Care, allows to remote
monitor users without complexity or
the collection of data from end user
point of view.

M-Sec will provide thesecurity and
reliability on protecting the dats
processed from their relative in .
secure way.

Teleassistance providers can bene
from the use of secure component
from M-Sec to improve security ol
their l0T platforms.

Deploy easily scalable technologi
that bring tangible benefits (bette
services, reduced costs), but that
the same time include security an
privacy mechanisms.

To use potential outcomes from M
Sec to improve security from a devic
perspective.
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2.2.3

The minimum number of participants p&ilot 2is 5. The main barrier tmaking the pilot open to a wider
audience is the cost of theelated Home IoT deviedi 2 0 S RS LI 2 &é@nefbrimonitadry dza S
purposes. However, for the preselection criteria, a higher number of users have been identified, 15 in total.
Since this use case involves the recruitment of ageing people, healthepns surgeriesand others, may

limit the awailability of the participantsluring the pilot length and this muse considered

Working status:We focus on potentially isolated people therefore the participaauts already retired
under the following chracteristics:

o Persons whare currently getting the telecare service.

o Persons who livalone

o Persons who have not any disability or mental problem

o Persons who have networkof relatives interestedn joining the program

o0 Persons who arproactive injoining the pilot.
Minimum age of the participants65 yearspeople should be ideally between &Hd80 years old.
Gender balanceideally 50% female and 50% male participants
Technologicakapacities Since the installation of Home Sensor Devices wilp&rformed by the Tele
FaaAadlyoOS t NREOARSNI I (gootdCSKidwWkRdgK Plowéver Abélanded miy'a2 G NB
participants including those with good ICT knowledge and those with poor ICTsskdisrable.
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224

The consortium has created plan for communication activities among stakeholders in order to achieve engagement and participatiidateM-Sec
throughPilot 2 The plarfollowed is the one provided belaw

Collaboration with
municipal Socia F2F
Services, and the curren and
tele-assistance provider channels
(Atenzia)

Conduct a training
session to showto the
tele-assistanceoperator

the use of Connectec Online
Care as well as th
benefits obtained
through M-Sec

Table2-15: Use Case Pilot 2 stakeholderrecruitment actions

meetings Municipal Social
online Services

Atenzia

Teleassistance
Provider
(Atenzia)

and 3

24

Sincethe

beginning

of the
project

July2020

The Telecare service is a hon
assistance service via telephon
with immediate and permaneni
attention and an effective
response to any incident o
emergency situation. TheCity
Counci] specifically the Municipa
Social Services, is in charge of t
senice, and it is provided throug!
a service provider, Atenzie
Therefore, getting their
involvement and collaboration ha
been essential in the developmer
of the pilot.

The current  tele-assistance
operators use a platform for user
and events management
therefore, they have good IC
knowledge Atenzia has selecte:
several of its operats to also use
Connected @re platform, while
continuing to offer the service
committed to thecity council.

From the beginning of the
project and taking into accoun
their extensive knowledge o
the service and  users
meetings have been held t
align the municipal and projec
needs. They have bee
involved in aspects such as tt
choice of the devices to bi
deployed, the platform
functionalities, the definition
of alarms and privacy, with the
aim of making the most of the
pilot.

On the one side by showin
the usability of Connected Car
vs the analogic current solutio
they have and the benefits
obtained Secondly, by
demonstrating how secure an
robust is the solution provided
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Individual  visits
to each of the Ageing People
potential users at and Caregivers

Pre-selection of a groug
of tele-assistance servic

users their residence.

' . Individual visits
Confirmation of .

- to each of the Ageing People
participants and

final users at andCaregivers

installation of devices . .
their residence.

February/
May 2020

July2020

The teleassistance provider count
with over 2000 users who ar
already part of the monitoring
service.From this network, a tota
of 15 users were preselected
during the montlts of January anc
February taking advantage of tr
regular visits to thie homes. Due tc
the COVIEL9, in May it was
necessary to confirm th
availability of the preselected
candidates.

Both Municipal Social Services a
Atenzia recommend individue
visits to each telecare user inste:
of group meetings, as well ¢
minimizing the number o
individual visits.  Therefore,
following their recommendations
during an individual visit to eac
one of the pre-selected candidates
he/she will be provided with a
more detailed explanation of th
pilot, given the informed consent
to be signed and devisewill be
installed For pilot purposes only
of the total 15 usrs will be finally
selected to test the solution.

During these individual visit:
the pilot has been explained t
each one of the 15 tele-
assistance service usgrtaking
into account his/hemprofile and
circumstances, with the aim ¢
assess his/her degree of
interest in taking part of the
pilot.

Users will be engaged as long
they see that the solutior
2FFSNBR R2Say
complexity from their side ir
terms of installing devices c
configuring them.
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2.2.5

Table2-16: Use Case PRilot 2data management

Raw data values from sensors (movement, occupancy, voltage, frequency, O
values, etc.)

Metadata associated with raw data (netwdikk strength, AC frequency, sensor tyg
data unit type, transaction type, etc.)

JSON data exchange format for transporting data & metadata within an N
channel.

Metadata will be generated to describe the data generated sensors andypiti
home and will be stored alongside the data. Appropriate metadata standards w
applied during the creation of the metadata.

Over the course of the pilot, data will be generated from sensors, and be collecte:
forwarded via MQTDy a Gateway Hub device in JISON format.

MQTT channels will be created upon the different measurements collected by
home sensors.

The Teleassistance bae&nd will subscribe to all these MQTT channels for each |
to receive all the data from evehyome.

Over the course of the pilot, data will be collected and entered into NoSQL date
(MongoDB) as JSON documents.

2.2.6

This pilot implies the processing of personal data figanticipants. In order to adopt the right strategy for
the protection of the rights and freedom of individu@taeaning freedom for individual to make choices and
to control how and with whom they share data collected by serjsave have conducted an eWation of
the need to conduct ®ataPrivacy Impact Assessment (DPIA) as defined by the GDPR.

The consortium has based the criteria evaluation of the need of DPIA under GDPR (General Data Protection
Regulation), Article 35 that sets out three typespobcessing, which always requires conducting a BPIA
Furthermore, we analyskthe Treatment list of DPfAvith eleven (11) criteria to be considered.

During the assessment, any criteria were considered as applicable to the current use case.

The pilot wil be tested within a small group of individuals, in total 5 end users, mainly because of the limited
number of IoT home sensors packs that the consortium can provide within budget. These users are above 65
years old but in any case, they are independergiag people.

In no case, the participant of the pilot will be prevented from exercising his right or access to a good or
service. In the informed consef(that can be found within Deliverable D5.11 GORRWill be stated that

! https://gdpr.eu/article-35-impactassessment/
2 hitps://Iwww.aepd.es/sites/default/files/201909/listasdpia-en-35-4.pdf

34


https://gdpr.eu/article-35-impact-assessment/
https://www.aepd.es/sites/default/files/2019-09/listas-dpia-en-35-4.pdf

participation is voluntary @d at any timethe usercan exercis¢he right to leave without causing any kind of
impact on the contracted service thhe/shehaswith the tele-assistance&ompany.

Furthermore, the use case validates the technology developed e8ed) applying multiplesecurity
mechanisms on different layers, howevdretuse of new technologieR 2 S dnyalvé new forms of data
collection and use with risk for the rights and freedoms of peoiplenly provides an enhancement on the
security aspect.

In addition, some pnciples resulting from the philosophy of "privacy by desipaVe beenadopted in
coherence with the feasibility of the scenarios:

Only the data necessary for the conduct of the experiment will be colledf@mization controls

have been applied only to process personal data that is considered essential for conducting the pilot.
Therefore, the consortium will only collect data that is necessar@fort A RF G Ay 3 (G KS LINJ
and improing the developmemnof the technology.

The solution includes the integration of several secure components developed or enhanced by M
Sec to provide additional secure mechanisms and engensonal data protection.

A strict application of the principles of accountabilitydanansparency to usensill be adopted.

Furthermore, data protection issues with handling mdrsonal data will be addressed by the following
strategies:

Volunteers to be enrolled will be given comprehensive information, so that theyahte to
autonomotsly decide whether they consent to participate or not.

An informed consent will be provided showirlige purposes of the research, the procedures,
potential inconvenience or benefits as well as the handling of their data (protectiorage) will be
explaned (available on D5.11 GDPR)

In order to make the research transparepgrticipants willsign this consent form before taking part
in the pilots.

The data gathered through logging, questionnaires, interviews and focus gnéllipe anonymised.
Data wil be stored only iran anonymous form so it identifiers of the participants will only be
known by the partners involve@AYTOSAN and Wiahd will noteven beexposedto the whole
consortium.

More information about GDPR compliance of this use casanitbe found on D5.11 GDPR.

2.2.7

Elderly homes will be setp with different sensors and gateways connected to th&et platform.

All participating users will be informed of the pilot goals, duration and activities and their consent will be
required.

Every participant will be provided with a sensor padntaining 4types of sensors(bed occupancy
sensordoor/window open sensor, motion sensor and smart plddjey will all contain a gateway hub for
sensor connectivity.

The Teleassistancecompany and care giving network will be provided with a web fiemd displaying
enriched monitoring & emergency data from users.
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Due to Covidl9, the pilot implementation has been postponed. The updgianning for the set up can be
found below:

Step 1:
Preparation

Step 2 MPV
ready

Step 3
Recruitment

Step 4

Training

Step 5

Installaion and

configuration

Step 6 1'trial
starts

Step 7 Initial

Table2-17: Use CasePilot 2 Steps assessment process and timeframe

-GDPR compliance:

Conducted a complianc
assessment of Dat:
protection

Evaluation of the need o
DPIA

Assignment of roles

(controller, processor)

Joint controller agreement
and Data Processin
Agreement

Informed Consent

- Connected Care ready an
integrated with applicable
M-Sec secure components

- Selecteccandidates

- Training session  tc
facilitate IoT home sensor
installation and the use o
the Connected Care

installation &
dza S NI

- Sensors
calibrationl U

- Distribution and signature
of the informed consent

-Initiation of the pilot

-KPIs

As it can be found on deliverable D5.11, there
no need of DPIA.

Roles have been defined, AYTOSAN and WLI ¢
controller while theteleassistance provider act
as Data Processor

A joint controller agreemenbetween WLI and
AYTOSAN, as well as a Data Processing Agree
between AYTOSANind ATENZIAwill be signed
before theinstallation of the different devices

An informed consent teplated for this use cast
has been included within D5.11.

Connected Care has been customized for -
purpose of the use case and integrated wsibhme
of the M-Secavailablecomponents (Companior
DataBase, Quorum Blockchain, Eclipse Sensi
and loT MarketPlage

Several Meetings with Social Services and-ti
assistance provider have been conducted to ag
2y GKS dzaSNDna &St SOGA
of 15 preselected candidates, 5 have been fin:
selected.

An online workshop of two hours has taken pla
to show Connected Care functionalities as well
devices installation procedure

Specific employees from the tedessistance
provider have successfully installed al
configured the devices

Informed consents have been distributed
accordingly and signed by the participants

Pilot is expected to start in M26 (August 2020) -
a total length of 3 months

In order to get an initial feedback from end use

M15-M21A
COMPLETED

M15-M25A
COMPLETED

M19-M25A
COMPLETED

M25A
COMPLETED

M25A
COMPLETED

M26-M284

NOT INITIATEI

YET

M26-M27A
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measurement

Step 8 Final
assessment

Step 9 Data
analysis

Step 10Sub
iterative
releases

Step 11 ¥ Trial

starts

Step 12

Final
assessment

2.2.8

-Questionnaire (ageing
people and teleassistance
provider)

-Questionnaire (agein¢
people and teleassistance
provider)

-Focus Group Discussic
(tele-assistance provider)

- Data reporting

- Analysis of loggindata

- Synthesis of results an
suggestions

-Feedback to the
Consortium
-Enhancements anc
finalization of integration
with M-Sec

-Initiation of the second
phase of the pilot

-KPIs

-Questionnaire (ageing
people and teleassistance
provider)

KPIs will be continuously monitored and
questionnaire will be sent 1 month after th
initiation of the pilot. Results wilbe used to
enhance the MSec components.

A final questionnaire will be sent to finaliz
evaluation of the pilot. Additionally a focus grot
with users from the teleassistance providel
involved during the pilot will be conducted t
collect further details.

Evaluation results will be analysed aswmmarize
to be transferred to technical partners fc
evaluation of further enhancements on the
components.

The integration with MSec components will bt
completely finalized.

Pilot is expected to statih M36 for a total length
of 3 months

KPIs will be continuously monitored and
questionnaire will be sent after the pilo
conclusion fothe final evaluation.

NOT INITIATEI
YET

M28-M29A
NOT INITIATEI
YET

M30A NOT
INITIATED YET

M30-M35

M36-M38A
NOT INITIATE
YET

M39A NOT
INITIATED YET

To achieve success, KPIs are defiredugh metric indicatorsThe idea is to focus on the doing, areas,
fields and criticafactors, and to address the elements that are needed to complete @haluation and
identificationof results to assess design, validation and testihthe M-Sec framework in terms of security

provided.

#Participants

Table2-18: Use CasePilot 2KPIs

Minimum number
of end users to test
the solution
provided.

Number of
people) registered into the system

p dza S NI

end users (agein

Connected
Care
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To evaluate the TBD (applicable Connected

#Daily Home volume of data Raw data sent from the Home lo for a second Care
Activity Data generated and its sensors to Connected Care pilot phase)
scalability.
To evaluatespeed XH p a Connected
#Data frequency at which new data is Latency time Care
generated
#Events that have To evaluate the Connected
been  handled number of events ~ Number of alarms that have bee y ¢ 5 ¢ n Care
during the length raised and their addressed alarms/month
of the pilot reliability per user)

Thanks toBlockchain, sensitive dat 3 Attempts / Crypto

from this use case can be tampi 3 Detections companion
proof due a hash pointer The hash DataBase anc
Verify data has nof will i_n_dicate whe_ther data has bee Quorum _
#Data tampered modified. Worldline as owner of th¢ Blockchain

been modified solution provided to this use cas¢

will try to modify data to check the
vulnerability ofthe system and the
validation of the hasffunction.

Through smart contracts, tiis 3 Attempts/ Crypto

#Unauthorised Avoid unauthorised possible to verify whethesomeone . Companion
. L . 3 Detections
intents to access users have access t has authorization or not Warning DataBase +
to data sensitive data logs will be received to alert aboL Quorum
it. Blockchain
To evaluate the >4 (' Pilot MarketPlace
business value o Transactions handled in th Phase)
the anonymized Marketplace. Dataare sent every >20 (fd Pildt
#Data exchanged data sent from 24h per dataset. Since there are Phase)
Connected Care tc types of home sensor, there will be
the M-Sec datasets/day. Total pilot length: 36C
Marketplace
. : ... Manual way by verifying the <5 Connected
G0 pesitiye Wiy i [l reliability of the data with the end Care
events of the sensos
user
. Higher number of <10 Whole Pilot
#End points . : i
end points higher Accessog file System
accessed .
vulnerability grade
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2.2.9

Fa evaluation purposes, two surveys will be sent to the two types ofeseds (ageing people and tele
assistance provider). Questions will be related to usability, accessibility, scalability, reliatiétyity,
accuracy, and availability. Additionally, some open questions will be conducted in order to get new insights,
ideas, or enhancements raised by emskrs.

2.2.10

A focus group will be conducted at the end of the trial with the {dsistage provider. It will involve 5 to
10 people plus a moderator who will lead the exchange of ideas based-t& @Qestions where the main
purpose will be that each participaepressegheir ideas and opinionsThis will serve to provide relevant
input into WP4 Multi Secure technologies for the second iteration of demonstrators.

2.2.11

Number of participants:

(0]
(0]

Risk: Thepilot doesnot acquire the agreed numbef participants.

Action: This pilot will be validated with 5 end users. However, it may be possible that any of
the selected end users decide to voluntarily withdraw its participation simme reason
(health, not feeling attracted, etc.)In this case, the consortium has prese&stt10
additional users to cover a participant from the pilot eventually.

Time and effort for involvement of testsers:

(0)
(0)

Risk: Participants do not have enough time to participate in teshiagonnection

Action:End users will not have to perform aagtion from their side to validate the solution.
Devices will be installed and configure by the Tele assistance prpeidgeported by WLI

The webapp provided to access to the data collected from home sensors is just provided as
optional for the endusers There is not a need to access the webapp since all the alerts will
be monitored by the third party providing the service of tedssistance.

Technical problems:
0 Risk: Participantgendusers and teleassistance providerare frustrated when technical

problems occuwith the prototypes.

Action: Thesolution, along with the integrated Msec componentsyill be tested in detail
before being tested by older peopénd the service provider.

Additionally, ve will providea bug tracking system where ghtele-assistance partycan
report about problems with the systentfinally, other communication channelsuch as
telephone and emailwill be provided in order to expedite the resolution d@échnical
problems

Protection of personal data:
0 Risk: Leaks of persongata:
0 Action: The purpose of Mec is to avoid any malicious attack breach of personal data.

Therefore, MSec components integrated within the solution o€2will provide extended
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2.2.12

security measures to avoid any risk relatedit. Additionally, mimmization principles have

been applied in order to minimize the use of personal data only to what is strictly necessary

for the techicalevaluation.

The consortium has analysed the different risks for a solution like the one pddied on Use Cas2 Main

technical risks can be foundithin D3.5 Risks and security elements for a hyperconnected smart city
Concerning the nottechnical threats, they have been analysed within this deliverable and taken into

account for commercializaA 2 y Q &

Ageing
People

Ageing
People

Tele
Assistance
Provider

loT Provider

Table2-19:

Lack of trust on the
monitoring system (afraic
of not being detected by
the system)

Low perceived value. Na
willing to pay for a service
such as telassistance
monitoring

Resistance of moving fror
analogical to  digital
solution

loT device vendors lac
incentives to enhance
security

LJdzhetbgicalShiedts doehofved inTable2-19:

Use Case Pilot 2 User related threats

Sensors are not providing reliab
information (sensor connectivity, n
data generated, false battery status
tamper data.etc.)

Security components developed on-N
Sec are not as promising as it w
established due to immature
technology

Difficulty on showing in a materialize
way security benefits

Security components may not wor
properly. Difficulty on  showing
benefits since it is not a visibl
solution. Bugs appear during the pil¢
validation making the solutior
unstable to be accepted.

Not valuable value perceived in tern
of security at the IoT device an
Gateway level

Evaluation of the numbel
of false positive alarms.
Security in terms of date

tamper proof and
authorization
mechanisms have beel
integrated  with  the
solution

Workshops to create
awareness about
importance on  data
protection.

Internal lab tests from the
components developed

Workshops to create
awareness about
importance on  data

protection and benefits
from M-Sec

Internal lab tests from the
components developed

Workshops to estimulate
adoption of MSec
components and show
the competitive
advantage on providing
extended security
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2.2.13

The volume of data is rapidly growing. This data explosion is a realitytisateses must both face and
exploit in a structured and aggressive way to creattie for itself and its customers and in all sectors. One
popular framework or approach that has been useful to address the technical and managerial aspects of Big
Data, including emerging issues, challenges, promises, and opportunities is the 5Vs fran@wdhe
following table, the consortium provides how the 5Vs appears on UCR@nd/-Sec will address them.

Volume

Velocity

Variety

Veracity

Value

Table2-20: Use CasePilot 25Vsof Big Data

Yes, specific home sens:
devices can generate larg
datasets of data like fo
example the Smart Plug that
is continuously monitoring the
voltage and the AC frequenc
- High activity: 1 reaicig (100
bytes) every 5 minutes> 0.3
bytes / S
- Low activiy: 1 reading every
30 min-> 0.001 byte / s

Yes,depending of the numbet
of users, vast amounts of dat
can be generated, collecte
and analyzed.
-Latency Time:20s

No. Same type of structure
data.

Yes, data could be tampered «
even the own device could nc
transmit accurate data.

Since this pilot involves thi
participation of only 5 users
aggregated data would not b
considered useful for
consultation.

The number of seniors in EU ar
Japan (>65 years old) al
estimated to be 183 million
Therefore, the estimated dat:
amount per house per day
supposing that the averag:
number of member is .5 would

be:
-Highactivity: 25million readings
(25000000 bytes) every E

minutesd, 83,333 bytes/s

The required speed may be th

same, but the actual spee
reached will depend on the
capability of the

infrastructure/system to handle
the vdumes of data.

No. Same type of structured dati

Yes, data could be tampered ¢
even the own device could nc
transmit accurate data.

Yes, risk analysis repor
regarding the number of attack
avoided for instance using ¥8ec
capabilities / anonymized data c
users of the system regardin
their habits (by age, by type c
sensor, etc.)

Use of sensiNact as an

aggregator of data with
capabilities to consolidate
these data.

Use of sensiNact as an
aggregator of data with
capabilities to consolidate
these data.

NA

Hash created by Blockchain
and stored in the encrypted
Companion DataBase

Connected Care Assistant
along with MSec MarketPlace
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2.2.14

There are a lot of benefits ofsing the MSec platformthe security of theConnected Carapplicationcan
be improvedin all layers.By using MSec, it is possible to go beyond compliandth GDPR by adding
additional security measures to prevent external attacks that may lead to erroneous actions frensensd

One of thebenefitsis high level of securitthat provides the use of the quorum blockchain. Blockchain is
designed relying on digital signatures and encryption increments the level of data security, not allowing
tampering because the data stored in a Blockchain is immutable. It also reducesehd tifrbeen hacked,

as the information is distributed among all nodes in the network.

Another asset that increases the security for sensitive data is the companion database that together with the
blockchain, gives the possibility to get compliant with BBPR. Blockchain does not allow the modification

or deletion of data, so if some user wants to delete personal information cannot do it. The companion
database allows to have sensitive data stored imeacrypted database linked with a hash saved in a
blodl OKIF Ay Qa GNIyal OdAaz2y o

Furthermore by usingsensiNact Connected Care provides a fine granularity access control mechanism to
allow only authorized people to read raw data or interact with 10T devices.

2.2.15

Table2¢21 shows how this pilot contribute® deliverthe 4 key expected results, highlighting the one to
which it contributes most

Table2¢21 Pilot 2 ¢ 4 Core MSec expected results

Pilot2 Home Monitoring Security System for ageing peo Yes No Yes Yes

This pilot contributes mainly to Result 4 from the project which correspond®twS @Sy dzS Y2 RS
NB LI A Ol .0The sblutitdf progoSed, as explained above, it pretends to serve as a tool to reduce
loneliness on ageing people while at the same time preserving their wellflesseemarkable improvements

in medical, social and econdc are the main driver of the increase in thiée expectancy over the past
century. Additionally, the current situation the population is facing around GCt®jdhas contributed to

create a higher interest from stakeholders on monitoring solutions. example, if additionally to home
sensors, health sensors were added, Connected Care assistance would allow to monitor in a safe way, users
who are infected witimmediate detection of worsening conditions and reducing the saturatidmospitals

and healthcenters. Furthermore, it is of special relevance to highlight that these kinds of solutions often
process a lot of sensitive data. Thanks teSkk, end to end security can be demonstrated, protecting the
system from malicious attacks. In comparison wither solutions in the market, pilot 2 value added in

terms of security will generate trustiness around the system. On the one side, ageing people will be more
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confident on teleassistance services, attracted mainly due to the preservation of their dateladulity in
the system. On the other side, companies will feel attracted to replicate our solution on togS&Edwlue to
the endto-end approach offered as well as the reliability and robustness of the system.

Although, it does not directly contribut® Result2M-{ SO L 2 ¢ g It iBlfué thatidata Goig from
this pilot is going to be integrated into the -Bec marketplace in an anonymised way. Data sent to the
marketplace will be mainly raw data collected from home sensors. Personal informiatim the user,
including for instance ID from the sensor or location will not be transferred.

Additionally, it contributes to ResultM-{ SO RA & (G NRA 0 dzi SRX NIbyidEyiating s¢ueral i NHza
M-Sec core system components to increase -emend security (Crypto Companion DataBase, Eclipse
sensiNact, M SO 06f 201 OKIAyouv®d Xo

Finally, it contributes to Result3¥-Sec smart city ecosystemy involving several stakeholders (i.e. 10T
providers, service providers) around the solution and the ptédmffering of MSec as well as the benefits
obtained.
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2.3 Pilot 3 (Use case3): Secure and TrustworthyMobile Sensing
Platform

231

Pilot 3carried out in Fujisawa city intends to face the main challenge of the environment data shared among
stakeholders with trustThis pilot study probes the power of muléiyered security mechanisms in the 8é&c
platform, leveraging the mobile sensing ptath that has been operated in Fujisawa city in Japan for three
years. The loT devices (sensors), the cloud system (servers of a sensor data exchange platform), and
applications consuming sensor data streams included in the mobile sensing platform areeskieith

multiple security mechanisms. The IoT devices are secured by hardening and intrusion detection system. The
former is achieved by existing best practices, such as closing unnecessary network ports. The latter is
brought by the MSec project as onef the technical components developed as part of ANPhe traffic
between the 10T devices and the cloud system is protected by the use of Transport Layer Security (TLS),
which is a pointo-point encryption mechanism. In the cloud system, a sophisticatetheatication
mechanism is provided by the project in order to protect the data stream. In additiontceadd sensor

data stream delivery is secured by a ligigight encryption mechanism and will be made configurable and
manageable by a security managent tool. These components will also be developed as part gf. WP

Figure2t 3: Use case Pilot 3Secure and Trustworthyobile Sensing Platform

In thisPilot 3 the environment sensor (temperature and humidity, PM2.5, acceleration sensor, etc.) in the
KEIO Mobile Sensisgnsor box installed in garbage treaperatedall overFujisawecity every day, and the

image of the iavehicle camera as input data Flexiblealytics app via SOXFire, an advanced sensor platform
based on Publish / Subscribe enriched withSElc secure and reliable assets, analytics system with deep

44

®






































































































