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Want to collect personal data?

An introduction to processing personal data for research purposes
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Presentation

o What is processing? An overview of the data life-cycle
o What is personal data? An overview of important terms
o What is the GDPR and why is it relevant for you as a researcher?

o What is a legal basis for processing?

o Which rights apply and what do they entail?
o What are the principles for processing personal data?

o Social benefit of research in relation to potential risk for your participants

o Useful tips along the way!
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Processing entails any operation

What is “prc)cessing"? which is performed on personal data,

such as...

collecting,
registering,
downloading,
recording,
structuring,
combining,
storing,
sharing,
transferring,
publishing,
anonymizing,
- deleting etc.

i.e. anything you can “do” with data




Data management:

- how data will be collected

- how collected data will be
organised/structured/analysed

- how data will be stored

- whether the data will be shared with others
and who will have access (during research
project and afterwards)

- whether data will be archived

- how data will be used in the future

Data

Sharing/reuse collection

Archiving Analysis

\ Storing ~




TIP 1:

Plan ahead




What is personal data?

- Directly identifiable

Personal data means any
information relating to an identified
or identifiable person

Genetic data

ID number

Name

Address

Voice on sound recording

Telephone number

Biometric data

Photograph

IP Address

E-mail

GPS data

ID on social media



What is personal data?

Special categories of personal data

- Racial or ethnic origin
- Political opinions
- Religious beliefs

- Philosophical beliefs

- Trade Union Membership
- Health data
- Sex life or sexual orientation

- Criminal convictions and offences




What is personal data?

- Indirectly identifiable @ T . 3 _|_

Topic and context,
sample size and criteria,
and type of background data

A person can be identified based on
a combination of background
information/demographic data

e.d. gender, age, workplace, income,
nationality etc.
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- Indirectly identifiable

Diagnosis



What is personal data?

- Indirectly identifiable

Diagnosis
Age




What is personal data?

- Indirectly identifiable

Diagnosis
Age
Occupation and place of work
Income




What is anonymous data?
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Information that can in no way be linked to an |
individual person :
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- Directly
- Indirectly

- through a list of names/codes
(i.e. scrambling key)




What is anonymous data?
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Even if the data you are analyzing 2
does not identify individual persons.... L
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...if @ list of names/codes exists that
makes it possible to identify those i, 4
person then your data is

personal data

It is called
pseudonymised (personal) data




What is the GDPR and
why is it relevant for
You as a researcher?

harmonises data protection legislation in Europe
and gives control to individuals over their
personal data

the protection of natural persons in relation to the
processing of personal data is a fundamental
right

enables the free flow of personal data between
Member States, whilst also ensuring a high level
of personal data protection




TIP 2:

Think
«legal basis,
rights and

principles»




Legal grounds for processing personal
data

Processing is lawful only if certain
conditions/grounds apply

Legal bases are found in (GDPR):
- Article 6 (general categories)
- Article 9 (special categories)

search.creativecommons.org/; legal/ CC BY-NC-ND 2.0 @20tauri




o For consent to be valid it must be:
Consent / Explicit Consent

Freely given

Specific

Informed

Unambiguous statement or action

Documented, i.e. can be
demonstrated

As easy to withdraw as to give

Article 6(1)(a) / Article 9(2)(a) See articles 4 (11) and 7 in GDPR




Public interest /

Archiving purposes in the
public interest

Scientific or historical

research purposes or _
statistical purposes .. & st ture T v

Article 6(1)(e) / Article 9(2)(j)




What rights do data subjects
have?

What do these rights entail?




Information ensures fair and The data su bject's right
transparent processing to b e inform e d

Information provided should meet
requirements for:

Your obligation to
Form and Content provide information




Content

which institution is responsible for the project
(the data controller)

contact details for institution (project leader)
and the data protection officer (if applicable)

the purposes of processing personal data
and legal basis for processing

who will have access to/receive the personal
data (e.g. project group, external
researchers, data processors)

if applicable, that personal data will be
transferred to a third country or
international organisation, and the legal
basis for transfer (including which
safeguards will protect the data)

the period for which the personal data will
be stored, or if that is not possible, the
criteria used to determine that period

what rights the data subjects have and
how they exercise their rights

if processing is based on consent: the right
to withdraw consent at any time




right of access

. right to rectification / correction of incorrect
Other I‘Ig htS " personal data

right to erasure / deletion

See articles 15-21 in GDPR _ _ |
right to restrict processing

right to data portability (a copy)

right to object to processing

rights in relation to automated decision making
and profiling

right to lodge a complaint with the supervisory
authority




Rights apply so long as the data
subject can be identified in the
collected data

Exemptions from rights must be
justified and must have a legal basis




TIP 3:

Be realistic.

Don’t limit

yourself
unnecessarily.




/ principles of the GDPR

Lawfulness, fairness and transparency
Purpose limitation

Data minimization

Accuracy

Storage limitations

Integrity and confidentiality
Accountability




/ principles of the GDPR

Lawfulness, fairness and transparency

Processing of personal data must happen in a
lawful way and thus have a legal basis which makes
the processing legitimate

Fairness means that your actions must match up
with how it was described to data subject

A clear notice Is what the concept of transparency is
about




/ principles of the GDPR

Purpose limitation




/ principles of the GDPR

Purpose limitation

Be specific

You must inform the participants about the
purpose of the data collection

“Specified, explicit and legitimate”




/ principles of the GDPR

Data minimization

of v
' L
4 D, ot T e
Savigater o
ot A8,C.0 ' -
. ntext «Prototype.toString 8
plg i1l |1 1Nt (gIa)) (ded thones -— -
a)) q { o, .
et ) ohd LdNodes) ; rot 1'_1_160 ! P - .
siia ector b”( rge(this,a) Ih ¢ qeliammen -
i~ this.selector .
» al},pushStack: f l...“i':“". .
a0 { e.each(this,a,b)}, resd - -
’ ), ,G.calllarg — -
&, o e extend-e. fn.extend=Tunction{ Hwr st A0
al{d-ilc),f=alcl;if(1enst) a1 VPl -
% Juary 1) return e}, isReady: |1, readyWait: 1, baldienty -
witnic, lel),e.fn.triggeriielc) .triggert ) .
o raady, 11)selse. if(c.attachEvent){C.attachiee
shrray Arrey . AsArray| | funct ala) {return e.typelad - -
} AP lainObject: func nla){4f01a) le. gt e
gty inct ' t (a){for{var.b.in. a)returniijns ) -
. roplacelp, ). replacel(q,”) ). replacelr, Nhieess - -
g anync" 12 ,d.\o.a:m‘.(cn)rm'm(l oM ¢ O Nua—.
\ ‘ tionla){return a. replace (X, "ms=" ) PUPREE el
e . d) Yrovmh . v
* (g<hs)if(c.applylalgrtiaCioe  cog ‘e G A
. sakeArrey: wnila,bilvar.c b'. i i
3 —arm CITE 1},merge: functis , =
jratu H P ~
. - iid.pushlalf))sreturn d) map: funet R
push
. o H 1 turn h.concat .applY | B rriisey
e e - h 1=, engT i
. T h: functienisis
» - e "’())’Mh“(’a_{ﬂ.(v\!r"(. r 0 » 3

jonle, 010

-

v




/ principles of the GDPR
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/ principles of the GDPR

Accuracy

search.creativecommons.org/; future.agenda/CC BY-
NC-SA 2.0




/ principles of the GDPR

Accuracy

Your data must be accurate and up-to-
date

‘accurate and where necessary kept up to
date”

search.creativecommons.org/; future.agenda/CC BY-
NC-SA 2.0
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/ principles of the GDPR

Storage limitations

Retain the data for the necessary
period and then erase or anonymize

"kept in a form which permits identification
of data subjects for no longer than
necessary”
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/ principles of the GDPR

Integrity and confidentiality




/ principles of the GDPR

Integrity and confidentiality

Keep the data secure!

in @ manner [ensuring] appropriate
security”, which include 'protection against
unlawful processing or accidental /oss,
destruction or damage”.




/ principles of the GDPR

Accountability




/ principles of the GDPR

Accountability

You are responsible for compliance
with the principles of the GDPR




The social benefit vs.
risk/disadvantage for
data subjects

Risk to the rights and freedoms of data
subjects depends on, i.a.:

- how sensitive the data is

- how easy it is to identify individuals

- the quantity of personal data

- how securely the data is being stored

Ways of reducing risk are therefore limiting
the amount of sensitive data and making
individuals less identifiable




TIP 4:

Be organized
and have a

system
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hank you for listening!

Eva J. B. Payne, MPhil, Adviser, NSD
Ina Nepstad, PhD, Senior Adviser, NSD
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