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Executive Summary 
The SPHINX Automated Cybersecurity Certification (ACC) enables a solution for conducting automated and 

continuous cybersecurity certification on systems and software components. Using existing cybersecurity 

frameworks and guidelines such as ISO27001, ISO27701, HIPAA, GDPR, NIST800-53 and by following the EU 

Cybersecurity Certification Framework, this component aspires to provide auditing accordingly to certify newly 

entering components on systems that could maintain various security risks. The auditing process is the core 

process and includes a set of rulesets which depicts the existing cybersecurity guidelines, policies and 

frameworks related to auditing processes. 

This document presents the detailed design for the SPHINX ACC component, following the component’s 

introduction in the SPHINX architecture deliverable (D2.6 - SPHINX Architecture v2). It extends the details and 

the cybersecurity framework, policies and guidelines which the certification process will follow as well as 

technical aspects and the key aspects which are included to the component. 

The next iteration of this deliverable (D3.5: SPHINX Automated Cybersecurity Certification (R&DEM, PU&CO, 

M18 & M30)) will incorporate refinements and updates of the ACC component, integration efforts and case 

examples for demonstrating the process of the component. 
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1 Introduction 

1.1 Purpose and Scope 

This document reports on the automated cybersecurity certification developments for having a service that 

handles a newly entering healthcare device or service after passing the Vulnerability Assessment as a Service 

(VAaaS) module. Newly entering devices or services include software components which have not been 

previously used at the current infrastructure and could include security or privacy risks. Therefore, such 

components must be tested and certified taking into consideration the existing cybersecurity frameworks, 

security policies and guidelines (e.g. NIST ISO27001, HIPAA, GDPR). The thorough examination of the VAaaS 

module provides all details needed for checking the compatibility of the healthcare device with the healthcare 

domain. Other components within the SPHINX system enhance this process by providing information 

accordingly. More specifically, the newly entering device or service, that has to be automatically certified, will 

be showing its compliance with respect to the standards supported by the SPHINX environment. The automated 

certification provides continuous reports which include the outcome of matching rules according to 

compliance, policies and cybersecurity guidelines.   As a result, if the device is not compliant, guidelines on the 

requirements and fixes needed in order to be compliant with the selected standards. The automated cyber 

certification of devices or services entering the IT ecosystem of healthcare organisations that SPHINX aims to 

protect is proceeding on conducting certifications and generate reports based on the initial specifications 

entered by the IT Staff to the VAaaS. In more detail, SPHINX initially assesses services and devices in near real-

time. Services are cloned and migrated to an isolated environment, where various vulnerability tests are 

performed. Those tests will result in the classification of the service, security-wise and after the device or service 

is considered compliant, the strict isolation stops and the network communications are allowed in order to 

interact with other components. 

1.2 Structure of the deliverable 

This document is structured as follows. Section 1 and its subsections present the purpose and scope of the 

SPHINX automated cybersecurity certification, as well as its relation to other tasks. In Section 2, it is introduced 

an overview of the SPHINX automated cybersecurity certification tool, emphasizing design principles and 

human factors. In Section 3, the assets and system management regarding the network and cybersecurity 

agents are described. In Section 4, the focus is centred on the auditing and vulnerability assessment of near 

real-time data and logged events. In Section 5, it is highlighted the visualisation of events, alerts and reports 

resulting from the application of the SPHINX automated cybersecurity certification tool. Finally, Section 6 

concludes this document, presenting the outcomes of this component’s developments and future steps. 

1.3 Relation to other WPs and Tasks 

This document is tightly related to the tasks that partake in the vulnerabilities of healthcare devices or services 

within the scope of the SPHINX project, namely tasks T3.2 - D3.3: Vulnerability Assessment as a Service). The 

component of automated cybersecurity certification was introduced to the SPHINX architecture (T2.3 - D2.3: 

Use Cases definition and requirements document). 
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2 Overview of Automated Cybersecurity 
Certification 

2.1 Scope of Automated Cybersecurity Certification 

The main goal of the automated cybersecurity certification is to provide information regarding the running 

services that are included inside a system, container, or software component. The actual process is to certify 

the subcomponents or even the overall infrastructure’s system security. Therefore, the process includes a 

vulnerability assessment, efforts for meeting compliance to the industry standards and validation according to 

these aspects. The auditing process is important for the solution to be trustworthy and the core component of 

cybersecurity certification plays an important step toward completing a more comprehensive auditing (Knapp, 

2017; Kamal, 2020). Furthermore, the certification must demonstrate that the certified software component, 

system or process is in compliance with international industry standards. Common IT security audit standards 

include GDPR, PCI DSS, NIST Directive and ISO27001, among others. All these standards require rework to be 

included as automated tasks, enabling organizations to receive the information on how to achieve compliance 

with the industry standards and to uncover potential cybersecurity risks. For addressing the compliance, it is 

important to define and process regulations that are often presented as frameworks, regulations, guidelines 

and standards. Usually, frameworks are easier to define, as specific rules can apply, while regulations are more 

difficult to implement technically (Donaldson et al., 2015). All the above categories are connected, and a 

framework could address a regulation, or a regulation could benefit from a framework which reflects some of 

the regulation’s policies. 

Compliance-driven procedures have been identified as an important aspect for executives and as tasks that are 

critical for organizations. Therefore, auditing tools, which address specifically compliance guidelines and rules, 

help toward identifying potential issues contributing to the certification process (Griffy-Brown et al., 2016). For 

example, auditing has been mentioned in the analysis of logs to identify policy violations and track 

vulnerabilities to meet the NIST requirements regarding application and network level audit trails (Schuberg, 

2010).  Regarding vulnerability assessments, there is a significant level of maturity with taxonomies that can 

handle severity risks, e.g. the Common Vulnerability Scoring System (CVSS). Therefore, the scope of 

cybersecurity certification is mostly related to terms such as security hardening, security readiness, auditing 

and compliance tests, and includes tasks such as log analysis, file integrity monitoring, operative systems 

registry monitoring, policy enforcement, rootkit detection and real-time alerting. 

Existing methods for environmental analysis, system analysis and compliance checks include tools like Lynis 

(Lynis, n.d.), OpenScap (Openscap, n.d.), Unix Privsec Check (Unix Privesc Check, n.d.), Linux Security Auditing 

Tool, Computer Oracle and Password System, Otseca (Otesca, n.d.), Ossec Auditing (Osssec, n.d.) and Host 

Based Intrusion Detection System (IDS) and Wazuh (Wazuh, n.d.), a fork of OSSEC. Finally, Security Onion is also 

a very popular, free and open source solution (Huynh & Gustafsson, 2017). The benefits stemming from a Host 

Based IDS are the dynamic behaviour of analysis and monitoring state for conducting continuous audits and 

compliance tests. This is important for the certification process, due to the undoubtedly certification evidence 

provided to the certifier during the auditing process. 

2.1.1 Design Principles 

Taking into consideration the design and software development lifecycle (SDLC) principles narrated in 

deliverable D6.1, an Automated Cybersecurity Certification (ACC) sub-component was designed. The ACC SUB-

component is being developed having in mind the research scope of the project to identify the potential 

challenges for the complex process of conducting continuous and automated certification, that not only 
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includes technical implementations but also integrates policies and industry standards accordingly. For the 

purpose of this research Wazuh which relates to OSSEC. However, the process could be extended in the future 

to integrate other auditing tools as well. In order to apply the automated cybersecurity certification, a host-

based intrusion detection system was set up. Furthermore, network packets and interfaces are monitored and 

therefore it is possible to watch nearly every process of the internal system. The benefits from an internal 

auditing system are important, however it was considered that black box testing from the network perimeter 

and external auditing is important as well. The importance of conducting external auditing is to extract 

information regarding the interaction of the monitored system with other network devices and systems. 

 

Figure 1. Main design for auditing and log collection 

In Figure 1, the main design of the approach is described, including two different options. The first one (VM-01) 

describes the case where docker containers are monitored, while on VM-02 specific deployed software is 

running on the main system. These cases could include all the combinations and, on each case, it is important 

to monitor both the containers and the hosting system. 

According to deliverable D2.6 - SPHINX Architecture v2 (WP2 – Conceptualization, Use Cases and System 

Architecture), the cybersecurity certification was described as an operational process that was part of the 

Sandbox component. The Automated Cybersecurity Certification is defined from the sandbox requirements and 

has ten (10) basic functional requirements SB-F-070, SB-F-080, SB-F-100, SB-F-110, SB-F-130, SB-F-150, SB-F-

160, SB-F-170, SB-F-180, SB-F-190 (D2.6 - SPHINX Architecture v2). These requirements fulfil some of the 

functional requirements provided by the stakeholders. The table below illustrates the functional requirement 

fulfilment between the Automated Cybersecurity Certification and the stakeholders (Table 1). 

Technical 
Specification ID 

Stakeholder 
Requirement ID 

Observations 

SB-F-080 STA-F-150 

STA-F-170 

Automated zero touch device and service verification (report) Devices 
certification (report) 

SB-F-100 STA-F-170 Devices certification (verify compliance to requirements) 

SB-F-150 STA-F-150 Automated zero touch device and service verification (zero-day attacks) 
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SB-F-160 

SB-F-170 

STA-F-180 

STA-F-610 

Automated certification (including API) 

Third-party request certification 

SB-F-190 STA-F-060 Link to external cyber threats repositories 

Table 1 Functional requirement traceability (SPHINX Project. D2.6 - SPHINX Architecture v2) 

Auditing policies and applicable areas differ according to where the auditing is conducted and therefore the 

certification process as well. Auditing areas include, for example, areas such as governance, hardware, 

software, cloud, among others. This proposed solution is generic; however mostly focused on the auditing area 

of software. The ambition of the ACC is to include multiple cybersecurity frameworks and guidelines, as well as 

to create a framework or taxonomy to provide guidelines for integrating the proposed solution to other auditing 

areas as well. Defining the auditing area and selecting the relevant regulatory compliance and the process of 

identifying potential threats or policy mismatches will provide the information required for cybersecurity 

certification. 

 

Figure 2. Procedure for providing cybersecurity certification 

Therefore, the process of setting up the relevant rules and to present events which address these rules are 

important aspects to consider. If the rules are successfully defined, the auditing process could be automated 

with the benefit of having the ability to demonstrate and replicate scenarios and use cases accordingly. 

Furthermore, the process of defining the rulesets could help other organizations to set the auditing scope 

according to their requirements and security environment. As presented in Figure 2, the important step is to 

define the rules (according to the selected regulatory compliance presented in Section 3) which will apply and 

to consider the compliance and auditing policies in order to proceed with the certification process. The figure 

describes the steps that are followed for generating the reports regarding the auditing and certification process. 

Host/Agents: System agents are installed to collect information and extract the log files that are then sent to 

the manager. The agents include information such as running services, open ports and IP address, and 

continuously monitor the systems to collect any changes in it. The main objective is to provide a system 
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compliant with international standards. After installing and testing the services, potential security and 

compliance issues are highlighted. 

Network Connectivity: UDP connections are used (port 514 is used to connect the manager with the deployed 

agents, see Figure 3). Log files are collected using UDP port 514 connection; however, TCP connections also 

exist for the REST (TCP port 55000) and the web API (TCP port 80/443). There is no need for the manager and 

the agents to be on the same subnet. 

 

Figure 3. Used port numbers for the manager and purpose summary 

By validating the network ports that the manager uses, Nmap is executed to present the open status of both 

TCP and UDP connection ports. For example, the UDP port 514 is used for collecting log files from the agents. 

The other ports are responsible for other interaction, such as the Web API (TCP port 80 and 443) and port TCP 

port 55000 is used for the REST APIs (Figure 4). 

 

Figure 4. List of TCP and UDP ports of the manager using Nmap 

Manager: The manager is responsible for raising alerts and collecting the log files from the agents. The Web 

API includes dashboards, filters and search options, among others. The main UI is handled using Kibana and the 

core procedure is using the ELK stack (Elastic Search, Logstash, Kibana and Wazuh manager service). All the 

above components are deployed using 4 docker containers. 
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Figure 5. List of agents and running systems 

Using the manager, it is possible to have information regarding the running and deployed agents. For example, 

there are 3 running systems (Windows 10, Ubuntu 19.10 and Ubuntu 16.04.6 LTS). Details regarding the exact 

OS version are available, as well as the hardware specifications on which each operating system is running 

(Figure 6). 

 

Figure 6. System specs for each of the agent’s host 

More information is included regarding the packages that are currently installed, as well as available OS 

updates. Therefore, it is important to manage the assets centrally, since it is possible to directly monitor the 

details of the current systems.  
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Figure 7. List of potential Operating Systems’ updates  

Through the manager, it is listed the installed packages of each monitored system having the exact version of 

the software package. Furthermore, the list includes the name of the vendor for each software package, 

meaning that unlisted vendors could be suspicious. 

 

Figure 8. List of installed software packages from each agent 

This list includes all the installed packages (Figure 8). The running services are listed, also including the user or 

group that handles each of the running processes. Network ports and interfaces are enumerated and listed as 

well. Taking into consideration all these data, it is possible afterwards to define events and alerts regarding the 

above information. The rules can be extended and match specific criteria of the running instances. 
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Figure 9. List of available rules 

Rules: Rulesets are the core part of triggering alerts and include security events and are presented in the 

reports. Rules could either be generic, and derive from existing repositories, or customised. For example, a rule 

may be created regarding the integrity monitoring of a specific file or folder. In Figure 9, it is depicted the 

description of each rule set, the industry standard it matches (PCI, GDPR, HIPPA, NIST 800-53) and the relevant 

file (.xml) where the rules are defined. The manager’s web API gives the opportunity to directly change, revoke 

and add rule sets or to directly edit them accordingly. Custom rules are created (using CLI or the Web API) and 

directly listed in the corresponding section (Figure 10). 

 

Figure 10. List of custom rules 

Custom rules are important, since there exists a wide variety of cybersecurity frameworks and industry 

standards. To this end, it is crucial to define better the rules that match with relevant policies. How rules are 

used is presented in Section 0 in more detail. 

Alerts: The events are the result of matching the log files to the rulesets and trigger the alerts accordingly. 

Alerts include all system important procedures: from simple steps, like Login, to more complicated alerts 

regarding potential system vulnerabilities. Since systems generate a large number of alerts, it is important to 

filter them and present them accordingly, using the appropriate dashboards. Only in this way it is possible to 

ensure that the alerts are correctly categorized.   
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Figure 11. List of alerts that match for every defined rule 

In Figure 11, it is possible to see the rule ID to which the specific alert matches, along with the details, level of 

severity and an increment number/counter as an ID for each of the alerts. 

2.1.2 Swagger API 
The API endpoints include the submission of the system/asset for auditing, the call for conducting the 

vulnerability assessment using another component and the APIs for getting the status reports and the 

certification results. The API is still in development and further details will be available in a later version of this 

deliverable (D3.5: SPHINX Automated Cybersecurity Certification (R&DEM, PU&CO, M18 & M30)). 

 

Figure 12. Swagger API for the automated cybersecurity certification 
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The API includes 3 different methods for the submission and 3 for the reports. The options allow the user to 

submit a docker for certification, a specific file or to submit the IP of the asset or system that requires 

certification. In the following figures, the details of the API are presented such as the IP, file, docker, reports 

and certification details. 

 

Figure 12-b. Swagger API for the automated cybersecurity certification 

The IP includes a string for addressing the IP of the system or asset and the file details include the name, content 

and format-type of the file. To define the docker, it is important to include the name, vars, commands which 

could possibly run, expose ports command, publish, details regarding the network link connections and 

mounted volumes. 

 

Figure 12-c. Swagger API for the automated cybersecurity certification 

The responses from the API include 3 GET methods including a GET method for retrieving the list of reports 

(IDs), the retrieval of a report and the status of the report. 
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Figure 12-d. Swagger API for the automated cybersecurity certification 

Finally, a list of the certifications is reported matching and addressing the corresponding report ID. 

 

Figure 12-e. Swagger API for the automated cybersecurity certification 

2.2 Background  

The background of the work described in this deliverable report to deliverable D3.2 where it is addressed the 

Situational Awareness (SA) in the healthcare cybersecurity domain. The SA is based on three main sequential 

phases: “Perception,” “Comprehension,” and “Projection.” The Perception phase is the first one and, during 

this phase, the system and its interventions must understand the data and the elements of the environment. 

In a healthcare environment, it is during the Perception phase that the elements of an IT department collect 

the information from all the electronic equipment connected to the network. During the Comprehension phase, 

it is important to understand the potential weaknesses of the network equipment regarding cybersecurity 

aspects. It is at this stage that a cybersecurity toolkit can play an important role, helping to identify potential 

cybersecurity gaps. The Projection phase is the last phase of SA and, during this phase, plans to solve or mitigate 

potential cybersecurity weaknesses are designed.  
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2.3 Automated Cybersecurity Certification in SPHINX 

Cybersecurity certification is a complex process that usually includes security auditing relevant to multiple 

compliance policies and security tests. Since the SPHINX project is focused on healthcare, it is important to 

highlight and address compliance policies and conduct audits relevant to healthcare data and the infrastructure 

of healthcare organizations (Abraham et al., 2019). However, generic security issues regarding the systems 

which are used on healthcare organizations still exist. Most of the information systems are conducting common 

procedures such as mail handling and document handling. More comprehensive procedures that involve 

healthcare data are used as well; however, such systems are usually not connected to the common 

infrastructure. All the aspects above have to be considered and the cybersecurity certification process has to 

be deployed according to the requirements and the security environment on which the systems or software 

components have to be certified. 

Defining and addressing the specific rules according to a combination of rulesets is important and the scope of 

the SPHINX project is to demonstrate such aspects for helping the organizations to comply, providing the basic 

process for auditing and compliance to a set of rulesets. For defining the compliance and auditing process, key 

considerations must be applied regarding the ability to monitor and analyze the potential security environment.  

Key considerations include the following: 

• To understand what kind of data are stored and the policies that apply, as well as the location where 

the data are stored or distributed; 

• The importance to enumerate the assets and address the privileges for managing them, such as the 

users and groups which have access; 

• How the data are protected; 

• Incident response options; 

• Disaster recovery; 

• Possible compliance reports. 

The final key consideration is directly related to cybersecurity certification; however, the other key 

considerations affect the process as well. In order to address most of the important procedures, the following 

chapters (Chapter 0, 0 and 5) present each of the aspects that must be considered, also providing concrete 

examples for each of the key considerations. The following chapters describe the main processes of the 

automated cybersecurity certification in SPHINX. 

2.3.1 Asset and System Submission 
Cybersecurity certification is conducted on each of the assets which are included in the supported audited 

systems. Asset management is a process maintained from other components; however, the use of the 

certification process includes a list of tasks relevant to the asset and to system management. The monitoring 

includes the retrieval of information of the running services, installed packages, network interfaces and open 

network ports. The submission could either include a system submission or a specific asset or group of assets 

that must be audited. 

2.3.2 Auditing and Vulnerability Assessment 
Auditing is the core process of the cybersecurity certification process. Existing standardized forms of security 

policies are available. However, there is no universal security policy that could be applied everywhere.  
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Figure 13. Industry standards for cybersecurity 

In order to select and apply the appropriate security policy, it is necessary to consider the needs and define 

internal policies. International standards or national policies could also apply, and so they must be taken into 

consideration. Audit logs are an important asset for providing compliance evidence. Vulnerability assessment 

or vulnerability detection is also included in the cybersecurity certification process to present the security 

environment and address current threat vectors that could affect the system or software in the test. 

2.3.3 Visualisation, Events, Alerting and Reports 
In order to provide convincing and descriptive information regarding the state of the system, it is important to 

include the appropriate reports in a readable way. Providing reports to describe accurately the system status 

include visualisation options that will help organizations to understand the security environment and highlight 

the important aspects.  

In Figure 14, it is presented an example of a dashboard and report with an understandable summary of the 

compliance assessments. It is important to have the option to handle the information in a way where discarding 

any complex data and extracting the required reports is possible. 

Similarly, the events must present meaningful information. This can be achieved either by automatically 

removing any unnecessary details, or by providing the option to generate different views, according to the 

purpose of the report. 
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Figure 14. Visualisation dashboard example 

Therefore, this section discusses the options for providing the appropriate reports regarding all the above 

aspects. In the context of the SPHINX project, it is important to filter the events and provide only the alerts that 

are important to the certification. Using dashboards, it is possible to present specific information and highlight 

the events that are directly related to the certification process. 



 D3.5: SPHINX Automated Cybersecurity Certification v1 

    23 of 40 

 

3 Asset and System Submission 
Setting up a system or several assets that include operating systems, network devices, docker containers 

(Kumar et al., 2016), software packages or suits is the purpose of this section. For the user providing the list of 

the assets or systems, this section is important in order to define the options for the submission of the assets 

or systems that are going to conduct the automated certification process. 

 

Figure 15. Asset and system submission 

The standard method to execute the auditing and certification process to an already running environment can 

be done by adding agents to the systems that has to be audited. The installed agent is a software that collects 

logs and sends them to the manager to classify them, according to the compliance and auditing rules. The 

current approach supports the submission of qcow2 images for KVM virtualization of an entire operating 

system or the deployment of docker containers that are marked for auditing. An extra option is given for 

importing software packages for Linux/OSX or by installing Windows software (Kimathi, 2017). 

Notwithstanding, this option carries the risk of adding additional manual tasks, since some extra software 

packages might be required, or compatibility issues. Therefore, the best option is to provide either a VM or a 

docker image to deploy the services successfully. 

3.1 System Management 

The first option to consider is the possibility of considering a whole system for certification. In this case, an 

operating system (or multiple operating systems) are responsible for maintaining all the processes of the 

information system. While the infrastructure might contain extra assets, such as network or IoT devices, this 

section focuses on the system overall. 

Systems could either be tested live or in a safe environment. For the purpose of the SPHINX research project, 

the focus is mostly on providing a secure and safe segregated test environment. However, the possibility to 

monitor the existing systems is possible, by installing the agents on the devices that are supported. The list of 

running agents, and therefore the management of each system, is presented in Figure 16. 
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Figure 16. List of running systems/devices/assets 

Having such information is important and the enumeration provides a lot of details, such as the version of the 

operating system each system is running, the ID of each system, the registered hostname, IP address, status 

(active or disconnected), submitted group and the name/version of the operating system (OS version - Figure 

16). Further data can be obtained, such as each system’s network interfaces and ports, network settings, 

installed packages and running processes (Figure 17). 

 

Figure 17. Inventory Data for a Windows 10 system 

The manager can enable/disable specific agent settings remotely, thus customizing collected logs and specifying 

rules and scan frequency. However, the agent can be controlled only by the host and not by the manager. 

3.2 Asset Management 

Since it is possible for us to manage the systems, it is possible to indirectly manage other assets as well. The 

term “assets” should be understood generically and includes software components, hardware or even a 
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complete operating system. However, it is important to consider that it could be different to monitor, for 

example, a docker container and the operating system that runs those containers. It is also important to 

consider the possibility to monitor the docker container itself or a packaged software in general. A system’s 

topology could include assets that are connected to the main operating system, and there is the possibility of 

monitoring the network behaviour of the assets via the monitoring of the operating system. Therefore, it could 

occur that it is not possible to certify internal devices or other assets directly, but rather to certify the process 

by considering the assets as part of a complete system. 

The management of a docker server is an important possibility, and other tools such as Lynis (Lynis, n.d.) or 

Dockscan (Dockscan, n.d.) propose this possibility as well. Such tools provide the opportunity to audit docker 

containers on their potential vulnerabilities. Using the manager, it is possible to enable the docker listener and 

get information regarding the deployed docker containers (Figure 18). 

 

Figure 18. Docker listener – list of dockers from docker server 

The docker listener provides status information for any of the containers and can execute alerts when a specific 

container is modified. However, the listener does not provide information on docker images and, to perform a 

full audit of the interior of a container, an agent must be deployed inside the container. While possible, 

compatibility restrictions may impede the successful deployment of such an agent. In addition, agent 

deployment complexity increases with the number of docker containers. For handling other network devices 

or assets, potential compatibility issues must be analysed since specific restrictions apply on the method for 

auditing. Therefore, it is not possible to include every technology to the automated certification process. For 

the monitoring of docker containers, tools like Dagda (Dagda, n.d.) or Anchore (Anchore, n.d.) could contribute 

to the auditing process. Securing docker containers is really a very interesting topic and the auditing and analysis 

of docker images can be extended. Therefore, deciding the context of the auditing process and choosing the 

potential assets that will be included in the auditing process is something important to consider. The auditing 

process can go deeper to provide more information, or to restrict the scope of the cybersecurity certification 

to the systems and not conduct detailed auditing to the assets themselves. In both options above there are 

pros, challenges and cons. 

3.3 Network & Configuration Management 

Network topology is important to consider when conducting the cybersecurity certification process, since 

auditing depends on the enumerated assets and systems that are interconnected. Defining the network 
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topology, the cybersecurity certification allows a better understanding of the depth of the certification process 

as well as the enumeration of the assets and systems accordingly. If exhaustive auditing, including potential 

attack scenarios in the form of Red Team Assessments, is envisaged, the deployment of the system in an 

isolated environment must be considered. For example, the auditing process could include malware injection 

or other tasks that increase the risk and are dangerous if the network is not set up appropriately. These 

concepts are described in greater detail in D4.2 - Data Inspection Component) more specifically in the 

description of the Sandbox component. 

The network is also important to consider since modern devices are always connected to the infrastructure and 

it is critical to capture any network interaction between them. Nowadays, systems are increasingly focused on 

connectivity capabilities (e.g., IoT) and it is critical to include the network topologies and network traffic to the 

cybersecurity certification. Network simulation and network behaviour/emulation are within the scope of the 

SPHINX research program (see section 3.5). 

 

3.4 Agents 

The deployment of agents is handled manually or semi-automatically using SSH connections. Agents are 

supported by most of the hosts, but compatibility issues must be considered for uncommon operating systems. 

In Figure 19, some basic example settings regarding the agents are presented. The settings include the setup of 

the manager’s IP address, as well as the option to enable or disable specific monitoring processes, among other 

configurations. After deploying the agents, it is possible to handle what kind of logs will be monitored directly 

from the manager. Therefore, the host system running the manager is mostly responsible for all settings and 

customizations. When it is not possible to deploy an agent, agentless monitoring is possible, using a SSH 

connection. This option applies for monitoring assets such as routers, firewalls, or switches. The types of 

auditing and the extracted/monitored logs can be configured directly from the manager. 

 

3.5 Network Simulation 

Testing of new components in isolated environments may lead to incorrect or incomplete assessments, as their 

behaviour in the network, and in particular in their interactions with other network elements, may change. In 

order to maintain the network conditions in which the component will operate, it is required to simulate 

network traffic and/or include other components as well. This section addresses the need to include network 

simulation that will create appropriate network traffic or for stressing the components when auditing. Network 

simulation has two important roles: 

  <client> 

    <server> 

      <address>192.168.220.133</address> 

      <port>1514</port> 

      <protocol>udp</protocol> 

    </server> 

    <crypto_method>aes</crypto_method> 

    <notify_time>10</notify_time> 

    <time-reconnect>60</time-reconnect> 

    <auto_restart>yes</auto_restart> 

  </client> 

<!-- Policy monitoring --> 

  <rootcheck> 

    <disabled>no</disabled> 

<windows_audit>./shared/win_audit_rcl.txt 

</windows_audit> 

    

<windows_apps>./shared/win_applications_rcl

.txt</windows_apps> 

    

<windows_malware>./shared/win_malware_rcl.t

xt</windows_malware> 

  </rootcheck> 

Figure 19. Agent settings 
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• It replicates the existing network, allowing for an assessment of the behaviour of the new component 

under real conditions, but in a controlled environment; and  

• It can be used to create network packets that will stress the components for security testing purposes.  

The integration of this process in the system will be presented in the future version of this deliverable (D3.5: 

SPHINX Automated Cybersecurity Certification (R&DEM, PU&CO, M18 & M30)). 
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4 Auditing, Compliance and Vulnerability 
Assessment 

The most important step in the cybersecurity certification process is the system’s auditing and vulnerability 

assessment. Auditing provides the tracking of security-relevant information of the monitored system 

generating log entries according to pre-configured rules. Policy violation, compliance, and integrity checks are 

some of the main tasks when performing the audit of the system. Vulnerability assessment is the process of 

discovering potential vulnerabilities and matching them with existing taxonomies (e.g. CVSS), providing 

numerical scores reflecting the vulnerability’s severity. 

4.1 Auditing and Compliance 

Auditing and compliance include a set of tasks that take into consideration standards, rules, directions, policies 

and regulations. Some examples include the following: 

PCI DSS: Security standard for enhancing the global payment account data security. Given that currently, the 

majority of services include the possibility for digital payments, this security standard is important to consider. 

GDPR: GDPR is the official EU regulation for data protection. Since it is a relatively new regulation (May 2018), 

it includes modern aspects for handling personal data. It is still under analysis how to provide best practices for 

enabling this directive and how to include tasks that allow (automatic) technical processes for compliance. 

HIPPA: The Health Insurance Portability and Accountability Act addresses the issues arising from the flow of 

healthcare information, such as data disclosure and protection from fraud and theft, providing important 

limitations to consider when handling healthcare data. 

NIST 800-53:  NIST (National Institute of Standards and Technology) security standards, guidelines and best 

practices are broadly used internationally. These guidelines are important for meeting regulatory compliance 

requirements. A widely adopted NIST standard includes the NIST Cybersecurity Framework.1 

SCAP-OpenScap: The Security Content Automation Protocol (SCAP) is a US security standard maintained by 

NIST. OpenScap is a tool for SCAP offering a wide variety of security hardening guides and configuration 

baselines that help to choose the security policy which fits best the needs of the organization. Using the 

OpenScap enhances security compliance and includes vulnerability assessment as well. 

CIS Benchmarks: CIS Benchmarks include best practices for secure configuration covering over 100 different 

operating systems, applications and network devices. 

NIS Directive: The Directive on security of network and information systems (NIS directive), is an EU-wide 

cybersecurity legislation and it is derived from the European regulations. NIS intends to address potential 

threats posed to network and information systems. 

ISO 27001: ISO/IEC 27001 (Disterer, 2013) is an information security standard published by the International 

Organization for Standardization (ISO) and the International Electrotechnical Commission (IEC). This 

certification demonstrates that risks are identified and systemized controls are put in place to limit any damage 

to the organisation. The NIST cybersecurity framework relates to the ISO 27001 certification (Boehmer, 2008) 

and could help organizations to meet the ISO 27001 requirements since they share some similarities.2 The ISO 

27001 standard is internationally recognized and relies on independent audit and certification bodies. Since the 

 
1 https://www.nist.gov/cyberframework 

2 http://gocs.info/pages/fachberichte/archiv/178-sp800_53_r4_appendix-h_draft_ipd.pdf 
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above conditions apply it is meaningful that there is no pass/fail condition but scale the percentage of risks that 

meet the relevant compliance of security standards.  

 

Figure 20. Example information for NIST 800-53 requirements 

As presented in Figure 20, extensive details can be included and the dashboard can be set up according to the 

information needed for the certification. The dashboard could include a scale that provides a notion of the level 

of compliance with the respective category. Each compliance score consists of 5 different levels: 

1. 0% (non-compliant) 

2. 25% (somewhat compliant) 

3. 50% (partially compliant) 

4. 75% (mostly compliant) 

5. 100% (fully compliant) 

Including a mixture of the existing auditing rules could be challenging and specific regulations and directives 

(e.g. GDPR) could be further extended in the future for addressing better the security and privacy issues by 

defining appropriate rules. The certification process is a dynamic procedure and it is important to be up to date 

to current regulations, policies and directives. 

 

4.2 Vulnerability Assessment 

The vulnerability assessment enhances and extends the certification process, providing more information 

regarding potential vulnerabilities. Within SPHINX, the VAaaS component (D3.3) is mostly responsible for this 

process; however, vulnerabilities are also identified using an internal system process. The scope of the internal 

vulnerability scanning process is to enumerate the potential CVE by scanning the installed software packages 

and identified services. Since this is not exactly a complete vulnerability assessment, the VAaaS component is 

responsible for executing a more comprehensive analysis and conducting exhaustive vulnerability assessments. 

An example of the disseverance of existing vulnerabilities is presented in Figure 21. The vulnerabilities are 

matched with the CVE taxonomy providing details, such as severity. The timestamp allows for the presentation 

of severity alerts over time, providing information and evidence on the vulnerabilities that have been corrected 

over time, or new vulnerabilities appearing after the installation of a specific software package. Important 
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vulnerabilities include critical severity alerts and those must be reported directly for consideration in the 

certification process. 

 

Figure 21. Example discovered vulnerabilities 

The VAaaS reveals more vulnerabilities extracted from a more stressful enumeration and assessment method. 

As presented in Figure 21, vulnerability detection can verify if a specific CVE is present, using existing open 

repositories. For example, if the operating system requiring monitoring is an Ubuntu Linux distribution, the 

exact repository version (e.g. Xenial, Bionic) must be included or the NVD repository. In the above figure an 

example is presented for detecting vulnerabilities of a Windows 10 host while NVD is enabled. 

 

4.3 Real-time Data 
Having a real-time monitoring auditing process for cybersecurity certification includes several benefits and 

restrictions as well. Most of the restrictions refer to the requirement for high resources when real- time analysis 

is conducted and archived timestamps must be stored for a limited time. However, it is important to archive 

the events which are considered as critical and to scale the whole process according to the organization’s 

requirements and needs. The interval times for scanning and other options (Figure 21) include the required 

configurations for all the auditing processes along with the vulnerability scanning and other similar tasks. Real-

time analysis can be reported afterwards and there are live monitoring options. For example, in Figure 23, it is 

<vulnerability-detector> 

   <enabled>no</enabled> 

   <interval>5m</interval> 

   <ignore_time>6h</ignore_time> 

   <run_on_start>yes</run_on_start> 

   <provider name="nvd"> 

     <enabled>no</enabled> 

     <update_from_year>2010</update_from_year> 

     <update_interval>1h</update_interval> 

   </provider> 

 

  <provider name="canonical"> 

       <enabled>no</enabled> 

       <os>precise</os> 

       <os>trusty</os> 

       <os>xenial</os> 

       <os>bionic</os 

</vulnerability-detector> 

Figure 22. Settings for enabling vulnerability detection using open repositories of Canonical and NVD 
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possible to monitor each process using the manager and extracting data from the agents, or to check generated 

reports regarding the management of the agents. Log files are an important asset for enhancing transparency 

and forensic tasks. Real-time events are also part of Security information, event management and Incident 

response. However, including real-time data is a good option for demonstrating and evaluating the certification 

process. 

 

Figure 23. Status and reports from the management 

 

4.4 Events and Log files 

Alerts answer to applicable events when matching a specific rule. The rulesets are defined according to a 

specific technology or service. Rules are set using XML files (Figure 24 and Figure 28) addressing the 

corresponding regulations. For example, the rule with ID 60603 corresponds to the requirements in GDPR 

IV_35.7.d and GDPR IV_32.2. Some rules could match multiple regulations as well. 

 

Figure 24. Example rules for windows-applications 

Some of the regulation requirements are described; however, more work is required to write down and 

describe all the requirements according to the technical aspects. This is not a simple task since some of the 

regulation requirements are not technical and are therefore not easy to be translated as such. For example, for 

GDPR IV_35.7.d, a description is presented (Figure 25) and the actual regulation is presented in Figure 26. This 

requirement, encoded in the form of a system rule, addresses the safeguards and security measures to 

guarantee the protection of personal data. 
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There are rules for each of the applicable encoded regulation; however, it is intended to make changes to the 

initial version of the tool and include more regulations as custom rules. SPHINX is currently in the process of 

analysing the existing rulesets to correct or align them, if necessary, with relevant regulation texts. While the 

inclusion of some of the regulatory requirements (e.g. GDPR) requires an extra effort, example rules as an 

illustration are included. 

 

Figure 25. GDPR Requirement IV_35.7.d 

 

Figure 26. GDPR article 35 

As a result, the alerts are created matching the CVE and CVSS scores. More details are provided regarding the 

specific vulnerability addressing the publishing date, severity, and rule description, among others. 

 

Figure 27. Alert regarding a CVE matching to the software package of VirtualBox 
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While these details are very informative, the user may have difficulties to ascertain the certification status. With 

the goal of facilitating the understanding by the relevant user, reports are generated taking into account the 

originating need and purpose. For example, reports could be used by a security operations manager as a means 

to assess security hardening processes, or by a data protection or legal officer to provide evidence of the 

certification or compliance with data privacy regulations. 

An example of an alert is presented in Figure 27 including the description and other details. The corresponding 

rules match requirements in GDPR IV_35.7.d and PCI DSS 11.2.1 and 11.2.3. 

The structure of an XML file underlying the specification of rules is presented in Figure 28. Specific conditions 

could apply such as the one in line 18, where the specific rule is triggered when the ID 23501 is matched. This 

way it is possible to describe rules, including conditions, and create more complex descriptions. 

 

Figure 28. Rule file for vulnerability detection 

Currently, the system is equipped with a variety of rules, which will be expanded when the list of applicable 

regulations is fully defined. The generation of dashboards and reports will differ according to the defined rules. 

Section 5 explains how to generate the reports. 
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5 Visualisation, Events, Alerting and Reports 
As seen in the previous sections, the different ways in which information regarding events and alerts can be 

presented is important, as different uses may warrant different reports or visualisation alternatives. This section 

is dedicated to the way reports can be customised, with the intention of providing the most relevant 

information depending on its ultimate goal and purpose. 

5.1 Overview 

One of the main challenges in the design of dashboards, reports and related visualisation tools is the inclusion 

of information regarding existing applicable regulations and corresponding cybersecurity certification metrics. 

The implemented solution should represent the actual state of compliance of the system vis-à-vis the different 

requirements, as well as other indicators related to data protection, security hardening, and existing 

vulnerabilities. Reports should also be designed having in mind its use in auditing and vulnerability assessment 

tasks.  

 

5.2 Log Management and Log Collection 

In Section 0, auditing processes are presented, extending the project’s scope and proposing other regulations 

as well as container auditing, among others. To allow for the alignment of the audit process with relevant 

regulations and guidelines, SPHINX partners are currently analysing the existing frameworks and creating 

rulesets accordingly. The existing rulesets could be helpful to this effort and it is foreseen to include some 

examples to demonstrate this aspect. The possibility to include multiple auditing tools for creating a combined 

report are also in the scope of the SPHINX research and more work is required on this effort. Furthermore, it is 

important to have the option to choose which logs will be analysed and which ones will be discarded. 

It is possible to extend the monitoring even further by adding other types of agents and more specifically 

lightweight shippers for transferring events in real-time to the Elastic Stack for analysis. Those lightweight data 

shippers called “beats” include various options that are currently under analysis, in particular to decide 

whether they could be important in this project.  

 

Figure 29. Audibeat transfers events from Windows 10 to the manager 
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For example, in Figure 29, audibeat transfers audit data to the manager and it is observable for example that 

the process Teams.exe was terminated. Such data do not appear on the alerts, since are common; however, it 

is possible to revise this approach in order to monitor specific actions and procedures, or to use extra logs for 

more information. 

Currently, there are various data shippers that can provide more details and log files - the most common are 

Filebeat and Audibeat. The use of each of data shippers will be further investigated to provide more information 

of their adequacy for SPHINX’s purpose in a later version of this deliverable. 

 

Figure 30. Lightweight data shippers called beats for creating logs 

For example, it might be important to include Winlogbeat when Windows machines or Packetbeat are audited, 

if the audit is focused on a firewall or switch. It is possible to select which information will be reported to the 

logs adding the appropriate filters (Figure 21, Figure 31) and add the corresponding columns accordingly. 

 

Figure 31. Selecting which information will be present to the logs 

 

5.3 Rules and Events 

Rules are used with the purpose of detecting attacks, intrusions, or future misuse, as well as to highlight 

configuration problems and detect policy violations. Rules can be either created or integrated from open 
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repositories. Creating the appropriate rules or integrating existing ones from open repositories is the content 

of this subsection. The rules that include emerging threats3 are to be aligned.  

Using the existing set of rules, it is possible to extract data regarding the compliance status of new components 

to regulations, including the auditing and certification process. Rules are classified according to the service (e.g. 

sshd, apache, ftpd), as well as to the severity level. This severity level is used to assess the compliance to the 

policies, presenting the percentage of compliance and the severity for each requirement, depending on the 

corresponding standard (e.g., NIST, PCI), as shown in Section Error! Reference source not found.. In a later 

version of this deliverable, more information will be provided as to how rules are created or presented. 

 

5.4 Reports 

The solution allows for the generation of custom dashboards, in a manner that facilitates its use in reporting 

tasks, including, for example, the option to export in PDF format. Daily reports can be automatically generated 

and distributed by e-mail (Figure 32). Reports can also be obtained dynamically by using the security events 

section, auditing and policy monitoring, regulatory compliance and finally the threat detection and response 

module. 

 

Figure 32. Example of an e-mail audit report  

However, the best option is to use another option called “Canvas,” which gives the ability to create highly 

customised reports using the collected data from the Elastic Stack (Figure 33). This way it is possible to create 

readable reports according to the purpose. The data are presented dynamically and are refreshed 

automatically, in pre-defined time intervals. 

 
3 https://rules.emergingthreats.net/ 
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Figure 33. Example of PDF report 

Having the ability to generate customised reports allows the opportunity to present the important data and 

information. 

5.5 Visualisation 

Throughout the document, visualisation tools embedded in the system are leveraged in order to facilitate the 

understanding of the different features. The visualisation capabilities extend beyond those examples, and 

include a variety of charts and presentation formats, as shown in Figure 34. 

 

Figure 34. Example visualisation elements 
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In addition, other options are available in the tool. Among those, the examples above rely mainly on 

Dashboards, Logs and Canvases. 

 

Figure 35. Example visualisation options 

The system will be further enhanced to allow for the generation of dashboards and reports that contain relevant 

information, and hence facilitate cybersecurity certification processes and audits. 
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6 Conclusions 
The ability of the SPHINX environment to automatically assess the compliance of a newly introduced device or 

service is key to guarantee its smooth, secure, and reliable functioning. The Automated Cybersecurity 

Certification (ACC) sub-component in SPHINX does not only monitor for and alert of technical deficiencies in a 

new device, but also verifies compliance with regulatory requirements and industry standards. SPHINX’s 

Vulnerability Assessment as a Service (VAaaS) module provides a transparent and comprehensive analysis 

against pre-configured rules, providing complete information about potential vulnerabilities, and generating 

logs that facilitate audit tasks. The visualisation tools included in the module allow for a better (more user-

friendly) understanding of the potential aspects by which the new device or service could threaten the integrity 

of the system, indicating instances of non-compliance with the rules. 

In its current form, SPHINX’s ability to monitor, assess and alert for the risks that new devices or services could 

generate in the system is well underway. The module is currently able to assess non-compliance with a fair 

number of regulations and standards, as well as it is capable of supporting custom rules. Currently work is 

ongoing to enlarge the set of (optional) rules the system will compare against, as well as to find the best way 

for some of the less-technically worded requirements described in regulatory texts to be transposed to 

technical rules.  
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