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Executive Summary 
It is the firm intention of all the partners involved in SPHINX to perform the research activities in compliance 

with all relevant legal and ethical rules which apply. To ensure this, the research activities include a legal and 

ethical analysis to be undertaken and recommendations for legal compliance. To this end the role of the Ethics 

Helpdesk is essential. The Ethics Helpdesk (D1.11 due to M18 & D1.14 due to M36) scrutinizes the research, to 

guarantee that no undue risk for the user, whether technically, nor related to the breach of privacy, is possible. 

Thus, the Consortium shall implement the research project in full respect of the legal and ethical national 

requirements and code of practice. 

The purpose of this document is to report the ethical issues, or any other complication arose from the beginning 

of SPHINX implementation to date and how these were treated. The document focuses on three ethical issues: 

Processing of personal data, discovery of incidental findings and misuse of research findings which were 

highlighted in (Deliverable 1.10, 2019).  
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1 Introduction 

1.1 Purpose & Scope 

The Ethics Helpdesk (D1.11 due to M18 & D1.14 due to M36) scrutinizes the research, to guarantee that no 

undue risk for the user, whether technically, nor related to the breach of privacy, is possible. Thus, the 

Consortium shall implement the research project in full respect of the legal and ethical national requirements 

and code of practice. The purpose of this document is to report the ethical issues, or any other complication 

arose from the beginning of SPHINX implementation to date and how these were treated.   

1.2 Structure of the deliverable 

This document is structured as follows: section 1 introduces the document; section 2 presents any ethical issues 

that have arisen regarding the participants in the SPHINX survey; section 3 presents any ethical or legal 

complication that have arisen regarding processing of personal data, discovery of incidental findings and misuse 

of research findings; finally, section 4 concludes the document. 

1.3 Relation to other WPs & Tasks 

This document is related to the work performed under the scope of WP1: Project Management included in  

(Deliverable 1.4, 2019), (Deliverable 1.6, 2019), (Deliverable 1.7, 2019) and (Deliverable 1.10, 2019) and in the 

scope of WP2: Conceptualisation, Use Cases and System Architecture in  (Deliverable 2.2, 2019). 
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2 Participation in the SPHINX research 
In (Deliverable 1.7, 2019) it was predicated that no research participants, other than existing employees of the 

pilot partners, are expected to take part in the pilot trials of the SPHINX project. In more detail, the trials of 

SPHINX will involve existing personnel of Polaris Medical, HESE and DYPE5 that are already working at the 

specific organisations.  

To date, personnel’s participation in SPHINX activities was asked only through two surveys trying to capture 

cybersecurity awareness in the healthcare pilot organisations involved in the SPHINX. The first was targeted to 

the ICT departments and the second one was focused on the non-ICT employees (medical, auxiliary, laboratory 

and administrative personnel). In both two surveys, all participants provided their answers to cyber-related 

queries completely anonymously. 

Regarding the development of SPHINX modules, in cases that real data are required (e.g. network traffic, etc.), 

for the time being, public datasets are being used for the design phase, the testing and validation of their 

functionality.  
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3 Potential ethical and legal complications 
Based on indications of (Deliverable 1.10, 2019) regarding the possible complications that SPHINX project may 

present in terms of its compliance with legal and ethical guidelines and legislation, at the time being, none has 

been recorded. 

3.1 Ethics and Security internal project boards 

Both Ethics and Security internal project boards consist of the following members: 

• Dr Christos Ntanos of NTUA 

• Dr Vagelis Papakonstantinou of VUB-LSTS 

• Dr Aggelos Liapis of KT 

• Mr George Doukas of NTUA  

• Mr Evangelos Stamatiadis of DYPE5 

Meetings and Telcos 

• June 24th 2020 (Microsoft Teams Meeting)– the first telco focused mostly on the progress of the 

project. Since there were no complications it was highlighted, once again, the importance of monitoring 

of ethic-related issues. Regarding next meeting, if no other issue appears, the Boards decided to be 

held by the end of November 2020, provided that the first implementation phase of WP3, 4 and 5 will 

have been completed. 

3.2 Protection of personal data  

Note: The embedment of the SPHINX toolkit in hospitals’ infrastructures indicates that SPHINX may acquire, 

through its platform, access to patients’ personal data (health data and other personal details). However, even 

in this case, SPHINX shall be the processor of the personal data. The controller shall always be the hospital and 

any other health infrastructure that will use the SPHINX solution. 

3.2.1 Personal data processing activities in SPHINX 
All partners replied that no personal data processing (let alone sensitive data, such as genetic or health data), 

which may result to serious complications, is conducted in the context of SPHINX. Moreover, it has been verified 

by all partners that no true personal data will be used during the SPHINX project. 

To date, there was no event invalidating the above statement. However, in the case that such event occurs, 

Ethics and Security internal project boards shall be immediately informed, in order to deal with the specific 

matter accordingly. 

3.2.2 Security/ organisational measures and privacy policies 
The majority of the partners apply security measures, both organisational and technical for the project’s 

purposes. 

To date, although there has been no need to secure data, as there were no real-life data, no incident has been 

reported to any of the partners. 
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3.2.3 Data subjects’ rights 
Safeguarding the rights of the data subjects is of major importance. Data subjects’ rights are respected to a 

great extent by most of the partners. 

To date, there was no issue arisen as no real-life data were used by the partners. 

3.2.4 Lawfulness of processing 
Almost all partners have stated that the data they collect are proportionate to the purpose of the processing. 

To date, there was no issue arisen as no real-life data were used by the partners. 

3.2.5 Security of data  
Most of the partners responded positively on the organisational and technical measures they implement to 

safeguard the security of the personal data of the people participating in the SPHINX research. 

To date, there was no event invalidating the above statement. 

 

3.3 Incidental findings policy  

Incidental findings policy as an ethic issue is addressed in the Commission’s guidance entitled “How to Complete 

your Ethics Self-Assessment”. The possibility of their occurrence presents a range of ethical, legal, and practical 

challenges, for both their recipients, as well as the researchers who encounter them. The majority of partners 

do not anticipate the use of personal data in their activities, so the discovery of incidental findings is even more 

unlikely. 

 To date, there was no issue arisen as no real-life data were used by the partners. 

3.4 Misuse of research findings  

Misuse of research findings may lead to serious consequences for both the researchers and the recipients of 

such findings. No serious complications are anticipated during the SPHINX project.  

To date, there was no issue arisen as no real-life data were used by the partners. 
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4 Conclusions  
This deliverable is the summary of all the ethical issues, or any other complication arisen from the beginning of 

SPHINX implementation to date. As it is recorded in (Deliverable 1.10, 2019), no major ethical concerns are 

expected to be raised during the project’s execution.  

Currently, there are no implications on SPHINX implementation regarding compliance with legal and ethical 

guidelines and legislation. At the time, this is quite expected since real-life data are yet to be used. However, 

even if such data shall be used, all partners running the pilots and the consortium itself have already undertaken 

the necessary measures in order to safeguard the rights of the data subjects/research participants, including 

the protection of their personal information. 
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