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Secure storage 
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Do you think your data are safe? 
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• Personal data needs to be securely stored 

• Using appropriate technical and organisational 

measures (Section 20(1), DPPA, Art. 5.1 GDPR) 

• Consider state of the art 

• „Integrity and confidentiality“ 

  

Protection against unauthorized access 
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Organisational measures 

• Separate personal data from research data 

• Anonymize data 

• Store personal data in countries with similar 

protection 

Technical measures 

• Control access to data 

• Protect data with a secure password 

• Encrypt data 

• Destruct data that is no longer needed 

Technical and organisational measures 

Herrema, A. (2014): FOSTER Cartoon: Data Handling. FOSTER-Project (EU-Funding 612425).   
Verfügbar unter: https://www.fosteropenscience.eu/foster-taxonomy/research-data-management. (CC-by). 
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Creating a strong password 

• A strong password has 

• eight to fifteen characters or even more 

• a random distribution of characters  

• Combine…  

… upper case letters: A - Z  

… lower case letters: a - z  

… numerals: 0 - 9   

… special characters: ! " # $ % & ' ( ) * + , - . / : etc. 

 Use a ‘pass-sentence’ instead of a password 
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Passwords explained 
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https://www.youtube.com/watch?time_continue=209&v=jtFc6B5lmIM 
 

Switch on English subtitles! 
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Data encryption 

Bild: pixabay (CC-0) 

• Maintains the security of data  

• uses an algorithm to transform information 

• needs a “key” to decrypt 

• Use encryption 

• to transfer data 

• to store data (back-ups) 

• on remote discs 

e.g. 7Zip, Gpg4win or Veracrypt 
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Destructing sensitive / personal data 

• Temporary storage, according to  

• informed consent 

• period of research project (reusability) 

• Destructing data 

• Deleting data might probably not destruct them! 

• Shred physical files 

• Overwrite digital files (e.g. using Eraser or BCWipe) 

⇒ if in doubt, seek to physically destroy the drive 
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Data sharing 
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What is data sharing (for)? 

• Make data available (for scholarly research) to 
other investigators 

• Creates transparency 

– enables re-use of data in new research contexts 

– thereby contributes to the efficient use of public 
funds (i.e. tax money) 
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The spectrum of open data 

Image: “The Data Spectrum”. Adapted from http://theodi.org/data-spectrum (Open Data Institute, cc-by) 
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Data Sharing and Accessibilty 

open 
data 

closed 
data available data 

national security data official statistics research data 

legal issues 

project 

⇒ as open as possible, as closed as necessary 
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Private Research 
Domain 

Access and sharing during the research 
process 

Who? Access for core 
research team 
 
 
 
What? “Everything” is 
shared (working files, 
raw data…) 

Icons: RRZE Erlangen (CC-BY-SA) https://github.com/RRZE-PP/rrze-icon-set 
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Private Research 
Domain 

Access and sharing during the research 
process 

Who? Access for core 
research team 
 
 
 
What? “Everything” is 
shared (working files, 
raw data…) 

Shared Research 
Domain 

Who? Limited access for 
researchers outside core 
team (e.g. for peer 
review, replication) 
 
What? “Stable” versions 
of data and 
documentation  

17 

Icons: RRZE Erlangen (CC-BY-SA) https://github.com/RRZE-PP/rrze-icon-set 

https://github.com/RRZE-PP/rrze-icon-set
https://github.com/RRZE-PP/rrze-icon-set
https://github.com/RRZE-PP/rrze-icon-set
https://github.com/RRZE-PP/rrze-icon-set
https://github.com/RRZE-PP/rrze-icon-set
https://github.com/RRZE-PP/rrze-icon-set
https://github.com/RRZE-PP/rrze-icon-set
https://github.com/RRZE-PP/rrze-icon-set


Private Research 
Domain 

Access and sharing during the research 
process 

Who? Access for core 
research team 
 
 
 
What? “Everything” is 
shared (working files, 
raw data…) 

Shared Research 
Domain 

Who? Limited access for 
researchers outside core 
team (e.g. for peer 
review, replication) 
 
What? “Stable” versions 
of data and 
documentation  

Publication 
Domain 

Who? (Long-term) access 
for research community 
or public 
 
 
What? “Final” versions of 
data and documentation  
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Private Research 
Domain 

Access and sharing during the research 
process 

Shared Research 
Domain 

Publication 
Domain 

Amount of shared information decreases 

Amount of required metadata increases 
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Licenses 
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Intellectual Property Rights (IPR) 
 

 

“Everyone has the right to the protection  
of the moral and material interests resulting  

from any scientific, literary or artistic production  
of which s/he is the author.”  

(United Nations Universal Declaration  
of Human Rights, Article 27) 

Image: www.pixabay.com (CC-0). 
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What are Intellectual Property Rights? 

• IPR cover scientific work, as long as it 

– is an intellectual creation  
– has an individual character 

• IPR do not cover 

– (research) ideas 
– facts, e.g. single  

information in database 

Image: Herrema, A. (2014): FOSTER Cartoon: Don’t be so 2014 - Share. FOSTER-Project (EU-Funding 612425).   
Available at: https://www.fosteropenscience.eu/foster-taxonomy/research-data-management. (CC-by). 

23 

https://www.fosteropenscience.eu/foster-taxonomy/research-data-management
https://www.fosteropenscience.eu/foster-taxonomy/research-data-management
https://www.fosteropenscience.eu/foster-taxonomy/research-data-management
https://www.fosteropenscience.eu/foster-taxonomy/research-data-management
https://www.fosteropenscience.eu/foster-taxonomy/research-data-management
https://www.fosteropenscience.eu/foster-taxonomy/research-data-management
https://www.fosteropenscience.eu/foster-taxonomy/research-data-management


No Universal Intellectual Property Rights! 

• IPR are not universal but territorial rights  

 it matters 

– where they are applied 

– not where they originate 

 vary from country to country  

• Basic regulations on IPR in EU by  
EU Directive 2001/29/EC 

Image: www.pixabay.com (CC-0). 
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No Intellectual Property Rights on Data? 

IPR do not cover facts!  
i.e. single piece of information 

 no IPR on data? 

 database = structured collection  
 of information 

 IPR covers structure of collection 
but not the single facts included 
(EU Directive 2001/29/EC) 

Images: www.pixabay.com (CC-0). 
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Intellectual Property Rights and Copyright 

Intellectual Property Rights 

Commercial Rights 

Patents Trademarks 
…and other 

rights 

Copyright (2001/29/EC) 

Right of 
reproduction 

Right of 
distribution 

Right of 
communication 

to the public 
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Copyright and the Right of Usage 

• Copyright 

– assigns ownership 

– protects against unauthorized  
copies, derivation etc. 

• Right of usage 

– permission to re-use the  
work of someone else 

 conditions of re-use (license) 

Image: www.pixabay.com (CC-0). 
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Re-Using Others’ Work 

• Acknowledge the author, when  
re-using the work of someone else 

• Many data are available  
with specific licenses,  
defining conditions of re-use 

– clarify restrictions, i.e. what can  
and cannot be done with data  

– IPR can affect your ability to 
publish research outputs 

 

Image: Herrema, A. (2014): FOSTER Cartoon: Open Data. FOSTER-Project (EU-Funding 612425).   
Available at: https://www.fosteropenscience.eu/foster-taxonomy/research-data-management. (CC-by). 

28 

https://www.fosteropenscience.eu/foster-taxonomy/research-data-management
https://www.fosteropenscience.eu/foster-taxonomy/research-data-management
https://www.fosteropenscience.eu/foster-taxonomy/research-data-management
https://www.fosteropenscience.eu/foster-taxonomy/research-data-management
https://www.fosteropenscience.eu/foster-taxonomy/research-data-management
https://www.fosteropenscience.eu/foster-taxonomy/research-data-management
https://www.fosteropenscience.eu/foster-taxonomy/research-data-management


Licensing 

 

Licensing = give permission  
  to someone else 
  to do something 

 

Licenses define  
– conditions of access 
– conditions of (re-)use 

 

Image: www.pixabay.com (CC-0). 
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To License Scientific Work 

Clarify ownership on 
• data 

– might be you as the data creator 
– might be your employer or funder 
 check your contract 
 clarify with funders, research partners etc.  

• methods, standards etc. employed  

 never assume that you are the owner, i.e. have IPR 
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How to get a License? 

• Your institution or funder may  
have a template license for  
research data 

• Take care, (some) licenses  

– are irrevocable 
– not suitable for  

personal data 

• A license example:  
Creative Commons 

Image: www.pixabay.com (CC-0). 
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Creative Commons (CC) 

• CC is a nonprofit organization  
– provides a standardized way to give  

the public permission to use a work 

• CC licenses  
– require attribution 

– can be a tailored mix of  
conditions for re-use 

http://creativecommons.org/ 

 
Image: www.pixabay.com (CC-0). 
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Creative Commons Licenses 

Images: www.creativecommons.org (CC-by). 

Attribution (by): copy, distribute, display, perform and derivate 
work as long as the author or licensor is cited in the manner 
specified 

Non-commercial (nc): copy, distribute, display, perform and 
derivate work as long as the work is used only for non-
commercial purposes 

No Derivative Works (nd): copy, distribute, display, perform but 
no derivative works based on it 

Share-alike (sa): copy, distribute, display, perform and derivate 
work as long as the derivative works is licensed identically to the 
license that governs the original work 
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Exercise: Licenses and Data Re-Use 

 work in 5-6 groups 

 time: about 30 minutes 

 afterwards, we will 

commonly discuss your 

suggestions 

  see Exercise-Booklet for 

details on Exercise 10 

34 



35 
Image: pixabay (CC-0) 



• Licensing does usually not seek or  
assert ownership of data 

 ownership remains with the  
original copyright holder 

• Archives  

– manage the re-use via  
a license agreement 

– only hold data where  
the copyright holder  
has given permission  
for archiving and reuse 

A Final Note on Licensing 

Copyright Holder 

Archiv 

Re-user Re-user 

deposit agreement 

user license 
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Adapt your DMP 

Develop a back-up strategy 
⇒ define clear and consistent guidelines 

• what? all, something, only changed files 

• where? at least in triplicates and different locations 

• how long are different files (and versions) needed? 
(never destruct or overwrite original data while needed) 

• how often are files backed-up? 

• who: name researcher(s) and assign responsibilities 

⇒ verify back-ups frequently (e.g. once a week),  
e.g. restoring the files (name researcher(s)  
and responsibilities) 
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Adapt your DMP 

Develop guidelines to organize… 
… folders 

– define a consistent structure of folders 
⇒ e.g. by topic 

… and files 
– to name files 

⇒ e.g. [type_name_version] 

– to version files 
⇒ e.g. by the date and editor’s acronyms 

data_RDMData_20150822sn 
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Adapt your DMP 

• Check consent form on data sharing, first 

• Creative Commons (CC) Licenses: 
– pros: 

• easy-to-use 
• standardized way to give the public permission 
• enable sharing and use of (creative) works 

– cons:  
• no controlled access and (non-commercial) use  
• do not cover “copylefts” 
• attribution stacking 

⇒ CC-Licenses are not designed for (sensitive) data  

40 
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Archiving 
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WHAT CAN DATA ARCHIVES DO FOR YOU? 
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We keep data safe! 

Image: www.digitalbevaring.dk (CC-by) 
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We keep data safe! 

• Back-up and secure storage 

• Long-term preservation 

• Legal and ethical security 

– for data producers  
(IPR, licensing terms) 

– for participants in research  
(data protection) Image: www.digitalbevaring.dk (cc-by) 
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We make data accessible! 

Image: www.digitalbevaring.dk (CC-by) 
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We make data accessible! 

• Accessible formats 

• Increased visibility in the world wide web (e.g. 
through machine-readable metadata) 

• Persistent identification 

• High-quality  
documentation 

Image: www.digitalbevaring.dk (CC-by) 
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We offer support! 

Image: www.digitalbevaring.dk (CC-by) 
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We offer support! 

Image: www.digitalbevaring.dk (CC-by) 

• We advise on 

– documentation 

– metadata 

– anonymization and  

data protection 
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DATA ARCHIVING IN AFRICA 
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Data archives worldwide 

51 https://www.re3data.org/browse/by-country/ 

http://www.re3data.org/


Data scattered globally after Ebola 
outbreak in West Africa 

52 
Laura Merson, IDDO Data during Outbreaks 



But things are changing… 
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• Pan-African initiative 

• System to find, deposit, manage, share and 
reuse data 

• Pilot project is finished, operational launch of 
platform latest in 2020 

54 
http://africanopenscience.org.za/ 
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http://africanopenscience.org.za/?p=1129 
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https://v2.sherpa.ac.uk/view/repository_by_country/ug.html 
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And there are alternatives… 
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https://africaopendata.org/ 



60 https://www.datafirst.uct.ac.za/ 



61 https://www.datafirst.uct.ac.za/ 



62 https://osf.io/ 



63 https://zenodo.org/ 
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Conclusion: Sharing and Preservation 

• Start thinking about this early 

• Contact potential archives at the beginning of 
your research or 

• Look for alternatives early if archives are not 
available 

• Pay specific attention to: informed consent, 
legal restrictions, and where data is stored 
when you use free/generic services 
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SELF-ARCHIVING AT GESIS 
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Features of datorium 

• Data sharing even for smaller research projects 

• Data producers describe their data based on 
metadata standards 

• Easy upload of research data free of charge in a 
secure environment 

• Licenses 

• Researchers determine the conditions of data 
(re)use 
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Access categories 

• Free Access (without Registration) 

• Free Access (with Registration) 

• Restricted Access: Users have to apply for 
permission to download the data by contacting 
the depositor  

• Embargo: Data files can be published with an 
embargo date of one year maximum. The 
metadata though will be published in any case 

 68 



In a nutshell 

Search  
& 

Download 

Storage  
& 

Review 

Documentation 
&  

Upload 
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Only 4 mandatory fields. 
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However, it makes sense for… 

71 



…a better understandig to…  

72 



…add some more metadata.  
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It is also possible to describe… 
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...single files. 
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Search 
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Record 
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Record 

78 



Review process 

Technical review: 

check whether all delivered material is complete, 
correct and in a suitable technical condition (e.g. 
readable, virus free, etc) 

Content review: 

concerning plausibility, consistency, data weighting 
and data privacy 

Final review 
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Benefits of datorium 

• Easy upload of research data free of charge in a 
secure environment 

• All datasets receive a persistent identifier (DOI) 
• Data accessible via 

– datorium webpage 
– da|ra 
– DataCite  
– DBK 

• Well-balanced mixture of mandatory and optional 
metadata fields in its submission form 
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Adequate Research Data Management 

basic quality assurance replicability reusability 

processing data for use within 
the research project 

processing data for long-term 
storage and replication 

processing data for sharing 

minimal documentation, e.g. 
sampling, variable and codes 

metadata to describe the entire 
research process 

detailed documentation  
for reuse 

data protection: informed 
consent for use of data within 
the project 

data protection: informed 
consent on data storing and data 
anonymization 

data protection: informed 
consent on data sharing and 
data anonymization 

copyright on data and methods 
for use within the project 

copyright on data and methods 
for long-term storage and 
replication 

copyright on data and methods 
for sharing 
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Thank you for your 
attention! 

 

anja.perry@gesis.org 

oliver.watteler@gesis.org 
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