
1. Ra&onale 

In the development of Cyber-physical systems (CPS), security becomes an important property. More and 
more CPS are connected to the internet and, therefore, the aBack surface of such systems grows. CPS 
oFen operate in safety-cri&cal contexts, e.g., cars or cri&cal infrastructure. Hence, securing the system is 
essen&al to guarantee the safety of the system and, therefore, a method for developing CPS secure-by-
design is needed. Since CPS interac&ng with their physical environment, the method should also take this 
special nature of CPS into account. 

We need a method that allows us to model, analyze, and verify security requirements for CPS. Since CPS 
have to sa&sfy safety requirements, MDSD became one leading paradigm for developing such systems. 
Thus, it seems natural to apply a method for security requirements of such systems to these already used 
func&onal models, e.g., system architecture, behavior descrip&on, alloca&on, and deployment. 

There are several threat modeling and security analysis approaches. The ques&on is, to which extent are 
these approaches suitable for the requirements of model-driven development of CPS? In par&cular, we 
focus on the ques&on to which extent is the hardware/plaPorm of CPS considered in model-driven 
security approaches. Thus, we conduct a structured literature review in this area to a) find out, which 
requirements of CPS are sa&sfiable by exis&ng model-driven methods, b) to which extent current 
approaches consider the plaPorm of the system, and c) where are current research challenges. Thus, the 
main focus of the survey is to find out, which approaches does consider both soFware descrip&on 
(“cyber”-layer) and plaPorm descrip&on (“physical”-layer). 

Requirements 
We defined a set of seven requirements a plaPorm-aware approach should sa&sfy. For this, we 
conducted an unstructured literature search. We use exis&ng surveys (see appendix) found in this ini&al 
search for crea&ng our requirements. 

We define the following requirements, which are to our opinion the most important. However, we do not 
claim the list to be complete. 

• R1 – Support different system layers: One key aspect of CPS is that they consist of different layers, 
i.e., a cyber layer for the distributed aspect of the system and for communica&on, as well as a 
physical layer for interac&on with the physical world via sensors and actuators. Since in this 
survey we focus on the use of the plaPorm, this requirement has some significance. R2 – Formal 
methods and formal models: Security-by-Design stems from applying formal analyses and model 
transforma&ons to enable consistency between all development steps. Thus, the method has to 
provide i) formal models for the system and the threats/aBacks, ii) formal analyses on these 
models, and iii) consistency (correct refinement) of the models to source code of the system. 

• R2 – Phases of the SDLC: Security-by-Design means to consider security in all phases of the SDLC. 
Thus, all phases of the SDLC should be covered. First of all, the system has to be designed, e.g., 
by modeling the soFware architecture and the target plaPorm. Furthermore, poten&al threats 
and aBacks have to be specified, e.g., by a threat model. Addi&onal phases  are the applica&on of 
formal analyses, (automa&c) threat mi&ga&on, deployment, or run&me analyses like monitoring 
or simula&on. It is important that each phase is clearly defined and has specified input and 
output ar&facts. 



• R3 – System-of-Systems: Modern CPS are complex systems that consist of several sub-systems. To 
handle the development of such system-of-systems, the method has to provide a structured 
approach, e.g., to allow composi&onal analyses, it has to provide the specifica&on of a 
hierarchical system specifica&on. In large systems, not all subsystems are developed by the same 
provider. Thus, complex systems oFen integrate third-party resources. Hence, in the best case, a 
method is able to process both fully known parts and only par&ally known (or even unknown) 
parts of the system. 

• R4 – Threat Model: Since the threat model defines poten&al threats to the system, it is important 
that such a model is sufficiently expressive; it should cover as many kind of threats as possible. In 
the best case, the threat model is extensible, allowing one to define new threats. We do not 
restrict the threat model to the applica&on layer but also consider threats regarding the plaPorm 
and hardware. 

• R5 – Formal Methods: Security-by-Design is aided by applying formal analyses and model 
transforma&ons to enable consistency between all development steps. Thus, the method has to 
provide formal models for the system and the threats and aBacks as well as formal analyses on 
these models. 

• R6 – Refinement: An approach has to provide a correct synthesis to source code, i.e., a source-
code genera&on that preserves the analysis results, e.g., by genera&ng secure source code for 
the plaPorm. In the best case, a full code genera&on for the is provided but also par&al code 
genera&on for the security implementa&ons might be sufficient, e.g., if the code for secure 
communica&on is generated. Other code genera&ons are possible, e.g., automa&cally generated 
test cases or sta&c code analyses. 

• R7 – Supported Requirements: Typically, beside func&onal requirements and security 
requirements also non-func&onal requirements are essen&al for CPS, since CPS are oFen 
restricted by resource constraints, e.g., restricted memory or compu&ng power. Restricted 
computa&onal power and &ming constraints get important proper&es and make the secure 
development of CPS more difficult, e.g., when encryp&on is needed. Also, such systems have to 
formally show that specific (hard real-&me) safety-requirements are fulfilled. Hence, an approach 
has to provide the specifica&on and/or verifica&on of such non-func&onal requirements. In the 
best case, an approach has to allow the specifica&on and verifica&on of func&onal, non-
func&onal, and security requirements. 

2. Research Ques&ons 
With our survey we tend to answer the following research ques&ons: 

Q1: To which extent do model-driven security approaches for CPS consider the plaPorm? 

Q2: Which of the other stated requirements (cf. R2-R7) do these approaches fulfill? 

Q3: What are current challenges and open research ques&ons in the area of such plaPorm-aware 
approaches for model-driven security? 



3. Search Strategy 
For searching, we are going to use the following online libraries: 

• ACM Digital Library: hBps://dl.acm.org 

• IEEE Explore: hBp://ieeexplore.ieee.org 

• Springer Link: hBp://www.springerlink.com 

• Science Direct: hBps://www.sciencedirect.com 

We define three set of keywords we see as important: 

1. Secure, Security, Threat, ABack 

2. CPS, Cyber-Physical System, embedded+distributed 

3. Model-Driven, MDSD, MDE, AOM, Aspect Oriented, Method+Model 

 

We will search for publica&ons that have at least one keyword of (1.) and (2.) or at least one keyword of 
(2.) and (3.): (1 AND 2) OR (2 AND 3). 

Since we figured out problems using the automa&c search when using too many keywords (e.g., 
SpringerLink provided wrong results for some uses of the AND operator), we decided to apply the search 
for each combina&on manually in each library and merged all results per library using Mendeley Desktop. 
Please finde the search strings for each library in the file SearchStrings.txt. 

4. Study Selec&on Criteria 
To set the focus on mature approaches only, we focus on approaches published as 

• Conference papers, Journal ar&cles, and book chapters only 

We exclude ar&cles from the ini&al set, when: 

• Short papers / work in progress papers 

• Domain-specific (not related) context, e.g., cloud or web services 

• Informal approaches (like brainstorming, models for visualiza&on only…) 

o Informal threats 

o Informal func&onal model 

o No model-driven approach 

• Only one layer supported  

https://dl.acm.org
http://ieeexplore.ieee.org
http://www.springerlink.com
https://www.sciencedirect.com


• Only one step of the SDLC considered, e.g., only threat modeling without a func&onal model 

• Not wriBen in English 

• Not accessible 

5. Inclusion and Exclusion Strategy 
AFer the ini&al search in the online libraries, we will use a step-wise strategy applying at each step our 
exclusion criteria: 

1. Exclusion by format 

2. Exclusion by &tle 

3. Exclusion by abstract 

4. Exclusion by full-text 

5. Following relevant references (snowballing depth: 2-3) 

Finally, we are going to cluster publica&ons describing the same approach. 

6. Data Extrac&on 
We created a data extrac&on form which is provided as a template in a separate file 
„DataExtrac&onTemplate.xlsx“ 
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