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ABSTRACT
The Electric Smart Grid (ESG) is an intelligent critical infrastruc-
ture aiming to create an automated and distributed advanced en-
ergy delivery network, while preserving information privacy. This
study proposes the implementation of an Anonymous Incident
Communication Channel (AICC) amongst smart grids across Eu-
rope to improve situational awareness and enhance security of
the new electric intelligent infrastructures. All participating orga-
nizations will have the ability to broadcast sensitive information,
stored anonymously in a repository, without exposing the reputa-
tion of the organisation. This work focuses on the requirements of
establishment, the possible obstacles and proposed data protection
techniques to be applied in the AICC. Furthermore, a discussion is
conducted regarding the documentation of cyber-incidents. Last but
not least, the benefits and the potential risks of this AICC concept
are also provided.
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1 INTRODUCTION
The Electric Smart Grid (ESG) is the evolution of the traditional
electric grid, focusing on generating and conditioning electricity,
while efficiently distributing, controlling and monitoring it in real-
time. Being beneficial not only to the power industries, but also
the consumers, ESG also aims to preserve information privacy
and offer protection against intrusions. Due to its vast scale, it is
reasonable to expect many vulnerabilities to exist. Recently the
power system has faced several cyber attacks which have raised
the question regarding the security vulnerabilities and its large
impact on the system′s productiveness and integrity [5]. A detailed
research on cyber attack models for ESG environments is presented
in [13]. Offenders can be either elite hackers, terrorists, employees,
competitors, or even customers [28]. Since the ESG is a hybrid of the
power system and a communication network, Intrusion Detection
Systems (IDSs) and Intrusion Prevention Systems (IPSs) are critical
for countering cyber-attacks concerning either the physical power
system or the communication network or both. Information sharing
can greatly benefit these kind of systems. It is envisioned that early
detection and open information sharing between all smart grid
operators can greatly reduce the cost of data breaches [31]. Many
organizations are willing to join such communities of trust to better
protect themselves from cyber threats and maintain a strong cyber
security posture [35]. Based on these assumptions and in order to
improve situational awareness and enhance the security of ESG, an
Anonymous Incident Communication Channel (AICC) is proposed.
The rationale behind the creation of this channel is to create and
maintain a repository to broadcast, inform and exchange critical
information about cyber-attack incidents in smart grids across
Europe. The repository of incidents will be developed in line with
similar organisations such as the EE-ISAC [14] and the ESMIG [17].
AICC will provide the opportunity to contributing organisations
across Europe to broadcast sensitive information in an anonymous
way without exposing the reputation of the organisation. However,
the technical details of the attack will be available for everyone to
take timely countermeasures. Despite the numerous advantages it
may offer, the AICC requires careful planning. At this time there
are country-driven cyber incident repositories, but neither of them
is focused on Smart Grid security.
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This study focuses on the requirements of establishment and
data protection techniques to be applied in the AICC. The rest of
the paper is organized as follows: In Section II related works will
be examined, in Section III the requirements of establishing the
AICC will be discussed, in Section IV the data protection techniques
proposed for the AICC will be analysed, in Section V the benefits
concerning this endeavour will be presented, while in Section VI
a discussion on potential risks will take place. Finally the paper is
concluded in section VII.

2 EXISTING INFORMATION SHARING
PARADIGMS

Information sharing among industry asset owners and vendors
could help prevent, detect or counter cyber, personnel and physical
security threats. Until now there have been a few information
sharing efforts towards this direction.

The Homeland Security Information Network (HSIN) of the
U.S. is resposible for sharing sensitive but unclassified informa-
tion, while managing operations and sending alerts and notices
[37]. The National Cybersecurity and Communications Integration
Center (NCCIC) is another endeavour aiming to reduce the risk of
systemic cybersecurity by served as a national hub for cyber and
communications information, technical expertise, and operational
integration. Moving on, in the U.S. Department of Enegy, the In-
frastructure Security and Energy Restoration (ISER) program [12]
enhances the readiness, resiliency, and recovery of the U.S. energy
infrastructure. Accordingly in Europe there is EE-ISAC. Another
similar repository of incidents is the Industrial Security Incident
Database (ISID), a collection of known cybersecurity events that
have occurred against control systems in the manufacturing and
critical infrastructure industries [8]. Failure to adapt to the chang-
ing landscape of security threats and vulnerabilities will leave the
industrial controls world exposed to increasing numbers of cyber
incidents. The result could easily be loss of reputation, environmen-
tal impact, production and financial loss, and even human injury. A
similarly interesting project is the Vocabulary for Event Recording
and Incident Sharing (VERIS) [38]. It is a set of metrics designed to
provide a common language for describing security incidents in a
structured and repeatable manner, while sharing that information -
anonymously and responsibly - with others. Furthermore, a quite
recent study [23] proposes the implementation of an International
Cyber Incident Repository System (ICIRS). It is strongly promoted
that this system, if designed, can help inform and eventually miti-
gate the risks of cyber attacks to participating members. Despite
the fact that there are no known continental information-sharing
platforms in the world, according to [23], much like in Europe, some
countries, such as South Korea [30], Japan [29] and Argentina [20],
have established a national CERT, which underscores the fact that
basic knowledge of cyber events and responses is available within
many countries.

Based on these existing endeavours for information sharing,
the AICC is proposed specifically for ESGs′ enhancement towards
the prevention of cyber-security threats. Improving this intelligent
infrastructure is an accomplishment that will greatly benefit the
whole community in the near future.

3 REQUIREMENTS AND PERCEIVED
OBSTACLES

Cyber-threat information sharing faces several challenges. The
establishment and maintenance of trust relationships between par-
ticipants is the basis for efficient collaboration. All partners need to
assure the integrity and confidentiality of both submitted data and
system contributors, including the desire of contributors to retain
control over their data and how it is used [2]. For this purpose, a
governing legal committee will be appointed, including members
of all the partners involved in the channel and repository. The
committee′s responsibilities will be to set and deal with all the legal
and organizational requirements of the participants. It is almost
certain to come across restrictions concerning the types of informa-
tion that the organizations can provide to others, specifically the
technical details of a cyber-attack. Settling the rules on information
sharing is a delicate process since the imposition of unwarranted
or arbitrary restrictions may reduce the usefulness, availability,
quality, and timeliness of shared information. In the pursuit of es-
tablishing the AICC, a technical working group collaborating with
the legal committee, should also be appointed. Its members will
include experts responsible for developing the repository′s data
security, access policies and processes. The technical committee
will be responsible for describing how the information handling
designations will be applied, supervised, and enforced. These pro-
cedures should describe the roles, responsibilities, and authorities
of all stakeholders [22]. Repository administrators should make
judicious use of transparency mechanisms in order to reassure con-
tributors about the security measures in place to protect the data
they share. They should do so, moreover, in a way that does not pro-
vide a roadmap for malicious actors who might want to obtain and
exploit that shared data [2]. Another recommended action would
be to develop a pre-registration process that includes a background
check based on appropriate criteria. Such a check would allow the
repositoryfis governing committee, to approve or disapprove the
participation of particular entities. Throughout the establishing
process, participating organizations are encouraged to consult with
experienced cyber-security personnel and knowledgeable about
legal issues, internal business processes, procedures, and systems.
Equally important is the adoption of specific data formats and proto-
cols in order to enable automation and allow participants, the basic
repository, and tools to exchange threat information at machine
speed. Achieving interoperability can require significant time and
resources, however if sharing partners require different formats or
protocols the whole process is a lot easier. What is more, during
the standards development process, early adopters need to accept
the risk that it may be necessary to obtain new tools if substantial
changes occur to formats and protocols [22]. The most important
feature of this project is the anonymity factor. Each smart grid
organization - member will have the ability to broadcast sensitive
information in an anonymous way without exposing the reputa-
tion of the organisation. For instance, a cyber security incident
is uploaded to the repository without knowing who the victim is
and where the security incident took place. However, the technical
details of the attack will be available for everyone to take timely
countermeasures. Based on these assumptions the disclosure of
participants′ sensitive information is safeguarded by default. The
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unauthorized expose of information may delay or interrupt an on-
going investigation, endanger information needed for future legal
proceedings, or disorder response actions such as botnet takedown
operations.

The development of the AICC poses major challenges about the
actual functioning of the repository and the channel. In order to
meet the goals of this project, information must be easy to under-
stand. A dictionary of terms, ease of access to the system fields,
effective visualization and data mining tools could help contribut-
ing organizations easily conduct analysis on the available data of
cyber-attacks. In the following sections focus is given on the at-
tempt of reaching the desired anonymization of AICC contributors,
while exploring the documentation of ESG cyber-incidents so as to
be imported in the related repository.

4 CYBER-INCIDENT BACKGROUND
IDSs and IPSs in the ESG can greatly benefit in cyber-attack detec-
tion concerning either the physical power system or the commu-
nication network or both. The AICC will provide a vast amount
of valuable information leading to a considerable enhancement in
the performance of these systems. The anonymous repository of
incidents conducted in strict accordance with all applicable legal
and privacy requirements, could help both private and public sector
organizations better assess cyber risks, identify effective controls,
and improve their cyber risk management practices [1]. In the AICC
project, the documentation of cyber incidents will be addressed by
the technical committee under the guidance of the legal working
group. Each incident uploaded in the repository will have a specific
format and will be identified by a unique identification number.
The contributor will be anonymous and only the technical details
of the incident will be available to the other partners.

According to [1] the technical working group of the AICC should
focus on specific data categories in order to establish the desired
anonymous information sharing. First of all, a cyber-incident should
be characterized by the type of the attack. This high level descriptor
or tag will differentiate the incident for ease of reference, leaving
the capture of specific technical details about the incident to other
data categories. Based on these tags, participating organizations
can become aware of attack trends that prove to be beneficial to
their internal risk awareness training. Another data category to
be involved concerns the level of severity the incident has caused
based on the industry, relative size, and other circumstances of the
contributing organization. This kind of information is useful in
order to design and differentiate kinds and amounts of meaning-
ful cyber-security insurance by cross referencing the severity of
impacts from specific types of events that the sector experiences.
Critical information are also considered to be the cyber risk manage-
ment practices, regulations and standards compliance approaches that
the partner had in place at the time of an incident. Based on these
facts the effectiveness of a particular frameworkfis best practices
can be identified and enable comparisons among different types of
organizations using the same framework or similar organizations
using different frameworks. It is a fact that information about the
full profile of a sophisticated cyber-attack tends to emerge over
time. For that reason capturing the timelines of the incident phases
is very important. Equally critical are the information concerning

what assets were implicated, and how, during the cyber incident.
However, many cyber attacks develop over weeks or months, and
the date of the original compromise may never be established. Con-
sistent variations in time-to-control data among ESGs components
can highlight sector-specific cybersecurity strengths and weak-
nesses such as might be introduced by sector-unique Supervisory
Control And Data Acquisition (SCADA) system and other compo-
nents. Moreover, being able to specify the attackers motives, based
on the type and volume of data compromised, and what is done
with it afterwards, can help identify the risks that may be unique
or common and also what controls are or are not effective in mit-
igating those risks. Essentials would also be the kind of security
tools and methods used to identify and counter the attack by the
contributing organization.

5 DESIGN GOALS OF ANONYMOUS,
AUTHENTICATED COMMUNICATION

The AICC develops the idea of utilising a network of trust where
sensitive information is exchanged between institutes. Beyond the
policy approaches, protective technical measures will be used to
ensure that shared data can only be associated with an incident
and not a contributor. In order to safeguard the anonymity of the
information provider and enforce authentication on access control
a digital signature technique should be implemented. In addition
to provide confidentiality and integrity of the sharing data stored
in the repository, a privacy preserving technique should also be
applied. Based on modern anonymization technologies the system
can be protected against cyber-attacks itself.

5.1 Group Signature
There are various techniques which are based on digital signature
and use their concept for communication. One of them is the group
signature technique, also based on public key cryptography. Group
signatures [9] can be concidered as attribute authentication systems
containing only one attribute to represent a membership in a group.
In terms of digital signatures, the private key is used for creating
signatures and the public key is copied and handed out to validate
signatures [21].

In a group signature scheme [4] three kinds of participants are
included: (a) the group manager, for managing the memberships
and generating the membership keys of group members (signers).
In the AICC project the group manager could an elected member of
the technical committee. (b) the group members, in our case the
contributing organizations, will have separate membership keys,
that can be used to sign messages on behalf of the group. (c) the
verifier, who is the receiver of group signature or anyone who can
check the validity of the group signature by the public key of the
group. As amember of the group signature, contributors are allowed
to generate signatures on behalf of other group members while
their identity and location information are not known by a verifier
[21]. This ensures privacy, authentication and unlinkability of users.
More specifically, a general group signature scheme consists of the
following four procedures [4]. Firstly, during the setup procedure,
the group′s public key, the individual secret keys of the group
members, and a secret administration key for the group manager
are created. Next is the signing procedure based on a probabilistic
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algorithm which returns a signature on an amount of data, by using
the group member′s secret key. Following those a signature can
be either verified, based on an algorithm which returns whether a
signature is correct or opened so that the person who signed the
data is revealed, with the group manager′s secret administration
key.

According to [9], a secure group signature scheme should satisfy
two basic requirements, anonymity and traceability. Anonymity
demands that the identity of the signer should remain unknown
to anyone verifying the signature including other group members.
On the other hand, traceability offers the group manager the ability
of revoking the anonymity of a signer whenever necessary. In
case of a dispute, the group manager has the ability to reveal a
member who signed by using his administrator secret key. However
no other group member can identify the identity of the signer
or determine whether multiple signatures are produced by the
same group member. Many enhanced group signatures schemes
have been proposed until now, like the ones in [18], [40] and [11].
Furthermore, a new property called ′restrictive linkability′ was
introduced recently in [16], providing a user with control over
linkability.

Although group signature is expensive to implement, its exis-
tential anonymity, non-repudiation and untraceablility properties
make it attractive for the implementation of the anonymous repos-
itory of incidents in the AICC project. Aiming to authenticate the
identity and ensure the anonymity of contributing organizations,
a secure hybrid threshold group signature scheme is proposed to
be implemented. In [19], Hung and his colleagues present a new
scheme based on the hardness of elliptic curve discrete logarithm
problem (ECDLP) with distinguished signing authority to provide
all proof of member signing processes. According to this scheme,
a Distributed Centre (DC) is established for storing all signatures
that calculates some secret parameters needed by signers to create
signatures for each transaction. Only the group manager can open
the DC when needed. To support this method, two kinds of signer
are set, the privilege (n) and the normal. The scheme allows group
secret key shares to be kept on limited privilege signers only while
allowing new people to join the group without recalculating group
public key and easy revocation. Group policy requires that at least
t (t less than n) privilege signers must join signing process to make
a valid group signature. In the AICC project the group manager
could be an elected member of the technical committee, while the
privileged members could be a subset of the legal and technical
committees. Hung′s scheme can provide scaling group without wor-
rying about group secret loss and protection of the group′s private
key from being revealed by any set of corrupt signers or hackers′
threat. It can also reduce the risk of unexpected transaction and
provide distinguished signing authority feature of multisignature
internally.

However, by using group signature schemes alone, full anonymity
can not be ensured in the repository. Group-members can be identi-
fied individually by linking or matching uploaded to external data,
or by recognizing unique characteristics. In order to ensure the in-
tegrity and confidentiality of the data in the repository of incidents a
privacy preserving technique is chosen to be used. Generally, many
are the approaches to guarantee the privacy of sharing data such as
anatomization, anonymization and permutation. Anatomization is

Figure 1: Realisation of the AICC

a technique based on grouping sensitive attributes to avoid attribute
disclosure using buketization [33]. On the other hand, anonymiza-
tion focuses on quasi identifiers, and is used to prevent identity
disclosure [25]. Anonymization preserves the original structure
and field layout of the data so that they look original and realistic.
Similarly, perturbation guarantees the privacy of individuals by
adding noise to the data, encrypting the data or by swapping of
values. Anonymization and perturbation techniques can be consid-
ered better when compared to cryptographic techniques in terms
of complexity and efficiency for large number of users [41]. Ensur-
ing the privacy of the uploaded data in the AICC project will be
implemented by an enhanced k-anonymity technique.

5.2 K-anonymity
K-anonymity [34],[36] is a property used to assure that the owner
of the data released cannot be re-identified. Its concept was first
introduced by Latanya Sweeney and Pierangela Samarati in 1998
[34]. k-anonymity provides privacy protection by guaranteeing
that each record in a dataset released relates to at least k individuals
even if the released records are directly linked (or matched) to
external information. Based on this method, there are at least (k-1)
other records in the same release whose values are indistinct over
a special set of fields called the quasi-identifier [10]. The quasi-
identifier contains those fields that are likely to appear in other
known data sets. Each quasi-identifier tuple occurs in at least k
records for a dataset with k-anonymity. Regarding the AICC project,
each record released will contain a number of data categories, as
referred to the previous section, in order to be anonymized.

There are two common methods for achieving k-anonymity, sup-
pression and generalization [36]. Generalization involves replacing
(or recoding) a value with a less specific but semantically consistent
value. Suppression involves not releasing a value at all. The com-
bination of these techniques can provide safely anonymized data
that does not seem to be distorted. In addition, these techniques
can provide the most useful data possible, depending on the re-
leased data preferences that the receiver has chosen. Furthermore,
despite the fact that higher values of k imply a lower probability of
re-identification, more distortion to the data is detected, and hence
greater information loss. In general, excessive anonymization can
minimize the usefulness of the disclosed data, since the analysis
produces incorrect results or becomes extremely difficult [15].

Apart from its basic application methods k-anonymity has been
studied in order to minimize the drawbacks concerning information
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loss and protection against background knowledge attack and ho-
mogeneity attacks. Homogeneity attack happens when all records
have the same value of sensitive attributes. As mentioned in [6]
all anonymization techniques have a common drawback which is
the background knowledge attack. As we are not able to predict
the level of background knowledge an attacker is having about an
individual, we need to compromise slightly with the information
loss. In the view of minimizing the amount of information loss, a
method called optical k-anonymization [27], [7] was also presented.
An optimal anonymization is one which perturbs the input dataset
as little as is necessary to achieve -anonymity, where ′as little as
is necessary′ is typically quantified by a given cost metric. How-
ever, these techniques preserve an individual′s privacy against only
identity disclosure. They do not stop attributes disclosure. Sensitive
attributes could be disclosed through various types of attacks such
as homogeneity, skewness, and semantic similarity attacks [33].
Aiming to avoid homogeneity attacks, Machanavajjhala and his
collegues in [26] showed that, the degree of privacy protection is
determined by the number and distribution of distinct sensitive
values associated with each equivalence class. To overcome this
weakness in k-anonymity, they propose the notion of l-diversity.
What is more, Xiao and Tao in [39] proved that l-diversity always
guarantees stronger privacy preservation than k-anonymity. The
definition of l-diversity requires that each equivalence class be asso-
ciated with at least l different values for the sensitive attribute [6].
Moreover, although l-diversity is useful against attribute disclosure,
it is vulnerable to skewness and similarity attacks. The skewness at-
tack is based on the possible difference in the frequency distribution
of the sensitive attribute values within an equivalence class. On the
other hand, the similarity attack occurs when the values of the sen-
sitive attribute in an equivalence class are distinct but semantically
similar. The authors in [25] presented the definition of t-closeness
to counteract these attacks. An equivalence class is said to have
t-closeness, if the distance between the distribution of a sensitive
attribute in this class and the distribution of the attribute in the
whole table is no more than a threshold t. T-closeness effectively
limits the amount of individual-specific information an observer
can learn. However, this method seems to be more efficient when
dealing with numeric attributes. Since the discovery of the ultimate
privacy prevention technique is still trending, b-anonymization was
recently proposed by Prakash and his colleagues in [32], aiming to
improve the efficiency of k-anonymity. This technique is considered
to be more efficient than k-anonymity and has higher degree of
anonymization. K-anonymity takes more time as it has to compare
records with each other in order to form equivalence classes.

In the light of all these methods based on k-anonymity, an en-
hanced hybrid anonymization approach is proposed to preserve the
privacy of data in the repository of incidents of the AICC project.
Anatomization through Generalization (AG) proposed in [33], is a
combination of the anatomization and anonymization. It utilizes
the (l, e) diversity technique, which avoids semantic similarity and
homogeneity attacks of sensitive attributes disclosure with high di-
versity degree, together with generalization and suppression. This
technique is considered to be the best choice for the AICC, since its
a practical and effective tool for ensuring data privacy against mem-
bership, identity and semantic similarity disclosure attacks while
maintaining the utility of data. The development of the according

k-anonymity technique and group signature protocol should define
a single framework that efficiently contributes to the ESG′s security.
To this end, novel ESG security models will be the stepping stone of
constructing the presented authorization policies, keeping in mind
the interoperability and integration security challenges of the ESG
environment [24].

6 BENEFITS OF THE AICC IN ESGS
The AICC enables efficiency enhancement of the ESG infrastruc-
ture, while makng it attack resilient. The major asset of the channel
is the exchange of real-time security data and analysis, based on
the circulation of best countermeasures practices and the com-
parison of various security solutions both from a technical and
operational viewpoint. Benefits are obvious for the participating
organizations, since they often face actors that target the same
types of systems and information. Cyber defense is most effective
when organizations work together to deter and defend against
well-organized, capable actors [22]. The anonymous repository
can provide the basis for assessments of adversary tactics on the
grid, based on techniques and procedures that could link attacks to
their respective sources. Information sharing could also be useful
in supply chain risk management by highlighting common supply
chain cyber-security weaknesses that merit supplier and vendor
attention [3]. It can also enable companies to establish a baseline
for reasonable cyber-security best practices, by learning about the
effectiveness of methods that similar organizations have employed
to avoid or re-mediate particular kinds of cyber-incidents. Conclu-
sively, smart grid organizations across Europe participating in the
channel will have the ability to rapidly detect and respond to threats.
This knowledge enables organizations to speed up processes in their
operational environment and diminish the probability of successful
attack. As a result, large scale economies are created for network
defenders, while adversaries′ costs are increasing by forcing them
to develop new attack methods.

7 POTENTIAL RISKS
While sharing cyber-security information clearly has benefits, cer-
tain challenges remain. The establishment of trust between partners
is a quite delicate matter, that can be approached by considering
all security precautions. Although contributing organizations may
fear that other participants might compromise or use their infor-
mation against them, the AICC project builds upon the anonymity
of contributors and preserving the privacy of their data. In case
any information is misused or stolen, it would be difficult to trace
back to the contributor. Despite the security measures provided by
the project, participants are encouraged to evaluate all information
to be shared by considering consultation with experienced cyber-
security personnel and knowledgeable about legal issues, internal
business processes, procedures, and systems. In order to maintain
the efficiency and reliability of the AICC and mitigate any potential
risk, members need to also follow closely the directions given by
the legal and technical committees.

8 CONCLUSION
This work proposes the implementation of an Anonymous Inci-
dent Communication Channel (AICC) to enhance the reliability and
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maintain the integrity of smart grids across Europe. With the guid-
ance of a legal and a technical committee, participating organiza-
tions will broadcast sensitive security information in an anonymous
way, while safely preserving them in a repository. In order to ensure
the anonymity of contributors, a hybrid threshold group signature
protocol will be used. In addition, a enhancement of k-anonymity
method is proposed to preserve the privacy of the uploaded in-
formation. In order to mitigate any potential risks, partners are
encouraged to follow all legal regulations regarding information
sharing and carefully evaluate all data to be released in the reposi-
tory.
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