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Abstract—This paper considers transmit covariance matrix
design for secrecy rate maximization problem in a multiple-
input single-output (MISO) multicasting simultaneous wireless
information and power transfer (SWIPT) system. In order to
enhance the performance of the system, artificial noise (AN
added to the transmit signal in the design for the following
purposes: to reduce the received signal-to-noise ratio (SR

community as the radio signals can be exploited to harvest
energy for power constrained devices including unreaehabl
sensor nodes. Traditional energy harvesting schemezeLitiie
energy from nature such as hydro-power, solar and wind. How-
ever, these methods are not suitable for mobile terminialses
the aspects of geographical position, climate and the dexfig

at the eavesdroppers and increase the harvested energy. Wedevices may limit the performance of energy harvesting.[12]

assume that all the channel-state-information (CSl) is pdectly
known at the transmitter and all legitimate users are capabé of
simultaneously receiving information and harvesting enegy. In
addition, all the eavesdroppers are passive and they can hegst
energy only when they are not intercepting or eavesdroppinghe
messages intended for the legitimate users. The original secy
rate maximization problem is not convex in terms of transmit
and artificial covariance matrices as well as the power spliing
(PS) ratio. In order to circumvent this non-convexity issue
we exploit the Charnes-Cooper Transformation and semidefinite
relaxation (SDR) to convert this original problem into a convex

In order to circumvent these issues, wireless power transfe
has been recently proposed as the solution and has become an
interesting research area as evidenced by the recent wtrk in
literature [12]-[14]. In[[15], secrecy wireless infornwati and
power transfer based beamforming design has been proposed
for a SWIPT system to avoid the eavesdropping by the energy
receivers through physical layer security. On the otherdhan
the information receivers could also exploit wireless gger
harvesting technique to simultaneously receive the in&tion

one. However, this convex problem does not always yield the and energy through a power splitting (PS) scheme [16], where

rank-one transmit and AN covariance matrices to obtain the
solution of the original problem. Therefore, we analyze the
optimal conditions and utilize a Gaussian randomization (@)
method to construct the rank-one solutions from the non-rak
one results. Simulation results have been provided to demairate
the performance of the proposed transmit covariance matries
design for MISO multicasting SWIPT system.

Index Terms—Physical-layer secrecy, SWIPT, energy harvest-
ing, MISO system, convex optimization.

|. INTRODUCTION

the received signal is divided into information and energy
streams [[17]. However, this could introduce some security
threats to information receivers as the received signahgth

at energy receivers is better than that of the informatien re
ceivers and the achieved secrecy rate decreases td zerd¢15]
address this issue, we consider secrecy rate maximizaticn f
multiple-input single-output (MISO) multicasting SWIPTitlv

PS scheme with minimum energy requirements at legitimate
users and energy receivers. In particular, transmit beamifng
vectors are designed to maximize the secrecy rate andysatisf

Information security is one of the most challenging prolthe energy constraints based on convex optimization approa
lem in wireless communications due to the open access [@8].

wireless medium. The security schemes in traditional wagl

In this paper, we consider a MISO secure multicasting

networks are developed in upper layers through cryptogecaplSWIPT system, where the transmitter and legitimate users
encryptions [[1]-[B]. The broadcast nature of wireless comvith multiple and single antennas, respectively. Similar t
munications introduces different challenges in terms of kd19], the eavesdroppers are equipped with mutiple antennas

exchange and distributioris [4]3{8]. In order to improve see
curity performance of wireless transmissions, the infdroma

In addition, it is assumed that the transmitter has the perfe
channel state information (CSI) of all links. The energy

theoretic based physical layer security was first proposed keceivers could attempt to intercept the information idth
Shannon[[B], and then developed by Wyrier| [10] and CsisZar the legitimate users and could turn out to be the po-
[11]. This approach implements security in the physicaélaytential eavesdroppers in the network. In particular, bo t

to complement the cryptographic methods by exploiting tHegitimate users and the eavesdroppers are able to decode
channel state information (CSI) of legitimate parties andformation and harvest energy simultaneously. However, i
eavesdroppers. Ih [10], Wyner introduced the wiretap chhnrorder to guarantee confidential transmission, we focus en th
model and the concept of secrecy capacity, which is definedwasrst scenario that the PS ratio for information decoding at

the difference of the mutual information between the |eggiie
channel and the wiretap channel.

the eavesdroppers are assumed to one and the transmitter
only guarantees the harvested energy requirements at the

Recently, simultaneous wireless information and poweavesdroppers when they do not attempt to eavesdrop [17]. To
transfer (SWIPT) has significantly influenced the researemsure the secure communication between legitimate taisnin
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and satisfy the energy requirements, we exploit artificaase Ye,l = /peyl(Hf;ylx + Nea1) + Nepy, VI (4)
(AN) approach to confuse the eavesdroppers or degrade tfhe

decoding capability while providing the required energy [4" S CPs:k € (0,1] and pe,: € (0,1] denote the PS factor of

) - the k-th legitimate user and thleth eavesdropper, respectively.
[20]. For this network set up, we formulate the beamformm.ghe antenna noise at thieth legitimate receiver and the

design into a secrecy rate maximization problem with ener 9
constraints. This original problem is not convex in terms (ﬁ‘){ eavesdropper are represented iy, . ~ CN(O’GW’C)

beamforming vectors. To circumvent this non-convexityéess and neq, € CNEQXI ~ CN(O, Gga-,ll)]’v re?pectwely, w2hereas

we exploit semidefinite relaxation (SDR)_21] a@harnes- ''sp.k ™ CN(0,02, ) andng,; € CN2Xt ~ CN(0,07, 1)

Cooper Transformation[[22] techniques to cast the problelrr?present the signal processing noise fo_rktlftb Ieg|t|_mate re-

into a semidefinite programming (SDP), which can be effeeiver and thé-th eavesdroppe_r, respectlv_ely. In this pap;r, we

ciently solved through interior point methods [23]. model J'E[he AN vector as covariance matrix, whafe= vv*,
The remainder of this paper is organized as follows. TR EHT V E_ 0. i .

system model is presented in Section |1, while the secretey ra 1€ mutual information of thé-th legitimate user can be

maximization problem is formulated in section IIl. Sectibh Wrten as

provides simulation results to validate the performancehef

proposed design and Section V concludes this paper.

h?, qq”h,
" . ) 5)
hngh&k + Uga,k + Bt

Ps,k

R, = log, <1 +

A. Notations and the mutual information of thisth eavesdropper is written
We use the upper case boldface letters for matrices amsl

lower boldface for vectors/ denotes the identity matrix
whereas(-)~!, ()7 and (-)¥ stand for inverse, transpose
and conjugate transpose operation, respectivdly.> 0
means thatA is a positive semidefinite matrix]A| and
[|A|| represents the determinant and the Euclidean norm %flo
matrix A, respectively. The rarfld) denotes the rank of — &2
a matrix, and t(rA). represents the trace of matrA.. The_ The upper bound is obtained by settipg; = 1 ando?, =
circularly symmetric complex Gaussian (CSCG) distribatio , 5 ' el

+ o Here,ns € (0,1] andn.; € (0,1] are the

is represented b 2) with meany, and variances2. “ea.l ep.l: . . o
HN (;)enotes the Z(/e\t[(o/?aanf)x N Hermitil;n matrices power transformation ratio of thie-th legitimate user and the

I-th energy receiver, respectively. The harvested powehnet t
Il. SYSTEM MODEL k-th legitimate user can be written as

e,l —

log, |1+ [Pe,l(Uga,zI‘*‘Hg{zVHeJ) +0§p,zI]_1pe,szzquHe,z

=R, (8)

I+(Hqq"Hey) ' pe, H g He g

We consider a secure multicasting MISO SWIPT system _ -~ H __H H 2
where the legitimate transmitter establishes secured GﬁmmEs’k = Mske(1=psk) [h&qu hs’k+hs’thS’k+US“’k] 0
nication links with K legitimate users in the presence ofyhereas the harvested power at fhéh energy receiver can
L multiple antenna eavesdroppers. Here, it is assumed tRatyritten as

both legitimate users and eavesdroppers are employed with

the PS scheme to simultaneously decode the information aﬁgl:ne,l(1—p67l)[tr(HfquHHe,l)+tr(HflVHe,l+NEa§ayl)]
harvest the energy. In addition, the transmitter is equdppe )
with Np transmit antennas and each legitimate user consists

of single antenna whereas all eavesdroppers are equippied wi I1l. PROBLEM FORMULATION

Npg receive antennas. The channel coefficients between thEHere, we consider the secrecy rate maximization problem
transmitter and thei-th legitimate user as well as theth  for this multicasting MISO SWIPT network, where the mini-
eavesdropper are denoted by, € CV7*' and H.; € mum secrecy rate between the legitimate users is maximized

cNt*Ne | respectively. Thus, the received signal at théh with transmit power and energy harvesting constraintss Thi
legitimate user and theth eavesdropper can be expressed @soblem can be formulated as

Yoo = BGX A nap, B=1,2,. K (1) max min Ry, = Ry, — R, (9a)
7 ’ a,V,ps.k Kkl )
Ye,l = Hglx +1ne, 1 =1,2,..,L (2) st mkin Eyx > E,, mlin B> B, Vhl, (9b)
wherex € CN7*1 denotes the transmitted signal, which can lal|? +tr(V) < Pial (9¢)
pe witten asx — qs + v, whefaq € C % i the ransmit 0< por <LV = 0. (9d)

beamforming,s is the information signal ang € CN7 <! is _ _ _ .
the AN. In addition, all of the receivers exploit PS to handle 1"€ Physical meaning of the constraint [n(9b) is that the

the received signal, then we can write (1) and (2) as transmitter should satisfy the minimum power requirement
’ at the [-th passive eavesdropper if it is only interested in

Ysk = Pk (W o x +ngar) + ngp, Yk (3) energy harvesting and not in eavesdropping (s, = 0).

sa,k



For convenience, the power transformation ratio is assumetiereas the inner problem can be expressed as
to ben, , = 7., = 1 and this problem can be expressed by
introducing the transmit covariance mati@x, = qq’ as

h# h
Wy, 1O = gy T
max minlog, ( 1+ SR +log, (¢) QeVopen h, Vh,, 402, + p”’:
Qs,V,ps kst k hZ Vh 2 Tsp.k s
s,k Sak+asa,k+ Ps,k H 2 t 1

(10a) s.t.mlaxlog2 I—|—(He,lVHeyl+ae7lI) HEJQSHBJ §log2(¥),

1 _

s.t. logy I+(HglVHe,l+G§,II)_1HngSHe,l‘ glog(;), hl,Q.h, + b, Vh, > : Ep - aga,k,
- sk
(1_ps,k) [hngshs,k'i‘hnghs,k+U§a7k:| ZEsa tr(Qs) + tr(V) S Ptotala

(10c) 0<psk <1,Qs =0, V=0, rankQ,) =1.  (16)

( e, lQ He l)+tr(H VHe l)+NEUea 1 >‘Ee7
(10d) The upper bound of in (I5) is 1 due to[(10b), and the lower

tr(Qy) + tr(V) < Pt (10e) boundt,,;, can be derived fron{{10a) as
0<ps<1,Qs>0,V>=0,rankQ,)=1. 10f
Pk <1,Q KQs) (10f) b Quh, s . h¥ Quh.
The constraint in[(I0b) can be recast by removing the loga= 1+ " ’ 5 =i 1+07
rithm from both sides as h Qshs i +05, + 5 sa.k
_ 2\ —1 2\ —
@OB) = (t~ — (H/VH,  + 02 1) = H/QH., (1) - (HAmax(Q;)nhs,u ) Z(Htr(Qs)Znhs,kn >
. . . . . g g
It can be easily seen thdi {11) is a linear matrix inequality sak o sak
(LMI) constraint [18] wheread (10b) and{11) are equivalent ('} Protall| s 1 [|? e (17)
Then we obtain o2k e
E
h?, Q.h,; +h¥, Vh,,; > i 2. (2 . L .
(108) = by Qshs k + iy Vs e > 1— park Tsa (12) where the last inequality is obtained from the total power

constraint. The outer problem ih{15) is a single-varialgé-o
(@00)= tr(H,Q.H.,) + tr(H,VH. ;) > E. — NgoZ,,  mization problem with a bounded interval constrdinf;.,, 1],
(13) which can be solved through an one-dimensional line search,
Therefore, the problem can be formulated as provided thatf(¢) can be evaluated for any feasitileThere-
' " fore, in the following, we will focus on the inner problem in
h, Qsh, ich i i i :
max  minlog, 1+ sk Qshs i i Hlogy (1) (EI_E), WhICh is a fracuonal programming _problem Generally
Q. Vit k he Vh 2 ok bisection search is employed to tackle this problem. Howeve
s,k 5=k+08a,k+ps—k H H H H
: the complexity of this method based on one dimensional

(14a) search algorithm is high and difficult to implement. The inne
st. (7' = 1)(HIVH., +02,1) = HY,Q.H., problem in [I6) can be written as
(14b)
E 2 ~ he Q hy ;.
st hSk—"h thSk> 1_p i ~ Osa,k> f(t): max min Sk >
S & Viper k o2,

(14C) Q Pork hkahs K+ Usa k + Ps. :
tr(H,Q.H. ) +tr(H,VH, ;) > E.— Ngo?, st (7' = 1)HI VH, + 07 1) = H Q.H.,

(14d) Q.h, ;. +h%, Vh,, > Es 2

S, s, s, — Osq k>
tr(Qs) +tr(V) < Pota, (14e) by b RY Rk = &
0<psr<1,Qs=0,V0,rankQ,)=1.  (14f) tr(H Q. H,,) + tr(HY, VH, ;) > E. — Npo?,,,
The above problem is still not convex in terms of transmit co- tr(Qs) +tr(V) < Pota,

variance matrices as well as the PS ratio and therefore tanno 0<ps <1, Qs =0, V>0, rankQ,) =1. (18)
be solved using existing software. To circumvent this issue

we convert the original problem into a two-level optimizati Then, we exploitCharnes-Cooper transformation([22]
problem. The outer problem can be written with respect to
(w.r.t.) the variablet as

R* =maxlogy(1+f(1)) +logy(), s.t. tmin<t<1, (15) Qs = % v (19)



and we can obtain 2) 'SDR+GR’ approach, there the first step is same as the
- - 'SDR’ approach and then apply the GR technique, the details

F{t) =, wax  min h{,Qsha of which can be found in[26]. In additiodeg,[f*(t)] is the
o 52 upper bound of the secrecy capacity to satisfy the conssrain
s.t. hSthSk+§Usak+ Tsp,k —1,
Ds,k IV. SIMULATION RESULTS
(' =)\ VH, + &0 )1) - B QH. In this section, we provide numerical simulation results
&2E, to validate the performance of the proposed schemes. In

kQS sk + g thS k2 £ — pak — oy sa,k> particular, we consider a MISO multicasting SWIPT network
with different number of legitimate users (3 and 5) and three
tr(H”, Q. H,. tr(H”, VHe >¢E,— N ca, . .
( Q o+ N ET%a): eavesdroppers.It is assumed that the transmit and all the

tr(QS) +r(V) < €Ptota|, eavesdroppers consist of fi¥, = 5 and two Np = 2

0< psi < antennas. All the channels coefficients are generated by3CSC
Ps, ) 9

Q “0. V=0 rank(Q )= 1. (20) with zero mean and0—2 variance. All noise variances are

assumed to ba0~7 and the minimum harvested energy for
Note that (20) is equivalent to (18), the proof can be found @il legitimate users and eavesdroppers are assumed to &k equ
[24]. Thus, the inner problem can be relaxed by removing tAée legend 'Upper bound’ in Fid.l 1 and Fig. 2 presents the

rank constranit as values oflog,[f*(t)] where f*(t) is the optimal solution of
_ (21). The results denoted by 'SDR’ is obtained by deterngnin
ft) = P s £9 Q=% vi= &: = Pex whereas the results denoted
"o~ P by 'SDR+GR’ are obtained fby using SDR approach and GR
s-t- b Qshy e >0, techniques.
b Vh, , + €02, 4 ook 3,,, _ Fig. [ represents the achieved secrecy rates with different
sk ¥ Tek sk Tk ’ transmit power and different numbers of legitimate useseta
(' - 1)(H§ZVH6,1 i 50’6,1 ) = HngsHe,l, on 'SDR’ and 'SDR+GR’ approaches. As seen in Hih. 1 the

2f. performance of 'SDR+GR’ is better than that of 'SDR’. In

§ —&o? 02k addition, the performance gap between 'SDR+GR’ and the
— Ds.k upper bound is not significant in particular for five users
tr(H elQ Hel) + tr(HY, VHel) > ¢(E. — Ngol,,;),  scenario.

tI’(QS) + tl’( ) < g‘PtOtah

0<ps,k§§7 QSEO7 VEO (21) 12

sts sk+hsthsk>£

—%— Upper bound (3 users)
The above problem is convex for a giverby relaxing the 10| 7 SPR@users)
non-convex rank-one constraint, and can be solved by usi ©— SDR+CR (3 users)

. . . Upper bound (5 users)
interior-point method. 8| —o— SDR+GR (5 users)

—+&— SDR (5 users)

"*

Proposition 1. Suppose we obtail): = 5;, = g*,
WhereQ V* and¢* are the optimal solutions of (21). The
rank of Q; is less than or equal t& (i.e., rankQ}) < K)
and satisfies rafkQ?) + rank (V*) < 2K + L

Proof: Please refer to Appendix. [ | 2%

Secrecy Rate (bps/Hz)
[}

By exploiting Proposition 1, it is easy to show that the optimal i i i i i
solution to (21) returns rank-one. Thus a particular opkim - 0 T‘r’ransmit Plgwer dBlrf: 20 s
solution is employed by considering rank-reduction aliponi (dBm)

[25]. Therefore, we considered two approaches to obtain the Fig. 1: Secrecy Rate versus Transmit Power
achlevable secrecy rate 1) 'SDR’ approach, recoér =

v*

=, V=5 s = g* , and the achievable secrecy rate
can be obtained by

H *
Ruen =log, (1+ bk Qshs ] ) Fig. [@ depicts the relationship between secrecy rate and
hH, V*h, , + 02 , + Zeek the harvested energy, where the available transmit power is
s,k S5 sa,k i . .. .
assumed to be 30 dBm with 3 legitimate users. As seen in
(22) Figure[2, the harvested energy increases as the secrecy rate
decreases. The achievable secrecy rate significantly esduc

I+#HV*H.,) 'H Q:H,

— log,



———— Upper bound

Secrecy Rate (bps/Hz)

—©6—— SDR

—+—— SDR+GR

-4 -2 0 2
Harvested Energy (dBm)

Fig. 2: Secrecy Rate versus Harvested Energy

whereZ € HY™, Y € H7,

the problem in (21) by analysing that of the problem in (23).
First, we write the Lagrange dual function as

L(Qs, V. Z, Y, \, i, Ay, o, Br) =tr(Qg) —tr(ZQ,) —tr(YV)

K
—)\[tf(Qs)thr(V)—Ptotal]—Zﬂk [hfk[cz (O VIhy
)0 22 } Ztr{Al 1)(HA,VH, +0%)

; )
“HAQH} =) anlhi (Qut Vs — 7 — 407,
k=1 5

(24)

- Zﬂl {tr

Q5+V)H ] E +NEUeal:|

X € Ry, € Ry Ay € HY?,

arp € Ry and g, € R+ are Langrangian dual vaiables
when the energy harvesting requirement is larger than 2 dBgsociated with (23). Then we derive the followikgrush-
and it is zero at 8 dBm energy harvesting. However, theynn-Tucker (KKT) conditions [18]:

performance of 'SDR’ and 'SDR+GR’ are almost the sam
at different levels of energy harvesting.

V. CONCLUSION

In this paper, we have considered the design of the transmit
and AN covariance matrices for a MISO multicasting SWIPT

system with multiple-antenna eavesdroppers. In particthe

secrecy rate maximization problem was solved with transmit—

power and energy harvesting constraints. The originallprob

was not convex in terms of the covariance matrices. To over- K

come this non-convexity issue, we convert the original fgob

into a convex one by exploiting semidefinite relaxation and =1
Charnes-Cooper transformation. In addition, we used GR tdZQ; =0, YV =0,Z > 0,Y = 0.

construct the rank one solution for the original problemmfro
the non-rank one results. Simulation results were provided
validate the performance of proposed schemes.

APPENDIX

e

K L
L
— =1 Z + )\I — Z/Lkhs,khgk + ZHeylAngl

0Qs k=1 =1
K L
Z akh&khgk - Z BlHe,ngl =0, (25a)
k=1 =1
aL . L1
==Y ALY g (Db sh =Y (- DH AHE,
= =1
L
— > aghg bl =Y gH HY =0, (25b)
=1
(25¢)

The following equality holds:

K
@53)- @BB)=1-Z+Y — > [l + f* ()b, xhl)+

k=1
Proof of Proposition [ ZL: UL OAHE — 0
_ e, AL, = U,
Let the optimal value obtained by solving (21) to p&(t). = !
We consider the following minimization problem. L
—1 H
in tr(Qs) —7Z= I+Y+Zt HelAl Z/Lk 1—|—f skh&k
s V,Ps,k =1
L
st tr(Qs) + tr(V) < Protar SI4Y + Zt_lH LAHTQ
2 e, e, S
b 1Qu = () VInss = (002 + 725 2 0.k, -
(7"~ DELVH, + 01 - H&QSHEJ -0,V R ( Z pihh)Q (26)

vk,

sa k>

E
h (Qs + V)hy > =,

tr[Hgl(Qs + V)He l] > E NEU
O<ps,k S I,Qs EO,VEO

Vi,

ea,l’

(23)

The optimal solution of the problem in (21) is also the optima
solution of the problem in (23) and vice versal[24]. Therefor(

we can analyse the rank property of the optimal solution OE

From the above equality, the following rank relation can be
derived:

L

rank Q,) = rank{[1 + f*()][I+Y + Z t'H.  AHT T

=1

K
pihg ch)Q} < rank(z pihg chll) <
=1

K

K. (27



In order to derive this rank condition, the followidgmma

is required [[25].
Lemma 1: Consider the following SDP problem

W, €HN k=1,....K

s.t.

K

Z tr(Aka)

k=1

min

K
> (B kW) B by, m=1, ..., M, Wy = 0, k=1, ...,
k=1

(28)

whereb,, € R, Ay, B,, , € HY, and for eachn, &>, € {>

,=,<}. Provided that the problem in (28) is feasible, the

there exists an optimal solutiofW7j,..., W3, such that
S rank(Wi) < M.

By applying Lemma 1 to be the problem in (23), we have
the conclusion that exists an optim@, and an optimalV
that rank (Q,) + rank (V) < 2K + L.
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