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Executive Summary 
 

As part of task 4.3 of the CESSDA SaW project plan (“Development Support: 

achieving the Data Seal of Approval”) two “Trust” workshops were held in 2016 and 

2017. This deliverable contains the report of these two workshops as well of that of 

the preceding “CESSDA Expert Seminar 2015”. Task 4.3 was carried out by the 

existing Trust Group of CESSDA (further: Trust Group) as the objectives and activities 

of this task concurred with those of the Group for the time of the SaW project.  

Within the task, two workshops were organised. These workshops were preceded by 

the CESSDA Expert Seminar 2015, which was held just before the start of the SaW 

project. At the first one in in June 2016 in The Hague, the concepts of trust and 

certification were (re-)introduced to a relatively large group of SP’s.  In the second 

workshop, in March 2017 in Zagreb, a “gap analysis” based on the test self-

assessments (of all the certification requirements) by the SP’s was presented. These 

self-assessments were peer-reviewed and analysed by the Trust Group.  
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Abbreviations and Acronyms 
 

  

Annex II Annex II of the CESSDA Statutes 

CTS CoreTrustSeal 

DSA Data Seal of Approval 

OAIS Open Archival Information System 

SP Service Provider 

TDR Trustworthy Digital Repository 

WDS World Data System 
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1. Introduction 

As part of task 4.3 of the CESSDA SaW project plan (“Development Support: 

achieving the Data Seal of Approval”) two “Trust” workshops were held in 2016 and 

2017. Task 4.3 was carried out by the existing Trust Group of CESSDA (further: Trust 

Group) as the objectives and activities of this task concurred with those of the Group 

for the time of the SaW project. Within this task the two workshops were organised. 

These workshops were preceded by the CESSDA Expert Seminar 2015, which was 

held just before the start of the SaW project.  

 

At the first workshop in June 2016, the concepts of trust and certification were (re-

)introduced to a relatively large group of SP’s.  In the second workshop, in March 

2017, a gap analysis based on all the test self-assessments (of all the requirements) 

submitted by the SP’s was presented. These self-assessments were peer reviewed and 

analysed by the Trust Group.  

 

2. CESSDA Expert Seminar on Trust in 2015 

The seminar was held at DANS in The Hague, November 30th – December 1st, 2015. 

The two main issues of the seminar were: 

A. Creating awareness and knowledge of trust issues generally 

B. Exchanging and developing ideas on yet unresolved trust issues (the non-DSA 

Annex II obligations) 

As a result, the report of this expert seminar contained the first draft plan for task 4.3 

(delivered in the SaW project as Milestone MS19 “Evaluation of already existing ideas 

and plans” and Milestone MS20 “Proposal on how to set up the Trust Group”). 

The timing of this seminar made it possible that its discussions and conclusions could 

feed into the CESSDA SaW project. 

At the Expert Seminar meeting the issue of having both a ‘Trust Group’ acting in line 

with other CESSDA groups, and a simultaneous Trust Task as part of the CESSDA 

SaW project was discussed. It was decided that the best approach was to subsume the 

Trust Group into the SaW task for the duration of the project to minimize duplication 

of effort and avoid confusion. 
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3. CESSDA Trust Workshop June 2016, The Hague 

There were three sessions on trust in this SaW workshop. At the first session 

members of the Trust Group presented a general introduction into the issues of trust 

and trustworthiness with a particular focus on the new Common Requirements from 

DSA/WDS and an overview of the changes. The release of the final approved common 

requirements took place just before the SaW workshop.  

The main message which could be delivered here was that these new requirements 

mostly contain the same concepts as the old DSA ones, but differently organised and 

presented. Also, the challenges around the relationship between these guidelines and 

the Annex II obligations were touched upon.  

In the last part of this first session all the participants were invited to raise issues and 

questions related to trust, trustworthiness, certification and the common 

requirements. As in 2013 the requirement provided a good common basis for sharing 

viewpoints and the discussion was fruitful.  With regard to compliance and the timing 

of a TDR application, a number of service providers stressed their uncertain future 

and funding which could make it virtually impossible to become DSA-compliant within 

a year, as the SaW project prescribes. Others discussed the resource implications of 

preparing and making public the evidence required.  

In the second session, the timescale and procedure was set out by which participants 

could seek TDR compliance within the remaining year of the project. Roughly 

speaking three categories of SP’s could be distinguished: those already certified, those 

in the process of preparing evidence and self-assessments and those starting with a 

blank slate. Support from the Trust Group and mechanisms to support mutual 

cooperation were both well received.  It was decided to arrange a common online 

place for communication as part of the Basecamp CESSDA ERIC map, where all SP’s 

working on certification could share their provisional results as well as questions and 

comments. Also, each SP identified a contact person for trust and certification issues 

to support more direct, efficient communication and to guarantee continuity. 

In the final session, the new guidelines were discussed in more detail in smaller 

groups. Based on their experience with DSA and their overview of past assessments 

the members of the Trust Group provided feedback on many of the potential 

problems and clarified a number of key issues. Both the second and the third sessions 

were well attended, indicating that most SP’s take the trust issue seriously.  
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4. CESSDA Trust Workshop March 2017, Zagreb  

More than 60 participants from 26 European countries participated in the 'Second 

Training workshop on Trust and Technical Aspects within the CESSDA infrastructure 

in March 2017 in Zagreb. The event also addressed the Annex II obligation of 

providing single sign on across CESSDA partners. 

To become a CESSDA ERIC member, a service provider it is required to “adhere to the 

principles of the OAIS reference model and any agreed CESSDA ERIC requirements 

for operating trusted repositories;” (see obligation 7 of the Annex II, Statutes). The 

agreed TDR criteria are the CoreTrustSeal requirements, though there is not yet a set 

period within which SPs must fulfil this obligation.  

One result of the expert workshop in 2016 in The Hague was that all partners and 

candidates should provide a self-assessment against the CoreTrustSeal requirements 

to the CESSDA Trust group. Members of the working group have undertaken to 

review all test assessment and give feedback to the participants. This service ensures 

that all participants receive support and can get an initial impression of where any 

strengths and weakness in their applications might lay. The overall results were 

collated into an overview of progress towards TDR certification (gap analysis).   

The workshop further demonstrated the benefit of having a common set of 

requirements against which to benchmark ourselves. Participants communicated 

between themselves and engaged with the trust support process. Areas where a 

number of SPs had similar issues were identified and these were discussed and 

addressed. The completion of a self-assessment or a response to the requirements 

provided a rich experience across participants which was reflected in discussions and 

outcomes.  

 

5. Gap Analysis 

15 out of 23 participants submitted a test assessment before the Zagreb workshop. 

Each submission was reviewed by two expert members of the CESSDA Trust group. 

Part of the review was to determine the level of compliance (from 0 to 4) and to check 

if the requirements were met by the self-assessment statement and supporting 

evidence. The reviewers also had the opportunity to comment on each requirement.  

Based on these test assessments a gap analysis was created. The average compliance 

level was in the range of 3 to 3.5, but the results varied across the service providers. 
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One significant outcome was that providing evidence really is an issue for many 

institutions. 

The lowest scores were achieved for the technical infrastructure and security (both 

addressed in more detail in the CoreTrustSeal requirements than in the DSA) as well 

as for requirements concerning continuity of access, documented procedures and 

preservation plans. The highest scores were achieved for the requirements related to 

mission/scope of the repository, data reuse, expert guidance and confidentiality / 

ethics.  As observed in prior workshops there is a general problem with a lack of 

supporting evidence and/or a lack of evidence available in English.  

One should take into account that there is a wide range of different types of archives 

within CESSDA. There are well-established ones provided with a number of staff and 

resources and others with only a few staff members and small budgets or funded by 

third parties. Parts of the institutions taking part in the test assessment have already a 

DSA and others are at the very beginning of the process. 

This gap analysis was presented in the first session of the workshop. In addition to 

procedural issues such as defining our next activities and timelines a roundtable 

discussion with all participants was conducted to determine progress towards 

certification and whether aspiring members were able to join in the process. It was 

clear that not all participants would be able to undertake applications within the 

project timeframe, some for reasons of preparedness, while others for local planning 

reasons.  

Again, the roundtable illustrated the different circumstances of the participants which 

also impact the ability to progress to the formal CoreTrustSeal application process 

(resources, funding, staff, time etc.).  

With regard to the status of the test assessment four different groups could be 

identified:  

• Institutions used the test assessment as a preparation for a real (re-) submission of 

to the CoreTrustSeal in the near future, comments of the reviewer were seen as 

helpful, 

• Institutions used the test assessment to see what issues still have to be addressed; 

not sure if they would be able to submit CoreTrustSeal applications within 

CESSDA SaW, 

• Institutions used the test assessment as guidelines to build up their archive not 

intended (yet) to submit to CoreTrustSeal, 
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• Institutions not used the test assessment at all, mostly for reasons of lacking 

resources, funding, support from ministry. 

The Trust Group followed on from this session with a presentation of comments and 

issues relating to particular requirements across a range of the self-assessment. The 

most general comment across the self-assessments was the lack of available (public) 

evidence, more detailed comments are provided in the table below. 

  

Table 1: Comments most often made by reviewers 

Requirements Frequently comments by reviewers 

R0: Context - Outsourcing: Links, contracts, SLA are lacking 

- Clarity to responsibilities 

- Information would better fit in other requirements 

- Designated Community should be described in more detail 

- lack of clarity about organisational unit /collection that is applying 

(->Organisational structure) 

- Context of evidence is not always clear 

R1: Mission/Scope - Missing evidence/explicit statements (formal approval, 

recognition) 

- Lack of mentioning ”preservation“ as a goal 

R2: Licenses - Licenses for dealing with data with disclosure risk 

- Public evidence missing 

- Regulations of use missing 

- Breach policies 

R3: Continuity of 
access 

- Lacking description of plans and procedures in case no formal 

succession plan is in place 

- Agreements or other documents to provide evidence 

- Preconditions to hand over data to other institutions 

- Ideas for different scenarios 

R4: 
Confidentially/Ethics 

- Missing links to documents/procedures 

- Possible effects of the new EU data protection regulation 

- Handling of data with disclosure risk to be described, also for 

internal data management 

- Description of procedures would be helpful 

- Skills of staff 

- Breach policy 

R5: Organizational 
structure 

- Funding perspectives 
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- Description of staff’s affiliation in national/international bodies 

- Required skills of staff members 

R6: Expert guidance - Is a scientific or user board established? 

- Scope of expert advice 

- Are user surveys conducted? 

- Feedback from users 

R7: Data integrity and 
authenticity 

- Description of managing changes 

- Are checksums in place? 

- Versioning strategy 

- Definition of significant properties and control of data 

- Which kind of checks are in place? 

- Identifying depositors 

R8: Appraisal - Would be a 4 if supported by linked documentation. 

- Is there a collection development policy? 

- Documented list of preferred and/or acceptable formats missing 

- Are there any quality control procedures? 

- Elaborate more precisely 

R9: Documented 
storage procedures 

- Evidence missing! If there is no public documentation, describe in 

more detail the internal documentation. 

- Evidence links provided are not sufficient 

- Would benefit from public procedure links 

R10: Preservation 
plan 

- Cannot be a 4 without some specific reference to the ongoing 

monitoring and forward migration of formats 

- What licenses or agreements are in place? 

- Add links to documentation 

- Evidence missing 

R11: Data quality - Describe how the procedures are documented and what kind of 

(internal) guidance or instructions exist 

- Provide link(s) to public documentation 

- Explain, how is metadata quality assessed, in particular for social 

science qualitative / quantitative data 

- Is the Designated Community encouraged to send comments? 

R12: Workflows - Are there formal decision processes taken and documented? 

- Do you have written (internal) documentation, describe them 

- Diagrams defining how the local processes map to OAIS would help 

progress these theoretical concepts 

- Which types of data and corresponding workflows exist? 

R13: Data discovery - Are your metadata or data included in any national/international 
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and identification data catalogues? 

- Do you have a PID policy? How are DOIs assigned? 

R14: Data reuse - Are plans related to future migrations in place? 

- Tech watch would ideally monitor SPSS as an 'appropriate' format 

for archiving and 

- dissemination, and have a plan in place should the format be 

identified as 'at risk‘ 

- Seems everything is in place but some more evidence could be 

provided 

- What are the mandatory metadata fields? 

R15: Technical 
infrastructure 

- Evidence not in English should be supported by a brief English 

explanation 

- Not enough evidence 

- Describe what system documentation is available 

- Technical documentation should reference the partners and areas 

of responsibility clearly. 

- Are you OAIS compliant? 

- Future plans should be supported by timescales 

R16: Security - Disaster and recovery plans missing; risk management plans 

missing 

- Is any risk analysis applied? 

- Could you say more about risk analysis? 

- Do you have any guidelines or instructions in place? 

- This self-assessment does not cover the items requested in the 

Guidance under "please 

- describe" 

 

In another roundtable, the successes and challenges were discussed and the 

participants discussed which of the requirements they had found the easiest to meet 

and which were the hardest.  

Requirements concerning the mission of the repository and ethics and confidentiality 

were mentioned by many participants as easy to answer. Questions with regard to the 

continuity of access, security and technical infrastructure were for many difficult to 

answer. A lack of communication with and information from IT departments hosting 

the technical service was mentioned, but this may well reflect the non-technical 

background of attendees. Continuity of access is for most institutions an issue. Only 

some have an agreement or contract with another institution, in most cases with a 

higher-level organisation they belong to, in place. Creation of workflow 
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documentation and the provision of English evidence were both mentioned as 

additional challenges. 

The last session was split up into a common part to find out what would be an ideal 

evidence to provide for two requirements that were classified as hard to answer: 

continuity of access (Requirement 3) and security (Requirement 16). In parallel to this 

group session it was possible for single partners to talk to their reviewers and discuss 

any comments that were not clear to them. Again, the most discussed questions 

within these ‘surgeries’ were about evidence: what is enough, what kind of evidence, 

how much in English, how much needs to be public? 

 

6. Conclusion 

Out of 23 participants in this task 15 self-assessments were sent in., a percentage of 

65%. After reviewing these test assessments, the total average score of the 

compliance level (ranging from 0 to 4) was 3 to 3.5. The results were varying between 

and in-service provider’s.  

Providing evidence was the main obstacle for many service providers, in particular 

concerning the requirements for the technical infrastructure and security. However, 

evidence was also often weak for the requirements on continuity of access, 

documented procedures and preservation plans. On the other hand, requirements 

related to mission/scope of the repository, data reuse, expert guidance and 

confidentiality/ethics had high scores. Lack of supporting evidence and/or a lack of 

evidence available in English proved to be a difficult point as well.  

Based on all the self-assessments the conclusion was that circa 50% of the service 

providers could be considered as reasonably certain in complying with the 

certification in the required timeframe of the SaW project, the other 50% however 

not. 
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Appendix 1 

Presentations at the Trust Workshop in The Hague, 16-17 June 2017 

Presentations at the Trust Workshop in Zagreb, 1-2 March 2017  

 



  D0.0 – v. 0.0 
 

 

 

20 

 

 

 

 



  D0.0 – v. 0.0 
 

 

 

21 

 

 

 

 

 



  D0.0 – v. 0.0 
 

 

 

22 

 

 

 

 

 



  D0.0 – v. 0.0 
 

 

 

23 

 

 

 

 



  D0.0 – v. 0.0 
 

 

 

24 

 

 

 

 



  D0.0 – v. 0.0 
 

 

 

25 

 

 

 

 

 
  



  D0.0 – v. 0.0 
 

 

 

26 

 

 

 

 

 
 



  D0.0 – v. 0.0 
 

 

 

27 

 

 

 

 

 
 

  



  D0.0 – v. 0.0 
 

 

 

28 

 

 

 

 



  D0.0 – v. 0.0 
 

 

 

29 

 

 

 

 

 
  



  D0.0 – v. 0.0 
 

 

 

30 

 

 

 

 

 



  D0.0 – v. 0.0 
 

 

 

31 

 

 

 

 

 
 



  D0.0 – v. 0.0 
 

 

 

32 

 

 

 

 

 
 

 



  D0.0 – v. 0.0 
 

 

 

33 

 

 

 

 



  D0.0 – v. 0.0 
 

 

 

34 

 

 

 

 

 
 

 



  D0.0 – v. 0.0 
 

 

 

35 

 

 

 

 

 



  D0.0 – v. 0.0 
 

 

 

36 

 

 

 

 

 
 



  D0.0 – v. 0.0 
 

 

 

37 

 

 

 

 

 



  D0.0 – v. 0.0 
 

 

 

38 

 

 

 

 

 
 

 



  D0.0 – v. 0.0 
 

 

 

39 

 

 

 

 

 

 
 

 

 

 

 

 



  D0.0 – v. 0.0 
 

 

 

40 

 

 

 

 

 
  



  D0.0 – v. 0.0 
 

 

 

41 

 

 

 

 

 
 

 



  D0.0 – v. 0.0 
 

 

 

42 

 

 

 

 

 

 
 

 

 



  D0.0 – v. 0.0 
 

 

 

43 

 

 

 

 

 

 
 

 



  D0.0 – v. 0.0 
 

 

 

44 

 

 

 

 

 

 
 



  D0.0 – v. 0.0 
 

 

 

45 

 

 

 

 

 
 



  D0.0 – v. 0.0 
 

 

 

46 

 

 

 

 

 
 



  D0.0 – v. 0.0 
 

 

 

47 

 

 

 

 

 
 



  D0.0 – v. 0.0 
 

 

 

48 

 

 

 

 

 
 



  D0.0 – v. 0.0 
 

 

 

49 

 

 

 

 

 
 



  D0.0 – v. 0.0 
 

 

 

50 

 

 

 

 

 
 



  D0.0 – v. 0.0 
 

 

 

51 

 

 

 

 

 
 

 



  D0.0 – v. 0.0 
 

 

 

52 

 

 

 

 

 
 

 



  D0.0 – v. 0.0 
 

 

 

53 

 

 

 

 

 



  D0.0 – v. 0.0 
 

 

 

54 

 

 

 

 

 



  D0.0 – v. 0.0 
 

 

 

55 

 

 

 

 

 
 

 

 

 



  D0.0 – v. 0.0 
 

 

 

56 

 

 

 

 

 
 

 



  D0.0 – v. 0.0 
 

 

 

57 

 

 

 

 

 
 

 

 

 

 



  D0.0 – v. 0.0 
 

 

 

58 

 

 

 

 

 
 

 

 

 



  D0.0 – v. 0.0 
 

 

 

59 

 

 

 

 

 

 
 

 

 

 



  D0.0 – v. 0.0 
 

 

 

60 

 

 

 

 

 

 
 



  D0.0 – v. 0.0 
 

 

 

61 

 

 

 

 

 
 



  D0.0 – v. 0.0 
 

 

 

62 

 

 

 

 

 



  D0.0 – v. 0.0 
 

 

 

63 

 

 

 

 

 
 



  D0.0 – v. 0.0 
 

 

 

64 

 

 

 

 

 
 

 

 



  D0.0 – v. 0.0 
 

 

 

65 

 

 

 

 

 
 

 



  D0.0 – v. 0.0 
 

 

 

66 

 

 

 

 

 
 

 



  D0.0 – v. 0.0 
 

 

 

67 

 

 

 

 

 
 

 

 



  D0.0 – v. 0.0 
 

 

 

68 

 

 

 

 

 
 

 



  D0.0 – v. 0.0 
 

 

 

69 

 

 

 

 

 
 

 

 



  D0.0 – v. 0.0 
 

 

 

70 

 

 

 

 

 
 



  D0.0 – v. 0.0 
 

 

 

71 

 

 

 

 

 
 



  D0.0 – v. 0.0 
 

 

 

72 

 

 

 

 

 
 



  D0.0 – v. 0.0 
 

 

 

73 

 

 

 

 

 
 

 



  D0.0 – v. 0.0 
 

 

 

74 

 

 

 

 

 



  D0.0 – v. 0.0 
 

 

 

75 

 

 

 

 

 
 



  D0.0 – v. 0.0 
 

 

 

76 

 

 

 

 

 



  D0.0 – v. 0.0 
 

 

 

77 

 

 

 

 

 
 



  D0.0 – v. 0.0 
 

 

 

78 

 

 

 

 

 

 
 



  D0.0 – v. 0.0 
 

 

 

79 

 

 

 

 

 



  D0.0 – v. 0.0 
 

 

 

80 

 

 

 

 

 


