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Abstract. Security verification and validation is an essential part of the
development phase in current and future vehicles. It is essential to ensure
that a sufficient level of security is achieved. This process determines
whether or not all security issues are covered and confirms that security
requirements and implemented measures meet the security needs. This
work proposes a novel ontology-based security verification and validation
model in the vehicular area. Ontologies allow creating a comprehensive
view of threats and security requirements. The proposed model performs
a series of queries and inference rules to the comprehensive view to ensure
the compliance of vehicle components with security requirements.
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1 Motivational Background

Modern vehicles are part of a substantial ecosystem, including communication
with stakeholders, infrastructures, customers, and authorities. The increase of
connected units in vehicles leads to a considerable number of attack surfaces,
which possibly leads to an increasing amount of security incidents. A vehicle
might perform correctly according to the functional requirements; however, it
can make other unintended tasks in the process. Furthermore, verification and
validation (V&V) procedures can miss simply some of the hidden security de-
fects, which lead to threatening the whole vehicle. Accordingly, the vehicular
security requirements must be fulfilled [7]. One way to manage the structure
of security requirements is to define them in groups called protection profiles.
A Protection Profile (PP) is a document that describes the security consider-
ations and resulting requirements for a Target of Evaluation (ToE) according
to Common Criteria (CC) [5]. The ToE is an abstract description of a system
or a system unit for specific usage. Besides, the PP identifies Security Target
(ST) or security properties of ToE(s). It is essential to ensure the compliance



of one or more PP(s) with identified ToE(s) to develop secure vehicles. This is
especially important since systems designed for vehicular usage are often reused
in a different context. Assuring that such a system complies with the PP for this
context ensures that it is security needs are covered.

This work introduces a novel ontology-based security V&V model for the
vehicular industry. The model creates a comprehensive ontological representa-
tion in terms of classes, subclasses, individuals, annotations, properties, and
datatypes of vehicular ToE(s), threats, vulnerabilities, and security requirements
(according to CC). A series of inference rules are applied to the ontology to de-
termine whether or not the selected security requirements cover the security
gaps, and confirms if security requirements meet the actual security condition.
If this is not the case, it uses a Knowledge Base (KB) of several PPs to select
additional security requirements. These additional requirements are applied to
handle existing security weaknesses and assure the compliance with protection
profiles to meet the ST of ToE. The ontologies assist in validating and verifying
the operational and the performance of the security requirements against the
vehicular security gaps. The paper is organized as follows; the related work on
automotive cybersecurity is discussed in Sction 2. The main contribution of this
work is presented in Section 3. A description of threats and relevant security
requirements of some interconnected units in a modern vehicle is described in
Section 4. Section 5 demonstrates that the importance of ontologies in the V&V
process to manage a massive amount of security requirements. Then, the paper
ends with a summary, conclusion, and presents future work.

2 Related Work

In 2010 cybersecurity began to take more attention in the automotive indus-
try [11]. The vehicles could have physical changes if malicious messages could
be injected into internal parts of a vehicle such as the Controller Area Net-
work (CAN bus) [8]. Nevertheless, the attack surface against vehicles not only
by physical access but also there are several remote approaches. Ref. [1] defines
four different methods for remote vehicle attacks. In modern vehicles, the diver-
sity in communication protocols and heterogeneity between connected units lead
to a potential increase in the number of security vulnerabilities. Furthermore, cy-
bersecurity requires to be considered in all of the vehicular development phases.
The development of vehicles is a distributed effort, regarding different organiza-
tions which use various methods. The majority of current security requirements
verification processes are performed in the late phase of the development pro-
cess since it needs the System Under Test (SUT) to be implemented, where both
budget and time are very limiting circumstances [7].

The ontology approach has been proposed in several works in the cyber-
security domain [9]. Ref. [13] proposed a reference ontology to help in finding
security solutions to the Internet of Things (IoT) environment. The proposed
reference ontology is based on the modeling process to unify concepts and ex-
plain relationships among the main components of risk analysis of information
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security. Ref. [12] introduced a technical framework to monitor business pro-
cess and technology assets using an ontology and knowledge reasoning for IoT
security.

3 Ontology-Based Security V&V Model

The proposed model uses ontologies to describe a set of representational prim-
itives of classes, individuals, and annotations of security properties of vehicles.
The ontology generates new machine-processable meta-data for the vehicle secu-
rity information, and then the model creates a domain knowledge. The domain
knowledge is essential for identifying the relationships between threats and secu-
rity requirements to verify and validate these security requirements according to
CC in one or multiple PP(s). This Section describes the structure of the proposed
model, as shown in Figure 1. The model consists of three main phases.

3.1 Phase One: Digesting Data

This phase receives data of ToE(s) with all related threats and security require-
ments. These data are processed by multiple sub-phases to extract the required
information [6].

— Ingestion: collects the data are as follows:
e list of identified assets with all related information,
e all the detected threats with all related information details (i.e., name,
id, type, description, and risk severity),
e list of the security requirements according to the selected PP(s).

— Digestion: processes the raw data into a standard form that can facilitate
to extract specific values from the original format.

— Absorption: extracts all data values which are needed to create an onto-
logical representation from the input.

— Assimilation: acts as a filter to get rid of all unnecessary data. For example,
the threats with low severity risk are not considered as significant security
issues to threaten a vehicle.

— Ontology Mediator: this process propagates semantic annotations or state-
ments (triples) in the form of the subject (threat) — predicate (property)
— object(security requirements) which is defined the relationships between
threats and the related security requirements.



3.2 Phase Two: Ontology Builder

This phase generates a comprehensive ontological overview of the threats and its
relationships with security requirements. This overview has two main hierarchies:

— Threats Hierarchy: this is a hierarchical representation of a typical con-
struction of vehicle threats.

— Security Requirements Hierarchy: it is a semantic representation of se-
curity requirements that are related to a specific PP for addressing potential
vehicle threats.

Afterward, this phase creates an ontology linking between the threats hier-
archical nodes and the security requirements nodes. This process defines links
between these two hierarchical ontologies, which represent that the selected se-
curity requirements can handle one or more potential threat(s). The output of
this phase is called ”Ontology Outlook” as is illustrated in Figure 1 phase two.
The left side of the ontology outlook represents the threats, whereas the security
requirements are illustrated on the right side.

3.3 Phase Three: Security Verification and Validation

This phase is the core of the proposed model, which consists of two main parts:

Ontology Knowledge Base: this is a set of specific instances of PPs with all in-
cluded security requirements and common criteria in an ontology representation
format.

Ontology Security Testing Algorithm (OnSecta): is an ontology reasoner uses the
Ontology Outlook to perform security V&V procedure:

— Ontology Compiling: this process compiles the contents of the Ontology
Outlook (i.e., classes, subclasses, terms, annotations, and properties); this
allows understanding the ontology linking between threats, and security re-
quirements.

— Verification: performs a set of queries for ensuring that the vehicular ToEs
are developed regarding CC according to specific PP.

— Validation: it assures the compliance of ToEs with PP to meet the actual
ST. If that is not specified, OnSecta performs a series of inference rules to
select new security requirements from other PPs in the KB to reach the
actual ST.

— Concept Validity: this activity checks the content of the ontology KB to
find new security requirements from other PPs.
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Fig. 2. Data flow between internal components in a modern vehicle
4 Case-Study: Modern Vehicles in Smart Farming

Future farming needs combination with innovative technologies to adapt and
improve the production process. Smart farming applies and combines smart
things with approaches from industry4.0 and intelligent mobility to address the
challenges and improve a holistic system [9]. Integrating modern vehicles with
current and future farming applications makes the farming process easier. The
case-study shows a simple example of interconnected units in a modern vehicle
as is depicted in Figure 2. The Figure contains a ”Sensor” unit that collects
data from the external environment. The sensor data are sent to ”Sensor Con-
trol Unit” to process these inputs. Then the ” Control Unit” manipulate the data
to deliver the appropriate action to the ” Actuator” unit for different action sce-
narios (i.e., drilling, fetching, cutting, etc.). Besides, the ” Control Unit” controls
the tracking of the vehicle according to different situations, such as controlling
the vehicular ”Brakes.”

A secure vehicle can be developed only if the exact security requirements are
fulfilled against potential threats. In the course of the authors’ research, they
developed the Threat Management Tool (ThreatGet). ThreatGet identifies, de-
tects, and understands potential threats in the vehicular sector. It integrates
the initial steps of the developing vehicular process to guarantee the security-
by-design [3]. In addition, the authors created a security requirement tool is
called Model-Based Security Requirement Management Tool (MORETO) [16].
MORETO aims to manage a vast number of PPs with all related security re-
quirements according to CC. The ThreatGet and the MORETO tools are applied
to this example to define potential threats, manage, and select security require-
ments. Afterward, the ontology-based model is applied to validate and verify the
selected security requirements. The model generates multiple classes, subclasses,
individuals, properties, and annotations of all detected potential threats and se-
lected security requirements. Then it generates the Ontology Outlook to depict a
comprehensive overview of all threats and security requirements as discussed in
Section 3.2. Figure 3 shows the structure of the Ontology Outlook; this structure
consists of three main parts:
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Fig. 3. Ontology outlook: ontology hierarchy between threats (left) and security re-
quirements (right)

— Potential Threats (left-side): this hierarchy has all the vehicular units,
which are defined in this case study. The colored nodes define the threat
categories regarding the STRIDE model (i.e., Spoofing (S), Tampering (T),
Repudiation (R), Information Disclosure (ID), Denial of Service (DoS), and
Elevation of Privilege (EP)) [17]. The leaf nodes represent the actual detected
potential threats.

— The Security-Requirements (right-side): this hierarchy represents CC
are used to handle the potential threats. The colored nodes represent the
category of security requirements (i.e., access control, communication port
access, use control, data confidentiality, and so on). The leaf units represent
the exact security requirements.

— The Links Between the Two Ontologies: the links between these two
hierarchies can be defined not only between leaves of the hierarchies but
also between internal nodes. Accordingly, a node specifying a more general
threat type in the threat ontology can link to a subtree in the security
requirements hierarchy identifying a set of similar security requirements can
fit for handling related security issues [15].

OnSecta uses SPARQL language to perform queries across diverse data sources
(threats and security requirements). These queries are applied to ensure that a
vehicle is being developed based on standard security requirements, according
to CC. Besides, to assures, the compliance of ToEs with PP meet the actual ST.
OnSecta applies a series of rules to specify new PPs and selects additional secu-
rity requirements. The rules are based on Semantic Web Rule Engine (SWRL),
SWRL builds up a Horn clause representing the simple if-then conditional state-
ment likewise formally from the Ontology KB to select proper security require-
ments [4].



5 Model Evaluation

Ontologies are considered a powerful method that uses regular specifications for
knowledge representation such as vocabularies, taxonomies, classes, individuals,
and annotations. Ontologies function acts like the human brain. They work and
reason with concepts and relationships among multiple entities. That is consid-
ered the same way as humans perceive interlinked thoughts [14]. Furthermore,
ontologies are integrated with this proposed model to perform security verifica-
tion and validation in the vehicular domain. The vehicle development process
requires to merge a significant number of security requirements according to
multiple PPs. For instance, the requirements that relate to the Security De-
velopment Lifecycle (SDL) are appropriate to all industrial application such as
vehicle development [10]. Managing hundreds or thousands of security require-
ments is considered a challenging task because it is time-consuming and complex
work. The structure of the ontologies has a significant role in reducing the query
complexity [2]. Furthermore, OnSecta manages ontologies by applying queries
and rules over a massive number of ontology entities and define relationships
and concept matching new security requirements to achieve a particular ST. Es-
pecially in the automotive domain the basic hardware of ECUs is often used for
multiple vehicle types and even roles in the same vehicle where an adaption to
new roles is done only by software and configuration. Giving guidance on the
necessary security requirements for a specific role will ease the re-usability and
adaptability of ECUs.

6 Conclusion and Future Work

To conclude this contribution, security verification and validation in the vehic-
ular domain is one of the most critical challenges in the vehicular industry. On
the first hand, it is quite a time, and effort consuming process to manage hun-
dreds of interconnected units with thousands of threats. On the second hand,
multiples of security requirements address potential threats according to CC.
This work introduced an ontology-based security V&V model for current and
modern vehicles. Ontologies are used to define domain knowledge representation
of potential threats in vehicles and security requirements in multiples of PPs.
The core of this model is OnSecta, which applies queries and a series of inference
rules to perform verification and validation process to ensure the compliance of
vehicle components with PP to meet a required ST. Future work will include
the following points:

— Protection Profiles: create ontological representations of the most com-
mon security requirements in the vehicular domain.

— OnSecta Implementation: OnSecta is still in the developing stage; the
authors work on developing the different building blocks of OnSecta.

— Comparative Study: the future work will include a comparative study
between the proposed method with other kinds of typical techniques in the
related domain to validate the superiority of the proposed method.
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