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IIlonx0 nesAKNX acneKTiB BUKOPHCTAHHSI KPUNITOBAJIIOTH Yy Jleraizanii (BiAMuBaHHi)
AOXOAIB, O/IeP/KAHUX 3JI0YMHHUM LIJIAXOM Ta (PIHAHCYBAHHI TEPOPU3MY

Y cmammi poszenanymo npobnremui numanus QyHKyionyeanHs kpunmosanomu 6 Yxpaiui. Jlocniodceno
PU3UKY, WO NPOBOKYE KPUNMOBANIOMA K [HCMPYMeHm Je2anizayii (8iOMU8anHs) 00X00i8, 00ePHCAHUX
SNOYUHHUM WAAXOM mMa (hinancysanus mepopusmy 6 Ykpaini. Busnaueno pisenv 310uunHocmi ma mooeni
BUKOPUCMAHHA KPUNMOBANIOMU 8 chepi ecanizayii Koumis, ompumManux 3104UHHUM wlisixom. Posensanymo
AKMYanbHi NUMAHHA, WO BNIUBAIOMb HA OCOOIUBOCMI BUABNEHHS | PO3CNIOV8AHHS OAHUX 3/104UHIB. ABmMOopom
Makoodic 3’1C08AHO nepesazu maxkoi eantomu, Wo 0OYMOBIIOOMb il BUKOPUCMAHHS 3TOYUHYAMU MA PO32TAHYMO
MONCIUBL WNSIXU NPOMUOLT ma 6OpombOU 13 MAKOIO 3/IOYUHHICTIO.

Knwuosi cnosa. xpunmosantoma, OImkoin, 8IOMUBAHHS, 3/I0YUHHI 00XOOU, €KOHOMIYHA 310YUHHICMD,
Qinancysanns mepopuzmy, YOOCKOHALEHHS 3aKOHOOABCMEA.

B cmamve paccmompenvt npobremuvle 80npochl (PYHKYUOHUPOBAHUS KPUNMOBANIOMbL 8 YKpaune.
H3yuenvl pucku, umo npogoyupyem Kpunmosauioma Kaxk UHCMPYMeHm Ae2aiu3ayuu (Ommvléanus) 00xX0008,
NOIYYEHHbIX NPEeCMYNHbLIM Nymem U @QuHaHcuposanus meppopuzma 6 Yrpaune. OnpeoeneH ypoeeHb
NpecmynHocmu U MOOenu UCNOIb30BAHUS. KPUNMOBATIOMblL 8 cghepe necaruszayuu (OMMbl8aHUs) 00X0008,
NOIYYEHHbIX NPEeCmynHbiM nymem. Paccmompenvl axmyanvbHble 60NpOCHl, GuusAOWUe HA 0COOEHHOCMU
BbISABNIEHUSL U PACCIEO08AHUS OAHHBIX NPeCmynieHull. ABmopom maKdice 6bIACHEHbl NPeuMyuecmsed maxou
8aNIOMBL,  0OYCLOBIUBAIOUUX €€ UCHONb30BAHUS NPECMYNHUKAMU U  DPACCMOMPEHbL  803MOJICHbIE NYMU
npomueooeticmaus u 60pbObI ¢ MAKOU NPECMynHOCMbIO.

Knwueevie cnosa: xpunmosanioma, OUMKOUH, OMMbIBAHUE, IKOHOMUUECKAST NPECMYNHOCHIb,
npecmyntvle 00X00bl, (PUHAHCUPOBAHUE MEPOPPUIMA, YCOBEPULEHCMBOBAHUE 3AKOHOOAMENbCIEA.

A.l. Demchuk Regarding Some Aspects of Use Cryptocurrency in Money Laundering and Financing
Terrorism

The article considers the problematic issues of the functioning of cryptocurrency in Ukraine. The risks
that provoke cryptocurrency as a tool for the money laundering and the financing terrorism in Ukraine are
studied. The level of crime and the use of cryptocurrency in the sphere of money laundering are determined.
Topical issues affecting the features of the detection and investigation of a crime are considered.

Anti-money laundering law of Ukraine openly conflate money laundering (which is concerned with source
of funds) with terrorism financing (which is concerned with destination of funds) when regulating the financial
system. Furthermore, FATF report on terrorism financing noted the importance of links between financial tools
and wider counter-terrorist activity to combat terrorist financing.

Terrorism, being a socially dangerous and difficult to predict phenomenon, is changing its forms,
methods, but the need for terrorist organizations to collect, move, and use money is always urgent. The
legalization (laundering) of proceeds of crime, as well as the financing terrorism, poses a serious threat to
national security of Ukraine and its financial system.
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The use of computer technologies to commit crimes increases their social security, generates new ways
of committing them, and simplifies the very process of committing and masking their tracks. Cryptocurrencies
are popular on the dark web because they provide a convenient method of obfuscating identities and transaction
details. In addition, the absence of rules for exchanges and points of sale, the obligation to identify the e-wallet
owner and a clear legal regulation of the use of cryptocurrencies in general, create favorable conditions for
criminals. Investigation of such crimes creates considerable difficulties, given the lack of capabilities of law
enforcement agencies from the current level of technological and software criminal activity. The author also
found out the advantages of such a currency, which determine its use by criminals, and examined possible ways

to counter and combat such crime.

Keywords: cryptocurrency, Bitcoin, laundering, economical crime, criminal proceeds, financing of

terrorism, improving legislation.

IocTanoBka nmpodyemMu. 3HaAYHUI TTPOTPEC
y PO3IMOBCIOJUKEHH] BIPTYyaJbHUX BalllOT 3YMOBUB
MOSIBY HOBOTO TIOTYXHOTO IHCTPYMEHTY JUIS
BUMHEHHS neramizamii  (BIAMHBAHHS) JOXOJIB,
OJIEp’)KaHUX 3JIOYMHHUM LUIIXOM Ta (hiHAHCYBaHHS
TEPOPU3MY. Bnacnimok BUKOPHUCTAHHS
KPUNTOBAIIOTH,  Taki  3JOYMHH  TIOCTYIIOBO
MePEeXo/IATh 10 KiOepHIpoCTOpy, BUXOIATH 32 MEXIi
HaI[IOHAJIbHUX KOP/IOHIB, CIIPUYUHIOIOYH BITUYTHHUI
yaap 1Mo MKy Ta HallloHaJIbHINA Oe3Mmerli AepKaBH.
HesperynboBana cepa o0iry KpuntoBaitoT poOUTh
TaKy BaJlOTYy  TOTCHIIMHUM  KpPUMIHAJIBLHUM
THCTPYMEHTOM: MPEAMETOM BUYMHEHHS 3JIOYMHIB Ta
IJIATDKHUM  3aCO00M  OpraHi30BaHMX 3JIOYMHHHX
yrpynoBanb.  Tepopusm, Oyaydu  CyCIUIbHO
HeOE3MEeUYHUM Ta Ba)KKOIPOTHO30BAHUM SIBHILEM,
3MiHIOE CBOi (OpMH 1 METOAM, MpOoTe IMOoTpeda
TEPOPHUCTHYHUX OpraHizaiid y 300pi, mepemMinieHH1
Ta BHUKOPUCTAaHHI TPONIOBUX KONITIB 3aBXIU €
akTyanpHOt0. Jleramizaiis (BiZMUBaHHS) TOXO/IIB,
OTPUMAHHUX 3JIOYMHHUM ILISXOM, TaKk camo, fK 1
(GiHaHCYBaHHS TEPOPU3MY CTAHOBHUTb CEPUO3HY
3arpo3y  HalioHanbHIA Oe3memni Ykpaini Ta ii
¢binancoBiii cuctemi. B ymoBax mnomymspuzanii
BUKOPUCTAHHS ~ KPUNTOBAIIOT Y  3J0YHUHHOCTI,
HEOOX1HICTh yIOCKOHAJIEHHST METOJIB MPOTHIi 1
O0pOTHOM 13 HEIO € OYEBUIHOIO Ta HarajabHO10. Kpim
TOTO, 3BaXKAIOUM HAa OCOOIUBOCTI BIPTYaIbHHX
BAJIOT, Taka MpoTuAisi Oynae e(peKTUBHOIO, SKIIO
BoHa Oynme 3milicHIOBaTUCS HE TUIBKM Ha
HaIl[lOHAJILHOMY, a i Ha MDKHapOAHOMY PIBHI.

AHaJi3 OCTaHHIX JOCJTiIKeHb i
nyoaikaniii. [lo npobremu  (GyHKIIOHYBaHHS
KPUNITOBAIIOT Ta 1X BUKOPUCTAHHS Yy Jieramizamii
JOXOJiB (BIAMHUBAHHS), OJIEpPKaHUX 3TOYUHHUM
HUIAXOM Ta (piHAHCYBaHHI TEPOpPU3MY, a TaKOX
JOCII/DKEHHIO HUIAXIB MPOTUAIl IIUM 3JI0YMHAM, Y
CBOIX MpalfiX 3BepTajocs OaraTo BUEHHX, cepes
sakux: b.M. I'onoskin, X. Cigniki H., P. O. MoBuaH,

K.B. IOpraeBa, P.O. bapanos, H.M. Buykosa, C.P.
Jlecbkie, P.J. Bavo, A.M. Opnean, B.A. Jlunry,
A.A. Mirpodpanos, M.B I'pebenrok, JLO.
[Tramenko, A. Uepnsk, T. KoBampuyk, E.
MomyanoBa, O. TDamunpkuii, O. Mopo3, M.E.
[Tpoxoposa B.A. Ypbanosuu, K.b. Mapuctok, FO0.M.
Yopuoye, B.II. 3axapos, I.I1. YcTuHOBa Ta iHIII.

Hesupimeni paniue npooaemMu.
HesBaxkatroun Ha HasBHICTh BEIMKOI KUTBKOCTI
JNOCHiPKeHb y  1id  cdepl, AUHAMIYHICTH
PO3MOBCIO/KEHHSI ~ BIPTyalbHHX BallOT Ta IX
AKTUBHE BUKOPUCTaHHS 3JI0YMHISIMU 00YMOBITIOIOTh
HEOOXITHICTh HOBHX HAayKOBHX pPO3pPOOOK Ta
MOCTITHOTO MOHITOPHHTY PIBHS 3aJydeHHS TaKOi
BAJIIOTH Ta 3arpo3, mo mnoctanmu. OKpiM TOro, 1oci
HEBPETYJILOBAHUH MPABOBUI CTaTyC KPUIITOBATIOTH
B YKpaiHi Ta BIZICYTHICTh KOHTPOJIIO 3a i 00irom 3
00Ky JepkaBH, BUMarae HOBHX HAlpallOBaHb, IO
OyIyTh BIUINMOBIIATH CyYaCHUM BHKJIMKaM Ta
3arpozaM,  3aJUlsi  CTBOPEHHS  BIANOBITHOTO
IPaBOBOIO IOJIA 1 YJOCKOHAJIEHHS ICHYIOYOTO
HAI[IOHAJILHOTO 3aKOHOJIABCTBA.

Mera. 3aificHUTH OIlIHKY
PHU3UKIB 3QJIy4€HHS KPUNTOBAIIOTH K IHCTPYMEHTY
jeramizanii  (BiIMHMBaHHS) JOXOJIB, OJIEPKaHUX
3JI0YMHHUM ILUISIXOM Ta (DiHAHCYBAHHS TEPOPUZMY,
3’acyBaTH  IepeBarM  Takoi  BAIIOTH, IO
OOYMOBIIOIOTh 1I BUKOPHUCTAHHS, PO3TIISIHYTH
MO>KJIMBI LUISIXM OPOTHJIT Ta OOpPOTHOM 13 Takoro
3II0YMHHICTIO.

Buxiax ocHOBHOTO MmaTepiany. Y 3B’43Ky 3
ICHYIOUMMH TEPOPUCTUYHHUMHU 3arpo3aMH B YKpaiHi
BIIPOBAKEHHS KPUITOBAIIOT Mae cBO{
0COOIMBOCTI. 3T1IHO 3BITY MIKYPSI0BOi OpraHizaiii
FATF, sxa 3aiiMaeTbcs pPO3pOOKOIO  CBITOBHX
CTaHIapTiB y cdepi NpoTHIIl BiAMHUBAHHIO
3JIOYMHHMX KOWITIB Ta (DIHAHCYBAHHIO TEPOPHU3MY,
BIZICYTHICTh ~ NPABOBUX  PETYJIATOPIB  BIUIUBY
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J03BOJISIE BUKOPUCTAHHS X y 3J0YMHHHUX LUISX,
30KpeMa CIpsSIMOBYBATH Ha KYITIBIIO 30poi [1].

3a indopmarnicro HarionansHoTO OaHKY
Vkpainu, Cnyx6u  Oesnexku  YkpaiHu  Ta
HarionansHo1 momimii BifCYTHICTh KOHTPOJIIO 3a
00IroM KpHITOBAIIOT Ta aHOHIMHICT PO3PaXyHKiB
CTBOPIOE TOTEHI[IHHI TMEPEeIyMOBH [UIA IXHBOTO
BUKOPUCTaHHS 3 METOIO JIerayi3aiii KOIITIB,
OTPUMAHUX 3JIOYMHHAM IDISIXOM, IpUAOAHHS
3a00pOHEHNX [0 BUIBHOTO 00iry TOBapiB Ta
(iHaHCYBaHHS TEPOPU3MY, 30KpPEMa Ha OKYITOBAaHUX
TepUTOpisIX YKpainu [2, c.79].

Y 2014 pomi 3rimHO 3 JIuctom
HamionaneHoro ©Oanky Ykpainum Ne29-208/72889
Oyno Bu3HaueHo, 10 «Bitcoin € rpomoBUM
cyporaToM, SIKMi He Mae€ 3a0e3Ne4eHHs peaslbHOT
BaptocTi». Takum uymHom HBY  daxtuuno
3a00pOHWUB  BUKOPUCTAHHS  KPHIITOBATIOTH B
VYkpaini, ockutbKH BignmoBigHO A0 cT. 32 3V «IIpo
HamionansHuii 6aHK YKpaiHu»: «BUITYCK Ta 001 Ha
TepuTOopii YKpaiHM IHIIMX TPOLIOBUX OJUHUIb 1
BUKOPHCTAHHSI TPOIIOBUX CYpOrariB sk 3aco0y
mIaTexy 3a00poHsIOThCs». OxpiM Toro, Jlncrom
HBY 6yno BuznaueHo, mio:

. «ynoBHOBak€HI OaHKM HE MalTh
MPaBOBUX TIiACTaB I 3apaxyBaHHS IHO3EMHOL
BAJIIOTH, OTPUMaHOi Bim mpojaxy Bitcoin 3a
KOPJIOHOM;

2. «ABUTBHICTB 3 KyHIiBJIi-TIpoaaxy Bitcoin 3a
nosapu CIIIA abGo iHImY iHO3eMHY BaJlOTy Mae
03HaKM (PyHKIIIOHYBaHHS TakK 3BaHUX ‘‘(IHAHCOBHX
mipamig’ Ta MOXKE CBIIYUTH TPO IOTEHIlIIHE
3IY4CHHS Yy 3AIWCHEHHI CYMHIBHUX OIlepain
BIIMTOBIIHO /0 3aKOHOJABCTBA TIPO MPOTHUIIIO
neramizanii (BiIMMBaHHIO) JOXOJIB, OJIepKaHUX
3MI0YMHHUM ILISAXOM, 1 (DiIHAHCYBAaHHIO TEPOPUZMY»
[3].

Taka mo3ullis BUKIIMKala YMMAallO 3allUTaHb
Ta mpobiieM, 30KpeMa, SK BHU3HAYUTH pO3MIipU
¢dinancyBanHs Tepopusmy BiamoBimHO 10 KK
VYkpainu (mpumitka g0 cT. 258-5), skmo HBY
BHU3HaB Bitcoin TPOLIOBUM cyporaTtom?
HemoxuBicTb BCTAHOBJICHHSI pPO3MIpiB
¢biHaHCYBaHHA TEpOPU3MYy O3HAuYa€ BIJACYTHICTb
peanbHOi MOKIIMBOCTI 7151 60POTHOM 3 TEPOPU3MOM
B LIUIOMY.

VY 2018 porti Jluctom HBY N 40-0006/16290,
Oy/0 BHU3HAHO, IO TMOMEpenHs TMO3ULIA 100
BIpTyaJIbHOI1 BalioTH, Bu3HaueHa y Jjucti HBY
Ne29-208/72889 Btpatmia aktyansHicTh. [IpoTe 1e
HE  BHUPIIMIO  MNUTaHHA  WIOJO0  CTaTycy

KPUNTOBAIIOTH, K 1  KinacudpikyBatu  Ta
OTIOJaTKOBYBAaTH OIepalii i3 HEW, SKUM YHHOM
3MIIHCHIOBATH KOHTPOJIb 32 il 00iroM. 3Baskarouu Ha
3pOCTar04y NOMYJISIPHICTh KPUTITOBATIOTH B YCHOMY
CBITI, ii po3BUTOK 3a00pOHUTH TEXHIYHO
HEMOXXJIMBO Ta CKOHOMIYHO HEIOIUIHO, a OTXKE,
MIPABOBE PETYIIOBAHHS KPUTITOBAIIOT Hapas3i € JIUIIIe
MUTaHHSIM 4acy.

[cHyIOTH pi3HI MO3MIIi HAYKOBIIIB CTOCOBHO
BU3HAYEHHA MOHATTS KPUITOBAIIOTH Ta 1i CTATYyCY.
30kpeMa, Ha JAYMKY aMEpPHKaHCHKOTO €KOHOMICTA,
npodecopa €KOHOMIKH Hpto-Hopkcbkoro
yuiBepcurery H. PyOiHi, BipTyajbH1 BalllOTH €
¢iHaHCOBMMM TipaMiJaMHM Ta € OCHOBOIO JUIS
NOLIMPEHHS] TIHHOBOIO PHUHKY Ta BIJIMUBAHHS
xomTiB. Ha i#oro nymky, siBuiie, mo OTpUMalIo
Ha3BY BIPTyaJlbHUX BAIIOT (TpolIeil), HE BUKOHYE
GyHKIIT HI TIaTeXy, Hi CBITOBUX I'POIIEH, Hi 00Iry,
a TaKoX, Hi 3aco0y HaKomUueHHs [4].

B cBoto uepry, €Bponelicbkuii cy y cupasi
Xenksict ipotu [IBemii Bix 22.10.2015 Bu3zHauuUB,
o Bitcoin HE0OX1AHO BBa)KAaTH BATIOTOIO (3ac000M
miaTexy). Lle 6ymo o0ymMoBIEHO THUM, 110 BUHUKAIIN
[IEBHI TPYIHOIITI 11010 OTIO/IATKYBaHHS
KpUIITOBAIIIOTH. BinmoBimHe pillleHHS BCTaHOBWIIO,
o0 BCl omepairii, moB'si3aHi 3 0OMIHOM OITKOTHIB
(bitcoin), OyTyTh OMMOAATKOBYBATHUCS TaK camo, 5K 1
omeparlii 3 TpamuiiiHuMu Bamotamu [5]. Takum
YUHOM €BpOIIeliCbKa CyJ0Ba IMpakTUKa IO CYTI
OpUpIBHSJA  KPUITOBAIIOTY /0  3aKOHHOTO
IJIaTDKHOTO 3ac00y, a OOMiH T'POIIOBUX KOINTIB —
«BATFOTHO-OOMIHHOIO OTIEPAITIEIO.

OnHak, He3BaXarYd HAa  BIACYTHICTH
€IWHOTO TMiAXOAY JO BHU3HAYEHHS IPABOBOTO
CTaTyCy Ta TIOHATTA KpPUITOBAIIOTH, a TaKOX
BIJICYTHOCT1 JEpKaBHOTO BPETYIIOBAHHS MIONO il
BUKOPHUCTAHHS, 32 JaHUMU HE3aJIe)KHOI HEYPSI0BOT
cTpykTypu - Odicy edekTHBHOro peryntoBaHHs
(BRDO), VYkpaina Bxomuth B TOml-10 Kkpain 3
BUKOPUCTaHHA LUX (PIHAHCOBUX IHCTPYMEHTIB, a
obcsar ICO (Initial coin offering) ykpaincprux
po3pobHuKiB gocsr $100 miH [6].

MixHapoaHi opraizaiii, ki po3poOyisoTh
OPUHIIMIK 1 CTAaHAAPTH i1  PEe3yAbTaTUBHOTO
3MIACHEHHS  TOJNITUKM  TPOTHAll  Jeramizamii
(BiIMMBaHHIO) JOXOJIB, OJEpPX,aHUX 3JIOYUHHUM
[UIIXOM, 30KpeMa, €BpOIoJ, CTBEPKYIOTh, 10 B
€spori 3-5% 3 100 MutbsapaiB QyHTIB CTEpIiHTIB
BIIMUBAETHCS 32 IOTIOMOTOI0 KPUMTOBATIOTH. [ TaBa
€Bponony NiAKPECTUB, IO s BUPIMIEHHS Ili€l
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npobsemMu moTpiOHa TiCHA CIIBIIpaLs PEryIsATOpPIB
PHUHKY Ta Jinepis ramysi [7, ¢.300].

Tunonoriuni  pgocmimkenns  [lepkaBHOT
ciy’kOu  (PIHAHCOBOTO  MOHITOPHHTY  YKpaiHu
BUSBWIM, 1I0  ICHYIOTh  TEHJAEHII 100
MOMYJISIpU3aIlil BAKOPUCTAHHS BIPTYIbHUX BAJIIOT B
MPOTUTIPaBHUX (DIHAHCOBUX CXeMaX, HAIMPABICHHUX
Ha JIeTaJi3alliio J0XO/IB, OJIEPKAHUX 3JIOYMHHUM
[UISXOM, IKI B MEpeBaXHii OLIBIIOCTI OTpUMaHi B
roTiBKOBIH (opmi [8, ¢.27].

3a ocTaHHI IT’SITh POKIB 3HAYHO 30UIBIIMIIACS
KUIBKICTh OOJIIKOBAaHMX BHMAIKIB  Jierajizarii
JOXO/JIiB, OJIEp’KaHUX 3JIOYMHHUM NUIIXOM. SIKIIo y
2013 p. Oymno 3apeectpoBaHo 16 BuUMAAKIB
jeraiizamnii  JA0XOMiB, OJEpKaHUX  3JIOUYUHHUM
nursixoM, T0 'y 2014 p. — 17,y 2015 p. — 46, y 2016 p.
—50,ay2017 p.—108,y2018 p. -176, y 2019 p. (3a
9 micsmis) — 148 [9].

Take  cTpiMKe  3pOCTaHHS  KUIBKOCTI1
3apeECTPOBAHUX MPABONIOPYIICHh MOYKHA TIOSICHUTH
SK TOTIPIIEHHSM KpUMIHOT€HHOT OOCTaHOBKH B
KpaiHi, Tak 1 aKTUBI13a11i€0 poOOTH MPABOOXOPOHHUX
OpraHiB y HampsMy MNPOTHAII Jieramizaiii T0X0/IiB,
OJIEp’)KaHUX 3JIOYMHHUM I1uisixoM. Kpim Toro,
30UTBIIMIIACS KUIBKICTh KPUMIHAIBHUX TIOCSTaHb,
YYMHCHUX 3 BHUKOPHUCTAHHAM  1HGOpPMAIlIIHO-
TEIEKOMYHIKAIITHUX TEXHOJIOT1H, 110 € TeHICHITIEI0
0 30UIBIICHHS HE TUIBKH 3arajibHOTrO PIBHS
JUHAMIKM €KOHOMIYHOI 3JI0OYMHHOCTI B YKpaiHi, a
me # 30umbmenHs i reorpadii [10, c.112].
BukopuctanHss KOMIT'IOTEPHUX TEXHOJIOTIH st
BUMHECHHS 3JI0YMHIB MIABUIIYE iX CYCIUIbHY
HEOE3MEeUHICTh, MPOAYKYE BHHHMKHEHHS HOBHX
Croco0iB iX BYMHEHHs Ta CIPOIIYE caM IpPOIEC iX
CKOEHHSI 1 MACKyBaHHS CITi/IB.

OpnHak, cOUpaYuch Ha  AOCHIIKEHHS
CYIOBO-CIITYO1 MPaKTUKU, 32 OCTAaHHI 5 POKIB 0
KpUMiHaJIbHOT BimnmoBiganmpHOCTI 3a cT. 209 KK
VYkpainu nputaryotees 10  50% BUKOHABIIB
3nmounHy, 25%  po3ciimyBaHUX —KpPUMIHAIBHUX
MPOBA/I’KEHb 3aKPUBAIOTHCS 32 PI3HUMU TMIICTaBaMH,
11e 25% po3ciigyBaHUX KpUMIHATBHUX TPOBAIKEHB
npu3ynuHAoThesA. 3rigHo 3i 3Bitom [TV, y 2018
poui g0 cyny Oyno ckepoBaHo Jwmme 14
OOBHHYBAJILHUX aKTiB MPO MPABOMOPYIIEHHS 010
neramizaiii  (BiIMHUBaHHS) TPOIIOBUX  KOIITIB,
3100yTUX 3TOYUHHUM TIIsixoM [11].

AKTUBHICTBE puHKY Bitcoin Darknet
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TakuM YMHOM, MOKEMO 3pOOHTH BUCHOBOK,
0 3apeecTPOBAHMI PIBEHb 3JIOYMHHOCTI HE
BIJIMOBI/Ia€ (PaKTHUHOMY, 1110 3yMOBIIIOE MOTPEOyY B
JOCITIJKEHH1 ¥ YIOCKOHAJIEHHI METO/IIB BUSBJICHHS
1 3anmo0iraHHs Jeranizauii (BiIMUBaHHSA) J0XOIB,
OJIep)KaHMUX 3JIOYMHHHUM IIUITXOM, B TOMY YHCIi 32
JIOTIOMOTOI0 KPHITTOBAITIOTH.

Sk moxa3yroTh JOCHIIKEHHS, MOXIJIHUBI TPU
MOJIeJIl BUKOPHUCTAHHS KPUNTOBATIOTH B cdepi
Jeramizamii  KOIITIB, OTPUMaHUX  3J0YHHHUM
HIISTXOM:

1) nmoxomw BiA 3J0YMHHOI MISUTBHOCTI
OOMIHIOIOTBCSI Ha Oipkax, KOIITH HAAXOIITh B
KPEAUTHUN KOOIEpaTuB, MOTIM IEPEBOAITHCS Ha
o(IIOpHI paXyHKH;

2) KpUINTOBAIIOTA, OTPUMaHAa B PE3YJIbTATi
HE3aKOHHOT TOPTiBJl B MEpexi, OOMIHIOEThCA Ha
TOBapHUX OIp)kaX, TEPEBOJUTHCS HA KapTKU Ta
3HIMA€ThCS B OaHKOMATaXx;

3) BUKOpUCTOBYEThCS E-ramanenp, B sSKHil
HE3HalloMi oOJHA OJHIK o0coOM  TMEepeBOISAThH
KPHUIITOBAJIIOTY, ITiCJIS YOTO Ta ) cyMma OITKOIHIB IO
YaCTUHAX MOBEPTAETHCS BIANPABHUKY. 3B'SI30K MK
3TOBMUCHHKOM Ta 3JIOYMHHUMHU KOIITAMU TaKHM
YHUHOM PO3PUBAETHCS.

Boagnouac 1 cmocobu  inaHCyBaHHS
TEPOPU3MYy  MPOJOBXKYIOTH  PO3BHUBATUCA  Ta
BJIOCKOHAJIIOBATUCS. BUKOPUCTaHHS KPUIITOBATIOTH
y (¢iHAHCYBaHHI TepopU3MYy € HyKE 3pPYyUYHUM
3aco0oM 00x0y 0OMEX)eHb CBITOBOI OaHKIBCHKOT
CHUCTEMH, BCTaHOBJIEHUX U1  OOpoTHOM 3
TEPOPU3MOM 1 BIAMHUBAHHSAM KOILTIB, OJIEPHKAHUX
3JI0YMHHUM ILIJISIXOM.

Tepopuctuyni  oprasizauii HoTpeOyrOTh
MaTepiaibHOro 3a0e3NedYeHHs Ha HACTYIMHI LI
NpOBE/IEHHS omepalii (KOHKPETHI TepOpPUCTHUYHI
aKTH Ta TIOMEpeAHs pO3BilKa), MpomaraHia Ta
BepOyBaHHS HOBHX YJICHIB, OpraHi3allis HaBUaHHs Ta
CrelialbHOl  MIIrOTOBKH, BHIUIaTa TPOIIOBOI
BUHAropoJd 4jeHaM oOpradizamii, coliaibHa
HiATPUMKA HaceNeHHs (3a[ylsi MiIpUBY aBTOPUTETY
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JETITUMHOI ~ BJagd),  KyMmiBIsS  HEOOXiAHOTO
OCTaTKyBaHH:, 30po1 TOIIIO.

3a JaHMMU KOMIIaHii, 10 aHaji3ye OJIOKYeHH
Ta Hajgae OaHKaM, KOMIIaHIM, ypsigaM JAOMOMOTY Y
MIPOrpaMHOMY 3a0e3MeueHHI Ta PO3CIiAyBaHHIX —
Chainalysis, 06’em Bitcoin, o mpoxoauTs uepes
JapKHET IMOPIYHO 3pOCTa€, HE MOUSABISIYUCH Ha
KOJIMBaHHS KypCy AaHOi KpUNTOBATIOTH (Tabm.l)
[12].

Hapasi mpaBooxopoHHI opranu cTypOoBaHi
BUKOPHUCTAHHSIM BIpTYaJIBHHX BaJIIOT
TEPOPUCTHYHUMH OpraHizamisiMu. Bim3HadaroThcs
BHUMAJKH BUKOPUCTaHHS CalTIB, TIOB'I3aHUX 3
TEPOPUCTUYHUMHU OpraHi3alisiMu, Ui CHPUSHHS
300py mokepTByBaHb B OiTkoiHax. Kpim 1boro,
MPABOOXOPOHIII ~ BUSBHWIM  BUIAQJKH, KOJIH
€KCTPEMICTH 00roBOpIOBAIU B [nTepneri
MO>KJIUBICTh BUKOPHUCTAHHS BIPTYyaJTbHUX BAJIOT JIJIS
npunbaHHs 30poi, a TakoX S HaBUYaHHSA
€KCTPEMICTIB cloco0aM BUKOPHUCTAHHS BIPTYaTbHOT
BamoTH [13, ¢.58].

Ha ocHoBi nmpoanaiizoBaHOi HaMU HayKOBOi
JITEpaTypd Ta CTAaTHCTHYHOI 1H(OpMAaIii o0
KOHKpPETHHUX BUIIAJIKIB BUKOPHUCTAHHS
KPUNITOBAIIOTH 3JIOUMHIIMU, MOXEMO 3pOOUTH
BHCHOBOK, 110 NpUBAOIUBICT BUKOPUCTAHHS
KPUNITOBAIIOTH  3JIOBMUCHUKAMU  TIOSICHIOETHCS
HACTYITHUM.

Hacammnepen, 11e aHOHIMHICTD TpaH3aKIliid Ta
r1106aabHa IOCTYMHICTh KPUIITOBAIIOTHOI CUCTEMHU.
OcranHs, K TpaBUiIo, He OTpedye ineHTUdIKAIl,
SK  HampuKiIaJ  BHUKOPUCTaHHS  OaHKIBCHKHUX
paxyHKiB, Ta HaJa€ MOXJIMBICTh IMEpPEKa3y KOIITIB
Oynp-sKOMy KopucTyBauy I[HTEepHETY 13 0a30BUMH
HAaBUYKaMU, 3 OyAb-IKOTO MiCIs B aOUSKHUI yac Ha
MeBHY cyMmy. BiacTexxuTu Taki TpaH3akIii ayxe
CKJIQIHO — TEpeKa3u MOXHA BHKOHYBaTH B IHIII
KpaiHM  KpaiHM, <«3amiTaTu» CHiOd  [UISIXOM
BHKOPHUCTAHHS Pi3HUX OipK, KOHBEPTEPIB, MIKCEPIB,
KpiM TOTO, POOMTH 1€ MBHAKO (YUM IIBHIIII
TpaH3aKIlii, THM MEHIIa HMOBIPHICTh 1X MEPEXONUTH
abo 3a00KyBaTH) Ta JEUIEBO (TaK K KOMICis 4acTo
ckinanae menme 0,1 %). Kpim Toro, BiICyTHICTBH
npaBua Ans OIpK 1 HYHKTIB 00iry, 000B’3KYy
imeHTudikamii BIAaCHMKAa TaMaHIS Ta YITKOTO
IIPaBOBOTO peryatoBaHHS BUKOPHUCTAHHS
KPUTITOBAIIOT 3arajioM, CTBOPIOIOTH CHPUSITIHNBI
YMOBH JUJIsI 3JIOYHHIIIB.

3BakarouM Ha BCl BUIIE3a3HAUYEHI MepeBaru
KPUNITOBAIIOTH, PO3CTiIyBaHHS 3J04YMHIB 3 il
BUKODUCTaHHAM B YKpaiHi Hapaszi € CIpaBXHIM

BUKIIMKOM JUIsl TPABOOXOPOHHHUX OPraHiB, IO
noTpedye  MBUAKOTO  METOAOJOTIYHOTO  Ta
3aKOHOJABYOr0 pearyBaHHsA. bepyunm no ysaru
JETICHTPATI30BaHICTh Ta BIPTYaJbHICTh
KPUNITOBAIOTH, OJHUM 13 BAXKJIIMBHX 3aXOJMIB JIS
MOKPAIIEHHS ~ MOJXJIMBOCTEH  IPABOOXOPOHHHX
OpratiB Ta OpraHiB JOCYJOBOTO POCIiTyBaHHS Yy
OpOTUAIl, BHSBJICHHI Ta  JIOKa3yBaHHI ¥y
KPUMIHAIBHUX TIPOBA/DKCHHSX € BCTAHOBJICHHS
HEOOXITHOTO PIBHSA KOHTPOJIO 3a O0IrOM TaKUxX
3aco0iB. KonBepTyBaHHS (laHTHUX Tpolied y
BIPTYyaJIbH1 Hapa3l CTBOPIOE CYTTEB1 MEPEIIKOIM JIJIsI
pO3CIiTyBaHHS 3JIOYMHIB dYepe3 HU3KY IPUYHH.
30kpeMa, OKpiM TpaBOBOI  HEBHU3HAYEHHOCTI
KPUOTOBAJIIOTH,  CIiA  BIAMITUTH  BIICYTHICTb
c(hOpMOBaHOT METOIWKH Ta YCTAJICHOT TMPAKTUKH
pO3CiTyBaHHs TaKUX 3JI0UMHIB.

Mu noromkyemocs 13 mymkoro C. JlecbkiB
[14, ¢.202] mo10 HEOOXITHOCTI CTBOPEHHSI PEECTPY
0ci0, y BJIACHOCTI SIKUX TepeOyBae KPUIITOBAJIOTA,
10 JaCTh 3MOTY JIEpKaBi KOHTPOJIFOBATH 3aKOHHICTh
orrepalii i3 Hero, OJHaK BapTO 3ayBAKHTH, IO Yepe3
BIJICYTHICTh Y3TOJDKEHHOT TIOJIITUKH 1 cTpaTerii
JepKaBu 1010 yperyiaroBaHHs MUTaHHS
BUKOPUCTAHHS ~ KPUNTOBAJIIOTH, TaKUWd  3axif
BOAYaeThCs  3aHAATO  BIAJAIEHUM y  CBOId

MEePCIEKTUBI.

BaximuBuM HampsMoM Yy TpOTHIIl Ta
po3ciimyBaHH1 3JIOYUHIB, BUMHEHUX 13
BUKOPDUCTAHHSM  KPUNTOBAIKOTH, €  3aXOJH
[IABUIIEHHS e(heKTUBHOCTI MDKHApOJHOTO

cIiBpOoOITHUIITBA Y Chepl O0pOTHOH 31 3JTOUNHHICTIO.
3Bakaroud Ha Te, 10 3JIOYMHHICTH Yepe3
BUKOPHUCTAHHS TaKoTo IHCTPYMEHTY, SIK
KpUIITOBAJIIOTa, Ha0yBa€  TPaHCHAIIOHAJILHOTO
XapakTepy, TOMY 3axOJM IPOTUIIl MOTpeOyIOTh
YVIOCKOHAJICHHs, a  OopoThOa  JjMIie  Ha
HaIllOHAJILHOMY PiBHI B paMKax OKpeMoi KpaiHu He
Oyzne epeKTUBHOIO.

Mu BHeBHEHI y HEOOXIZHOCTI CTBOPEHHS
VHIBEPCATBHOTO  MDKHApOJHOTO  HOPMATHBHOTO
aKTy, SIKMi OM yHi(iKyBaB TEPMIHOJIOTIIO, MTOB'A3aHY
3 KpHNTOBAIIOTOK Ta OIepalisiMd 13 HE, Ta
BHU3HAUMB IOPUCAUKIIIO JIEP>KaB MO PO3CIiTYBaHHIO
3JIOYMHIB, BUNHEHHX 13 3aJyUYE€HHSM TaKOi BaJIOTH,
10 YMOXIUBWJIO O BUIauy 3JIOYMHIIB HABITH 0O
KpaiHu, i3 SKO¥ BIJCYTHI BiMOBiIHI ABOCTOPOHHI
IoMoBIeHHOCTI. Ha Hamy aymky, Ha MifcTaBi
TaKOro aKTy, KOHCOJIIYIOUMMH CHJIAMU JEpKaB-
YYaCHMIIb MOXJIMBO Oya0 O CTBOPUTH JIi€BHI
MeXaHi3M MO 3arnoOiraHHI0 Ta MPOTUIIl CydyaCHUM
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BHUKJIMKAM, TOB'S3aHHUX 13 PO3IMIHUPEHHSIM apCeHaTy
3JI0YHHIIIB TAKUM IHCTPYMEHTOM SIK KPUIITOBAITIOTH.

Takox BaXJIMBUM KPOKOM Yy TIJIBHIIEHHI
€(EKTUBHOCTI MDKHApPOJHOTO CIIBPOOITHUIITBA Y
cdepi 60pOTEOM 31 3JTOYMHHICTIO € BCTAHOBJICHHS
npsMOi B3aEMOJIIT MK KOMIETCHTHHMH OpraHaMH

oreparliii, JJ03BOJIAIOTH INBHIKO IEPEMIIIyBaTH
HE3aKOHHI JIOXOJ! 3 OJTHI€T Iep>KaBU JI0 iHIIIO].
Po3cnimyBaHHsT TakuX 3JI0YHHIB CTBOPIOE
HeaOWsKi TPYIHOINI, 3BAKAIOYM HA BiICTaBaHHS
MOKJIUBOCTCH  MPABOOXOPOHHHUX OpraHiB  BiX
CY4acHOTO PiBHS TEXHOJIOTTYHOTO Ta MPOTPAMHOTO

JeprKaB, IO CIPUSTHME €(PEKTHBHOCTI CIIBIpAIli Ta 3a0e3neueHHs] KPUMIHAJIbHOI aKTUBHOCTL. Tomy
CHPOIICHHIO BHPIIICHHSA PsAy OpraHialifiHux ICHye HarajlbHa HEOOXIHICTh Yy TOJAIBIIHX
nuTadb. OKpIM IIbOTO, BXJIMBUMH € TEXHIUHI Ta HAayKOBUX pO3pOOKax Ta CTBOPEHHI JIi€BUX
KPUMIHATICTUYHI aCIEeKTH MDKHapOJIHOTO IHCTpYMEHTIB TpOTHAIl Jeramizamii (BiZMUBaHHI)
CHIBpOOITHUIITBA: HAJaHHSI TEXHIYHHX 3ac00iB, JIOXOMIB, OJIEpKAHUX 3JOUYMHHUM MIISAXOM Ta
BIJIOBIIHOTO METOJUYHOr0 3abe3neueHHs; 0OMiH ¢iHaHCYBaHHI TEpOpU3MYy 13 BHUKOPUCTAHHSIM
eKCTIEPTHUMHU  OI[IHKAMHU; METOJJAMH  BHSIBIICHHS KPHUIITOBAITIOT.
caimiB tomo [15, ¢.7].

BucHoBkH. OTxe, 3JIOYMHITI
BUKOPUCTOBYIOTb  BIPTyajbHI  BalllOTH,  SKI
3a0e3MeuyloTh aHOHIMHICTh SIK KOPUCTYBadiB, TaK 1
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