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Background 

• Application of many anonymization methods is complex and requires knowledge of 
the methods and access to suitable tools for implementation 
 

• For users comfortable with using R, the package sdcMicro provides a tool for the 
application of methods commonly described in the literature on disclosure control. 
 

• For users not familiar with R, a Graphic User Interface (GUI) for the sdcMicro package 
may be useful.  
 

• To provide a GUI environment for the non-R user, a Shiny application called sdcApp 
has been added to the sdcMicro package. 
 

• sdcMicro is open source and available in the CRAN repositories and on GitHub. 

https://cran.r-project.org/web/packages/sdcMicro/index.html
https://github.com/sdcTools/sdcMicro


sdcMicro Functionality 
• Developed by Alexander Kowarik, Matthias Templ and Bernhard Meindl, R-

Package “sdcMicro” (2017) 
 

• anonymization methods, risk/utility measures, and data manipulation 
functions 
 

• anonymization methods include, global recoding, local suppression, post-
randomization (PRAM), top- and bottom-coding, microaggregation, noise 
addition and rank swapping. 
 

• for estimating disclosure risk  - k-anonymity, individual and global risk, l-
diversity, SUDA scores and proximity measures. 
 

• for information loss measures like differences in eigenvalues and tabulations   
 
 

https://cran.r-project.org/package=sdcMicro
https://cran.r-project.org/package=sdcMicro


A Shiny interface for sdcMicro 
 

• World Bank\IHSN funded the development – funding DFID to IHSN 
 

• Aim was to provide a GUI that removes the need for proficiency in R, but still 
allows access to all the features of sdcMicro. 
 

• The Shiny application, sdcApp, implements all the main anonymization 
methods available in the sdcMicro package 
 

• In addition, sdcApp offers a comprehensive set of risk and utility measures. 
 

• This includes functions to measure, visualize and compare risk and utility 
throughout the anonymization process. 
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A Shiny interface for sdcMicro 
• a number of features are brought in from other R packages 

 
• These make measuring utility, visualizing and exploring the data and 

changes made in the SDC process easier  
 

• sdcApp also helps users by producing reports on the methods used 
and saves the underlying R code to ensure reproducibility. 
 

•  For users of other statistical packages, sdcApp supports importing 
and exporting microdata in several formats (STATA, SAS, SPSS, CSV, R). 
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Installing and launching the GUI 
• To use the application, the user needs to install the latest version of 

the R software from the CRAN website: https://cran.r-project.org 
 

• After installing R, the user installs the sdcMicro package and 
dependencies 

• After installing sdcMicro, the package sdcMicro needs to be loaded 
with the command library(sdcMicro). sdcApp is then launched with 
the command sdcApp() 

•  The application launches in the default web browser of your system. 
•  The user can interact with the application by using control inputs 

such as buttons, drop-down menus, sliders, radio buttons or text 
input. No further interaction with the R console is required.  
 

https://cran.r-project.org/


Layout of the GUI 

• sdcApp consists of seven tabs that can be navigated using the top 
navigation bar.  

• About/Help    ->  Help and general settings 
• Microdata    ->  Load and prepare dataset 
• Anonymize    ->  Anonymization methods 
• Risk/Utility   ->  Risk and utility measures 
• Export Data   ->  Export data, reports 
• Reproducibility  ->  Generate R script 
• Undo    ->  Undo steps in anonymization process 

 



About and settings 



Load the data 
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The first step to start using the application for anonymization of microdata is to load the microdata. This is done from the Microdata tab. In addition to the standard R data format, the application supports several other file formats such as, SPSS (.sav), SAS (.sas7bdat), CSV (.csv) and STATA (.dta) files. For testing and demonstration purposes, the application includes two test datasets (testdata and testdata2). All data are loaded locally into R and the web browser is only used to communicate with R. An internet connection is not required during the anonymization process. After loading the dataset into the application, the Microdata tab shows the loaded dataset and allows the user to explore, manipulate and prepare the data for the anonymization process. This is shown in Screenshot 2. The available functions for data exploration depend on the variable type. Examples are tabulations, histograms, mosaic plots and standard summary statistics. Examples of data preparation are variable type conversion or setting missing values to R system missing values. This tab also provides functionality to deal with datasets with a hierarchical structure, such as household surveys as well as to use only a subset of the full dataset for quicker testing. 



Explore and prepare 



Explore and prepare 



Selecting key variables 



Summary view of the SDC problem 



Select a method 
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In the left sidebar the anonymization methods can be selected. They are grouped by variable type. For categorical variables, the methods global recoding, local suppression to achieve k-anonymity and PRAM can be selected. For numerical variables, the methods top-/bottom-coding, microaggregation, rank swapping and noise addition are available.



Display Risk and utility measures 

Presenter
Presentation Notes
In order to compare risk and measure utility (information loss) before and after applying a specific method, the tab Risk/Utility presents the user with a range of detailed risk measures and selected utility measures;



Export the anonymized data 
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On the tab Export Data the user can browse the anonymized data and export the dataset in the data format of their choice. At any point in the anonymization process, the current data can be exported to perform analyses using the users’ software of choice.



Reproducibility  
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The tab Reproducibility shows a commented and downloadable R script that is ready to run in the R console and can be used to recreate the SDC problem and recreate all the steps. 



Undo 
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Finally, the tab Undo allows the user to undo the last anonymization step. 



Summary 

• The use of R for many users, especially in developing country statistical 
agencies, is relatively new. 
 

• Many staff in agencies would like to apply SDC methods but do not have 
the necessary R skills to use sdcMicro. 
 

• These users benefit from a friendly GUI for sdcMicro. 
 

• Allows users to immediately apply methods without knowing R 
 

• Has proved a valuable training tool for the World Bank 
 
 
 



Resources and Contacts 

Resources: 
• Statistical Disclosure Control for Microdata: A Practice Guide 
• sdcApp manual 
• Alexander Kowarik, Matthias Templ and Bernhard Meindl, R-Package 

“sdcMicro” (2017), URL: https://cran.r-project.org/package=sdcMicro  
 
• Matthew Welch, Senior Statistician, World Bank 

 

Thank you 
 

https://sdcpractice.readthedocs.io/en/latest/
https://sdcappdocs.readthedocs.io/en/latest/index.html
https://cran.r-project.org/package=sdcMicro
mailto:mwelch@worldbank.org
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