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ABSTRACT

The widespread use of sensorial technologies has created
new opportunities for enterprises, as these new sources of data
assist in increasing the context-awareness in which enterprises
operate and enable them to better anticipate and adapt to changes
in the business environment. This leads to better decision-
making and greater profitability, as well as to reduced operating
risks. However, if enterprises are to get any benefit from these
new data sources, there is a need for tools, which will enable
them to deal with the complexity of the multitude of data sources,
both from physical and virtual objects, as well as a means to
extract relevant and correct information and knowledge from it.
Having access to data is not enough. The real value to enterprises
comes from being able to process it, interpret it and being able
to make accurate forecasts upon which they can base their
business decisions. This paper presents the blockchain
technology which is intended to support the development of
sensing enterprise systems for intelligent knowledge
management. Since the creation of the internet, blockchain is the
most important technology created that is in constant
development and has still much more to develop. In a simple
way, blockchain is a computational technology for register of
operations, decentralized, free-access, transparent, global,
continuous. It is a public database that is accessible for everyone
and is much more secure and reliable than other forms currently

known to perform similar operations. Thus, it is intended to
demonstrate the importance of this recent technology in business
processes and the future trends of its use in sensing enterprise
business processes. The proposed framework intends to
demonstrate and serve as the foundation for new business models
supported by the new capabilities provided by sensorial
technologies in the support of enterprise applications.
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INTRODUCTION

The currency transactions between businesses and
individuals have been often controlled and centralized by a third-
party organization. In order to transfer currency or making digital
payment, it was imperative that a credit card provider or a bank
to complete the transaction as a middleman. Moreover, the
created transaction causes a fee that should be paid to a credit
card company or bank. In other domains such as, software,
music, and game the process was almost the same. It means that
all information and data were managed and controlled by a third-
party organization and in principle the transaction system was
centralized, instead of having just the two principal entities
involve in their transaction. To change from this established
centralized process both sides of a transaction have to trust each
other. Hence, by introducing the Blockchain technology, some
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possibilities are created to deal with this concerning issue.
Indeed, Blockchain aims to create a decentralized, automated,
and secure environment in which no third party is needed.

Blockchain although is relatively new technology, it is
known as the world's leading software platform for digital assets.
Blockchain is now a promising alternative to traditional
currency, and centralized banking. Very soon it has succeeded to
replace the underlying structure for growing number of services
and applications that we use today, including systems for
tracking our health, managing our finance, determining how we
communicate, transact, and connect with each other, and so on.
Right now, Blockchain is going to reshape pretty much every
industry and business. As Blockchain can redefine the business
processes, interested businesses are willingly embracing the full
potential of this technology in order to streamline and secure
their data storage. Blockchain will continue to be evolved and
applied in more and more innovative ways. In that respect, this
research work therefore aims to better understand what is the
Blockchain technology? And what are its applications in the
context of business process?

This paper is organized as follows: section 1 presents the
blockchain technology. Section 2 focus on the blockchain in
business process, including the impact in the business processes,
benefits of using blockchain in business processes and presents
also a use case. Section 3 is dedicated to sensing enterprises, in
which are addressed three topics: Knowledge management,
actuation and automation, and patents and Intellectual Property
Right (IPR). Next, in section 4, are described future trends in
sensing enterprises business processes. Finally, are drawn some
conclusions.

1 BLOCKCHAIN

Leading global institutions, such as European Parliament,
believe that Blockchain is a transformation technology.

Blockchain is an open source technology that first appeared
supporting a virtual currency, named Bitcoin. According to
Financial Action Task Force (FATF) [1], virtual currency is a
medium of exchange for goods and services, a unit of account
since it is possible to measure it, a way of store value.
Additionally, according to the same source, it has not legal tender
status, not issued nor guaranteed by any jurisdiction, and it
functions only by agreement of its users. Virtual currency is
according to European Court of Justice (ECJ) “a type of
unregulated, digital money” [2].

Cryptocurrency can be seen as a subset of virtual currency,
with additional security feature [3]. It is characterized by
allowing the exchange of value directly without the need for an
intermediary, in a digital way [4]. It is both a currency and a
payment system [5]. The most popular cryptocurrency is bitcoin
[6], which was created in 2008, by a pseudonymous person or
persons named Satoshi Nakamoto which “outlined a new
protocol for a peer-to-peer electronic cash system using a
cryptocurrency” [7].

Blockchain is the technology supporting bitcoin. It is shared
distributed ledger that allows recording transactions and can be

used to record any transaction and register the movement of any
asset (tangible, intangible, or digital). Blockchain is a subset of
Distributed Ledger Technologies. The later includes: 1) a data
model — used to capture the actual ledger’s state; 2) a language
of transactions — that modifies the ledger state; and 3) a protocol
— to create consensus among participants to decide which
transactions will be accepted. Blockchain builds a chain of
blocks in chronological order. Each block is usually composed
by: the reference to the previous block, the proof of work, the
timestamp, the Merkle tree root for the transaction of the block.
According to Antonopoulos, a Merkle tree is a data structure that
summarizes the block transactions’ in an efficient manner [8].
Proof or work, used to reach consensus, refers to a challenge
proposed to all machines that stores a copy of the ledger. Teams
may be constituted to solve the puzzle. The first team solving
becomes the winner, with the privilege to add a new block.
Despite proof of work be important to public Blockchains, such
as bitcoin, it is not necessary in private business network where
all participants are known, since it consumes considerable
computing power and electricity.
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Figure 1 — Blockchain diagram.

Bitcoin is focused on the transference of monetary value
between parties and its programming language is very limited.
Ethereum, a response to bitcoin, allows other types of programs
and applications since it use more programming languages.
Ethereum Virtual Machine (EVM), that runs in the Ethereum
Network, is the main invention of Ethereum. Ethereum
development platform allows the creation of corruption and
tamper proof applications.

Specifically, Blockchain is an asset database which is shared
across a network of multiple sites, geographies or institutions.
Each participant has a copy of the ledge [8]. Blockchain differs
from centralized databases since there are no administrator
permissions, to edit or delete data.

Cryptography supports both the security of the system and
the accuracy of the information that is contained in the database
[9]. In Blockchain technology transactions are aggregated in
blocks and new blocks are then added to the chain of previous
blocks [8]. It provides an immutable record of truth.

Concerning the architecture, in Blockchain the ledger
among shared among participants is updated through peer-to-
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peer replication. Peer-to-peer consist of the connection of
computer systems directed linked to each other, without a central
server.

Blockchain can be divided into different categories,
including [10]: a) public — any actor can participate; b) private —
restricted to a group of participants, i.e., it is limited; c)
Permissiomless — anyone can participate and would have to be
accepted in the network; d) Permissioned — only certain qualified
participants can participate.

Smart contracts [11], refers to Blockchains that contains
both data and self-executing code. The later are programs that
runs themselves, that react to changes in the Blockchain
information or to external events.

Blockchain technology can be used in several scenarios,
such as peer-to-peer payments and ending, currency exchange a
remittance, proof of authorship and ownership, insurance, proof
of identity, data storage, security trading, post-trade cleaning and
settlement. Additionally, it can be used in public administration
in property registry, driver and vehicle licensing, companies’
registry and social security benefit payment, digital identity and
voting.

Several implementations of Blockchain are based on open
source software (e.g. bitcoin, Ethereum, Hyperledger). Such
many implementations have functionality and innovation, which
are software inventions, have been protected. The number of
patent applications related to Blockchain remines low, however
the numbers are growing [12]. According to a study [13], “the
number of worldwide published patent documents related to
Blockchain, distributed ledger technologies and digital or virtual
currencies has skyrocketed”. According to the same study, the
principal sources for patent filings are the United States, China,
and the United Kingdom.

For the future it is expected increase patent filings, include
Patent Assets entities, need for parties to have an IP strategy. The
ecosystem collaboration will be critical to foster innovation.

Technology evolution changed the way we live, work and
play. There are important marks of technological evolution, such
as Internet invented by Robert E. Kahn and Vint Cerf, the World
Web Wide invented by Sir Tim Berners-Lee, and Blockchain
invented by Satoshi Nakamoto who did not aim to patent those
concepts. Nevertheless, IP protection plays an important role in
technology related to those themes.

According to World Intellectual Property Organization
(WIPO), “IP refers to creations of the mind: inventions; literary
and artistic works; and symbols, names and images used in
commerce” [14]. That information is protected through
documents recording in database. Considering Blockchain is a
more efficient way of recording data, and generally its
characteristics are appropriated to help recording IP.
Furthermore, Blockchain has the potentiality to remove many
inefficiencies of the actual system, recording IP and also using
smart contracts to accept payments and make payments to IP
owners. It can record IP ownership, IP transactions and origin
and movement of goods. Copyright deposits that are not required
in most countries can be easily implemented in a voluntary
manner in Blockchain.

There are initiatives concerning Blockchain IP. Ascribe
project [15], uses Blockchain technology [16] and smart
contracts to allow creators of artwork and digital media to secure
their copyright. Creativechain project uses Blockchain
technology to “offer a public and transparent alternative to IP
registration” [17]. It allows compensation of authors, if new
works are created on it according to licence stamped in the
Blockchain. Bernstain offers “Blockchain solutions for securing
IP assets and innovation processes”. Specifically, it allows to
prove the existence, integrity and ownership of creations that can
be registered in early stages and later updated and added proof
of use. Rosa et al. [18] proposed an IP approach for Open
Innovation (OI) and SmartContracts. They advocate that a
Networking Innovation Room (NIR) could be a solution for IPR
management in Ol and SME. It would be a multiplatform
offering services to the users and advisors where they interact in
order to develop solutions, under the supervision of Blockchain
technology. NIR participants declare their IP contribution and
knowledge and the NIR will timestamp and store it. That can be
used, for example, to fulfil a project consortium for future project
proposals. When the user enters the NIR a Non-Disclosure
Agreements (NDA) is digitally accepted and signed. The
contract allows to the description of the IP and protected co-
creations.

2 BLOCKCHAIN IN BUSINESS PROCESSES

Blockchain it's a recent method of tracking transactions
using technology that could prove to be revolutionary and that is
going to change everything over the next five to ten years [19].
In the future, Blockchain can be applied to every sectors of the
economy, where there are transitions due to its faster
development and easily adaptation to business uses. This method
can be used in tech-businesses and non tech-businesses, namely
in the area of financial services, such as: pharmaceutical
industry, healthcare, ecommerce companies, etc. Other point also
important, is that Blockchain also offers an important term for
business processes named "Smart Contracts". These contracts
need to respond to specific conditions being subjected to
rigorous rules.

2.1 Blockchain Impact in the Business Processes

Blockchain can help organizations to implement and
execute business processes across organizational boundaries
even if they cannot agree on a trusted third party [20]. This is a
huge progress, because this technology are enabled to support
enterprise collaborations much further than asset management
[21]. Blockchain might allow us to discuss many incremental
changes using the conventional BPM lifecycle as a framework
of reference. This method is also a decentralised and distributed
system which can holistically manage relationships and steps.
Here the participants share the transactions linked to each step,
i.e., the same data source, having into account the accountability,
security, internal rules, processes and government regulations.
As a consequence, is possible to reduce, costs, time delays and
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risks improving the quality of transactions ensuring consistency
in the operations.

Beyond the traditional BPM lifecycle there are also
challenges and opportunities for BPM and Blockchain
technology. This thought is attributed in areas beyond the
methodological support such as culture, information technology,
strategy, governance, etc.

“Companies can also set up business relations, streamline
contractual and legal procedures via smart contracts and conduct
cryptocurrency transactions in a safe and easy manner" [22].
This allows entrepreneurs to adopt all the Blockchain technology
advantages without the need to develop or adapt them on their
own.

2.2 Benefits of Using Blockchain in Business Processes

With Blockchain offering a secured, shared, transparent,
inexpensive, friction-free for users and unalterable ledger for
transactions, it streamlines business processes in need of trust,
accountability and transparency. Therefore, the emergence of
Blockchain technologies like Ethereum and Neo, among others,
came with smart contract and cross-chain capabilities. Smart
Contracts represent paper processes in a standardized format and
being executed on the Blockchain [23][24].

The question that prevails in any business is how the
Blockchain can have an impact on profitability, operations and
productivity.

Although, the Blockchain most obvious benefit is the idea
of being able to transact and exchange value. However, this
method can offer a lot of advantages of these solutions to
business of all sizes.

Due to the unique features of this technology, it's allowed to
rethink the business processes. This method doesn't need
intermediaries, the mechanisms used are cheap and trust is
something that doesn't need to be verified as it is embedded in
the business networks, as well as respective processes and
potential vulnerabilities can be overcome. The advantages or
benefits of Blockchain are numerous, however will be presented
those that the author considers most relevant:

Decentralization- is a Blockchain benefit and core concept,
i.e., a consensus mechanism is used to agree on the validity of
transactions, excluding this way, the necessity of having an
intermediary to validate transactions.

Transparency and trust- The system is transparent and
trustable, due to the fact that this method is shared, and everyone
can see what is in it. This is more relevant in some scenarios such
as benefits or disbursement of funds in which personal discretion
should be confidential.

Immutability- When the data is written in Blockchain it is
very difficult or almost impossible to change it. This benefit is
seen as a maintaining an immutable ledger of transactions.

High availability- The Blockchain system is based in a peer-
to-peer network. This means that is based on thousands of nodes
and these ones are updated and replicated on each and every node
become the system highly available. Even if the nodes become
inaccessible or leave the network the network continues to work
making it highly available.

Highly secure- Every Blockchain transactions give integrity
and are cryptographically protected.

Simplification of current paradigms- Nowadays, this
method is quite disorganized in several sectors like health or
finance. However, several entities maintain their own databases
and the sharing of this data can become very difficult due to
different nature of the systems. This method can serve as a single
shared ledger among interested parties, which can result in the
simplification of the model decreasing the complexity of
managing the separate systems maintained by each entity.

Faster dealings- Blockchain can play a fundamental role in
the financial industry namely in post-trade settlement functions,
allowing a faster settlement of trades since a single version of
agreed data is available on a shared ledger between financial
organizations.

Cost saving- As no third party is required in the Blockchain
method the overhead costs (in the form of fees) can be
eliminated.

Thus, adding Blockchain to existing IT system landscapes
to empower a specific use case, one ends up with business
integration [23]. The triumph of a Blockchain performance is
measured by the time and costs it took to be implemented having
into account the advantages it brings to the procedure.

2.3 Use Case of Blockchain in a Business Process

The author is going to use a simple use case, that can be used
by everyone in your quotidian life such as to buy a car through
an internet portal, via e-mail. Normally, in this case the buying
process is done with the seller directly and to complete the sale
it is necessary that the buyer pays the car and the seller deliver
the car, the car documents and receives the money, but usually
they don't know each other, which can generate a problem of
trust between both parties. And to solve this problem, usually it
is contracted an intermediate such a lawyer, or the bank, etc., to
finalize the transaction with success. However, the intermediates
costs money. Consequently, to solve these problems, the lack of
trust and the intermediate costs it can be used the Blockchain
technology. In this case the "smart contract" which is an
automated and small software program in the Blockchain that is
secure and can replace the intermediates, making transactions
less costly than in a "real, physical" transaction. Thus, the
Blockchain contains a database (ledger) where all data is
distributed to everybody joining and adding some clever
cryptography to make it impossible to change or fake data once
it is in there and to ensure that certain methods can be called by
the appropriate participants [25]. And how it works? The smart
contract can be easily built through the "Ethereum" application
(there are other applications) using the cryptocurrency as a
transaction coin. This contract as the power of lock virtual
money in a safe way. Thus, it is possible to connect business
processes that are automated with the "Ethereum" application for
instance using the "Camunda Platform" as a way to build a
prototype.

Therefore, the private business process of one party (e.g. the
car dealer) can be automated on a classical workflow automation
platform and the public process is automated using a smart
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contract. Because you can get rid of paperwork with smart
contracts this setting will allow straight-through end-to-end
processing of two parties without mutual trust.

3 SENSING ENTERPRISE

Today, due to developing globalization, strict regulation,
and uncertainties on the one hand, and evolution of the Internet
of Things (IoT) on the other hand, enterprises are faced with
increasing demand for an adopted class of enterprise systems. In
order to meet this demand Sensing Enterprises (SE) are
introduced to not only make enterprise aware about the
environment they operate in, but also facilitate forecasting their
future decisions. It also helps enterprises to optimize their
behaviors and take the best action by capturing multi-
dimensional data from verity of sources (e.g., virtual, physical,
and social environments) through Cyber Physical System [26].
Although sensing enterprise is still a trending topic these days, it
can positively influence a great deal on the redesign of business
processes by taking the advantages of application [oT. Therefore,
the things are connected with others anytime, anywhere, and
anybody can apply any services and network. The literature [27]
shows that the adaptation of this new paradigm helps improving
the performance and productivity of almost all major business
process with tech-wise operations, specifically those processes
that are associated with Information and Technology (IT) in an
organization.

Evidences demonstrate that SE opens a new door of
opportunities for businesses to widely benefit from a networked-
ecosystem (including partners, customers, suppliers and even
competitors), extended business function, triggered rules,
collected valuable information and so forth. [28] declares that SE
is characterized by decentralized intelligence, and relies on
context awareness, dynamic configurability and multi-identity
oriented virtual entities. In parallel perspective, the two main
characteristics of SE (knowledge management, and actuation
and automation) are pointed out in follow to pave the way for the
rest:

3.1. Knowledge Management

SE relies on collecting and processing wide variety of
information and data from different sources. Real time
information and data are constantly received by SE from the
surrounding environment both virtual and physical through
underling applications and technologies such as, sensing
information, tweets, or RFID that reinforce the sensing
capabilities of the enterprise, and they are used to feed decision
makers. SE by applying for example, the internet, intranets,
extranets, data mining techniques, data warehouses, software
agents and also by changing the manner of leveraging and
managing the created, stored, and/or shared knowledge enables
business to effectively turn their incoming big data to useful
knowledge, achieve sustainability, gain competitive advantages,
improve response to environmental changes, promote efficiency

and innovativeness, foster inward and outward knowledge flows,
and etc. [29].

LCIM

3

S 4 Understanding 4

5] . .

E n with reflection Philosophical

gﬂ. n

s S . Awareness with S
~§ u 2 Understanding intentionality Conceptual g
13 S S}

S 3 -
': 3 ]
S = £
< 3 Lo £
S 3 < Knowledge in time- 3
2 S Awareness sensitive context E
Q = 3
) £ g
< = £
2 © Knowledge Information in Pragmatic ©
<] ] Context S
£ 8 ®
3

< A Data with Semantic q

5 E | Information | Label | Semantic

2

[

H | Data | | Data Alone | | Syntactic

~

LEGEND: Levels of Automation of Decision and actuation
- The computer decides everything, acts autonomously, ignoring the human
n The computer informs the human only if it decides to

n The computer informs the human only if asked

n The computer executes automatically, then if necessarily informs the human

n The computer allows the human an restricted time to veto before automatic execution

| The computer suggests one decision / action

| The computer narrows the set of decision/ actions alternatives to a few ones

Iz“ The ¥ offers a plete set of decisi
| The p offers no assi

Figure 2 — Sensing Enterprise System Automation, Intelligence and
Interoperability Levels [29]
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3.2. Actuation and Automation

Sensing enterprise system has been defined as “an enterprise
anticipating future decisions by using multidimensional
information captured through physical and virtual objects and
providing added value information to enhance its global
awareness” [30]. That can be achieved, among other factors,
through the application of automation processes to acquire
information, for instance the use of sensors to sense objects. The
automation level is gradual and related to intelligence &
knowledge representation capability and interoperability as
represented in figure 2. Exemplifying, if the computer allows the
human a restricted time to veto before automatic execution, the
interoperability level is dynamic and the level of knowledge
handling which relates to the intelligence is awareness. Since
automation are fundamental to sense, adapt and act according to
contexts, one can say that all sensing enterprise systems should
have a considerable level of automation/actuation.
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SE by using various means and control systems such as,
machinery, hydraulic, mechanical, electrical, and computers or
combination of them can support the process of actuation and
automation in order to for example, minimize human
intervention, optimize value chain, improve monitoring and
controlling of production and delivery system, promote product
quality, reduce factory lead times and etc. Considering the two
above-mentioned characteristics of SE, and findings in [28],
there are some similarities and overlapping between the concepts
of context awareness and knowledge management, as well as
between the concepts of decentralized intelligence and dynamic
configurability with knowledge management, and actuation and
automation.

3.3 Patents and IPR

The evolution of SE has help to gain new business value
across digital business innovation and supply chains to
unexplored trajectories in innovative product design. That is,
businesses are hereby empowered to provide unprecedented
levels of valuable knowledge and information which can be used
in the process of product design in order to not only make this
process convincingly ground-breaking, but also provide new
delivery services for customers that could enhance subsequently
revenue opportunities [31]. It is widely believed that innovation
enables organizations to achieve a range of key business
outcomes, and also it is commonly viewed as the primary driver
of sustained improvements in human welfare and economic
growth. The creation of IP institutions, particularly patents, has
been motivated by a desire to stimulate innovation, and support
economic growth [32]. The process of innovation begins from
the conception of an idea to the launching of a new product or
process in the market place being the IPR used to facilitate
successful innovation. Gauging the importance of IP in
innovation by merely focusing on patents as input and/or output
of innovation, does not do justice to the significant role that can
be played by the other tools of IP. IP provides access to financing
and technical facilities, as well as, a strong negotiation position
when it comes to entering into and maintaining business
partnerships [33]. Therefore, IPR and patentization processes
have a connection with the business processes or business
methods. To understand this connection, it is necessary to
comprehend what a business process is.

A business process is a collection of linked tasks which find
their end in the delivery of a service or product to a client, and
also a set of activities and tasks that, once completed, will
accomplish an organizational goal. This process must involve
clearly defined inputs and a single output [34]. The benefits of
using business processes include improved customer satisfaction
and improved agility for reacting to rapid market change.
Process-oriented organizations break down the barriers of
structural departments and try to avoid functional silos [35].

It is usually to hear about how IP protects all creations of the
mind and at once think that these ideas have monetary value.
Business process may be referred to a process of operating any
aspect of an economic enterprise, since every company has its
own strategy and goals evolving an approach or system to

achieve them. These companies usually invest huge amount of
resources in order to find a suitable approach or system to reach
their goals. One of the ways of protecting their innovative
methods and approach from their competitors is patenting their
business method [36].

SE by connecting large number of people (who may have
great ideas), and also bringing pool of cutting-edge tools and
technologies into organizations has greatly accelerated general
and particular improvements in business innovation. There are a
lot of successful examples of entrepreneurial businesses that
have been harnessing the transformative power of SE in
innovation. In this regard some legal rights such as, /PR and
patenting can be effectively used to facilitate successful
innovation.

SE has a high potential to influence on almost all industries
around the world in the near future. As businesses and companies
over the last years have shown too much interest to use SE, it can
be augmented and also reach greater results when coupled with
second version of Internet so-called "Blockchain" (that is a
continuously growing list of digital files that are distributed to a
peer-to-peer network of computers). Although these two hot
buzzwords are rarely seen together, from associating
perspective, as a result of created network of businesses, when a
change or an improvement is made within the network, it can be
immediately accessed by other linked partners. Benefiting from
this coupled service has undeniable advantages for businesses,
decentralization, better supply chain management, quality
assurance, regulating the availability of health records, providing
transparency, reducing transaction costs, facilitating transaction
settlements, peer-to-peer global transactions, are to name but a
few [37].

4 FUTURE TRENDS OF BLOCKCHAIN IN SENSING
ENTERPRISE BUSINESS PROCESSES

4.1. Knowledge Management

There is no doubt that knowledge is power, and when it is
appropriately harnessed and managed, it could fuel a prosperous
business. Knowledge management deals with the organization of
the entire process of identifying, generating, representing,
sharing, and utilizing of knowledge. Normally, businesses keep
vast collection of knowledge or information in the form of
database, files, or memos. In addition, businesses of all kinds are
almost conscious of the need to properly and securely manage
their possessed knowledge. Hence, successful businesses are
going beyond the traditional or paper-base approaches of
knowledge management that require spending money, time and
energy in large amount. Literature shows that as technology is
advanced, it has had a tremendous influence on managing
knowledge or information. Every day, new technologies, tool, or
software are emerging that can facilitate rapid knowledge
discovery and application in critical businesses. Over the last
years various supportive technologies from computers and
tablets to screen casting, whiteboards or webcams have all found
their uses not only in businesses but also in educational settings.
Currently, various knowledge management strategies,
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techniques, and trends are also existing that each of them have
certain benefits over the other, for instance, use of mobile
technologies, enterprise collaboration, search indexing, user-
friendly interface, automatic update, customization and
scalability, etc. [38].

The fact is that times are changing, and those businesses that
fail to well adapt and keep up to date, would be left behind. With
that in mind, it is reported that Blockchain has also been gaining
popularity for growing usage in different contexts. One emerging
application of Blockchain is for knowledge management, in
which knowledge and information are permitted to store and
manage in tamper-resistant and irrevocable manner by means of
cryptographic technologies and distributed computing. It also
opens up the possibility for even providing a decentralized
knowledge sharing ecosystem where knowledge can be widely
but securely distributed between large number of collaborative
nodes with no central control. For example, Lunyr is a
Blockchain start up giving the familiar crowdsource
encyclopedia model we are all familiar with a decentralized
facelift. Its platform provides rewards for those sharing
knowledge or information. However, there is a scarcity of clear
knowledge and understanding of how Blockchain effectively
impacts on knowledge management. Furthermore, the full
capacity of Blockchain in knowledge management is not yet
completely revealed at this early stage. It can be envisaged that
if greater attention is paid surrounding this issue, it could
potentially shape the future of modern knowledge management
[39].

4.2. Supply Chain

Blockchain in conjunction with IoT (Internet of Things) will
probably revolutionize the monitorization of the supply chain,
automatizing it. The products conditions can be monitored using
sensors; that data can be stored using Blockchain technology. In
that context Smart contracts, which allow to reduce the number
of intermediaries, will be self-executed on the data in the
Blockchain. One advantage of reducing the number of
intermediaries is the reduction of operational expenses and
manipulation risks [40]. This trend can be used in the
monitorization of temperature during the transportation of
medical products, as used by modum.io [41]. Enterprises that
transport food also can benefit from this perspective, ensuring
that food is always transported in good conditions.

4.3. Innovative Product Design

Although the Blockchain applications are a new breed,
particularly in the context of innovative product design, and both
the concept and process are evolving, it is not unexpected that in
the near future it could considerably alter the way companies do
business and operate. In view of this, at the present, there are
several evidences that show Blockchain not only has the
potential to enhance the product development supply chain by
eliminating financial services intermediaries, and through low-
cost assurance of trust that brings about by means of technology
underpinning cryptocurrencies, but also it allows businesses to
immediately find each other and start trading relationship. As

well as them Blockchain is also shown have the capacity to
improve business development operation and positively
influences on innovative product design. For instance, The
Digital Supply Chain Institute (DSCI), in partnership with
Aricent and the Bitfury Group reported that the results of their
pilot projects which take the advantages of Blockchain
technology can deliver products 34 percent faster than before.
They also added, in the process of new software design and
development, Blockchain has enabled them to increase the cycle
time by 34 percent, productivity by 29 percent, and quality by 11
percent [42].

4.4. IP and Patents

As said before, Blockchain is the evolution of the system
based on trust, to a system based on mathematics and technology.
It is also a large distributed, open, and public database that is
accessible for everyone who is connected to the internet [43].
Thus, the Blockchain can be used in the IP market as a method
extremely secure, which was already validated in some markets.
The main goal is to connect the owners of IP assets with other
people and companies that could have interest in using and
licensing such assets. Therefore, it creates a digital asset
repository that allows the owners of the IP assets to license their
assets online and securely, monetizing their trademarks, patents,
industrial designs, etc.

For instance, if one company in Portugal has a technology
patent, but doesn't make use of it, it would generate unnecessary
costs to the company due to the maintenance of the active
registration. If another company from other country saw in this
patent an opportunity of market, they will be interested in use
this patented technology. The 'standard' way of licensing such
technology requires a lot of time and money until the contract be
finalized and the patent used.

Blockchain can speed up and facilitate this process. The
contract between the companies will be signed digitally and
stored on the network, with all the security provided by the
technology. Additionally, if the royalty payments are made in a
kind of pay per use this technology is able to be more effective
protecting both sides from fraud.

This technological method will be a new option to facilitate
the consumption of patents and other assets that are not in use,
creating a new source of revenues for companies that invest in
innovation.

Thus, the patents and IP processes performed through the
Blockchain method will transform the process of evaluation
faster, cheaper; trustable, reducing the plagiarism and increasing
the opportunities between companies all around the globe.

5 CONCLUSIONS

Blockchain is an emerging paradigm and a
revolutionary  change  towards  democratization and
decentralization. Blockchain is known as a distributed ledger,
and businesses are now adopting it more and more. Blockchain
can record transactions between two parties efficiently in a
verifiable and permanent way without the need for a central
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authority. There is no limit to how much Blockchain
technologies can provide businesses a better way to do things in
finance, operations, management and more.

Evidences prove that Blockchain has the potential to apply
in different contexts and positively impacts on all sectors of
economy. As the economies and societies are becoming
increasingly networked and digitalized, generating the so-called
SE systems where the adaptation of Blockchain in their related
enterprises provides them the possibilities to reduce costs and
improve certain processes, advance product and customer data
tracking and security, increase product safety, and reduce fraud
and counterfeiting.
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