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Abstract Industry 4.0 is reshaping the manufacturing industry. Through Industrial
Internet of Things (IIoT) and cloud computing, manufacturing orientated interop-
erability ecosystems allow companies to reinvent the use of manufacturing data in
value creation. Cybersecurity is a critical aspect in the design of these interoperability
platforms to ensure safety in manufacturing operations. Software-Defined Network-
ing (SDN) allows to control the network architecture and behavior in a programmatic
way, thus enabling innovative cybersecurity concepts that can be applied to manufac-
turing orientated interoperability ecosystems. The Virtual Factory Open Operating
System (vf-OS) is an innovative multi-sided platform designed to enable collabo-
ration between manufacturing companies. The vf-OS Holistic Security and Privacy
Concept incorporates the latest standards and technologies to enable interoperability
with industrial control systems (ICS) in the vf-OS ecosystem. This paper uses this
state-of-the-art security concept to describe the role of SDN in securing manufac-
turing oriented interoperability ecosystems and presents an innovative proposal to
further improve cybersecurity using SDN technology.

Keywords Privacy and security in enterprise interoperability + Platforms and
infrastructures for enterprise interoperability + Interoperability in industry 4.0

1 Introduction

After the three industrial revolutions brought by steam engines, electricity, and
automation, the concepts and technologies of the fourth revolution, coined Indus-
try 4.0, are helping manufacturing companies to reinvent themselves, increasing
productivity or shifting to new business models in order to remain competitive
[1]. Among these concepts and technologies that are reshaping the manufacturing
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industry, Industrial Internet of Things (IIoT) [1] and cloud computing allow man-
ufacturing companies to leverage the potential of production data far beyond the
possibilities of any traditional manufacturing execution system (MES) [2]. These
technologies enable the creation of data streams along the entire production process
and among supply chains that can be used to monitor manufacturing assets and/or
value streams in real time. In combination with data analytics, machine learning, and
artificial intelligence, they provide the basis for gaining predictive insights into any
supply chain process [1], from customer relationship management, through man-
ufacturing flow management, to returns management. Moreover, bringing together
these cybernetic systems and the physical world through actuators, cobots, and other
smart devices that can sense and interact with the physical world—comprising what
is known as cyber-physical systems [3]—provides endless possibilities for manufac-
turing. Some of the applications of these technologies are advanced fault detection
for maintenance operations, waste reductions for lean manufacturing operations or
support to collaborative manufacturing.

The Virtual Factory Open Operating System (vf-OS) Platform [4] is a multi-
sided platform orientated to manufacturing and logistics companies that exploit these
technologies through a range of services to integrate better manufacturing and logis-
tics processes within organizations and among supply networks. These services are
instantiated by applications (vApps) developed by independent software developers
and available within a given vf-OS Platform installation, which can be hosted in the
cloud. The vf-OS Platform concept is shown in Fig. 1.
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The value proposition for the different customer groups of the multi-sided platform
is clear:

e Manufacturing users can select and use vApps from the marketplace to integrate
manufacturing and logistics processes, enabling collaboration in the value chain.
If they do not find any applications suitable for their needs they can demand the
development of new solutions to software developers.

e Software developers gain access to a new and high-growth potential market of
applications for Industry 4.0 and the Factories of the Future.

e Manufacturing providers delivering products and services to manufacturing users
have new ways to collaborate and interact with their customers and provide added
value.

e Service providers can provide new services (hosting, storage, cloud services, etc.)
to realize the vf-OS ecosystem.

Within the vf-OS system architecture, there are certain components designed to
interact with all kinds of manufacturing assets, both physical devices (e.g., PLCs
or sensors) and business software applications (e.g., ERPs or CRMs). These com-
ponents, known as Input—Output (I0) Components, confirm the Virtual Factory I/O
(vf-I0) and implement interoperability mechanisms specifically oriented to manu-
facturing processes.

In order to materialize this, it is necessary to implement holistic cybersecurity and
privacy concept covering all the interactions in the multi-sided platform shown in
Fig. 1. Securing the use of vApps that interact with industrial control systems (ICS)
is a particularly sensitive issue, given the criticality of industrial control in manufac-
turing processes. This paper describes the specific security standards, specifications,
and technologies used in the design of the vf-OS holistic cybersecurity concept to
enable secure interoperability with manufacturing assets. Later, it describes a series
of security solutions based on Software-Defined Networking (SDN) [5] that can be
used to implement and enhance the proposed network layer security mechanisms.
Furthermore, SDN technology allows to control the behavior and the topology of the
network in a programmatic way and represents a new paradigm in networking that
can bring many benefits to manufacturing oriented interoperability ecosystems such
as vf-OS.

2 vf-OS Holistic Security and Privacy Concept

2.1 Thread Model and Response

vf-OS provides a flexible infrastructure to develop and deploy applications that act as
interoperability mechanisms between manufacturing assets within organizations and
among supply networks. Flexibility is achieved thanks to the microservices [6] archi-
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tecture of the vf-OS Platform: vApps are built on top of a series of heterogeneous,
potentially distributed, components that provide well-defined web services.

Protecting and preserving this infrastructure is a significant challenge since it
concentrates all classical security requirements (confidentiality, integrity, and avail-
ability) in a challenging environment with a multi-fold threat model:

e Public Services: The vf-OS marketplace is a public web service on the Internet
providing applications, components, identities, and services. Every web service on
the Internet is subjected to any kind of threat, and the attack surface comprises a sig-
nificant list of elements (information gathering, configuration management, data
in transit, authentication, etc.). Moreover, attackers have the target permanently
available to test different attack techniques. In order to address this threat, the main
reference for vf-OS is the Open Web Application Security Project (OWASP) [7]
initiative security guidelines and recommendations to secure web services, which
are the core of vf-OS technology.

e The vf-OS internal microservices need to be deployed in factories, implement-
ing interoperability mechanisms with industrial control systems (ICS) as well as
with other services. This represents a very critical environment from a security
perspective, since attacks to ICS may not only cause great economic losses to
manufacturing companies but also put in risk the safety of operators. The secu-
rity architecture presented in the next section has been designed according to the
ISA/IEC-62443 [8] security standard for ICS. In the terminology of IEC 62443, vf-
OS is installed as an industrial device, following the same flow as any certificated
industrial device. In addition to this, vf-OS implements a centralized security man-
agement system based on the Security Content Automation Protocol (SCAP) [9]
to enable automated vulnerability management, measurement and policy compli-
ance evaluation of heterogeneous and complex systems, facilitating the alignment
with OWASP and the management of IEC-62443.

e Software developers use a public developmentkit, i.e., the vf-OS Open Application
Kit (vf-OAK) to develop vApps. This implies the possibility of introducing bugs
and malware which can affect public services and/or internal services. The OWASP
Secure Coding Practices Reference Guide and Checklist [7] are implemented in
the vf-OAK to ensure that security aspects are taken into consideration in the
development process. Additionally, as described in the next section, the security
architecture implements a public key infrastructure (PKI)-based system to identify
developers and several mechanisms to guarantee security during the application
life cycle.

e Personal data protection: Multi-party architectures need to ensure the privacy of
user personal data. The recent adoption of the GDPR [10] and the future launch-
ing (May 25, 2018) of the new regulation, implying mandatory enforcement, has
a direct impact in how vf-OS manages personal data. vf-OS privacy has been
designed with data protection by design and by default. vf-OS implements mecha-
nisms to protect personal information (such as pseudonymization), inform of pos-
sible data breaches, ask for explicit consent when required, and provide records
of processing activities from the vf-OS permanent logging service.
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2.2 Security Architecture

Figure 2 illustrates the vf-OS Security Architecture which provides interoperability
mechanisms compliant with the ISA/IEC-62443 secure ICS network architecture.
This standard applies a defense-in-depth strategy where the network is divided into
zones or segments according to the functionality of the systems connected to the
network. The Enterprise Level 1 zone contains the vApps and other services that
can be accessed through the Internet, like the enterprise content management system
(ECM).

The Enterprise Level 1 is considered a second demilitarized zone. The Enterprise
Level 0 zone connects other corporate services that can be accessed across the entire
corporate network, like the customer relationship management (CRM) or enterprise
resource planning (ERP) software. The Industrial Zone Level 2 interconnects the
operative systems like the SCADA or MES Systems. The Industrial Zone Level 1
and 0 interconnect the most critical industrial control network components, PLCs,
and field components like IO modules and sensors. Redundant switches interconnect
systems in each zone. Firewalls implement filtering rules to limit network access
between the different segments so that only allowed connections between levels
can be established. This way, an attacker willing to penetrate the ICS will meet
the different Firewalls preventing further access across the network and protecting
critical industrial control components.

The microservice architecture adopted in vf-OS allows to deploy each vf-OS
component at the optimal network segment according to the ISA/IEC-62443 defense-
in-depth strategy. The Enterprise Level 1 hosts vApps that provide interoperability
mechanisms to enable collaboration among supply chain networks, as well as external
services, which are components that exchange information with cloud services. The
Enterprise Level O connects the vf-OS Kernel Services, proving the core vf-OS ser-
vices and the API connectors which provide interoperability mechanism with corpo-
rate software systems and applications. On the other hand, device drivers are located
within the Industrial Zone Levels, depending on how they interact with automa-
tion equipment. Device drivers can implement industrial communication protocols
like OPC UA [11] to interact with control and field components from the operation
segment or can be embedded into PLCs or smart sensors.

vf-OS introduces a new segment in the Enterprise Level for the vf-OS Security
Command Center, which is the vf-OS component that implements the authentication
and authorization services that orchestrate the entire security concept. The Com-
mand Center implements a role-based access control-attribute—based access control
(RBAC-ABAC) [12] model to implement access control and restrict access to data.
The RBAC-ABAC model combines the best features of RBAC with attribute-based
systems to improve security for distributed and rapidly changing applications. In this
model, security policies [8] determine which manufacturing assets can be accessed
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and what are the operations allowed (e.g., read or read/write). Defined security poli-
cies are later assigned to user groups in the RBAC-ABAC model. The Security
Command Center acts as a security proxy. The internal Policy Enforcement Point
(PEP) intercepts every request made by vApps and forwards it only when it complies
with the access rules established by the security profile. The forwarding decision is
made by the Policy Decision Point (PDP) which retrieves the policies and additional
attributes, respectively, from the Policy Retrieval Point (PRP) and Policy Informa-
tion Point (PIP) components. The Security Command Center also provides RESTful
APIs to control the security model so that it can be flexibly adapted to every use case.
The vf-OS Holistic Security and Privacy Concept is compatible with other open plat-
forms such as FIWARE [13], and it is possible to securely integrate components from
these external platforms (enablers).

Firewalls, on the other hand, restrict network access based on rules that determine
which connections are allowed or restricted in each network segment. State-of-the-
art application Firewalls implement application control by means of in-depth packet
inspection to apply filters based on application layer rules. For instance, they are
able to determine HTTP traffic and block connections, but they have no knowledge
of ad hoc REST APIs, and therefore, they cannot apply more sophisticated security
restrictions. This means that in the security architecture, vf-OS implements applica-
tion layer security mechanisms, the underlying protocols (HTTPS) implement com-
munication layer mechanisms, whereas Firewalls implement network layer security
mechanisms. However, it is important to note that these mechanisms at the different
layers are loosely coupled.

This is not the case if SDN technology is introduced in the architecture, since it
allows to integrate switches and Firewalls in the holistic security concept, coordi-
nating security decisions at the different layers to provide enhanced security, perfor-
mance, and flexibility. Next section describes the SDN technology in the context of
security for interoperability platforms as a means to achieve this integration.

3 SDN Network Layer Security

As explained above, the secured network architecture of ISA/IEC 62443 standard in
Fig. 2 proposes the use of Firewalls to limit the exposure of industrial control devices
to Internet attacks with a defense-in-depth strategy.

With this architecture, an attacker pretending to intrude the Industrial Zone
(Level 1) Control network segment needs to attack each Firewall from the Enterprise
Level 1 to gain access to the successive network segments. Basically, this consists of
figuring out how to generate traffic that meets the security filtering rules programmed
into each Firewall and find means to use this information in order to perform another
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attack to the next level. Application control allows to deploy application layer filter-
ing rules so that only traffic matching specific application level rules can access the
network. This makes it possible to integrate network security rules with application
layer security mechanisms to some extent. The main limitation is the processing
capacity of the Firewall to read complex context information. For instance, Firewalls
are able to detect HTTP request for every method but they are not able to implement
dynamic filtering rules adapted to the business logic of a specific REST API.

Conversely, SDN technology allows to implement this kind of advanced filtering
techniques in order to mitigate security risks. SDN Firewalls were introduced in
[5] SDN Firewalls, whereas [14] presents a SDN Firewall specifically designed for
Industry 4.0. Basically, a SDN Firewall allows an external controller to modify the
forwarding tables that define the behavior of the network. This not only means that
the controller can configure the bridges between network segments but also to control
the security configuration of every network interface. This takes the defense-in-depth
strategy of ISA/IEC 62443 to a new level, since each network boundary faces other
system boundaries through secured interfaces.

This concept of protective network structure for manufacturing systems with a
specialized SDN Firewall based on the OPC UA and OpenFlow standards is presented
in [14]. The SDN has two main functionalities: first, to detect automation devices
automatically and group them into the appropriate network segment, and second,
to integrate OPC UA application layer security mechanism into the SDN Firewall
controller. This way, administrators need only to allow access between OPC UA
server and clients. The SDN Firewall controller uses this information to set up the
filtering rules applied at each network interface in the industrial zone.

The same concept can be applied in vf-OS to extend the protective network struc-
ture to the entire network and to integrate all the security mechanisms at the different
layers. This concept is shown in Fig. 3. When a vApp wants to connect to a vf-OS
component, the request is forwarded to the vf-OS Security Command Center. The
PDP determines whether the connection is accepted or not depending on the defined
security policies and attributes. The PEP enforces the decision, but this time, by
controlling the approved physical connections in the SDN network, instead of acting
like a proxy. Furthermore, more attributes can be defined at the device driver level
to integrate specific industrial protocol security rules into the RBAC-ABAC model.

This way, the configuration and control of all the security mechanisms are inte-
grated and centralized in the vf-OS Security Command Center. The network security
configuration is dynamic so that connections are only allowed when vApps require
them (temporal filtering) and only between the required network components (spatial
filtering) which makes it harder for attackers to learn what kind of traffic meets the
security rules.
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4 Conclusions

Cybersecurity is a critical aspect in the design of interoperability platforms and
ecosystems. This paper has presented the holistic security and privacy concept applied
in vf-OS, which represents a challenging ecosystem due to the complexity and vari-
ety of elements involved (from the cloud to industrial environments). The security
concept responds to the multifold thread model of this interoperability environment
applying the most modern security technologies and standards.

In order to further improve security, flexibility, and performance, this paper intro-
duces a SDN Firewall into the holistic security concept. This makes it possible
to coordinate security decisions at the different layers, from the application layer,
through the connection layer, to the network layer, in order to provide a centralized
security response to cyberattacks in interoperability platforms and ecosystems. SDN
Firewalls are inherently faster at traffic processing and can enhance the current pos-
sibilities of application Firewalls. In this sense, SDN Firewalls can implement more
sophisticated rules for data inspection and filtering, based not only in the structure of
packets, but also on the specific business logic of the different vApps and underlying
REST microservices. Thus, the future research will address the possibilities of SDN
Firewalls to detect malicious behavior or malicious entities, based on context knowl-
edge (e.g., knowledge of installed manufacturing devices, vApps, users), rather than
just analyzing isolated network data packets.

SDN Firewalls can also simplify the integration and management of the secure
network architecture and defense-in-depth strategy promoted by cybersecurity stan-
dards for industrial control networks like ISO 62443. SDN networks can be controlled
dynamically with software, meaning that the vf-OS Security Command Center could
also potentially control the topology of the network based on the specific require-
ments of vApps at any given moment of time. This is another interesting line of work
for the future research.
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