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Abstract
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Executive Summary

This is the first version of the UNICORE D3.2 deliverable, “Security, Safety and Validation Support Defini-
tion”.

This deliverable will describe the definition of the UNICORE security and safety primitives, which allow
UNICORE applications to minimize the attack and failure surface in production. This is done both proactively
(using software verification techniques) and reactively (using software hardening techniques). In addition,

this deliverable will report on deterministic execution support for smart contracts.
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1 Introduction

This deliverable reports on the progress made in task T3.2 and task T3.3 in Work-package 3 (WP3). These
tasks are central to support safe and secure unikernel execution within UNICORE.

T3.2 is dedicated to the design and implementation of the UNICORE security and safety primitives. Security
primitives allow UNICORE applications to minimize the attack surface in production, that is minimizing
and ideally eliminating opportunities for local and remote security attacks. Similarly, safety primitives allow
UNICORE applications to minimize the failure surface in production, that is minimizing and ideally elim-
inating opportunities for crashes. Both primitives include a portfolio of techniques to safeguard unikernel
execution either proactively (e.g., using software verification techniques) or reactively (e.g., using software
hardening techniques).

T3.3 is dedicated to the design and implementation of a sandbox of smart contracts within a VM to prevent
access to unintended data. Other than guaranteeing isolation, this mechanism should ensure deterministic
execution support. In particular, the system is designed to deterministically halt execution for smart contracts
that consume an excessive amount of resources.

We start by describing the definition of the security and safety UNICORE primitives. Unless otherwise stated,
we consider the latter as a subcategory of the latter. That is, we do not distinguish between denial-of-service
attacks and accidental denial of service. We first analyze the attack surface, describing the threat model
considered for unikernel applications and the classes of vulnerabilities/attacks attackers can exploit to mount
end-to-end attacks. Next, we discuss classes of techniques we will consider within UNICORE to reduce (and
ideally minimize) the attack surface, emphasizing the unikernel-specific challenges and opportunities. We

conclude by reporting on deterministic execution support for smart contracts.
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2 Attack Surface Analysis

We start with the definition of the threat model (an attacker exploiting software and/or hardware vulnerabili-
ties). Next, we explain how the vulnerabilities in the threat model can be lifted to primitives for exploitation.

We conclude by discussing how such primitives can be used to mount end-to-end attacks.

2.1 Threat Model

We assume a typical cloud (virtualization) setting, with different mutually distrusting unikernel applications
co-located on the same machine. We consider both remote and local exploitation scenarios. In a remote
exploitation scenario, the attacker targets a victim (networked) unikernel application by sending malicious
input from a remote client over the network. In a local exploitation scenario, the attacker targets a co-located
victim unikernel application by interacting with the local execution environment and/or sending malicious
input to the victim.

An attacker may pursue different goals, such as denial of service, stealing sensitive information, or com-
promising the full system. In our threat model, we generally consider any attack whose goal is to breach
confidentiality, integrity, and/or availability. To purse such goals, an attacker can exploit both vulnerabil-
ities in software such as buffer overflows or use-after-free and in hardware such as cache side channels or
Rowhammer. In particular, we consider an advanced attacker that can exploit multiple such vulnerabilities
to craft complex exploitation primitives and mount sophisticated end-to-end attacks on the victim system.
Nonetheless, we do limit our threat model to systems-level attacks. Attacks based on social engineering,

insider threats, or similar are out of scope.

2.2 Attack Primitives

According to our threat model, our design needs to generally provide security across all the dimensions
dictated by the “CIA” model: confidentiality, integrity, availability. To breach confidentiality, an attacker
needs to craft primitives to leak sensitive data from memory, thus operating (unauthorized) arbitrary memory
reads. To breach integrity, an attacker needs to craft primitives to tamper with sensitive data in memory, thus
operating (unauthorized) arbitrary memory writes. In the following, we show how attackers can craft such
arbitrary memory read/write primitives by exploiting widespread software or hardware vulnerabilities and

how they can be used to mount end-to-end attacks.

2.2.1 Software-based Primitives

Software-based attack primitives are typically crafted by exploiting memory error vulnerabilities in widely
deployed systems software. Memory error vulnerabilities constantly rank as the first security threat for sys-
tems software written in low-level languages such as C and C++. Such languages give programmers full
control over memory and make no effort to enforce type and memory safety. As a result, programming mis-

takes can easily lead to bugs that induce the program to use memory in unintended ways. Such memory error
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bugs are often the cause of security vulnerabilities in the common case where an attacker can successfully
trigger and exploit the underlying bugs. This allows an attacker to craft memory read and write primitives

and gain increased privileges.

As shown in recent studies !, memory error vulnerabilities are a very prominent class of vulnerabilities and,
in recent years, compete in number and exploit coverage with web vulnerabilities—the other major class of
security vulnerabilities. Their evident real-world impact, along with their prevalence in systems software,

justifies our focus on memory error vulnerabilities in this project.

In the following sections, we will briefly introduce all the major classes of memory errors, only excluding
those that have limited security implications or are already countered by practical and widespread security

hardening techniques (e.g., format string errors).

2.2.2 Buffer overrun and underrun

char xlccopy (const char xstr) {

1

2 char buf [BUFSIZE];

3 char xp;

4

5 strcpy(buf, str);

6 for (p = buf; *p; pt++) {
7 if (isupper(xp))

8 *p = tolower (*p);

9 }

10 return strdup(buf);

1}

Listing 2.1: A sample function containing a buffer overrun vulnerability (Source: https://www.owasp.
org).

A buffer overrun (or underrun) occurs when a program reads or writes memory outside the intended buffer
(or array) boundaries. Such unintended out-of-bounds accesses are typically termed buffer overflows (or
underflows) when the program writes data after the end (or before the beginning) of the buffer and buffer
overreads (or underreads) when the program reads data after the end (or before the beginning) of the buffer.
In both cases, this spatial memory error leads to undefined behavior, as the outcome depends on the data
stored in adjacent memory locations. This vulnerability can be exploited by an attacker to read/write from/to

unintended locations in memory.

Listing 2.1 shows an example of a typical buffer overrun vulnerability. The function 1ccopy in the example
receives a string input and returns a lower-case copy of the string in output. The C function expects the input
string to be always smaller than BUFSIZE. However, if an attacker can lure the program into using a larger,
attacker-controlled string, the strcpy invocation at line 5 will overrun the buf buffer’s boundary and corrupt
adjacent data. This may, for example, allow an attacker to overwrite the return address on the stack and

execute arbitrary code upon function return.
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void png_copy (png.structp pngptr, int length, const void

1

2 xuser_data) { png.charp chunkdata;

3 chunkdata = (png.-charp)png-malloc(png_ptr, length + 1);
4 VA V4

5 memcpy (chunkdata, user_data, length);

6 VA V4

7}

Listing 2.2: A sample function containing a NULL pointer dereference vulnerability (Source: https:
//www.securecoding.cert.org).

223 NULL pointer dereference

A NULL pointer dereference occurs when a program uses a NULL pointer to read/write from/to memory.
When the NULL pointer is used to access memory directly, such unintended access can be normally detected
by the hardware (e.g., by ensuring the zero page is always unmmaped in a virtual memory address space
organization). More problematic are cases when a pointer is derived from a NULL pointer through pointer
arithmetic and later used to access memory. In this case, the program may use the derived pointer to read/write
from/to higher addresses in memory, leading to undefined behavior. This vulnerability can be exploited by
an attacker to read/write from/to unintended locations in memory.

Listing 2.2 shows an example of a typical NULL pointer dereference vulnerability. The function png_copy
in the example is derived from a real-world code snippet in a vulnerable version of the libpng library. The
C function dynamically allocates a buffer of size 1length+1 pointed by chunkdata and copies user_data
into it. However, if an attacker can lure the program into using a length with the value -1, the chunkdata
pointer will be set to NULL and the memcpy invocation at line 5 will trigger a NULL pointer dereference.
This may, for example, allow an attacker to overwrite security-sensitive data structures stored in the low part

of the memory address space.

2.2.4 Integer overflow

cairo_status.t _cairo_pen_init (...) {

VY4

pen->num_vertices = _cairo_pen_vertices_needed(
gstate->tolerance, radius, &gstate->ctm

1

2

3

4

5 )i
6 pen—->vertices = malloc(

7 pen->num.vertices * sizeof (cairo_pen_vertex.t) );
8 V2 V4

9

}

Listing 2.3: A sample function containing an integer overflow vulnerability (Source: https://www.
securecoding.cert.org).

An integer overflow occurs when the program performs arithmetic operations that exceed the maximum size
of the integer type used to store the result. For example, LONG_MAX+1 causes an integer overflow for a long
data type. Integer overflows are sometimes benign arithmetic errors explicitly handled by C/C++ programs.
When integer overflows are accidental, however, they can lead to undefined behavior and often to memory

errors. For example, if an integer affected by overflow is used as an index to a buffer, the corresponding

"https://vvdveen.com/memory-errors
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memory access may result in a buffer overrun (or underrun) and allow an attacker to read/write from/to
unintended locations in memory.

Listing 2.3 shows an example of a typical integer overflow vulnerability. The function _cairo_pen_init
in the example is derived from a real-world integer overflow vulnerability in the Mozilla Scalable Vector
Graphics (SVG) viewer. The C function allocates a pen->vertices buffer whose size is based on the
multiplication of a signed integer and an unsigned integer. If the resulting value is too large to be stored
in a size_t data type, this will cause an unsigned integer wrap at line 7 and result in allocating memory of
insufficient size. This may cause later accesses to the buffer to read/write memory past the intended boundary,

allowing an attacker to exploit the resulting buffer overrun and access adjacent data in memory.

2.2.5 Use-after-free

void run_op (void) {

1

2 char* ptr = (charx)malloc (SIZE);

3 VA Y

4 if (err) {

5 abrt = 1;

6 free(ptr);

7 }

8 VA Y4

9 if (abrt) {

10 logError ("operation aborted before commit", ptr);

11 }
12}

Listing 2.4: A sample function containing a use-after-free vulnerability (Source: https://www.owasp.
org).

A use-after-free occurs when the program uses a pointer to a deallocated object (i.e., a dangling pointer) to
read/write from/to memory. This temporal memory error leads to undefined behavior, as the outcome depends
on the data stored in the underlying memory location after deallocation. For example, if the underlying
memory is reused to store a new object, a write-after-free operation can corrupt the data in the new object.
This vulnerability can be exploited by an attacker to read/write from/to unintended locations in memory.

Listing 2.4 shows an example of a typical use-after-free vulnerability. The C function run_op in the example
first allocates a buffer of size SIZE pointed by the pointer ptr. In case of error, the buffer is deallocated
and the corresponding pointer becomes dangling. The logError invocation at line 10 will then trigger a
use-after-free and read from previously deallocated memory. This may, for example, allow an attacker to leak

security-sensitive data from a newly allocated object reusing the underlying memory location.

2.2.6 Uninitialized read

void report_error (const char xmsg) {
const char xerror_log;
char buffer [BUFFERSIZE];

sprintf (buffer, "Error: %s", error_log);
printf ("$s\n", buffer);
}

1
2
3
4
5
6
7

Listing 2.5: A sample function containing an uninitialized read vulnerability (Source: https://www.
securecoding.cert.org).

(© UNICORE Consortium 2019 Page 11 of (32)
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An uninitialized read occurs when the program reads uninitialized data from a newly allocated object. This
temporal memory error leads to undefined behavior, as the outcome depends on the data stored in the underly-
ing memory before the allocation. This vulnerability can be exploited by an attacker to read from unintended
locations in memory.

Listing 2.5 shows an example of a typical uninitialized read vulnerability. The C function report_error in
the example formats and writes an error string to standard output. However, the function fails to initialize
the error_log local variable, causing the sprintf invocation at line 5 to trigger an uninitialized read. This
may, for example, allow an attacker controlling the value of the uninitialized pointer on the stack to leak
security-sensitive data or trigger other vulnerabilities. For example, if the attacker lures the program into
pointing error_log to a string with more than BUFFERSIZE characters, the sprintf invocation will result

in a buffer overflow.

2.2.7 Type confusion

1 class IShouldRunCalculator { public: virtual bool UWannaRun() = 0; };

2

3 class CalculatorDecider final : public IShouldRunCalculator {

4 public:

5 CalculatorDecider () : m.run(false) {}

6 virtual bool UWannaRun () { return m_run; }

7 private: bool m_run;

8 };

9

10 class DelegatingCalculatorDecider final : public IShouldRunCalculator {
11 public:

12 DelegatingCalculatorDecider (IShouldRunCalculatorx d) : m-delegate(d) {}
13 virtual bool UWannaRun () { return m_delegate->UWannaRun(); }

14 private: IShouldRunCalculatorx m.delegate;
15 15

17 int calculate() {

18 CalculatorDecider nonono;

19 DelegatingCalculatorDecider isaidno (&nonono) ;

20 IShouldRunCalculatorx decider = &isaidno;

21 CalculatorDecider* confused =

22 reinterpret_cast<CalculatorDeciderx> (decider);
23 if (confused->UWannaRun())

24 execl ("/bin/gnome-calculator", 0); }

Listing 2.6: A sample function containing a type-confusion vulnerability (Source: https://
googleprojectzero.blogspot.nl).

A type confusion bug occurs when the program is “confused” about the type of a given object and mistak-
enly uses a pointer of type 7 to read/write from/to an object of type T5. This type-unsafe access leads to
undefined behavior, as the outcome depends on the in-memory structure of type 77 vs. type 75 and the data
of type 75 stored in the underlying memory location. This memory error is particularly common in C++
programs, which often use fast (but error-prone) C-style casts to address different objects within a complex
class hierarchy. The net effect is similar to a use-after-free, where the underlying memory is reused by a
newly allocated object of a different type. This vulnerability can be exploited by an attacker to read/write
from/to unintended locations in memory.

Listing 2.6 shows an example of a typical type confusion vulnerability. The C++ function calculate first
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casts a pointer into an object of type IShouldRunCalculator to a pointer of type CalculatorDeciderx.
Later (line 23), it dereferences the casted pointer to invoke the UWannaRun method and decide whether to run
the calculator. In the example, the check will take place using code and data from an object of an incompatible
type. This may, for example, allow an attacker, controlling the target object, to execute arbitrary code upon

the invocation of the UWannaRun method.

2.2.8 Hardware-based Primitives

While software-based attacks are well-known and have been explored in the past decades by security re-
searchers, a new class of attacks are recently being applied to hardware components found in general-purpose
computing platforms. Many of these components, such as CPUs and DRAM are typically found in cloud
computing platforms. We describe how an attacker could mount attacks on these components to leak secret

information or fully compromise the system in a cloud.

2.2.8.1 Leaking Information from Hardware

Cloud infrastructures make use of shared hardware to increase utilization. In a typical cloud server, many
tenants may share the hardware resources in that server. The most prominent shared resource in these com-
mon configurations is the CPU, where the tenants share the CPU’s cores or hardware threads when they are
available. While tenants are provided isolation guarantees at the architectural level of abstraction, they im-
plicitly share many of the CPU resources at the microarchitectural level. As an example, while the Memory
Management Unit (MMU) of the CPU isolates accesses to physical memory between different VMs in a

server, these VMs will share various caches with each other during the course of their execution.

page = allocate();

for every cacheline 1 in page:
flush 1;

wait ();

[ I . N N S S

for every cacheline 1 in page:
before = readtime();
access 1;
after = readtime();

—_ = =
D0 = o ©

if (after - before) > threshold:
report (1);

s

Listing 2.7: an example of FLUSH+RELOAD primitive

2.2.8.1.1 Cache attacks Listing 2.7 shows a FLUSH+RELOAD primitive [!] for detecting whether a
victim VM has accessed a cache location. The attacker would first allocate a page in her virtual machine.
The assumption here is that this page is shared by a victim VM. This can happen for example if a technology
such as memory deduplication is used in an insecure manner [2]. The aim of the attacker is to find out
is how this page is accessed by a victim VM. To this end, the attacker first flushes the cache lines that
store this page from various levels of caches in the CPU. The attacker then waits for a certain period of

time. During this time, the victim may access the page at different locations. At this point, the attacker

(© UNICORE Consortium 2019 Page 13 of (32)



UNICSRE

can time accesses to different locations in this page. If the access at a location is fast (line 13), it means
that it is in the cache and the victim has accessed this location. As we will discuss later, this information
can allow the discovery of sensitive information such as cryptographic keys. FLUSH+RELOAD belongs in
class of primitives that are also known as cache timing side channels. Other notable examples from this class
include PRIME+PROBE [3] and EVICT+TIME [4] which assume different requirements for the attacker or
the victim. For example, PRIME+PROBE does not require page sharing with the victim, but it is generally

more noisy.

page = allocate();
pointer = NULL;

for every cacheline 1 in page:
flush 1;

begin_transaction();
page[pointer];
10 end_transaction();

o R N N N

12 for every cacheline 1 in page:

13 before = readtime();
14 access 1;
15 after = readtime();

17 1if (after - before) > threshold:
18 report (1);

Listing 2.8: an example of the recent RIDL primitive

2.2.8.1.2 Speculative attacksCloud servers make use of powerful out of order CPUs. To execute
instructions efficiently, these CPUs sometimes need to speculatively execute instructions while not knowing
beforehand whether these instructions should be executed. At the later point, if the CPU realizes that these
instructions should not have been executed, it will roll back those instructions and the program will not see
the result of these incorrectly-executed instructions. Unfortunately, these instructions leave a trace on the
microarchitectural resources (e.g., CPU caches) and this trace can be used by the attackers to leak sensitive
information from the system. Listing 2.8 shows an example of the recent RIDL primitive [5]. This primitive
uses the previously-discussed FLUSH+RELOAD attack to leak recent reads/writes performed by a CPU core.
With RIDL, dereferencing an invalid memory address (NULL in this case) will speculatively use the recent
data that is read/written by the CPU core. Hence, if we use the invalid pointer as an offset inside a page that is
used for FLUSH+RELOAD (line 9), the location within the page that is cached tells us a value that the CPU

has recently read or written.

2.2.8.2 Corrupting Data with Faulty Hardware

Another component that is used in cloud servers is DRAM where ephemeral data is stored. DRAM is made
out of transistors which are used internally to build capacitors. To store bits of information in DRAM, these
capacitors may be charged. To read back the bits, DRAM consults these capacitors to see whether they
were previously charged. Capacitors lose information over time, hence, the DRAM hardware periodically

refreshes these capacitors to make sure that the retain their charge over time. Similar to how the Moore’s
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law has allowed CPUs to become more efficient, it has also allowed more transistors to be placed inside
DRAM chips, increasing the number of the capacitors and hence their capacity. This trend resulted in two
physical properties: first, the capacitors are now much smaller and as a result they require much less charge.
Second, these capacitors are now much closer to each other than previously. These new properties potentially
introduce some reliability problems that can become relevant for security. Given that the DRAM hardware is
implicitly shared across many users of the cloud, these security problems can affect unikernels running in the

cloud.

aggressor-pagel = allocate();
aggressor_page2 = allocate();

1
2
3
4 victimpage = allocate();

5

6 store_sensitive_info (victim_page);
7

8 for 2 million iterations:

9

10 flush (aggressor_pagel) ;

11 flush (aggressor_page?2) ;

13 xaggressor_pagel;
14 *aggressor_pagez2;

Listing 2.9: an example of a Rowhammer primitive

Listing 2.9 shows an example of a DRAM reliability problem that plagues cloud servers. Known as the
Rowhammer [6] vulnerability, an attacker can access some memory locations repeatedly in quick succession
to trigger bit flips in other memory locations. In this example, the attacker is accessing two memory locations
(known as aggressors) to trigger a bit flip in a victim memory location that has security sensitive information
(e.g., page tables). As we will discuss, Rowhammer enables powerful attacks that can compromise cloud,

mobile, and browsers [7, 8,9, 10, 11, 12, 13, 2, 14].

23 Exploitation

In the following, we show how attackers can use arbitrary memory read/write primitives for exploitation

purposes and briefly mention recent work in the area.

2.3.1 Software-based Exploitation

Much recent work shows how attackers can exploit arbitrary memory read/write primitives to mount end-to-
end attacks and compromise a victim software. For example, an attacker-controlled memory write tampering
with data that affects the control flow of a target application (i.e., control data) allows an attacker to mount a
control-flow hijacking attack. This can be used to divert normal control flow and grant an attacker arbitrary
code execution capabilities. These can, for example, be used to stop execution (breaching availability) but,
more importantly, to leak or tamper with security-sensitive data in memory (breaching confidentiality or
integrity, respectively).

In other words, control-flow hijacking attacks based on arbitrary memory read/write primitives pose the

highest security threat. And despite much recent work in the area focusing on control-flow hijacking defenses,
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recent work shows that an attacker armed with such primitives can typically mount advanced control-flow
hijacking attacks against even on protected systems [15, 16, 17].

Other powerful attacks based on arbitrary memory read/write primitives are also possible, depending on the
setting. For example, other than relying on a control-flow diversion attack, attackers can opt, when possible
(i.e., when the code of the victim is writeable), for a code corruption attack to execute arbitrary code. In a
code corruption attack, attackers uses an arbitrary memory write primitive to corrupt executable code memory
and inject their own malicious code. In an information disclosure attack, attackers use an arbitrary memory
read primitive to leak control data (e.g., a function pointer from the heap) or non-control data (e.g., a stack
canary) from the application. In a data-only attack, finally, attackers use an arbitrary memory write primitive

to corrupt non-control data and gain increased privileges (e.g., a privileged user ID).

2.3.2 Hardware-based Exploitation
23.2.1 Cache attacks

Cache attacks are increasingly being used to leak sensitive information from a victim software component
(e.g., process) running on commodity CPUs [18, 2, 19, 20, 4, 3, 1, 21]. These attacks learn about the secret
operations of a victim component by observing changes in the state of various CPU caches. Since such attacks
exploit fundamental hardware properties (i.e., caching), commodity software operating on security-sensitive
data is inherently vulnerable. These attacks show that cryptographic keys, as well as, information about
the memory layout that is important for software exploitation can easily be leaked across various security

domains that are relevant for UNICORE.

2.3.2.2 Speculative execution attacks

The original Spectre attacks [22] allow attackers to manipulate the state of the branch prediction unit and
abuse the mispredicted branch to leak arbitrary data within the accessible address space via a side channel
(e.g., cache). This primitive by itself is useful in sandbox (e.g., JavaScript) escape scenarios, but needs to
resort to confused-deputy attacks [23] to implement cross-address space (e.g., kernel) memory disclosure.
Meltdown [24] somewhat loosens the restrictions of the addresses reachable from attacker-controlled code.
Rather than restricting the code to valid addresses, an unprivileged attacker can also access privileged address
space mappings that are normally made inaccessible by the supervisor bit in the translation data structures.
This enables user-to-kernel attacks in a traditional user/kernel unified address space design.

Foreshadow [25] further loosens the addressing restrictions. Rather than restricting attacker-controlled code
to valid and privileged addresses, the attacker can also access physical addresses mapped by invalid (e.g.,
non-present) translation data structure entries. Similar to Meltdown, the target physical address is accessed
via the cache, data is then passed to out-of-order execution, and subsequently leaked before the correspond-
ing invalid page fault is detected. The last of these attacks, RIDL [5], completely removes the attacker’s
addressing restriction and shows that it is possible to leak information without requiring a valid address. This

allows RIDL to mount powerful cross-address space speculative execution attacks directly from error-free
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and branchless unprivileged execution (including JavaScript in the browser).

2.3.2.3 Rowhammer

After its initial discovery [6] Rowhammer has been demonstrated in a plethora of attacks compromising all
sorts of targets [13, 9, 8, 10, 12]. Seaborn and Dullien [26] originally demonstrated the security implications
of Rowhammer compromising the Linux kernel without relying on any software bug. Afterwards, other
studies proved its effectiveness to break cloud isolation [13, 27], “root” mobile platforms [9, 1 1] and, to make
it all the more scarier, even escape sandboxed environment such as JavaScript [28, 8, 12] and trigger bit flips
over the network [10]. All these attacks demonstrated the severity of the threat and showed the necessity to

build effective defenses. Attacks on clouds are specially relevant in the context of UNICORE.
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3 Attack Surface Reduction

In the last chapter, we reviewed the major classes of hardware and software vulnerabilities affecting unikernel
applications in our threat model and showed how attackers can exploit them to mount end-to-end attacks in
real-world settings. We now show how different classes of defense techniques, which we plan to consider
within UNICORE, can iteratively reduce the attack surface in deployed unikernel applications. The idea is
to model a deployed unikernel system as a blackbox, originally containing an unspecified number of soft-
ware and hardware vulnerabilities. Our goal is to eliminate such vulnerabilities or prevent them from being
successfully exploitable after deployment in production. As mentioned in D2.1, unikernel applications are
relatively small and hence have a smaller attack surface compared to regular applications. Nonetheless, stud-
ies show that even mature production software averages between 1 and 16 bugs per 1,000 lines of code [29],
resulting in a relevant attack surface for even small unikernel applications.

To reduce the attack surface, we consider a multilevel security-enhancing approach, namely a portfolio of
defense techniques deployed at different stages of the system lifecycle. The first step is to deploy validation
techniques that can prove the absence of vulnerabilities in software. Since such techniques cannot scale to
the complexity of arbitrary unikernel applications (and remain limited to specific software modules), there
are many residual vulnerabilities in software after the validation step. To reduce the number of residual
vulnerabilities, the second step is to deploy fuzzing techniques and operate high-coverage security testing
of the target unikernel application. Since fuzzing techniques cannot find all the possible vulnerabilities,
the number of residual vulnerabilities is reduced but still relevant after the fuzzing step. To prevent the
exploitation of the remaining vulnerabilities, the third step is to deploy hardening techniques for the target
unikernel application. Finally, in a fourth step, we consider additional hardening techniques that protect the
target unikernel application against hardware vulnerabilities. The following subsections discuss the individual

classes of proposed techniques.

3.1 Validation

In this section we overview validation techniques offering security guarantees to software components fol-
lowed by our approach in UNICORE. The goal is to ensure the absence of bugs whenever possible. Key to
this is increasing coverage of code paths in software components; a given input results in a code path being
traversed in the control flow graph of the software component and output being generated. Ideally one is able
to provide the complete set of inputs that traverse all program code paths. Additionally one wants to handle
concurrency, where two or more code paths are traversed simultaneously.

Approaches to validation/verification of software components are proactive. The aim is to ensure a level
of correctness and security for a software component before deploying it. This is in contrast to a reactive
approach, that aims to detect and limit unexpected and possibly malicious behavior of the application. As

a proactive approach, validation generally requires access to source code; binary machine code can still be
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handled, though some techniques (such as annotating source code) aren’t available.
In UNICORE we target the core libraries of the Unikraft unikernel for validation. With its small code code

(and reduced attack surface), Unikraft is an ideal target.

3.1.1 Overview of Validation Techniques

Verification techniques target hardware or of software components [30]. Hardware components are easier to
verify than software components due to their fixed wirings and the availability of a specification. Software
targets, on the other hand, are variable and complex and often lack a specification to use as support for
verification.

On the software side there are three high-level practical approaches to software verification [31]: model
checking, domain-specific languages and Hoare-style verification. In model checking we create a model of
the program, we define properties and then we check if the model satisfies the properties. Domain-specific
languages are programming languages that ensure programmers only use safe / correct features. Hoare-
style verification requires the programmer to annotate specifications to source code; then it discharges the
specifications and source code to a verification tool; specifications are usually written in Hoare logic [32].
Model checking verifies that a model of the software component satisfies given properties. We model a
software components as a finite state machine (i.e. a graph, a control flow graph), with all reachable states
for a given system must satisfy corresponding properties. Model checking ensures a given property holds
for all program states. Its main disadvantage is path explosion: model checking aims to make sure a given
property holds for all program states, but they can be practically infinite due to program loops. The path
explosion / infinite loop issue can be tackled by bounded model checking [33]. Bounded model checking
(BMC) provides a partial verification of program states expecting that it would be enough for some loops;
that is it unwinds loops to a predetermined depth that may provide coverage for the entire loop (for a large
enough depth). However, there are no guarantees after the given depth.

Domain-specific languages provide the programmer with a feature set preventing software components from
misbehaving. Either the programmer uses only safe / correct programming constructs when writing code, or
the compiler / interpreter checks the program at build time. The common case are functional programming
languages that don’t provide arbitrary memory access and reduce side effects. However, imperative pro-
gramming languages are heavily used [34] and the transition to a domain-specific one is difficult; moreover,
imperative programming languages typically provide better performance [35]. A middle ground approach is
the use of imperative programming languages with security / safety features as part of the language constructs,
as is the case with Rust [36] or D [37].

Hoare logic annotations have the advantage of being modular: one need not create specifications for the
entire program (as is the case with model checking) but rather for a given block of code, typically a function.
Annotations generally consist of a set of preconditions and set of postconditions that are fed together with

source code to a verification program. The verification program translates the program to a set of predicates
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and logic rules that are checked against preconditions and postconditions. One disadvantage of this approach
is the effort required in creating annotations for each block of code needing to be verified and the lack of a
holistic validation of the software component.

Table 3.1 summarizes the above high-level approaches, their advantages and disadvantages.

Technique Advantage Disadvantage

Model checking Complete validation Path explosion problem
Domain-specific languages Focus on development Commonly non-imperative languages
Hoare-style verification Modular verification Extensive effort on drawing annotations

Table 3.1: Summary of practical high-level approaches to validation

One technique employed for software verification is symbolic execution. Symbolic execution is an offline
symbolic traversal of the control flow graph; during the traversal it checks properties for each node. Symbolic
execution engines [38] are used either by themselves or as part of other approaches; model checkers typically
employ symbolic execution engines.

Approaches in software validation generally require adding security properties and checking them against
software components. Security properties are usually defined formally considering security policies for a
given software component. Security policies might concern access control, information flow or availabil-
ity [39]. Properties are defined to ensure program behaves correctly and satisfies security policies. Failure to
satisfy a security property is a security error in the source code [40], one which is reported and then required

to be fixed thus increasing the level of security for the software component.

3.1.2 UNICORE and Software Validation

In UNICORE we target the Unikraft unikernel for software validation. Its reduced code (and attack surface)
make it an ideal target for validation. Moreover, the unikernel runs entirely isolated in its private address
space, so there is little interference with the outside environment, thus simplifying the context for validation.
Unikernels are a collection of libraries; this componentization of the unikernel allows the opportunity for
modular validation in an iterative manner.

Based on the above, our aim to maximize security guarantees for the unikernel relies on a three-way approach:

(1) We use existing state-of-the-art techniques and approaches for verifying the unikernel: formal verifica-
tion, symbolic execution, abstract interpretation, model checking. The aim is to increase coverage of
unikernel code paths using existing techniques. Outcome is a framework for unikernel verification that

outputs the level of guarantees for the unikernel covered code.

(i) We use security features in modern imperative programming languages such as Rust or D. We will port
unikernel components to these languages and augment them with runtime security checks (or other
approaches) for select parts of these components that are not covered (or are only partially covered)

by the language. Outcome are unikernel components implemented in a programming language with
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security features with hardened parts where security support is missing.

(iii)) We define properties (specifications) for unikernel components (separately or as code annotations) and
rewrite components to maximize property compliance. Outcome are unikernel components satisfying

given properties.

With their reduced code base and attack surface, implicit isolation and componentization, unikernels are an
ideally target for security validation. Unikraft (as part of the UNICORE project) is our target for validation.
We rely on a combined approach that uses and extends state of the art approaches in software validation. In
the end we will strengthen the unikernel and provide a level of security guarantees, ensuring applications
running as part of the unikernel are more secure than their counterparts running as part of a general purpose

operating system.

3.2 Fuzzing

Non-trivial unikernel modules are not amenable to the software validation techniques discussed in the previ-
ous section, but can still contain exploitable software vulnerabilities. With fuzzing, we attempt to eliminate
such vulnerabilities and further reduce the attack surface. Fuzzing techniques run the target unikernel through
a variety of carefully crafted inputs in an attempt to maximize execution coverage and find bugs. Once bugs
are found, they can, in principle, be fixed during development even before the unikernel is deployed in pro-
duction.

Traditional fuzzing techniques are either blackbox or whitebox. Blackbox fuzzing techniques completely
ignore the internal structure of the target program and select a stream of random inputs for testing purposes.
While simple and efficient, blackbox fuzzing techniques struggle to find complex bugs that lay deep in the
target program execution. Whitebox fuzzing techniques, on the other hand, use systematic program anal-
ysis such as symbolic execution to thoroughly explore the internal structure of the target program. While
potentially more powerful, whitebox fuzzers have trouble scaling to non-trivial programs and their practical
application has remained limited. More recently, greybox fuzzers have received much attention, approxi-
mating the scalability of blackbox fuzzers and the ability to operate deep program exploration of whitebox
fuzzers [41, 42]. Greybox fuzzers typically start from a blackbox fuzzing baseline (sending random inputs
to the target program) and progressively mutate the input to improve testing coverage. This is done by using
program instrumentation to analyze the impact of each input on the program (e.g., determining whether the
input covers new program paths) and guiding the mutation based on the most promising inputs and their
modifications.

Within UNICORE, we plan to build on the expertise of the consortium in greybox fuzzing and investigate
efficient software fuzzing techniques for the targeted unikernel environments. Of particular interest is mod-
eling fuzzing as a resource management problem in cloud environments. That is, determining how to best

exploit bounded spare resources in production (e.g., idle times in cloud workloads) and support a continuous

(© UNICORE Consortium 2019 Page 21 of (32)



UNICSRE

testing strategy to identify residual vulnerabilities.

33 Software

Once residual bugs make their way to production, they may allow attackers to exploit the corresponding
memory error vulnerabilities in deployed production software. To further reduce the attack surface, our next
step is to counter any attempt to exploit such vulnerabilities by deploying program hardening techniques.
Such defenses techniques can broadly be classified in two main categories: memory error defenses and
exploit mitigations.

Memory error defenses can prevent or detect exploitation attempts for each class of memory error vul-
nerabilities (e.g., buffer overflow, use-after-free, uninitialized read, etc.) and stop exploits from the get-
go [43, 44, 45, 46, 47, 48, 49]. While such techniques are effective at countering attacks, they cannot gen-
erally stop all the exploitation attempts due to inherent limitations (e.g., custom memory allocators). In
addition, deploying many memory error defenses to cover all the classes of vulnerabilities may easily exhaust
the performance budget available for the target unikernel application. Hence, other solutions are also needed.
Exploit mitigations seek to eliminate the residual attack surface for memory error vulnerabilities. Once an
attacker is able to trigger a memory error vulnerability (escaping deployed memory error defenses), such
defenses hinder the ability to mount a successful exploit. Exploit mitigations ignore the underlying cause
(i.e., memory error) of each exploit and focus on efficiently preventing or detecting successful exploitation
using a variety of solutions, including randomization, isolation, and policy enforcement techniques [50, 51,
Within UNICORE, we plan to build on the expertise of the consortium in both classes of defenses and in-
vestigate program hardening techniques for unikernel environments. Other than the basic security features
mentioned in D2.1 (absent in other unikernels), of particular interest is using hardware virtualization fea-
tures available in cloud environments to accelerate defense techniques. For example, support for PML (Page
Modification Logging) could be used to accelerate memory checkpointing (improving safety) and support
for EPTs (Extended Page Tables) could be used to accelerate page protection-based memory error detection

(improving security).

34 Mitigating Hardware Attacks

We discuss some of the existing defenses against hardware-based attacks.

34.1 Cache defenses

The security community has developed several defenses both in software and in hardware to mitigate cache
side-channel attacks. Given the knowledge of how memory is mapped to the CPU caches, these defenses can
freely partition the memory between distrusting processes in a way that partitions the cache, thus preventing
the eviction of each other’s cache lines. There are three common approaches for achieving this goal: parti-

tioning the cache by sets [61, 62], partitioning the cache by ways [63, 64], and locking cache lines such that
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they cannot be evicted [65, 66]. In UNICORE, we are exploring novel techniques for providing mitigation

against these attacks with a focus on cloud environments.

34.2 Speculative execution defenses

In response to the plethora speculative execution attacks, hardware and software vendors have been struggling
to catch up with mitigations that can safeguard vulnerable systems. These mitigations can operate at three

different layers:
(1) inhibiting the trigger of the speculation (e.g., Retpoline [67]),
(i) protecting the secret the attacker is trying to disclose (e.g., KPTI [68]), or
(iii) disrupting the channel of the leakage (e.g., disabling high-precision timers in browsers [69]).

In UNICORE, we are exploring scalable mitigations against speculative execution attacks that are not yet

fully mitigated (such as Spectre variant 1 [22]).

34.3 Rowhammer defenses

Kim et al. [6] propose multiple defenses against Rowhammer. These defenses have proven insufficient [70,
] and infeasible to deploy on the required massive scale. The new LPDDR4 standard [72] specifies two
features which together defend against Rowhammer: TRR and MAC. As part of UNICORE, we plan to assess
whether these new mitigations are effective against Rowhammer.
On the software side, Aweke et al. [70] suggested relying on hardware performance counters to detect suspi-
cious access patterns that may suggest hammering activity and sending extra memory accesses from software
to stop the bit flips. Instead of fixing the flips, mitigations such as CATT [73] and GuardION [11] tackle
the exploitation of such bit flips and try to prevent an attacker from compromising sensitive data. Despite
all these efforts, new attacks have shown how these mitigations become completely ineffective when slightly
shifting the attacker paradigm [74, 12]. As a result, they are currently not considered as viable solutions.
The recent ZebRAM work [75] shows that principled mitigation of Rowhammer in software is possible using
Rowhammer-aware memory allocation, but at potentially non-trivial performance cost. In UNICORE, we
are exploring whether it is possible to build a secure solutions with a modest performance budget in cloud

environments.
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4 Reference Application

After analyzing the attack surface of unikernel applications and discussing techniques to reduce it, we now

to turn our attention to the reference security application for UNICORE: smart contracts.

4.1 Smart Contracts

A smart contract is a computer program that runs in a distributed infrastructure and whose results are certi-
fied or verified in a distributed manner. Smart contracts computation typically uses blockchain technology.
Smart contracts do not require a centralized entity but rely on cryptographic primitives implemented by the
decentralized blockchain infrastructure to be validated.

The successful deployment of a smart contract in a distributed infrastructure relies on nodes reaching con-
sensus, i.e. multiple nodes in the infrastructure reaching the same results when running the smart contract.
Ambiguities, bugs, environment configuration may lead to different results for different nodes, intentionally
or non-intentionally, breaking consensus and tampering the certification of the smart contract. As such there
is a requirement for deterministic execution of a smart contract, i.e. given the same input, the smart contract
will output the same result irrespective of the running environment: hardware/software platform, resource
use, configuration, timing.

Validating the smart contract and the underlying infrastructure for determinism is paramount to its successful
run.

Current approaches to ensure safety in smart contracts [76] rely on a domain-specific language and a dedicated
infrastructure. One of the most popular infrastructures is EVM (Ethereum Virtual Machine). EVM is the
infrastructure used by the Ethereum platform [77] to run smart contracts; smart contracts are written in
Solidity [78], a highly constrained language that ensures safety for smart contracts.

In UNICORE we want to use the unikernel technology to develop smart contracts in high-level popular
imperative languages such as Go, or Python, or even C. This will increase the number of smart contracts
developers and make it easier to develop smart contracts. This approach relies on the Unikraft unikernel
to provide the support for deterministic execution: isolated environment, reduced code base, validation of
software components.

Deterministic execution for smart contract programs running on top of unikernel libraries depends on valida-
tion of the unikernel. With the unikernel satisfying correctness properties, the smart contract can add further
steps in ensuring deterministic execution: architectural compatibility, disabling scheduling, threading and
timing, controlling input/output to the program.

In summary, there is a two-fold effort in ensuring deterministic execution for smart contracts written in high-

level languages running within a unikernel:

(i) Validate/Harden the unikernel. The aim is to eliminate / minimize memory corruption issues, control-

flow hijack attacks, misuse of data, information leaks.
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(i) Control smart contract source code, build options and running configuration. The aim is to ensure
deterministic execution of smart contracts in all configurations, i.e. given the same input but differing

environments, the output and other effects are identical.
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5 Conclusions

This deliverable described the definition of the security and safety UNICORE primitives as well as the deter-
ministic execution support for smart contracts. To define the security and safety UNICORE primitives, we
considered a typical could (virtualization) threat model with local and remote attacks. From the threat model,
we analyzed the corresponding attack surface, discussing the relevant exploitation primitives and techniques
attackers may use to breach confidentiality, integrity, and availability of unikernel applications. Overall,
we showed unikernels are exposed to several different threats, ranging from exploitation based on software
vulnerabilities to side channels and fault attacks.

Next, we discussed classes of defensive techniques that can be used to reduce the attack surface. Proactive
techniques such as formal verification, when applicable, can structurally eliminate specific threats such as
memory error exploitation. Reactive techniques such as isolation or program hardening can help reduce
(and ideally eliminate) the attack surface. Overall, we showed unikernels are amenable to a broad variety of
techniques to reduce the attack surface. In UNICORE, we will consider different classes of such techniques
applied at different layers in the stack to support safe and secure unikernel execution. We concluded the

deliverable by reporting on our progress in supporting deterministic execution for smart contracts.
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