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Abstract. Multi-client functional encryption (MCFE) is a more flexible variant of functional encryp-
tion whose functional decryption involves multiple ciphertexts from different parties. Each party holds
a different secret key and can independently and adaptively be corrupted by the adversary. We present
two compilers for MCFE schemes for the inner-product functionality, both of which support encryption
labels. Our first compiler transforms any scheme with a special key-derivation property into a decentral-
ized scheme, as defined by Chotard et al. (ASIACRYPT 2018), thus allowing for a simple distributed
way of generating functional decryption keys without a trusted party. Our second compiler allows to
lift an unnatural restriction present in existing (decentralized) MCFE schemes, which requires the ad-
versary to ask for a ciphertext from each party. We apply our compilers to the works of Abdalla et al.
(CRYPTO 2018) and Chotard et al. (ASTACRYPT 2018) to obtain schemes with hitherto unachieved
properties. From Abdalla et al., we obtain instantiations of DMCFE schemes in the standard model
(from DDH, Paillier, or LWE) but without labels. From Chotard et al., we obtain a DMCFE scheme
with labels still in the random oracle model, but without pairings.
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1 Introduction

Functional encryption (FE) [BSW11,0’N10,SWO05] is a form of encryption that allows fine-grained access
control over encrypted data. Besides the classical encryption and decryption procedures, functional encryp-
tion schemes consists of a key derivation algorithm, which allows the owner of a master secret key to derive
keys with more restricted capabilities. These derived keys sk are called functional decryption keys and are
associated with a function f. Using the key sk for the decryption of a ciphertext Enc(z) generates the output
f(x). During this decryption procedure no more information is revealed about the underlying plaintext than
f(a).

In the case of classical functional encryption, the (functional) decryption procedure takes as input a single
ciphertext Enc(x). A natural extension is the multi-input setting, where the decryption procedure takes as
input n different ciphertexts and outputs a function applied on the n corresponding plaintexts. Such a scheme
is called multi-input functional encryption (MIFE) scheme [GGGT14]. In a MIFE scheme, each ciphertext
can be generated independently (i.e., with completely independent randomness).

An important use case of MIFE considers multiple parties or clients, where each party P; generates a single
ciphertext of the tuple. The ciphertext generated by party P; is often said to correspond to position or slot
i. In the multi-client setting, it becomes natural to assume that each party has a different secret/encryption
key sk; that can be corrupted by the adversary. We call such a scheme a multi-client functional encryption
(MCFE) scheme [CDG118a, GGGT14].

We remark that the exact terminology varies from paper to paper. Here, a MCFE scheme is always
supposed to be secure against corruption of the parties encrypting messages. In a MIFE scheme, on the
other hand, all the parties may use the same encryption key and there is no security against corruption.

The multi-input and multi-client settings still require a trusted third party that sets up the encryption
keys and holds the master secret key used to derive the functional decryption keys. As a result, the central
authority is able to recover every client’s private data. This raises the question if it is possible to decentralize
the concept of functional encryption and get rid of this trusted entity. In this work, we focus on the notion
of decentralized multi-client functional encryption (DMCFE) introduced by Chotard et al. [CDG'18a|. In
DMCFE, the key derivation procedure KeyDer is divided into two procedures KeyDerShare and KeyDerComb.
The KeyDer procedure allows each party P; to generate a share sk; ; of the functional key sky from its
secret key sk;. The KeyDerComb procedure is then used to combine these n different shares sky ¢, ..., sk, f to
generate the functional key sky. Assuming that the secret key sk; can also be generated in a distributed way,
this makes it possible to get rid of the trusted party and to ensure that every party has complete control
over their individual data.

An important property of MIFE and (D)MCFE schemes is whether they are labeled or not. The labeled
setting is similar to vanilla multi-input/multi-client functional encryption, but the encryption procedure
takes as input a second parameter, a so-called label £. The decryption procedure is restricted in such a way
that it is only possible to decrypt ciphertexts that are encrypted under the same label Enc(sky,x1,£),. ..,
Enc(sky, Zn,£). This setting is sometimes desirable in practice as it allows repeated computations over en-
crypted data that comes from different sources (for example data mining over encrypted data or multi-client
delegation of computation [CDG'18a).

In the last few years, many multi-input or multi-client functional encryption schemes have been con-
structed. As noted in [AGRW17], these schemes can be split into two main categories: (1) feasibility for
general functionalities, and (2) concrete and efficient realizations for more restricted functionalities. Con-
structions of the first category [GGGT14,BGJS15, AJ15, BKS18| are based on more unstable assumptions,
such as indistinguishable obfuscation or multilinear maps, and tackle the problem of creating schemes
for more general functionalities. A few constructions of the second category are provided in the work of
Abdalla et al. in [AGRW17, ACF*18] and Chotard et al. in [CDG"18a|, which consider different types
of secret-key constructions for the inner-product functionality. In these schemes, each function is speci-
fied by a collection y of n vectors y1,...,y, and takes a collection x of n vectors xq,...,x, as input.
Their output is fy(x) = > (xi,y;) = (z,y). As the original single-input inner-product functionality
[ABDP15, BJK15, DDM16, ALS16] and their quadratic extensions [BCFG17], multi-input or multi-client



inner-product functionalities can be quite useful for computing statistics or performing data mining on
encrypted databases [AGRW17,CDG"18a].

Currently, the work of Chotard et al. provides the only known DMCFE to our knowledge. However,
while their MCFE uses any cyclic group where the Decisional Diffie-Hellman (DDH) assumption holds, their
DMCFE scheme requires pairings. Furthermore, the security notion they achieve only guarantees security
against an adversary that queries the encryption/challenge oracle for every position i. At first glance, it
might seem that more encryption queries would help the adversary, but this does not allow trivial attacks
and the adversary is restricted as follows: all functions f for which the adversary has a functional decryption
key must evaluate to the same value on all the plaintext tuples queried to the encryption oracle. However,
when a position ¢ is not queried, this condition is always satisfied since the function f in principle can never
be really evaluated due to a missing input. Hence, requiring the adversary to query the encryption/challenge
oracle for every position 7 actually weakens the achieved security notion.

This leaves open the following problems that we tackle in this paper:

1. Constructing DMCFE schemes without pairings, and even from more general assumptions than discrete-
logarithm-based ones.
2. Removing the restriction that the adversary has to query the encryption oracle for every position 1.

1.1 Contributions

Our first main contribution is to provide a generic compiler from any MCFE scheme satisfying an extra
property called special key derivation into an DMCFE scheme. The transformation is purely information-
theoretic and does not require any additional assumptions. As the MCFE from Chotard et al. [CDG'18a]
satisfies this extra property, we obtain a labeled DMCFE scheme secure under the plain DDH assumption
without pairings (in the random oracle model). As in [CDG18a|, the version of the scheme without labels
is secure in the standard model (i.e., without random oracles).

Furthermore, we show as an additional contribution that the MIFE schemes from Abdalla et al. [ACF 18|
are actually MCFE secure against adaptive corruptions (but without labels). This directly yields the first
DMCFE scheme without labels from the LWE assumptions and the Paillier assumptions in the standard
model.

Our second main contribution is to provide generic compilers to transform any scheme in the weaker model
where the adversary is required to query the encryption oracle at every position ¢, into a scheme without
this restriction. We propose two versions of the compiler: one without labels (in the standard model) which
only requires an IND-CPA symmetric encryption scheme, and one with labels in the random oracle model.

These two compilers can be used to lift the security of the previously mentioned constructions of DMCFE
to the stronger model. The resulting instantiations from DDH, LWE, and Paillier described above rely on
the same assumptions.

1.2 Technical Overview

Contribution 1: A MCFE to DMCFE compiler. The DMCFE construction introduced by Chotard et al.
[CDG™18a] is based on pairings and proven in the random oracle model.

Our first compiler transforms an MCFE scheme into a DMCFE scheme and does not require pairings.
It operates on schemes with the special key derivation property, namely whose master secret key can be
split into separate secret keys, one for each input, i.e. msk = {Ski}ie[n]v and whose functional decryption
keys are derived through a combination of local and linear inner-product computations on ¢, f,sk; and
pp. That is, the functional decryption key sk; for the function f : @ — Y. (@, y;) can be written as
sky = ({s(ski, ¥) iy o {u(ski), ys)), where f is defined by the collection y of the vectors y1, ..., y, and



takes as input a collection x of n vectors &1, ..., T, and where s and u are two public functions.® Sums and
inner products are computed modulo some integer L which is either prime or hard to factor.

For instance, the MCFE scheme of [CDG18a|, without pairings but supporting labels, has functional
decryption keys of the form sky = (y, >, sk; - y;).

Consider first the following straw man compiler. It splits KeyDer into two procedures KeyDerShare and
KeyDerComb. The first procedure assumes that each party P; has access to the ¢-th share t;, of a fresh
secret sharing of zero {ti’y}ie[n]' It then computes s;, = s(sk;,y) (which is a local computation) and
dk;.y = (u(sk;),yi) + tiy. The output key share is sk; , = (8;4,dk; ). In the KeyDerComb procedure, the
dk; 4 values get summed up to cancel out the ¢; , values and to obtain ) (u(sk;), y;). The output gets then
extended with the values s(sk;,y) to obtain the complete functional decryption key sky. This works but the
question on the generation of the fresh secret sharing of zero {t;,}, c[n) 18 left out.

One solution consists in generating it as follows: ¢; , = Z#i(—l)jQFKM (y), where F, ; is a pseudo-
random function with key K; ; = K;; shared between parties P; and P;. This yields an DMCFE scheme
secure against static corruption. Unfortunately, we do not know how to prove such a scheme secure against
adaptive corruptions.

Our full compiler improves this construction in two ways: it allows adaptive corruptions and does not
require any pseudorandom function. The procedure KeyDerShare of our full compiler uses masking values
{viticpn)> vi € Z7'™, such that v, = — S v;, to derive the key shares sk; 5 = (u(sk;), y;) + (vi, y). Here,
(v;,y) acts as a kind of information theoretic pseudorandom function with key v;. To make this work, the
queried values need to be linearly independent. This allows us to construct an information-theoretic compiler
that provides security against adaptive corruptions (see Section 3 for details).

The masking of values prevents the combination of key shares for different functions y. If one computes
shares on different y’s, then the sum of these shares will not sum up to 0 and the resulting key will be invalid.
The encryption and decryption procedures proceed in the same way as in the MCFE setting.

Contribution 2: A compiler enforcing a single ciphertext query for each position. The standard security
property of MIFE/MCFE schemes guarantees that an adversary can only learn a function of the inputs when
it is in possession of a ciphertext for every input position i. This property is not satisfied by the schemes
of [AGRW17,ACFT18,CDG ™" 18a]. Their basic definitions guarantee security only when the adversary queries
every position at least once. We call a scheme satisfying this property pos-IND secure (for positive) while
we call the standard property any-IND secure.

To overcome this deficiency, Abdalla et al. [AGRW17] constructed a compiler that turns any pos-IND
secure MIFE scheme into an any-IND secure MIFE scheme. The compiler uses a symmetric encryption
scheme in addition to their MIFE encryption scheme. In more detail, the setup procedure of the compiler
samples a key K for the symmetric encryption scheme and splits it into n shares ki,...,k,, such that
ki @ --- @k, = K. Each party P; receives its MIFE key sk;, the symmetric encryption key K, as well as its
share of the encryption key k;. To encrypt, every party first runs the encryption procedure of the MIFE scheme
to generate ct; < Enc(sk;, ;) and then encrypts the output ct; using the symmetric encryption scheme to
get ct} + Encse(K,ct;). The output of the encryption procedure is (ct}, k;). This compiler obviously does
not work when we allow corruptions as this would allow the adversary to learn K after corrupting any single
party and use it to recover ct; from ct; for all positions i. Consequently, the compiler does not work for
(D)MCFE schemes.

In this work, we construct an extension of the compiler described above that works in the multi-client
setting by individually having a separate symmetric encryption key for each position. Hence, we increase the
number of symmetric encryption keys from 1 to n and the number of the corresponding shares from n to n?.
This allows us to ensure that if the adversary does not ask encryption queries in every uncorrupted position,
it does not learn any information about the underlying (D)MCFE ciphertexts.

We describe in more detail how the compiler handles the additional keys. In the setup procedure, every
party (or a trusted party) generates its own key K; and corresponding shares k; ;, such that k; 1 ®---®k; , =

5 We note that our compiler actually is not restricted to the inner-product functionality. The only requirement is
the special key derivation property.



K;. The share k; ; gets exchanged with Party P; afterwards. In the encryption procedure every party encrypts
its plaintext in the same way as in the MIFE setting, but using its own key K; instead of the single symmetric
encryption key K. The ciphertext corresponding to slot i of Party P; is (ct}, {kjﬂ-}j e[n]).

If the adversary does not know all of the shares {ki7j}i,je[n]’ then security relies on the security of
the symmetric encryption scheme. If the adversary knows all of the different symmetric encryption keys
Ki,i € [n], it relies on the security of the multi-client scheme. All of the key shares are only released if an
encryption query has been made in every uncorrupted position.

This first compiler is, however, restricted to (D)MCFE schemes without labels. To add support for labels,
the first idea is to use fresh keys k; ;. for each label £. These keys can be locally derived from k; ; using a
pseudorandom function. Unfortunately, we do not know how to prove the security of such a scheme except
in a very restricted setting (selective and static corruptions), where the adversary needs to output all its
corruption and encryption queries at the beginning of the security experiment. We show how to achieve
the standard (adaptive) security notion when the above pseudorandom function as well as the symmetric
encryption scheme is implemented using hash functions that can be modeled as random oracles. The use of
random oracles allows us to show that the adversary learns absolutely nothing about the inner ciphertexts
ct; until it has queried all the positions (for each given label) and we can then program the random oracles
to properly “explain” the previously generated ciphertexts ct;.

1.3 Additional Related Work

In [FT18], Fan and Tang proposed a new notion of distributed public key functional encryption, in which
the key generation procedure generates n different shares {ska i €ln] instead of a single functional decryption
key sk¢. The decryption of a ciphertext ct (a encryption of a message m) under a function f requires first the
decryption under the functional key shares s; < Dec(sk!, ct) for all i € [n]. These shares {si}ic(n) are then
used to reconstruct f(m). In this setting, a trusted third party is still needed to set up the public parameters
and to generate the functional keys, which makes it not really decentralized.

In Private Stream Aggregation (PSA), a weighted sum f(z) — >.! z; gets computed. This is similar
to DMCFE for the inner-product functionality f(x) — (z,y). PSA was introduced by Shi et al. [SCR*11]
and allows a set of users to compute the sum of their encrypted data for different time periods. Compared
to DMCFE, PSA is more restricted. It only allows computation of simple sums, whereas in principle DM-
CFE allows the computation of different functions on the input data. Furthermore, research on PSA has
mainly focused on achieving new properties or better efficiency [BJL16,CSS12, Emul7,JL13,LC12], instead
of providing new functionalities.

1.4 Concurrent Work

Concurrently and independently of our work, Chotard et al. [CDG%18b| proposed new constructions of
MCFE schemes for inner products both in the centralized and decentralized settings. Their paper contains
three main contributions: (1) A pairing-based compiler that turns any pos-IND secure MCFE scheme into an
any-IND secure MCFE scheme, secure under the decisional Bilinear Diffie-Hellman problem in the random
oracle model; (2) A second compiler that turns a one-IND secure MCFE scheme into a pos-IND secure
MCFE scheme; and (3) A compiler that transforms a class of MCFE schemes for inner products into a
corresponding DMCFE scheme, based on either the CDH assumption in the random-oracle model or the
DDH assumption in the standard model.

While contribution (2) is unrelated and complementary to our work, contributions (1) and (3) are related
to our contributions in Section 4 and Section 3, respectively. Regarding (1), their compiler from pos-IND
to any-IND security produces constant-size ciphertexts, but it requires pairings and random oracles. Our
compiler in Section 4, on the other hand, avoids pairings, requiring either symmetric encryption when applied
to schemes without labels or random oracles for schemes with labels, but ciphertext sizes are linear in the
number of inputs. Regarding (3), their compiler is similar to the straw man compiler described above. It



is based on the DDH assumption and proven secure with respect to static corruptions. Our compiler in
Section 3, on the other hand, is information-theoretic and achieves adaptive security.

1.5 Organization

The paper is organized as follows. In Section 2, we recall classical definitions as well as the definition of
MCFE and DMCFE. Section 3 presents our first main contribution: the compiler from MCFE to DMCFE.
Our second main contribution, namely our compilers from pos-IND security to any-IND security, is shown in
Section 4. We conclude our paper by the proof that the MIFE scheme of Abdalla et al. [ACF*18] is actually
an MCFE scheme that is secure under adaptive corruptions.

2 Definitions and Security Models

Notation. We use [n] to denote the set {1,...,n}. We write x for vectors and x; for the i-th element. For
security parameter A and additional parameters n, we denote the winning probability of an adversary A in a
game or experiment G as Win§ (), n), which is Pr[G(), n,.A) = 1]. The probability is taken over the random
coins of G and A. We define the distinguishing advantage between games Gy and G; of an adversary A in
the following way: Adv§(\, n) = |Win?4°(A,n) - Winfi‘1 (A, n)l.

2.1 Multi-Client Functional Encryption
In this section, we define the notion of MCFE [GGGT14].

Definition 2.1. (Multi-Client Functional Encryption) Let F ={F,}  be a family (indexed by p) of
sets F, of functions f: Xp1 %X Xy — V.5 Let Labels = {0,1}" or {L} be a set of labels. A multi-client
functional encryption scheme (MCFE) for the function family F and the label set Labels is a tuple of five
algorithms MCFE = (Setup, KeyGen, KeyDer, Enc, Dec):

Setup(1*,1™): Takes as input a security parameter A and the number of parties n, and generates public
parameters pp. The public parameters implicitly define an index p corresponding to a set F, of n-ary
functions (i.e., n=mn,).

KeyGen(pp): Takes as input the public parameters pp and outputs n secret keys {Ski}ie[
key msk.

KeyDer(pp, msk, f): Takes as input the public parameters pp, the master secret key msk and a function
f € F,, and outputs a functional decryption key sky.

Enc(pp, ski, x;,¢): Takes as input the public parameters pp, a secret key sk;, a message x; € X, ; to encrypt,
a label ¢ € Labels, and outputs ciphertext ct; .

Dec(pp, sky,cti s, ..., Cty¢): Takes as input the public parameters pp, a functional key sky and n ciphertexts
under the same label £ and outputs a value y € V,,.

n and a master secret

A scheme MCFE is correct, if for all \,n € N, pp < Setup(1*,1"), f € F,, { € Labels, z; € X,;, when
({ski};cpn)- msk) < KeyGen(pp) and sky < KeyDer(pp, msk, f), we have

Pr [Dec(pp, sks, Enc(pp, sk, z1, ), . .., Enc(pp, sky, zn, €)) = f(z1,...,2n)] =1 .

When p is clear from context, the index p is omitted. When Labels = {0,1}", we say that the scheme is
labeled or with labels. When Labels = { L}, we say that the scheme is without labels, and we often omit £.

6 All the functions inside the same set F, have the same domain and the same range.



Remark 2.2. We note that contrary to most definitions, the algorithm Setup only generates public parameters
that determine the set of functions for which functional decryption keys can be created. The secret/encryption
keys and the master secret keys are generated by another algorithm KeyGen, while the functional decryption
keys are generated by KeyDer. This separation between Setup and KeyGen is especially useful when combining
multiple MCFE/MIFE schemes as in [ACF*18] to ensure that all the MCFE/MIFE instances are using the
same modulus. Note that this separation prevents for example the functionality to consist of inner products
modulo some RSA modulus N = pg and the master secret key to contain the factorization of N (except if
the factorization of the modulus N is public).

As noted in [CDG'18a, GGG 14], the security model of multi-client functional encryption is similar to
the security model of standard multi-input functional encryption, except that instead of a single master
secret key msk for encryption, each slot 7 has a different secret key sk; and the keys sk; can be individually
corrupted. In addition, one also needs to consider corruptions to handle possible collusions between different
parties. In the following, we define security as adaptive left-or-right indistinguishability under both static
(sta), and adaptive (adt) corruption. We also consider three variants of these notions (one, any, pos) related
to the number of encryption queries asked by the adversary for each slot.

Definition 2.3. (Security of MCFE) Let MCFE be an MCFE scheme, F = {}"p}p a function family

indexed by p and Labels a label set. For xx € {sta,adt}, yy € {one, any, pos}, and 8 € {0,1}, we define the
experiment XX-yy-INDg'CFE in Fig. 1, where the oracles are defined as:

Corruption oracle QCor(z): Outputs the encryption key sk; of slot i. We denote by CS the set of corrupted
slots at the end of the experiment.

Encryption oracle QEnc(i,z?, z},¢): Outputs ct;, = Enc(pp,ski,m?,g) on a query (i,29,x},0). We denote
by Qi¢ the number of queries of the form QEnc(i,-, -, 0).

Key derivation oracle QKeyD(f): Outputs sky = KeyDer(pp, msk, f).

and where Condition (*) holds if all the following conditions hold:

— Ifi € CS (i.e., slot i is corrupted): for any query QEnc(i,z?,z},0), 29 = z}.

— For any label ¢ € Labels, for any family of queries {QEnc(i,x?,x%,ﬁ)}ie[n}\cs, for any family of inputs
{zi € Xy}, Jor any query QKeyD(f), we define xf = xj = x; for any slot i € CS, b = (z%,...,20)
for b€ {0,1}, and we require that:

f(@%) = (') .
We insist that if one index i ¢ CS is not queried for the label ¢, there is no restriction.

— When yy = one: for any slot i € [n] and £ € Labels, Q;¢ € {0,1}, and if Q; 0 = 1, then for any slot
J€[n]\CS, Qj¢=1. In other words, for any label, either the adversary makes no encryption query or
makes exactly one encryption query for each i € [n]\ CS.

— When yy = pos: for any slot i € [n| and ¢ € Labels, if Q; ¢ > 0, then for any slot j € [n]\ CS, Q;¢ > 0.
In other words, for any label, either the adversary makes no encryption query or makes at least one
encryption query for each slot i € [n] \ CS.

We define the advantage of an adversary A in the following way:
Adv’,f,lxc'}F'E:iND()\, n) = ’Pr[xx—yy—INDBACFE()\,n, A) =1]
— Prlxx-yy-INDY' ¥ (A, n, 4) = 1]| .

A multi-client functional encryption scheme MCFE is xx-yy-IND secure, if for any n, for any polynomial-time

adversary A, there exists a negligible function negl such that: Adv’,\(,lXéBF’E:iND()\,n) < negl(\).

We omit n when it is clear from the context. We also often omit A from the parameter of experiments
or games when it is clear from context.



sta-yy-IND} " (), n, A) adt-yy-IND}Y (X, n, A)

CS + A(1M,1™) pp + Setup(1*,1™)
pp « Setup(1*,1™) ({ski};g[n)> msk) < KeyGen(pp)
({ski};c(n)» msk) < KeyGen(pp) o AQCO'(-)yQEnC(nw-w)»QKeyD(')(pp)

o AQEHC(-mw),QKeyD(-)(pp7 {ski}iccs) Output: « if Condition (*) is satisfied,

Output: « if Condition (*) is satisfied, or a uniform bit otherwise

or a uniform bit otherwise

Fig. 1. Security games for MCFE

sta-one-IND <——— sta-pos-IND «————— sta-any-IND

f f t

adt-one-IND <——— adt-pos-IND «———— adt-any-IND

Fig. 2. Relations between the MCFE security notions (arrows indicate implication or being “a stronger security notion
than”)

We summarize the relations between the six security notions in Fig. 2. Multi-input functional encryption
(MIFE) and functional encryption (FE) are special cases of MCFE. MIFE is MCFE without corruption,
and FE is the special case of n = 1 (in which case, MIFE and MCFE coincide as there is no non-trivial
corruption). Therefore, for single-input FE schemes, sta-any-IND = adt-any-IND = any-IND corresponds
to the secret-key version of the standard adaptive indistinguishability notion used in [ALS16|. The security
notions considered in [CDG™18a| are actually xx-pos-IND and so are the MIFE notions of [ACFT18|. An
xx-one-IND MCFE is also called a one-time secure scheme.

2.2 Decentralized Multi-Client Functional Encryption

Now, we introduce the definition of decentralized multi-client functional encryption (DMCFE) [CDG"18a].
As for our definition of MCFE, we separate the algorithm Setup which generates public parameters defining
in particular the set of functions, from the algorithm KeyGen (see Remark 2.2).

Definition 2.4. (Decentralized Multi-Client Functional Encryption) Let F = {F,}  be a family
(indexed by p) of sets F, of functions f: Xp1 X -+ x X, — V,.Let Labels = {0,1}" or {L} be a set of
labels. A decentralized multi-client functional encryption scheme (DMCFE) for the function family F and the
label set Labels is a tuple of siz algorithms DMCFE = (Setup, KeyGen, KeyDerShare, KeyDerComb, Enc, Dec):

Setup(1*,1™) is defined as for MCFE in Definition 2.1.

KeyGen(pp): Takes as input the public parameters pp and outputs n secret keys {Ski}ie[n]'

KeyDerShare(pp, sk;, f): Takes as input the public parameters pp, a secret key sk; from position i and a
function f € F,, and outputs a partial functional decryption key sk; r.

KeyDerComb(pp, sk ¢, . ..,sky ): Takes as input the public parameters pp, n partial functional decryption
keys ski f,...,skn 5 and outputs the functional decryption key sky.

Enc(pp, sk, x;, £) is defined as for MCFE in Definition 2.1.

Dec(pp, sky,cti s, ..., Ctye) is defined as for MCFE in Definition 2.1.

A scheme DMCFE s correct, if for all \,n € N, pp < Setup(1*,1"), f € Fp, £ € Labels, z; € X, ;, when
{Ski}ie[n] < KeyGen(pp), sk; s < KeyDerShare(sk;, f) for i € [n], and sky < KeyDerComb(pp,ski g, ...
skn,r), we have

)

Pr [Dec(pp, sk, Enc(pp,ski, z1,¢), ..., Enc(pp,skn, zn, £)) = f(z1,...,2,)] =1 .



We remark that there is no master secret key msk. Furthermore, similarly to [CDG"18a], our definition
does not explicitly ask the setup to be decentralized. However, all our constructions allow for the setup to
be easily decentralized, at least assuming that the original schemes have such a property in the case of our
compilers.

We consider a similar security definition for the decentralized multi-client scheme. We point out that
contrary to [CDGT18a], we do not differentiate encryption keys from secret keys. This is without loss of
generality, as corruptions in [CDG™18a] only allow to corrupt both keys at the same time.

Definition 2.5. (Security of DMCFE) The xx-yy-IND security notion of an DMCFE scheme (xx €
{sta,adt} and yy € {one, any, pos}) is similar to the one of an MCFE (Definition 2.3), except that there is
no master secret key msk and the key derivation oracle is now defined as:

Key derivation oracle QKeyD(f): Computes sk;  := KeyDerShare(pp,sk;, f) for i € [n] and outputs
{Skiaf}ie[n]'

2.3 Inner-Product Functionality

We describe the functionalities supported by the constructions in this paper, by considering the index p of
F in more detail.
The index of the family is defined as p = (R,n,m, X,Y’) where R is either Z or Zj, for some integer L,
and n,m, X,Y are positive integers. If X, Y are omitted, then X =Y = L is used (i.e., no constraint).
This defines F, = {fy,,....y,. : (R™)" = R} where

n

fyl,...,yn(mlv e 7mn) = Z<x77yl> = <CC,y> )

i=1

where the vectors satisfy the following bounds: [lz;|,, < X,[lyill, <Y for i € [n], and where z € R™"
and y € R™™ are the vectors corresponding to the concatenation of the n vectors 1,...,x, and y1,...,Yn
respectively.

2.4 Symmetric Encryption

For our second compiler (Section 4.1), we make use of a symmetric encryption scheme SE = (Encsg, Decsg)
that is indistinguishable secure under chosen plaintext attacks (IND-CPA) and whose keys are uniform
strings in {0,1}" as defined by [BDJRI7].

Encse(K, 2): Takes as input a key K € {0, 1}/\ and a message = to encrypt, and outputs the ciphertext ct.
Decse (K, ct): Takes as input a key K and a ciphertext ct to decrypt, and outputs a message .

We denote with Advg\EIB{CPA()\) the advantage of an adversary guessing (3 in the following game: the challenger

picks K « {0,1}" and gives A access to an encryption oracle QEnc(z?,z}) that outputs ct = EnCSE(K,w?)

on a query (z°, z1).

3 From MCFE to DMCFE

In this section, we describe our first compiler which allows the decentralization of MCFE schemes that satisfy
an additional property, called special key derivation. We start by defining this property and showing that
existing schemes from [ACFT18 CDG™"18a| satisfy it. Next, we describe the compiler and prove its security
when the underlying modulus of the special key derivation property is prime. Finally, we extend the proof
to the case where this modulus is a hard-to-factor composite number.



3.1 Special Key Derivation Property

Definition 3.1 (MCFE with Special Key Derivation). An MCFE scheme MCFE = (Setup, KeyGen,
KeyDer, Enc, Dec) for a family of functions F and a set of labels Labels has the special key derivation property
modulo L if:”

— Secret k’eys sk; generated by KeyGen have the following form: sk; = (i, s;, {uf}ke[n]), where s; € {0,1}7,
and u € Z7, and Kk and m are positive integers implicitly depending on the public parameters pp.

— sky KeyDer(pp7 msk, f) outputs sky = ({Si»f}ie[n]’ {dklfc}ke[ﬁ]), where s; ¢ is a (polynomial-time) func-
tion of pp, i, si, and f, while:

n
dkf = (uf yf ) = (Wb o} |
i=1
where yff € ZW is a (polynomial-time) function of pp, i, and f, and u* and y’; are the vectors in Z7'"

corresponding to the concatenation of the vectors {uf} €] and {y* f} respectively.

i€[n]

Without loss of generality for MCFE with the special key derivation property, we can suppose that
msk = {sk;} icn]” We also remark that we do not require any property of the family of functions F and that
our compiler could be applicable to more general MCFE than inner-product ones.

3.2 Instantiations

The MCFE construction of Chotard et al. [CDG™18a, Section 4] satisfies the special key derivation property
modulo L = p (the order of the cyclic group), with x = 2 and y’]’% =y, when f:z— (x,y).

The generic constructions of Abdalla et al. [ACFT18, Section 3| (both over Z and Zy,, see also Section 5)
satisfy the special key derivation property modulo L (where L is the modulo used for the information-
theoretic MIFE/MCFE with one-time security) with y’fc = y. The instantiations from MDDH, LWE, and
Paillier (JACFT18, Section 4]) use L = p the prime order of the cyclic group, L = ¢ the prime modulo for
LWE (we need L = ¢ to be prime for our compiler), L = N = pq the modulus used for Paillier respectively.

3.3 Compiler for Prime Moduli

We start by presenting our compiler from MCFE schemes with the special key derivation property modulo
a prime L in Fig. 3. Correctness follows directly from the fact that:

dezf_z zayﬁf>+z<vfay]}>

i=1 i=1

= dk sz,yf = dkj + (0, y%) = dkj .

We insist on the fact that while vectors u} and yf ¢ are m-dimensional, vectors v¥ and y’} are (mn)-
dimensional.
We have the following security theorem.

Theorem 3.2. Let MCFE = (Setup, KeyGen, KeyDer, Enc, Dec) be an MCFE construction for a family of
functions F and a set of labels Labels. We suppose that MCFE has the special key derivation property modulo
a prime L. For any xx € {sta,adt} and any yy € {one, pos,any}, if MCFE is an xx-yy-IND-secure MCFE
scheme, then the scheme DMCFE' depicted in Fig. 3 is an xx-yy-IND-secure DMCFE scheme. Namely, for
any PPT adversary A, there exist a PPT adversary B such that:

Adviure A (A n) < AdviiE s (A n)
7 The integer L can depend on the public parameters pp.



M KeyDerShare’ (pp, sk, f) :
Return Setup(lx, 1) Parse sk; = (ski, {’Uf}ke[n])

For k € [K’}? dkf,f = <uf7yf,f> + <’Uf,’y?>

KeyGen’ : /
KeyGen'(pp) : Return sk, ; := (s, {dkt 1}, )

({ski};g[n)> msk) < KeyGen(pp)
Recall that sk; = (i, s, {u?}ke[m]) KeyDerComb'(pp, {Sk;’f}ie[n]) :

For k € [k]: /
[x] . o Parse {sk; ; = (si,, {dkf’f}kE['ﬁ])}ie
Fori € [n—1], vi < Zj

n—1
k k
v, = — E v; mod L
i=1

(n]

For k € [x], dkf := > dki;
i=1

r_ . k
Return {sk = (ski, {0} },c)} Return sk = ({s1.f }ipn)r {dks}yepp)
i ) i S kelk

i€[n]

Dec’(pp, sk, {ctieticiny)

Encl(ppv Sk;7 Tiy g) :
Parse sk; = (sk;, {vf}ke[ﬁ])

Return Dec(pp, sk, {ctietici)

Return ct; ¢ < Enc(pp, ski, x4, £)

Fig. 3. Compiler from MCFE to DMCFE’: s; s is a function of pp, i, s;, f and yf’f is a function of pp, i, f, and k.
M = mn.

Below, we provide a proof sketch of the theorem. The formal proof is in Appendix A.1.

Proof (Theorem 3.2 — sketch). In this sketch, we focus on a setting without corruption and where L is a
prime number. For the sake of simplicity, we also suppose that x = 1 and s; y is an empty string, so that we
can omit the superscript k& and we have sk ; = dk; y = (us, i 5) + (vi, y ). We can define uj € Zg, to be u;
“padded with 0” so that we can write: (u;,y; s) = (u,yy) (recall that y, is just the concatenation of the
vectors y;, 5 for i € [n]). Thus we have:

ski ;= dki g = (uj,ys) + (vi,y5) = (uj +v5,95) .

Now, we remark that from keys dk; , for g € {f1,..., fy}, one can compute the key dk; s for any f such that
Yy is in the subspace generated by yy,,...,yy,. Indeed, if y = Z?Zl Wj-yy,, for some i, ..., pg € Zg, then:
dkip =227y - dkig,.

Let S be the set of functions f queried to QKeyD such that the family of vector {ys} res s linearly
independent. We compute the dk; ¢ of linearly dependent functions as outlined above. We now look at linearly
independent functions. As the vectors v; are uniformly distributed under the constraints Y., v; = 0 (by
definition of Setup’), linear algebra ensures that the values {(v;, y 137 cln],fes are distributed uniformly under

the constraints >, (v;,ys) = 0 for f € S. Thus, from Section 3.3, we get that for any f € S, {dk; s}

. o . i€[n]
is a fresh additive secret sharing of

n n

D dkip=> (uhyr) = (uiyig) =dks
=1

i=1 i=1

and hence can be simulated knowing only dk; = KeyDer(msk, f) (but not the vectors u; themselves, which are
parts of the secret keys sk;). In other words queries to the oracle QKeyD(f) in the security game of DMCFE’
can be simulated just from KeyDer(pp, msk, f) (or equivalently just from queries to the oracle QKeyD(f) in
the security game of MCFE).

Thus, we have a perfect reduction from the security of DMCFE’ to the security of MCFE. O

10



3.4 Extension to Hard-to-Factor Moduli

We can extend the previous scheme to moduli L which are hard to factor. This is required for the Paillier
instantiation from [ACF*18, Section 4.3].
Let us provide formal details.

Definition 3.3 (Factorization). Let GenL be a PPT algorithm taking as input the security parameter 1*
and outputing a number L > 2. We define the experiment Factorgen (A, A) for an adversary A as follows: it
outputs 1 if on input L < GenL(1"), the adversary outputs two integers Ly, Ly > 2, such that Ly - Ly = L.
The advantage of A is Advgiitf7rA(A) = Pr[FactorgenL (A, A)]. Factorization is hard for GenlL if the advantage
of any PPT adversary A is negligible in A.

We have the following security theorem proven in Appendix A.2.

Theorem 3.4. Let MCFE = (Setup, KeyGen, KeyDer, Enc, Dec) be an MCFE construction for an ensemble of
functions F and a set of labels Labels. We suppose that MCFE has the special key derivation property modulo
an integer L, which is part of the public parameter pp and generated as L < GenL(1) in the setup, for some
polynomial-time algorithm. We assume that factorization is hard for GenL. For any xx € {sta,adt} and any
yy € {one, pos, any}, if MCFE is an xx-yy-IND-secure MCFE scheme, then the scheme DMCFE’ depicted in
Fig. 3 is an xx-yy-IND-secure DMCFE scheme. Namely, for any PPT adversary A, there exist two PPT
adversaries B and B’ such that:

AdVEEEETR (A, n) < AdVRaR s D (A n) + 2 - Adveas (A)

4 From xx-pos-IND to xx-any-IND Security

We present two compilers transforming pos-IND-secure MIFE, MCFE, and DMCFE schemes into any-IND
schemes. These compilers essentially force the adversary to ask for at least one ciphertext per position ¢ (and
per label, for labeled schemes).

The first compiler works for sta-pos-IND and adt-pos-IND-secure schemes without labels (Labels = {L})
and only requires an IND-CPA symmetric encryption scheme to work. We prove it for the adt-pos-IND case
as the proof for sta-pos-IND is simpler. The second compiler supports labeled schemes, but is in the random
oracle model. Although our presentation is for DMCFE, the compilers can be adapted to work for MCFE
schemes in a straightforward way.

Regarding efficiency, both compilers add 2n — 1 symmetric keys (i.e., A-bit strings) to each secret key sk;,
and n symmetric keys to each ciphertext ct; (plus the overhead due to symmetric encryption, which can be as
low as A bits using stream ciphers for example). (Partial) functional decryption keys and public parameters
are unchanged. For the first compiler, the computational complexity overhead essentially consists in one
symmetric encryption of the original ciphertext for functional encryption, and n symmetric decryptions
for functional decryption. The second compiler uses a specific encryption scheme based on hash functions
(modeled as random oracles) which requires 2n — 1 hash function evaluations in addition to the encryption
algorithm.

4.1 Compiler for DMICFE Schemes without Labels

The compiler without labels is described in Fig. 4. where SE is an IND-CPA symmetric-key encryption
scheme. We show the following security theorem.

Theorem 4.1. Let DMCFE = (Setup, KeyGen, KeyDerShare, KeyDerComb, Enc, Dec) be an adt-pos-IND-se-
cure DMCFE scheme without labels (Labels = {L}) for a family of functions F. Let SE = (Encsg, Decsg)
be an IND-CPA symmetric-key encryption scheme. Then the DMCFE scheme DMCFE’ = (Setup’, KeyGen',
KeyDerShare’, KeyDerComb', Enc’, Dec’) described in Fig. 4 is an adt-any-IND-secure DMCFE scheme. Name-
ly, for any PPT adversary A, there exist PPT adversaries B and B’ such that:

adt-any-IND adt-pos-IND IND-CPA
AdVpycrE A (An) <Advpydee s (An) +n - Advge g (A) -

11



Setup’(1*,17) : KeyDerShare' (pp, ski, f) :
Return pp « Setup(1*,1™) Parse sk; = (sk;, Ki, {ki ;, Kii}jem)
Return sk; s < KeyDerShare(sk;, f)

KeyGen'(pp) :

{ski};epn) < KeyGen(pp) KeyDerComb’ (pp, {sk; Sicm)

For i € [n] : sk := KeyDerComb(pp, {Skiﬁf}ie[n])
Kityooskin {0,117 Return sky
Ki = @jemki,j

Return {sk; = (sks, Ks, {ki,j, kj,i}je[n])}ie[n] Dec’(pp, sky, cty, ..., ctn) :
Parse {ct; = (ct}, {kisitjem)t

, , 1€[n]
Enc (pp7 Ski7 xl) :

For ¢ € [n] :
Parse sk; = (ski, Ki, {kij, Kji}jcpn)) Ki = ®jemiki;
ct; < Enc(pp, ski, z;) ct; < Decse(Ks, ct})
ct; + Encse(Ki, cti) Return Dec(pp, sk, ct1, ..., cty).

Return (ctj, {kiitjem)

Fig. 4. Compiler from an xx-pos-IND DMCFE DMCFE without labels into an xx-any-IND DMCFE DMCFE’ using
an IND-CPA symmetric-key encryption scheme SE

Proof. An encryption query on the i-th slot is denoted as (z?,z}).
In the proof we need to consider two different cases:

1. In all uncorrupted positions i ¢ CS, at least one query has been made, Q; > 1.
2. In an uncorrupted position i ¢ CS, zero queries have been made, Q; = 0.

We begin our proof by considering the first point.

Lemma 4.2. Let DMCFE = (Setup, KeyGen, KeyDerShare, KeyDerComb, Enc, Dec) be an adt-pos-IND-se-
cure DMCFE construction without labels (Labels = {_L}) for a family of functions F. Let SE = (Encsg, Decsg)
be a symmetric-key encryption scheme. Then the DMCFE scheme DMCFE' = (Setup’, KeyGen’, KeyDerShare’,
KeyDerComb’, Enc’, Dec’) described in Fig. j is adt-any-IND secure. Namely, for any PPT adversary A
restricted to make Q; > 1 for all i ¢ CS there exist a PPT adversary B such that:
Advicrs i (A n) < AdvpydE s P ()

Proof. We construct an adversary B3 against the adt-any-IND security of the scheme DMCFE’. B generates
Ki1,.-.,kin and K; for every i € [n].

If A aks a query QCor’(i), B asks a query QCor(i) to its own corruption oracle to obtain the key sk; and
uses it to create sk}, which gets forwarded to A.

When the adversary A asks a query QEnc’(i, 29, x}), B directly forwards it to its own encryption oracle.
It receives ct; < Enc(pp,ski,xf) as a result and uses K; to generate ct] < Encsg(K;, ct;). This ciphertext
gets concatenated with the key shares of the symmetric encryption scheme {kj,i}j €n and sent to A as an
answer to the encryption query.

If A asks a query QKeyD'(f), B forwards it to its own oracle to receive sk; ¢, which gets forwarded to A.

It is straightforward to see that the adversary B perfectly simulates the security game for DMCFE’ to A.
Hence, we have:

adt-any-IND adt-pos-IND
AdVpycrer 4 (A;n) < Adv VDMCFE,B (An) .

12



We continue with the consideration of the second point.

Lemma 4.3. Let DMCFE = (Setup, KeyGen, KeyDerShare, KeyDerComb, Enc, Dec) be a DMCFE construc-
tion without labels (Labels = {1}) for a family of functions F. Let SE = (Encsg, Decsg) be an IND-CPA
symmetric-key encryption scheme and let Q; = 0 for at least one ¢ ¢ CS. Then the DMCFE scheme
DMCFE" = (Setup’, KeyGen’, KeyDerShare', KeyDerComb', Enc’, Dec’) described in Fig. 4 is adt-any-IND-
secure. Namely, for any PPT adversary A, there exists an adversary B’ such that:

AdVELERE TP (A, n) < - Adveg 5T (V)
Proof. We prove this part by using a hybrid argument. We define the games Gq,...,G, in Fig. 5.

Gi(\,n, A):

&8 ={}

pp < Setup(1*,1™)

(ski, Ki, {kij kii}jepny)ictn) < KeyGen'(pp)

a « AQEe (5:),QKeyD (+),QCor (‘)(pp)

QEnd’ (i, z}, x})
Add i to £S
If i ¢ (CSUES), kji +r {0,1}* for all j € [n]\ CS
If i < t, return(Encse (K, Enc(pp, sk}, 23)), {kiitjem)
If 4 > t, return(Encse (K;, Enc(pp, sk, z;)), {kii}jepm)

QKeyD'(y)
Return {sk; ; + KeyDerShare(pp, Ski’f)}ie[n]
QCor’(7)
Ifi ¢CS
kij +r {0,1} for all j € [n] \ (CSUES), s.t. Ki = Bjepmiki;
Ifi¢ES
kji <r {0,1}* for all j € [n] \ (CS U {i})
Return (skq, Ky, {ki,j, kji}

jE["])

Fig. 5. The description of the hybrid used for the reduction to the symmetric-key encryption scheme in Lemma 4.3.

Due to the definition of the game it holds that: Game Gy corresponds to the experiment adt-any-
INDBMCFE for =1 and G,, to the experiment adt—any—INDgMCFE for f = 1 therefore using the triangular
inequality, we get:

AdvE R P (A n) < 3 (Win$ (A n) — Win% (A, n)].
t=1

We then conclude by showing that for any ¢, there exists an adversary B; such that

IWinS ™t (A, n) — Win§ (A, n)| < Advir 54 (V).
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The adversary B’ of the statement then just picks ¢t € [n] and simulates B;. The standard details are omitted
here. The adversary B; against the IND-CPA security of the symmetric encryption scheme behaves in the
following way:

In the first step, B; generates the keys K; and also samples sk; for all ¢ € [n] \ {¢t} by running the key
generation algorithm of DMCFE.

We denote by £S the set of positions ¢ in which encryption queries have been made.

If A corrupts a position i # ¢, the adversary B; samples random values k; ; for all j € [n]\ (CSUES) such
that K; = @jc[nki,;- If the position i has not been corrupted before and if no encryption query has been
asked in this position (i.e. ¢ ¢ CSUES), then B, samples random values k; ; for all j € [n]\ (CSU {i}). If the
adversary A asks a corruption query QCor’(t), the adversary B; directly outputs a random value r < {0, 1}.
This is due to the fact that, if party ¢ is corrupted the games G;_; and G; are the same. This results in an
advantage equal to 0.

Whenever A asks a query QEnc’ (i, 29, x}) we consider three different cases. In the first case, A queries the
encryption oracle for i < ¢, then B; generates Encsg(K;, Enc(pp, sk;, 2)) using the key K;. The same happens
for queries with i > ¢, but with z} instead of z¥, i.e. Encsg(K;, Enc(pp,sk;,z})). In the case that A asks
a query QEnc'(t, 29, 2}), B; generates (Enc(pp, sk, z?), Enc(pp, sks, 1)) and sends it to its own encryption
oracle to receive EnCSE(EnC(pp,skt,xf)). If no encryption has been asked in the position i before and if 4
is not corrupted (i.e., i ¢ (CS U ES)) then we sample k;; for all j € [n] \ CS. If i € (CSUES) then the
values k; ; have already been sampled for all j € [n]. The ciphertext Encsg(K;, Enc(pp, sk;, 7)) together with
kji,Vj € [n] are then sent to A in the last step.

If A asks a key derivation query QKeyD'(f), B; uses the public parameters pp and the keys {sk;, f}

to generate {sk; ; - KeyDerShare(pp, sk;, f)}
The reduction shows that for all ¢ € [n]:

i€[n]

) as a response for A.
1€[n] p A

Win% ™ (A, ) — Win§ (A, n)| < Adves 572 ()
This results in:

ST IWinG T (A n) = Win§ ()] < Y AdvERRTA()
t=1

t=1

Theorem 4.1 follow from the two above lemmas. O

4.2 Compiler for Labeled DM CFE Schemes

We now present the compiler supporting labels in Fig. 6, where Hy : {0,1}* — {0,1}* and H, : {0,1}" —
{0, 1}‘Cti| are two hash functions modeled as random oracles in the security proof. We formally prove the
following security theorem in Appendix B.

Theorem 4.4. Let DMCFE = (Setup, KeyGen, KeyDerShare, KeyDerComb, Enc,

Dec) be an adt-pos-IND-secure DMCFE scheme for an ensemble of functions F and set of labels Labels.
Then the DMCFE scheme DMCFE’ = (Setup’, KeyGen’, KeyDerShare’, KeyDerComb’, Enc’, Dec’) described in
Fig. 6 is an adt-any-IND-secure scheme. Namely, when the hash functions H; and Hy are modeled as random
oracles, for any PPT adversary A there exist a PPT adversary B such that:

adt-any-IND adt-pos-IND
AdVDMCFE',A (An) < Advpyicre 5 (A,n)

2qn, + (2n + 1) : <QH2QQEnc + Q%Enc)
+ o )

where gu, , gH,, and gQenc are the numbers of queries to the oracles Hi, Ha, and QEnc respectively.

A high-level overview of the proof of this theorem can be found in Section 1.2.
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Setup’(1*,17) : KeyDerShare’ (pp, sk;, f) :

Return pp « Setup(1*,1") Parse sk; = (sk;, {ki,;, Kjitiem))
KeyGen/(pp) : Return sk;,f — KeyDerShare(pp,sk;7 f)
{ski};c(n) < KeyGen(pp)
For i € [n] : KeyDerComb'(pp, {Sk;,f}ie[n]) :

Kty kin + {0,1} sky := KeyDerComb(pp, {ski.r};c(,)
Return {ski = (ski, {ki,;j kjﬁi}je[n])}ie[n] Return sky
Enc’(pp, sk, zi, £) : Dec’(pp, sk, ct, ..., cty) :
Parse sk; = (ski, {kij,kj.i};cpn) Parse {cti’ = (cti,mi {kjiedjepm) b,
ct; «+ Enc(pp, ski, z;) For i € [n] :
For j € [n] : Kie = ®jemiki,je

ki e := Hu(kisléll5]1€) ct; = ct; © Ha(Kie|lr:)

Kjie := Hi(k;s[|7]|2]1€) Return Dec(pp, sky, cty, ..., cty).

Kie := ®jemki,je
ri {0, 1} et} = cti ® Ha(Kiers)
Return (ct),rs, {kjie}

J'E["])

Fig. 6. Compiler from an xx-pos-IND DMCFE DMCFE with labels into an xx-any-IND DMCFE DMCFE’ with labels,
where Hy : {0,1}" — {0,1}* and Hy : {0,1}* — {0,1}/*! are two hash functions modeled as random oracles in the
security proof.

5 Security of the MCFE from Abdalla et al. against Adaptive Corruptions

In this section, we prove that the MIFE scheme by Abdalla et al. [ACF'18] is also secure against adaptive
corruptions, when their unique encryption and secret key is split into individual secret keys for each party
in a natural way®, as described in Fig. 7 and Fig. 9.

For simplicity, we focus here on the bounded-norm MIFE case since the construction over Zj, can be easily
adapted from it. Towards this goal, Section 5.1 first recalls the definition of FE with two-step decryption and
linear encryption. Next, Section 5.2 recalls the other building block, an sta-one-IND-secure MCFE scheme
for F,,p = (Z,,n,m, L, L). Finally, Section 5.3 recalls the MCFE construction from [ACF*18§].

5.1 Inner-Product FE with Two-Step Decryption and Linear Encryption

The [ACF*18] construction extends a one-time secure MIFE scheme over Zy, to a many-time secure MIFE
scheme over Z. This extension relies on a single-input FE scheme for F,, p = (Z,1,m, X,Y) satistying two
properties, called two-step decryption and linear encryption [ACFT18]. As indicated in [ACFT 18|, the two-
step decryption property informally says that the FE decryption algorithm can be broken in two steps: one
step that uses the secret key to return an encoding of the result and the other step that returns the actual
result (@, y) as long as the bounds ||#||oc < X, ||y||cc <Y hold. The linear encryption property, on the other
hand, informally states that the FE encryption algorithm is additively homomorphic. We now recall these
definitions more formally.

8 Note that the schemes in [ACF 18] were presented as a MIFE scheme with a unique encryption and secret key. It
is however straightforward to split the encryption key and secret key into a key sk; for each party.
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Definition 5.1 (Two-step decryption [ACFT18]). A secret-key FE scheme FE = (Setup,KeyGen,
KeyDer, Enc, Dec) for the function ensemble F,,p = (Z,1,m, X,Y) satisfies the two-step decryption property
if it admits PPT algorithms Setup”, Decy, Decy and an encoding function £ such that:

1. For all A € N, Setup*(1*,1™) outputs pp where pp includes p = (Z,1,m, X,Y) and a bound B € N, as
well as the description of a group G (with group law o) of order L > 2-n-m-X -Y, which defines the
encoding function € : Zyp, X 7 — G.

2. For all msk «+ KeyGen(pp),z € Z™, ct + Enc(pp, msk,x),y € Z™, and sk < KeyDer(msk,y), we have

Decy (pp, sk, ct) = £({x, y) mod L, noise) ,

for some noise € N that depends on ct and sk. Furthermore, it holds that Pr[noise < B] = 1 — negl()),
where the probability is taken over the random coins of KeyGen and KeyDer. Note that there is no
restriction on the norm of (x,y) here.

3. Giwen any v € Zr,, and pp, one can efficiently compute E(7,0).

4. The encoding & is linear, that is: for all vy, € Zy,, noise, noise’ € Z, we have

E(, noise) o £(v/, noise’) = £(v ++' mod L, noise + noise’) .
5. Forally<2-n-m-X-Y, and noise < n - B, Deca(pp, (v, noise)) = 7.

Definition 5.2 (Linear encryption [ACF118]). A secret-key FE scheme FE = (Setup, KeyGen, KeyDer,
Enc, Dec) is said to satisfy the linear encryption property if there exists a deterministic algorithm Add that
takes as input a ciphertext and a message, such that for all x, &' € Z™, the following are identically dis-
tributed:

Add(Enc(pp, msk, @), '), and Enc(pp, msk, (z + =’ mod L)) .

Recall that the value L € N is defined as part of the output of the algorithm Setup™ (see the two-step decryption
property above).

5.2 One-Time Inner-Product MCFE over Zj,

We recap the one-time secure scheme provided by Abdalla et al. [ACFT 18] in Fig. 7, to which we made the
following modifications. First, our description does not need a setup procedure Setup®, which now simply
defines (n,m, L). Second, the steps of the original Setup®* in Abdalla et al. [ACF*18] are now defined in
the KeyGen®* procedure. When doing so, we also split their unique secret key into individual secret keys for
each party. Since these modifications do not impact the correctness of the scheme, we refer to [ACFT18] for
a proof of correctness. As for its security with respect to adaptive corruptions, we need to modify the proof
of Abdalla et al. [ACF 18| to account for corruption queries.

Theorem 5.3. The MCFE®* scheme in Fig. 7 is adt-one-IND secure. Namely, for any adversary A,
Ad adt-one-IND A) =0
VMCFER, A (A) =
Proof. Let A be an adversary against the adt-one-IND security of the MCFE®" scheme with advantage
ot ot

Advﬂ,,dct'FoEré?;IL\ND(/\). Let sta—one—sel—IND?;ACFE (A\,n,B) be a variant of the sta—one—INDg'CFE (A, n,B) exper-
iment in which the selective adversary B additionally specifies the encryption challenges {wi’} icn,be{0,1}
together with the corrupted set at the beginning of the experiment. (Recall that there is a single challenge

per slot.)
We use complexity leveraging to transform A into a selective adversary B such that:

AVERSZEINP () < 277 (2X) 7 AV E ()

After adversary B made its guesses {mf}ie[n} be{0,1} and determined the set of corrupted parties, it simulates
A’s experiment using its own static and selective experiment. When B receives a challenge or corruption query
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Define ppy, = (n,m, L) KeyDer® (pp,;, msk, ) :

Parse msk = {wi},c(,;, ¥ = (Y1,...,Yn)
ot .

KeyGen” (ppy) : Return dky = Y (w;, y:)

{witicp < (zi)" i€[n]

Return msk := {mski},c () = {wi};cy

DeCOt(ppotv dkyv Yy, {Ct’i}ie[n]) :

Enc® (pp,,, mski, @) : Parse y = (Y1,---,Yn)
Parse msk; = u; Return Z (cti, yi) — dky mod L
Return ct; := w; + ®; mod L i€[n]

Fig.7. One-Time Inner-Product MCFE over Z, (for F7',)

Hs(1), B) Ok(i, y)
(Cs, {m?}ie[n],be{o,l}) A B(1A7 1") | Parse y = (y1,...,yn)
For i € [n], sky = Z (wi — ,y:)
U; < Zzl; ct; < u; i€[n]
Ok (- Return sk
a+— B K ( )({ui}iecsﬁ{Cti}ie[n]) y
Output «

Fig. 8. Hybrid experiments for the proof of Theorem 5.3.

from A, it checks if the guess was successful: if it was, it continues simulating A’s experiment, otherwise, it
returns 0. When the guess is successful, B perfectly simulates A’s view.

Hence, to prove that MCFE®* satisfies perfect adt-one-IND security, we just need to prove that it satisfies
perfect sta-one-sel-IND security. In order to prove MCFE®" satisfies perfect sta-one-sel-IND security (i.e.,
Adviﬁzé',?élﬁ:%el'lND(/\) = 0), we introduce hybrid games Hz(1*, B), described in Fig. 8.

We prove that for all 8 € {0,1}, the hybrid Hg(1*,B) is identical to the experiment
sta—one—sel—INDg'CFEOt()\,n, B). This can be seen by using the fact that, in the selective security game, all
{xf € AS I
also holds for the corrupted positions 7 € CS, because in this case it holds that ac? =zl

Finally, we show that B’s view in HB(IA,B) is independent of 8. Indeed, the only information about 3

have identical distributions: {w; mod L}, and {u; — x’ mod L}, with w; < p Z7". This

that leaks in the experiment is (:BZB ,Yi), which is independent of 5 by the definition of the security game.
O

5.3 Inner-Product MCFE over Z

In Fig. 9, we recall the construction of [ACF*18] of a pos-IND-secure scheme MCFE = (Setup, KeyGen,
KeyDer, Enc, Dec) from the (one-IND-secure) MCFE scheme MCFE® = (KeyGen®, KeyDer®, Enc®*, Dec®™)
described in Section 5.2 and from any any-IND-secure scheme FE = (Setup®, KeyGen®, KeyDer®, Enc®, Dec™)
for a single input. As for the one-time scheme in Section 5.2, we also modified the KeyGen procedure in
[ACF*18] in order to split their unique secret key into individual secret keys for each party. Since these
modifications do not impact the correctness of the scheme, we refer to [ACFT18] for a proof of the latter. In
the following, we show that this construction allows for adaptive corruption.

Lemma 5.4. Assume that the single-input scheme FE is any-IND-secure and that the multi-client scheme
MCFE®* is adt-one-IND-secure. Then the multi-client scheme MCFE is adt-pos-IND-secure. Namely, for any
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Setup(1*,1™) :

pp; < Setup®(1*,1™)

Set ppy, := (n,m, L), with ps = (Z,1,m,3X,Y) and L implicitly defined from pp
Return pp = (pPy;; PPot)

KeyGen(pp) :
{ui}; ) + KeyGen™ (pp,,)

For i € [n], msk «+ KeyGen® (pp,), ski := (msk}, ;)
Return {sk; }

i€(n]

Enc(pp, ski, ;) :

Parse sk; = (msk,w;) and return ct; := Enc® (pp;, msk$ , Enc® (pp,;, i, ;)

KeyDer(pp, msk, y) :

Parse msk = {mskji,ui}ie[n], y= (Y1, --,Yn)
For i € [n], sk, < KeyDer® (pp,;, mskS, y:)
dky := KeyDer* (pp,y, {ui}ie[n]a Y)

Return sky := ({skiy};c(,)> dky)

Dec(pp, Sk'y: {Cti}z‘e[n]) :
Parse sky = ({Ski,y}ie[n]7dky)

For i € [n], £((w; + x4, y:) mod L, noise;) < Dec] (ppy;, ski,y, Cti)
Return Dec (ppy, £((u1 + @1, y1) mod L, noise)) o . ..
o0 E({un + @n, Yyn) mod L, noise, ) o E(—dky, 0))

Fig.9. Inner-Product for F,,p = (Z,n,m,X,Y) built from MCFE* for F,,pot = (Zr,n,m,L,L) and FE for
‘FﬂsHpSi = (Z7 1,77’7/, 3X7 Y)
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’Game‘ ct! ‘ justification /remark ‘

Go Enc(pp, ski, @77 — ! + ")

G1 Enc(pp, ski, 207 — 20! + |zt ) adt-one-IND of MCFE®**
E ,sk,| @ d — ! b fori < k

Gy | ENClPPoski| @ @i ), for i < any-IND of FE
Enc(pp, ski, 07 — 20! + &), for i > k

G2 Enc(pp’, ski,| 2,7 |) G2 = Gin

Fig. 10. Overview of the games to prove the security of the MCFE scheme.

PPT adversary A, there exist PPT adversaries B and B' such that

adt-pos-IND adt-one-IND any-IND
Advycrea (A n) < Adviicrest s (A n) + 1 Advegs (A, n).

Proof. To prove the security of the multi-client inner-product functional encryption scheme, we define a

sequence of games, where Gq is the adt-pos-INDYFE(\ n, A) game and Gy the adt-pos-INDYFE(X n, A)

game. A description of all the different games can be found in Fig. 10. We denote the winning probability of

an adversary A in a game G; as Wini"' (A, n), which is Pr[G;(\, n, A) = 1]. The probability is taken over the

random coins of G; and A. The encryption query j on the i-th slot is denoted as (az?’j , a:llj ).
We start our proof by considering the games Gg and G;

Lemma 5.5. For any PPT A, there exists a PPT adversary B such that

IWin% (A, n) — WinG (A, n)| < Advisgras s P (A, n) .
Proof. Compared to Gg, Gy replaces the encryptions of m?’j — :c?’l + :c?’l with the encryptions of m?’j — :c?’l +
ﬂ:ll ! for all of the slots ¢ under adaptive corruptions. This mirrors directly the distribution of the challenge
ciphertexts in Gg.

The adversary B simulates Gg to A using the audt—one—IND'/\;ICFE

experiment. In the beginning B generates

the parameters pp = (ppq;, PPor) < Setup(1*,17) and the keys mskS < KeyGen(ppy) for all the positions
i € [n]. Whenever A asks a query QKeyD'(y = (y1,-. ., Yn)), B uses its own key derivation oracle to get
dky = > ;¢ (@i, ¥s) and computes the keys sk; ,, < KeyDer™ (pp;, msk;', y;) for all the positions i € [n] on
its own and sends them to A.

For each position ¢ € [n], the first encryption query QEnc/(i,m?’l,mg’l) by A gets forwarded to the

- f’l), and returns

it to A. For all further queries (j > 1), B produces ct] by encrypting ()7 — &) + ct; o) mod L.

When A asks a query QCor’(7), it is necessary that m?’] = :c}’] holds for all the corruption queries that
A has asked before. In this case, B computes u; = ct; ot — m?’l and sends (msk?i, mpkji, u;) to A.

Finally, B outputs 1, if and only if A outputs 1. By the reasoning above, we can conclude that:

. 1 i
challenger. B receives ct; ot = u; +a;f’ as an answer, computes ct! = Enc™(ppg;, mski', u; +x

IWin% (A, n) — WinG (A, n)| < Advisres s P (A, n)

O
In the next step we consider game Gs. In this game, we change the encryption from Enc® (PP, msk?i, :c?] —
X! 4w + ) to Enc® (ppg, mskS, )7 — bt 4+ u; 4+ x') for all slots i and all queries 7.
To prove that G; is indistinguishable from Go we need to apply a hybrid argument over the n slots, using
the security of the single input FE scheme.
Using the definition of the games in Fig. 11, we can see that

WinS (A1) = Win§ (A, n)| = Y [WinG* =1 (A, n) = WinG* (A, n)|
k=1
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where G; corresponds to game Gj ¢ and whereas G, is identical to game Gy .
Now, we can bound the difference between each consecutive pair of games for every k:

Lemma 5.6. For every k € [n], there exists a PPT adversary By against the any-IND security of the
single-input scheme FE such that

WIS 1 (A, ) — WinG s (A, n)| < AdviEp g P (A, n)

Proof. Gy replaces the encryption of w?’j — a:?’l + :c}l with encryptions of mllj — :c}l + w%’l in all slots,
for ¢ < k. As already described in the preliminaries, it must hold that <w?’j — (B?’l, Yi) = (:lej — w;’l, y;) for
all queries. Hence (x)7 — 2! + 21! ;) = (@) 7 — ' + &' y;), and since [|&”7 — 2! + :l:}’1||DO < 3X
and H:czlj — :c}’l + :13;-[71 |l < 3X, using the linear encryption property, we can reduce the difference in the
winning probability of an adversary A in games Gy ;1 and Gy to the any-IND security of the single-input
scheme FE.

More precisely, we build an adversary B that simulates Gi.p—14+s to A when interacting with the un-
derlying any—INDgE experiment. In the beginning of the reduction, By receives the public parameters from

the experiment. The received key from the challenge is set to be mpks,‘;, corresponding to the k-th encryption
instance. In the next step, By randomly chooses u; € ZT* for all i € [n] and runs the KeyGen procedure to
get mskS for all i # k.

Whenever A asks a query QKeyD'(y), By computes dk, = Zie[n] (u;,y;) on its own and generates

sk,  KeyGen®(ppg, mskS, y;) for all i # k. To get the functional key sk, By queries its own key
derivation oracle on y; and outputs ({skw}ie[n],dky) to A.
0,5 1.3

For the encryption queries QEnc(i, x;”, x;”), By, proceeds in the following way:

— If i < k it computes Encsi(ppsi, mskj7 u; + x 7).

— If ¢ > k it computes Enc™(ppg;, mskS', ac?’J — ac?’l +u; + 93111)

— If i = k, By queries the encryption oracle on input (z,” — )" +x; ' 2} 7 — xp" + 2p") to get back
the ciphertext ctl := Enc®(ppg, ms Z',a:f’J - mf’l + ") from the any—INDIFgE experiment.” Then, By,

computes the ciphertext ct! = Add(cti'7 uy) and forwards it to A.

As in the security proof of the MIFE scheme in [ACF*18], we remark that by the two-step property Def-
inition 5.2, cti is identically distributed to Enc® (ppsi, mskzi, wi’ﬁ — miﬁ + $]1€,1 + ur, mod L), which is itself
equal to EncSi(ppsi7 msks, Encot(wi”g - xi”ﬁ + :1:,161))

In the case that the adversary A asks a corruption query QCor’ (k) for position k at any time, the adversary
By directly outputs a random value a <— {0,1}. This is due to the fact that, if position k is corrupted, then
the games G ;1 and G; ; are identical given that zc,lg’o = mi’l. This results in an advantage equal to 0 and
Lemma 5.6 trivially holds in this case. _

In the case that the adversary A asks a corruption query QCor’ (i) for i # k, By, simply returns (msk:', ;)
to A.

This covers the simulation of the game Gy ;_144. Finally, By outputs the same bit 8’ returned by A:
WinS 1 (X, 1) — WinGs (A, n)| < AdvERENP (A, ).
O

The proof of theorem follows by combining the statements in Lemma 5.5 and Lemma 5.6 and noticing that
the adversary B’ in the theorem statement can be obtained by picking ¢ € [n] and running B;. The standard
details are omitted here. O

9 As in [ACFT18], note that these vectors have norm less than 3X, and as such, are a valid input to the encryption
oracle. Furthermore, these queries are allowed, since as explained at the beginning of the proof: it holds that

(@ —adt y) = (@) — 2t y).
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G0(1*,A),m,[é;(ii:4f)j : Gir(1*,A) :

pp  Setup(1*,1™)
{ski}c(n) ¢ KeyGen(pp)

pp Setup(lA, 1m)
{ski}tic(n) ¢ KeyGen(pp)

"(+,+,-),QKeyD’ (+),QCor’ (-
o AQEnc/(<,4,4),QKeyD/(<),QC0|’/(>)(pp) o — AQEHC ( ),QKeyD’(+),QCo ()(pp)
Output: « Output: a
QEnc/(i mo (Bl) QEnC/(i,$07m1)
o ; If i <k return
Return Enc(pp, sk, 27 — 20! + 2") -

1,j 1,1 1,1
Enc(pp, ski,@;? — ;" + ;")

Return Enc(pp, sk, a:?J — m?’l + %11) Ifi > k return
i B e y 0,j 0,1 1,1
' Return Enc(pp, ski, )7 — @' + ") ! Enc(pp, sk, ;7 — 2, +x;")
i .}
QKeyD'(y) QWeyD'(y)
dky = Z <uiay’i>a
dky, = Z(u2 Yi) e
P ’ i€[n]
bor i :{:}] For i € [n],

ski,y KeyDerSi(pp7 mskS, Yi)

ki.y < KeyDer® (pp, mski, yi
SKi,y eyver (pp ms '!J) Return ({Skz,y}le[n],dky)

Return ({ski,y};c(,)» dky)

Fig.11. A more detailed description of how the games work.
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A Postponed Proofs for the Compiler from MCFE to DMCFE (Section 3)

A.1 Proof of Theorem 3.2

Before stating the formal proof of this theorem, we need some intermediate results. For any prime L, any
positive integer M, any set of vectors S C Z we define Vect({y} e ) to be the subspace generated by the
vectors y in S.

Lemma A.1. For any prime L, any positive integer M, and any vector u € Z]LVI, the games 1Po(L, M, u)
and IP1 (L, M, u) depicted in Fig. 12 are perfectly indistinguishable.

Proof (Lemma A.1). The proof in the “selective case” where the adversary outputs all its queries at the
beginning of the game follows from classical linear algebra. Since the two games are perfectly indistinguish-
able in this “selective case,” we get perfect indistinguishability by a “complexity-leveraging-like” argument,
similarly to what is done in the proof of Theorem 5.3. a

Lemma A.2. For any prime L, any positive integer M, and any vector u € ZILVI, the games IPCorq(L, M,
u) and IPCory (L, M, wu) depicted in Fig. 14 are perfectly indistinguishable.

Remark A.3. We have the following straightforward claim.

Claim. At any point in time in IPCorq (L, M, u) from Fig. 14, S is actually a basis of the vector space V
(i.e., vectors in S are linearly independent).

Thus, a way to pick v uniformly under the constraint:
Vy €5, dky = (u,y) + (v, y)
is to

1. Choose a set S C ZM such that S'NS = and S’ U S is a basis of Z} (it is possible since S is a base
of the subspace V' and hence vectors in S are linearly independent).

Choose random values for dk, € Zy, for y € §’.

3. Solve the linear system with indeterminate v:

o

Vy e SUS', dky = (u,y) + (v,y) .

Since S U S’ is a basis of ZM, this system has a unique solution.

IPO(L,M, u) I].:’1(L,]\47 u)

v« ZY S :=0. At any time: V := Vect({y},5)
Output: A (L, M, u) Output: AQIP(‘)(L, M, u)

QIP(y) QIP(y)
Set dky := (u,y) + (v, y) IfygVv
Return dky Add y to S

Set and return dky « Z}'
Else, find {py € Zr}, s sty = Z Py - Y,
y'es

Set and return dky = Z gy - dky
y'eSs

Fig.12. Games for Lemma A.1
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IPCoro.1(L, M, u) IPCoro.9(L, M, u)
v 7Y S = 0. At any time: V := Vect({y},c5)
Output: AOPO (L nr ) Output: A O-PO (L Ar )
QCor() QCor()
Return L if called more than once. Return L if called more than once.
For i € [M], dke, + QIP(e;) For ¢ € [M], dke; < QIP(e;)
w = (dke,, . .., dke,, ) € Z} w = (dkey, . .., dke,, ) € Z}"
Return w —u Return w —u
QIP(y) QIP(y)
Return L if called after QCor. Return L if called after QCor.
Set dky = (u,y) + (v,y) Ifyg¢Vv
Return dky Add y to S
Set and return dky + Z1
Else
Find {11 € Z1}, ¢
s.t.y= Z oy -y'
y'es
Set and return dky = Z oyt - dkyr
y'es

Fig. 13. Games for the proof of Lemma A.2

Proof (Lemma A.2). Let e; be the i-th vector in the canonical basis of Z}. We introduce two additional
games IPCorg (L, M,u) and IPCorg (L, M, u) defined in Fig. 13, where QCor is essentially implemented
using calls to the QIP oracle.

The result follows from the three claims below.

Claim. TPCoro(L, M, u) and IPCorg 1 (L, M, u) are perfectly indistinguishable.
Proof. This follows from the fact that since dke, = (u, e;) + (v, e;) = u; + v;, we have w = u + v. |
Claim. IPCorg 1 (L, M, u) and IPCorg o(L, M, u) are perfectly indistinguishable.

Proof. We can indeed perfectly simulate the QIP oracle of IPCorg 1 (L, M, u) and IPCorg 9(L, M, u) respec-
tively from the QIP" oracle of IPo(L, M, ) and IP;(L, M, u) respectively as follows: QIP(y)

— Return L if called after QCor.
— Set and return dk, := (u,y) + QIP'(y).

The fact that when QIP’ is from IPo(L, M,u), the result perfectly simulates QIP from IPCorg (L, M, u)
is straightforward. The fact that when QIP’ is from IP;(L, M,u), the result perfectly simulates QIP from
IPCorg.9(L, M, u) comes from the fact that if for all y’ € S: dk, = (u,y')+QIP'(y') and if y = doyes by Y’

then:
Z oy - dkyr = (u,y) + Z Hyr - QIP'(y") .
y'es y'es
We conclude the proof using Lemma A.1. O
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IPCoro(L, M, u) IPCor: (L, M, u)
v 73 S = 0. At any time: V := Vect({y}, )
Output: A 0-PO (L M w) | Output: AQCrO-QPC) (AT )
QCor() QCor()
Return L if called before Return L called before
Return v Pick v uniformly under the constraint:
Vy €5, dky = (u,y) + (v, 9)
Return v
QIP(y) QIP(y)
Return L if called after QCor Return L if called after QCor
Set dky 1= (1, 9) + (v, 3) Ity ¢V
Return dky Add y to S. Set and return dky + Z}"
Else
Find {y € Zr}, g sty = >y -y
y’'es
Set and return dky := Z gy - dkyr
y'es
Fig. 14. Games for Lemma A.2
Claim. TPCorg o(L, M, u) and IPCor; (L, M, u) are perfectly indistinguishable.
Proof. The proof is essentially a combination of Remark A.3 and the first claim. O

This concludes the proof of Lemma A.2.

Proof (Theorem 3.2). We focus on the adaptive case (xx = adt). The static case (xx = sta) is simpler. We
can deal with any yy € {one, pos,any}, as we are anyway forwarding the encryption queries directly to the
MCFE encryption oracle.

Case Kk = 1. We start by proving the case k = 1. This allows us to omit the superscript k. We define
M = mn.

We assume without loss of generality that the oracle QCor is only called once for each ¢ (as its output is
deterministic).

Let Gy and Gs correspond to the experiments XX—yy—INDBMCFE for 8 =0 and 8 = 1, respectively. We
prove the security by introducing two hybrid games G; and Gy (see Fig. 15), for which the only difference
with Gy and G3 respectively is in the definition of the key derivation oracle and corruption oracle.

We abuse notation as the set S and the corresponding subspace V', as well as the set of corrupted parties
CS potentially change at each oracle query QCor and QKeyD. But we still write them as S, V, and CS.

The proof follows from Lemmas A.4 to A.6 below.

Lemma A.4. Games Gy and Gy are perfectly indistinguishable, i.e., for any adversary A, Wini‘)(}\,n) =
WinS (A, n).
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Go, Gs : G1,Go:

S := (). Vectors v; are not initialized.

At any point in time: V = Vect({y,} )
and CS is the set of corrupted parties.

QCor(i) QCor(i)
Return skj := (4, s;, us, v;) Pick v; uniformly under the constraint
Vg € S, dki,g = (wi, Yi,g) + (vi, Yg)

7 .
Return sk; := (4, 83, ws, vs)

QKeyD(f) QKeyD(f)
For any i € [n], dky := (u,yy)
dki, ¢ == (Ui, yi,5) + (vi, yy) For any i € CS, dks,r := (ui, yi,r) + (vi, yy)
ski r = (si,f,dki,z) Ifys; ¢V,
Return {Skg»f}ie[n] Pick {dkivf}igcs uniformly under
the constraint Z dk,, s = dky
i€[n]
Add yy to the set S
Ify;eV
Find {u, € ZL}ges st.yr= Zﬂg Yy

geSs
Set dki s = Y pug - dkig
ges
Return {skgﬁf = (Si’f,dk@f)}ie

[n]

Fig. 15. Key derivation and corruption oracles in the games for the proof of Theorem 3.2

Proof. Let us suppose that we know in advance a non-corrupted party Pi«, i.e., i* € [n]\CS. We then remark
that both in Gy and Gy, we could compute dk;- ¢ in QKeyD(f) as:

dki- ; =dkg = > dkis
i
where dk; = (u,y).
For any i € [n], we define u € ZM to be the vector corresponding to the concatenation of 0 € Z17, ...,
0€Z], u;, 0€Z,...,0¢€ Z7. We have:
(wi, yip) = (ui, yys) -

We can perfectly simulate the oracles QCor and QKeyD of Games Gg and G respectively from the QCor
and QIP® oracles of n — 1 instances (for i € [n]\ {i*}) of IPCoro(L, M, u) and IPCor; (L, M, u) respectively
with u = u}, as follows: QIP(y)

— QCor(i) generate v; < QCor"().
— QKeyD(f) generate dk; s <= QIP*(yy) for i € [n]\ {i"} add dk- y = dky — >7,_;. dk; .

We conclude the proof by applying Lemma A.2. O
Lemma A.5. For any PPT adversary A, there exists a PPT adversary B such that:

IWinG (A, n) = WinG (A, n)| < Advicls (A, n)
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Proof. We remark that in Games G; and G, the values u; are not used directly by QKeyD(f) as long as
slot ¢ is not corrupted. Only the value dky is used, which is provided by the key derivation oracle for MCFE
(together with s; ), as sky = ({si,f},c(,-dks). When the slot 7 is corrupted, we need to learn u;, but the
corruption oracle of MCFE will give us this value, as w; is part of sk;. Thus, the reduction to xx-yy-IND
security of MCFE is straightforward. O

Lemma A.6. Gy and Gz are perfectly indistinguishable, i.e., for any adversary A, WinJGL‘2 (A\n) = Winj3 (\n).
Proof. The proof is similar to the one of Lemma A.4. a

This concludes the proof of the case k = 1.

General case (k > 1). The proof is similar, as we can see such a case as « parallel and independent executions
of the case k = 1, if we ignore the values which are independent of k, such as s; . a

A.2 Proof of Theorem 3.4
Before proving Theorem 3.4, let us state and prove the following extension of Lemma A.2:

Corollary A.7. Let IPCory (L, M, u) be defined as IPCory(L, M,w) in Fig. 1/ except that QIP(y) aborts if
the following condition is satisfied:

y s not in the subspace V = {y’}y,es generated by the previous queries but when performing the
Gaussian elimination over the matriz with rows {y'}, . sU{yT}, some rows do not have an invertible
pivot (a.k.a., leading non-zero coefficient).

(We note that this condition is never satisfied when L is prime.) Then for integer L > 2, any positive integer
M, and any vector u € Z3, the games IPCory(L, M,u) and IPCor’ (L, M, ) are perfectly indistinguishable.

Proof. The main difference is that we are now working with modules over a ring Zj,, rather than with vector
spaces over a field.

The proof is essentially the same as before, using a similarly modified Lemma A.1 (using similarly
modified games IP,(L, M, u) where QIP aborts as in IPCory (L, M, u)). We remark that that the condition
of non-abort implies that, at any point in time, the pivots of Gaussian elimination over the set S of vectors
y queried to QIP (and not leading to an abort) are all invertible element of Z,. Thus, S is not only always a
basis of V' = Vect(S), but S can also be extended into a basis SU S’ of ZM. Furthermore, S’ can be chosen
as a subset of the canonical basis {ei}ie[ mj Of 7M. This is essentially the only property we use in the proof
that is specific to vector spaces over fields, rather than modules over rings Zj,.

We point out that S might not even be a basis of V' = Vect(S) without the abort: if 2 divides M and
the first query to QIP is y; = (2,...,2), and the second query is y2 = (1,...,1), then ya ¢ Vect(y1). Thus
after the second query, S = {y1,y2}, which is not a basis as y; and y, are linearly dependent. O

Proof (Theorem 3./). The proof is similar to the one of Theorem 3.2. We directly consider the general case
k > 1. The main difference is the introduction of two games Gg 5 and Gg 5 which are similar to Gy and G3
respectively, except that QKeyD aborts when:

y’]? is linearly dependent of the vectors y’}, for previous queries QKeyD(f’) but when performing the

Gaussian elimination over the matrix with rows y];,T corresponding to the previous queries QKeyD(f")
and to f' = f, some rows do not have an invertible pivot (a.k.a., leading non-zero coefficient).

Using a similar proof as before, just replacing Lemma A.2 by Corollary A.7, we get the following claim.
Claim. For any PPT adversary A, there exists a PPT adversary B such that:

WinSe® — Win%| < Advigaiy s (A n)
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Finally, we have the following claims.
Claim. For any PPT adversary A, there exists a PPT adversary B’ such that:
IWin% — Win%?| < Advgiars (M)

Proof. The only difference between is when QKeyD(f) aborts. Let us consider the first aborting query.
Gaussian elimination as in the condition above yields a non-invertible non-zero element p € Zjs. The
greatest common divisor (ged) of u and M yields a non-trivial factor of M. O

Claim. For any PPT adversary A, there exists a PPT adversary B” such that:
IWin%® — Win%| < Advgaiz (A)
Proof. The proof is similar to the one of the previous claim. a

The theorem follows by combining B’ and B” into a single adversary flipping a coin b at the beginning
to decide whether it will behave as B’ or B”. O

B Proof for the Compiler from pos-IND to any-IND for Labeled DMCFE
Schemes (Section 4.2)

Proof (Theorem /4.4 ). For the sake of simplicity, we suppose that xx = adt. The proof for xx = sta is simpler.

Let Gy and G3 correspond to the experiments XX—yy—INDgMCFE for 8 = 0 and 8 = 1, respectively (see
Fig. 16 for the definition of the random oracles H; and Hy). We denote by v, the output length of the oracle
H,. We prove the security by introducing two hybrid games G; and Go (see Figs. 16 and 17).

Essentially in G; and Gg, the keys k; ; o and the ciphertexts ct; are generated uniformly at random on the
fly. The random oracles are programmed to explain these values, when the adversary corrupts a new slot ¢
or calls the QEnc oracle for a label £ in such a way that for all the 7, (); , > 0 after this call. In the latter
case, the programming of the random oracles is done by AdaptEnc.

We have the following claims which prove the result. The first claim is a straightforward reduction. The
last two claims come from bounding the probability of the event Abort, which comes from collisions.

Claim. For any PPT adversary A, there exists a PPT adversary B such that:
IWinG (A, n) = WinG (A, n)| < Advieie 5 (A, )
Claim.

2- qH, + (271 + 1) : (QH2 " gQEnc T qg)Enc)
22 ’

IWin% (A, n) — WinG (A, n)| <

Proof. Without loss of generality, we assume that the adversary only makes queries such that Condition (*)
(defined in Section 2 on page 6) is satisfied.

Let us consider the ¢-th query QCor(7) and bound the probability of the event Abort(1). Let j ¢ CS\{i},
we start by bounding the probability that HT; contains a key of the form k; ;|2]|j||* or k;;||7]|¢||*. Since k;_;
and k; ; are drawn uniformly random and independently from {0, 1}>‘7 for any key of HT; of the form /||| j]|x
or +'||j|/i||*, the probability that ' = k; ; or ¥ = k; ; is exactly 1/2*. Thus, by union bound, the probability
that HT; contains a key of the form k; ;i]|j||* or k;||j||¢]|* is at most:

GHy i + QH1 G
2X ’

where gy, ;; is the number of queries to H; of the form «'||¢[|j||* and g, j,; the number of queries of the
form «'[|7||é||*, respectively. (Even if keys of HT; are also added by the challenger and not only when the
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Go, G1,G2,Gs :

HT; and HT, are two empty arrays

H,(z) for v € {0,1}
If HT[z] does not exist, HT[z] «+ {0,1}"~
Return HT[z]

Gi4p for p€{0,1}:
pp + Setup(1*,1™)

{ski}icpn ¢ KeyGen(pp)
a<_AQCor(<),QEnc(-,-,-,»),QKeyD(»)(

PP)
Output: « if Condition (*) is satisfied,

or a uniform bit otherwise

QCor(7)
If already called for the same i, return same answer
Add i to CS
For all j ¢ (CS\ {3}),
Define k; j + {0,1}* and kj; «+ {0,1}*
Abort(1) if HT; contains a key of the form
il for j ¢ (CS\ {i})
For all previous queries QEnc(i, , x, £) for some ¢,
If QEnc(j,*, %, £) has not been queried for all j ¢ CS
Let (ct;, s, {kiietjem)
For all j ¢ CS where QEnc(j, %, *, £) has not been called,
Define k; j ¢+ {0,1}*
HT 1 [ki j [[2]]]1€] := ki j.e
Kie := @meniki,m,e
Abort(2) if HT2 contains a key of the form K; ¢|

ki, jll4ll7 1% or kjil

be the output of the QEnc(7, %, x, £) query

T
ct; « Enc(i,z?)
Set HT2[K; ¢||7i] := ct; @ cty
For all 7, £ if k; ;¢ is defined, set HT1[ki ;||2]|7]|€] := ki,j.e
For all j, ¢ if k; ; ¢ is defined, set HT1[k;:||7]12]|€] := kjs,e
For all labels ¢ such that QEnc(j, *, %, ) has been queried for all j ¢ CS,
Run AdaptEnc(¢)

Return skj = (ski, {kij, kji}ien)

Fig. 16. Corruption queries QCor of the games for the proof of Theorem 4.4
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Giyp for g€ {0,1}:
QEnc(i, z}, z;, 4)
ri + {0,1}*
et} « {0, 1}/
If : € CS or if QEnc(j,*, , £) has already been called for all j ¢ CS
If i € CS for all m € [n],
kism, e := Hu[ki,m||i]|m||€]
Ki e := ®men)Kim.e
Abort(3) if HT2 contains a key of the form K; ¢||r;

ct; < Enc(i,z?)
Set HT oKy ¢||7s] := cti @ ct;
Return (ctj, r;, {kiie}jem)
For all j ¢ CS, if kj ;¢ not defined
Define kj ;¢ < {0,1}*
For all j € CS,
kji,e := Hi(kjml|5]|m]|€)
If after this call to QEnc, for all j ¢ CS, QEnc(j, %, *,£) has been called
Run AdaptEnc(¢)
Return (ct;, r;, {kiietjepm)

AdaptEnc(¢)

Do nothing if it was already called on the same label £

Remark that when AdaptEnc(¢) is called, for all j ¢ CS, for all i € [n],
ki,;,e has been defined by a call QEnc(j, x, *, £)

For all j € CS, for all i € [n],
ki,; has been defined by QCor(j), and we set k; ;¢ := H1(ks,;||¢]|7]/€)

For all i ¢ CS, Ki ¢ := ®men)Kim,e

Abort(4) if HT2 contains a key of the form K; ¢||x for i ¢ CS

For all previous queries QEnc(i, z7,z},¢) for some i ¢ CS, z}, x1, £,

Let (ct;, 7, {kj,i,g}je[n]) be the output of the QEnc query
ct; + Enc(i,z?)

Set HT2[Ki¢|lri] := ct} @ ct;

Fig. 17. Encryption queries QEnc of the games for the proof of Theorem 4.4
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adversary queries Hy, the keys added by the challenger can never create an abort, so we are ignoring them.)
By union bound over j ¢ CS \ {i}, we get that the probability that the ¢-th query aborts is at most:

i T QHgi Qi+ Ry 2 qH,
Z 22 — 22 - 22 ’
J¢CS\{i}

where gn, ; ; is the number of queries to Hy of the form «'[|i|| " ||« and gn, ;,; the number of queries of the
form «'|| +” ||é||x, respectively.

By remarking that only the first query QCor(i) for a given ¢ might abort (if the query happens for an
already queried i, the same result gets returned) and by union bound, the probability for the execution of
Abort(1) is at most:

Z 2qu,i 2 qn,
222X
i€[n]

To determine the probability for Abort(2)-(4), we introduce gj;, = gH, +¢QEnc, Which is an upper bound
on the number of (table) keys set in the table HT, either generated by the adversary directly querying the
oracle Hs, or added by QCor, QEnc, and AdaptEnc. The number of the second kind of keys is bounded by the
number of queries to QEnc, because keys added by QCor and AdaptEnc correspond to queries QEnc(z, *, x, x)
where i was not corrupted before and hence no key was added to HT; at the time QEnc was called (furthermore
if AdaptEnc(?) is called on a label ¢, no more keys related to QEnc(x, x, %, £) can be added to HTo by QEnc).
Recall that we did not need to introduce such quantity for H; because there was no risk of collisions between
keys added by QCor and QEnc and keys that might produce Abort(1).

In the next step, we consider the probability of Abort(2) in the g-th query of QCor(i). Let i ¢ CS, we
start by bounding the probability that HTy contains a key of the form K, ¢||r; for a fixed r;. Since K; ¢ is
constructed by taking the XOR of the sampled keys k; ,, ¢, because we sample at least one new random key
(namely, k;;¢) in the corruption query, K; ; is also a random value. This results in the probability of 1/2*
for any key of HT3 to be of the form x||r; with x = K; 4. Thus, by union bound, the probability that HT
contains a key of the form K; ¢||r; is at most q'H2 /2*. By remarking again that only the first query QCor(i)
for a given ¢ might abort and by union bound, the probability of Abort(2) is at most:

1 - 4QEnc * QI/-l2
2)\

We consider the probability of the first abort in the encryption procedure QEnc, Abort(3). We start by
bounding the probability that HT contains a key of the form K; ¢||r;. Because we sample a value r; uniformly
random and independently in every encryption query QEnc, we get a probability of 1/2* for any key of HT;
to be of the form K; ¢||* with * = 7;. Thus, by union bound, the probability that HTy contains a key of the
form K; ¢||r; is at most qf,,/ 2*. By taking the union bound over the encryption queries for all the different
labels, we get that the probability of the event Abort(3) is at most:

QI,—|2 * §QEnc
2A

In the last step, we consider the g-th query of the AdaptEnc procedure and determine the abort probability
for Abort(4). Without loss of generality, we suppose that the g-th query of AdaptEnc is for a label ¢, such
that AdaptEnc(¢) was never called before (as otherwise, AdaptEnc does nothing and in particular does not
abort). Let us also consider a slot i* ¢ CS. We start by bounding the probability that HT contains a key of
the form K;« ¢, where K;« , = Dmenikix,m,e- We will show that K-, is uniformly random and independent
of all previous keys in HT9, by showing that at least one share k;« ,, ¢ is uniformly random and independent
of everything else.

We consider two cases:

31



Case 1: AdaptEnc(¢) was called by QEnc(i,*,*,¢). In this case, necessarily ¢ ¢ CS (otherwise AdaptEnc
would not have been called) and k;« ;¢ is freshly sampled during the execution of QEnc(%, *,*,¢). This
implies that K;- ; is uniformly random and independent of all previous keys in HT».

Case 2: AdaptEnc(¢) was called by QCor(7). In this case, QEnc(i, %, x, £) was never called before (otherwise
AdaptEnc(¢) would have been called before). This implies that no key shares k; ; ; for j ¢ CS under label ¢
have been defined so far, which also means that HT [k; ;||7]|]|¢] does not exist for all j ¢ CS (as otherwise
Abort(1) in the QCor(i) query would have been triggered). Thus, in the AdaptEnc(¢) procedure, k;; ¢
gets set for all j ¢ CS, as k; ¢ := Hi(k;,ir||7]|3]|€), and hence is freshly sampled uniformly at random.
In particular, k;« ; ¢ is uniformly random and independent of all previous keys in HT5, and so is K« p.

Hence in both case, the probability that HTy contains a key of the form K, ¢[|* is at most 1/2*. By
union bound over i* € CS C [n], in each call AdaptEnc(¢) for a label on which it was never called, Abort(4)
happens with probability at most n - q,’_|2 /2*. By union bound over all the labels queried by the adversary,
since there are at most gqenc such labels, the probability that Abort(4) happens is at most:

1 - 4QEnc * qll-l2
22
This concludes the proof of the claim. a

This concludes the proof of Theorem 4.4. a

32



	Introduction
	Definitions and Security Models
	From MCFE to DMCFE
	From xx-pos-IND to xx-any-IND Security
	Security of the MCFE from Abdalla et al. against Adaptive Corruptions
	Acknowledgments
	Postponed Proofs for the Compiler from MCFE to DMCFE (Section 3)
	Proof for the Compiler from pos-IND to any-IND for Labeled DMCFE Schemes (Section 4.2)

