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Overview
• Main risks in CPR related to security

• HIPAA and its role in CPR risks
– Brief overview

– Related [proposed] regulations

• Projects related to CPR security

• What CORBA security covers in HIPAA-
related security requirements and what it
does not
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All Requirements from One Goal

• to earn as much money as possible and

• to lose as little money as possible

• “security” has never brought any money to
a healthcare organization

• a security infrastructure can either cause or
prevent loss of money
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Main Risks: Loss of Money
• Lawsuits because of mal-treatment

• Occasionally, < $10M

• Loss of customers
– Loss of accreditation

• Up to 50% of revenues

– Customers prefer more “secure” providers
• Maybe in the future,  < 10-20% of revenues
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Main Risks: Loss of Money (2)

• Financial penalties
– < $100K/year

• Classaction lawsuits because of federal or
state legislation breaches
– Rarely, ≅ $100M
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HIPAA Milestones

H IP A A
b ecom es

fe de ra l la w

R eco m m e n da tio n s
fro m  D H H S

secre ta ry  w ith
re sp e ct to  the

p riva cy  o f
in d iv idu a lly

id en tifiab le  h ea lth
in fo rm atio n  is  due

L eg is la tio n  w ith
re sp e ct to  the  privacy

o f ind ivid ua lly
id en tifiab le  h ea lth
in fo rm atio n  is  due

F ina l reg u la tio n s fro m
D H H S  secre ta ry w ith
re sp e ct to  the  privacy

o f ind ivid ua lly
id en tifiab le  h ea lth

in fo rm atio n  is  due  if
the  co n gress  de fa u lts

fo r 8 /9 9  du e d a te .

Standards Leg islated by  the  Congress  o r by DHH S

la rge  healthcare
providers , c le a ring

h ou se s  an d p lan s  to
comply w ith the

standards

+  2  ye a rs

5/988/978/96 8/994/99 2/2000

P rop ose d R u le s  from  D H H S :
- National Standard Health

Care Provider Identifier
- S ta nd ard s  fo r Electronic

Transactions and Code Sets

6/98 8/98

 Security and Electronic
Signature  S ta nd ard s
P rop ose d R u le s  from

D H H S

National Standard
Employer Identifier
P rop ose d R u le s  from

D H H S Today

No later than 2/2002



April 19, 1999 Copyright © 1999 Baptist Health Systems of SF 8

Poten tia l R isks Vulnerabilities
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Security M easures

D evelop
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Keep C urrent

for protection of

HIPAA: Security Requirements
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HIPAA: Security Requirements
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P roce d ure s

T e ch n ica l S ecu rity
M e cha n ism s
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A u th e n tica t io n



April 19, 1999 Copyright © 1999 Baptist Health Systems of SF 10

HIPAA: Communication
Security Requirements

Technical S ecurity
M echanism s

(com m unication
security)
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HIPAA: Technical Security
Services Requirements

C O R B A
T e ch n ica l S ecu rity
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A cce ss  C o n tro l A u d it  C o n tro ls
A u th o riza tio n
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CPR Architecture Goals
• Based on CORBA technology

– Use CORBA Security, HRAC/RAD

• Integrated with exiting systems
– Integration via CA’s Unicenter/TNG

– Integration with firewall infrastructure

– Integration with directory infrastructure

• Integration with upcoming technologies
– PKI

– Smart card and biometric authentication
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Current Projects towards CPR security
• SSO with Unicenter/TNG for existing

systems

• New firewall

• Computerized Patient Record (CPR)
security policies WG

• NDS redesign

• Standard authorization service for
application-level  access control

• CORBA-security services
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Future Projects towards CPR
security

• PKI

• Smart cards

• Biometric authentication

• VPN
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Security of CORBA Technical
Services
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CORBA-based CPR:
Communication Security
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FYI: CORBA and RAD


