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Abstract—Although reports on big data success stories have
been accumulating in the media, most organizations dealing with
high-volume, high-velocity and high-variety information assets
still face challenges. Only a thorough understanding of these
challenges puts organizations into a position in which they can
make an informed decision for or against big data, and, if the
decision is positive, overcome the challenges smoothly. The
combination of a series of interviews with leading experts from
enterprises, associations and research institutions, and focused
literature reviews allowed not only identifying and describing
eight key challenges but also characterizing their impact,
outlining potential responses to them and proposing directions
for future research. The challenges faced were found to be not
only technological in nature. Organizational and people-related
matters as well as the legislative framework are also relevant. For
large enterprises and startups specialized in big data, it is
typically easier to overcome the challenges than it is for other
enterprises and public administration bodies.
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I. INTRODUCTION

According to Gartner, ‘big data’ is a term used to refer to
high-volume, high-velocity and high-variety information
assets that demand cost-effective, innovative forms of
information processing for enhanced insight and decision
making [1]. The first part of the definition refers to the three
core characteristics of big data coined by Laney [2]. The
characteristics, which are also known as the ‘3 Vs’, are
volume (scale of data), velocity (analysis of streaming data)
and variety (different forms of data). A fourth characteristic of
big data considered important today is veracity (uncertainty of
data) [3]. The second part of Gartner’s definition highlights
the relevance of both the relation between costs and outcomes,
and new technological capabilities. Finally, the third part of
the definition refers to the ultimate goal of creating value
through the processing of data. Value is deemed a fifth
characteristic relevant in the context of big data [4].

There is a plethora of application fields for big data [5, 6].
With respect to enterprises, studies name fields such as
customer targeting or business process improvement [7, 8].
For research institutions, big data has already been relevant for
years [9, 10] and for public administration bodies, it is of
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growing importance [11]. Every individual has access to more
data today than anyone would have imagined one or two
decades ago. Data is increasingly becoming a key factor of
production. Within the scope of the digital economy, which is
also referred to as ‘data economy’ [12], data is even
considered a new currency [13, 14].

Its omnipresence and relevance is leading to entirely new
business models [15]. Goods are more and more subject to
price pressure and thus the offering of services related to them
gains importance [16, 17]. Data is considered a prerequisite to
provide such services. There is a trend, however, towards the
centralization of data at a few organizations [18]. Currently,
enterprises such as Google, Akamai and Facebook enjoy near-
monopolies with respect to certain services or types of data.
The notion of data marketplaces, which aggregate data and
make it available for analyses, is considered a promising
foundation for new business models in the context of big data
[19, 13].

An entirely new market of big data technologies and
services has emerged over half a decade to help capture and
extract value from data. Both highly specialized startups and
big players in the information technology (IT) industry
increasingly aim at capturing a share of this market, which is
highly dynamic and currently dominated by US enterprises.
IDC analysts expect the worldwide market of big data
technologies and services to grow at a compound annual
growth rate of 23% through 2019, when it reaches a size of
$48.6 billion [20]. The revenue from big data technologies and
services, however, is small compared to the business and
societal value that is expected to result from enterprises across
all sectors, public administration bodies and research
institutions that increasingly have the tools at their disposal to
make innovative use of data.

However, despite a number of success stories that attracted
media attention, most organizations dealing with big data still
face considerable challenges. We suppose that only a thorough
understanding of these challenges allows organizations, first,
make an informed decision for or against big data, and,
second, if the decision is positive, overcome the challenges
smoothly. So far, research on challenges faced by
organizations dealing with big data has largely been focused
on technological aspects [21-24, 5]. Other aspects, however,
have not yet been discussed much in an academic context.



The paper is structured as follows: The data collection and
analysis methods applied are explained in section 2. In section
3, the results are presented putting emphasis on the key
challenges themselves as well as on their impact and potential
responses to them. Section 4 generates an overall picture,
discusses the challenges in the light of related literature and
outlines directions for future research. The major conclusions
are summarized in section 5.

II. METHODS

A series of expert interviews was conducted to gain insight
into perceptions of big data challenges. Systematizing expert
interviews were selected for data collection as they had
already been wused successfully to reconstruct expert
knowledge in other fields [25]. Among the deliberately chosen
experts were two representatives from enterprises, two from
associations and three from research institutions. When
selecting the experts, we aimed at making sure that different
points of view were taken into account. While one of the
enterprises was a big player in the IT industry, which entered
the big data market a few years ago, the other was a
specialized big data startup. The respective interviewees were
senior executives. While one of the associations focused on
privacy and civil liberties, the other represented industry
interests. The respective interviewees were senior member and
chair, respectively. Among the interviewees representing
research institutions were one head and two senior members of
university departments focusing on databases, information
systems and IT law, respectively.

At the time of the interviews, all interviewees could look
back on several years of experience with big data. The
interviews were semi-structured to allow comparing and
aggregating the data collected. To break the ice, the
interviewees were first asked to briefly explain their
background. Subsequently, key big data challenges were
collected. Challenges which had been identified in prior
research were brought to the discussion table by the
interviewer in case they were not mentioned by the
interviewee. Then, the impact of the challenges and potential
responses to them were discussed. Finally, we gathered
research needs in the context of big data. The interviews were
held via telephone, lasted between one hour and one hour and
a half, and were, with the consent of the interviewees, digitally
recorded.

The interviews were transcribed and analyzed
qualitatively. We selected directed content analysis as data
analysis method [26]. Accordingly, the coding categories were
not derived directly from the transcripts but, in addition to the
research questions, findings of prior research served as
guidance for the development of initial categories. Big data
challenges, identified within the scope of quantitative studies,
were used as a starting point for the analysis. These studies,
however, neither provide profound descriptions of challenges,
nor do they shed light on aspects such as impact or responses.
While the interview results cannot be viewed as representative
for any specific population, a rich description of particularly
relevant challenges is what they can provide. All transcripts
were reviewed carefully and text, which appeared to describe
a challenge, was coded, whenever possible, using the

predetermined categories. Relevant text, which could not be
coded with one of these categories, was coded with a new
category that captured the essence of the -challenge.
Afterwards, the texts coded into each category were examined
to determine whether subcategories were needed as well as
whether categories could be merged. Subsequently, the texts
coded into specific categories were compared and aggregated.
The analysis allowed identifying commonalities and
divergences in the views of the interviewed experts.

The series of interviews was complemented by focused
literature reviews. First, for the preparation of the interviews
and their analysis, prior research on big data challenges was
collected and evaluated. Quantitative studies [7, 8, 27-29]
were found to be particularly useful in this regard. The studies
taken into account, however, mainly focus on enterprises.
Second, once the key challenges were identified and
described, focused literature reviews were conducted to
identify the main directions in current research as well as
promising avenues for future research.

III. RESULTS

Based on the expert interviews, which were informed by
prior research, it was possible not only to identify challenges
associated with big data but also to gain insight into their
impact and responses to them. Eight key challenges, to which
the interviewees attached particular importance, are introduced
in subsection A. In subsection B, the impact of the challenges
as well as potential responses to them are outlined.

A. Key Challenges

The sequence in which the challenges are introduced was
set to best allow illustrating relationships between the
challenges. It does not reflect the amount of support the
challenges received in the interviews or in prior research.

‘Identifying use cases’ was, for instance, deemed a key
challenge by the interviewees. Although big data has reached
extensive media attention, the current state of knowledge
regarding the topic is rather low. One of the interviewed
enterprise representatives stated, “Although we are a
technology provider, people often approach us saying they do
have data but don’t know what to do with it. They want us to
identify use cases as well as to construct business models to
allow them justify their big data investment.” Accordingly, the
information systems researcher explained that people talking
about big data usually have, if any, very specific use cases in
mind including, for instance, real-time marketing on mobile
devices or sentiment analyses of social network data because
they are regularly used by technology providers for
advertisement purposes. The average organization, however,
has other requirements. It typically needs to build a business
case showing how big data creates added value with respect to
core operational processes. The researcher stressed, “Simply
being able to increase the velocity of an analysis doesn’t
create added value. To create added value, it is usually
necessary to come up with new use cases where data sets are
linked, which haven’t been linked before.”

Moreover, the interviewees considered °‘setting up a
technical architecture’ particularly challenging. One of the



interviewees representing an enterprise explained that no two
use cases result in the same architectural requirements as well
as that individual big data solutions are highly differentiated.
The well-known framework Hadoop, for instance, was
designed for batch processing of high-volume data but not for
highly interactive applications. Consequently, an architecture
integrating various big data solutions is usually required. The
interviewee stated, “The challenge is to find the right mix of
big data solutions. It is very unlikely that all requirements will
be met by a single solution.” Setting up a technical
architecture proved to be very costly and complex,
particularly, if an entire chain of use cases is to be supported.
However, it gets even more challenging as soon as an
architecture has to be adapted to new use cases or changing
architectural requirements. The expert further pointed out,
“Without doubt, there is a matching solution for every use
case, it ‘just’ has to be identified and integrated into the
architecture. [...] It becomes really difficult, however, if
solutions are used in a way which they were not designed
for.” According to the interviewee, this could lead to serious
performance issues.

‘Carrying out advanced analytics’ was considered another
key challenge. The big data solutions available today do not
support concepts such as ‘iteration’, which is required,
however, to carry out specific clustering, classification or
network analysis tasks. Relational databases, for instance, do
not allow the repeated execution of a block of statements until
some termination criteria are met. The databases researcher
stated, “If we go beyond simple aggregations and
transformation of data, if we want to use data mining methods,
which are required, for instance, for carrying out predictive or
prescriptive analytics [...], we reach the limits of current big
data technologies.” Hadoop, for instance, does not natively
support iterations and, consequently, does not allow executing
iterative algorithms efficiently. To execute iterative algorithms
at all, drivers have to be programmed manually for each
individual case. Additionally, algorithms still have weaknesses
with regard to scalability, particularly, if heterogeneous data is
processed. The interviewee stressed that algorithms have to be
adapted, for instance, not only to graph data but also to audio
and video data.

‘Promoting cooperation’ was also deemed particularly
challenging. Interdepartmental and interpersonal cooperation
facilitates the identification of data sets whose linkage could
be rewarding and, consequently, the identification of use cases
that create added value. The information systems researcher
stated, “Big data, particularly if the emphasis in on variety,
works only, if something [...] is proposed by members of the
organization. The idea of demand pull fits much better than
the one of technology push.” While linking data from different
organizational departments typically imposes high burden on
all departments involved as they have to prepare the data
according to the relevant requirements, it is not self-evident
that all departments benefit from the linkage of the data. One
of the enterprise representatives emphasized that big data is
still considered a technology topic rather than as a strategic
topic with overarching relevance.

The interviewees also considered ‘hiring competent
experts’ a key challenge. One of the interviewees representing

an enterprise stated, “Experts who can operate big data
solutions are rare. Even if an organization would want to take
advantage of big data [...], it is extremely difficult to hire the
competent experts needed.” The experts, which are mostly
referred to as data scientists, have to be well versed not only
with respect to the areas of data analysis and scalable data
management but also with respect to the application domain
relevant for the organization they work for. Apart from the
relative novelty of big data processing, the lack of competent
experts can be traced back to the considerable demands placed
on them. The concept ‘T-shaped professional’ is used to
describe persons having not only in-depth knowledge in one
field but also wide general knowledge. In the big data context,
such persons do not only have to be able to set up the technical
architecture but also to prepare and execute analyses meeting
the needs of the functional managers. The databases researcher
emphasized that data scientists and others involved need to be
aware of veracity issues in the context of big data. The expert
stated, “The worst thing one can do is to accept the results of
big data analyses wuncritically. There is always some
uncertainty. One needs to question the results applying
common sense.” The interviewee used the term ‘information
literacy’ to refer to the ability of persons to critically evaluate
data and the results of their analysis.

Moreover, the interviewees deemed ‘making solutions
consumable’ particularly challenging. According to the
information systems researcher, the big data solutions
available today cannot be used by most of the ‘normal’ staff in
the organizational departments. One of the enterprise
representatives stated that even business analysts usually
cannot use them or adapt them to new use cases. The
databases researcher explained, “There is a plethora of
different solutions in the context of big data. [..]
Unfortunately, not a single solution makes its users exempt
from the need to deal with system programming. Different
programs are needed depending on both characteristics of the
data and characteristics of the architecture used for the
analysis.” System programming, however, requires skills and
expertise hardly available in organizations. Additionally, most
technology providers introduced their own languages. The
lack of a common language has not only hampered the
emergence of querying and visualization tools in the past but
also further increased the requirements imposed on data
scientists.

‘Establishing trust” was also considered challenging. In the
context of big data, it happens easily that the staff in
organizational departments cannot longer see the link between
the processed data and the results of the analysis. The
information systems researcher remarked, “The staff in the
organizational departments knows its field and data very well
and gets irritated easily when results look strange and the
analysis cannot be replicated.” Apart from the lack of
transparency with respect to the analysis, doubts regarding the
quality of the processed data undermine the establishment of
trust. The databases researcher underlined the relevance of
veracity for the establishment of trust, “The origin of data is
often questionable. Consequently, establishing trust is
difficult. Inaccurate data implies inaccurate results.” It is not
uncommon in the context of big data to analyze data collected



with other purposes in mind. It is only natural that data quality
was not always a number one priority. The information
systems researcher noted that the effort for data preparation is
often too high.

‘Assuring legal compliance’ was considered another key
challenge. One of the enterprise representatives gave an
example from a research project, “If data from two
organizations is linked, which, in principle, can be very
rewarding, data derivatives are generated. [...] As there is no
legislative framework in place defining to whom they belong,
there is no alternative to deleting them.” In the context of big
data, legal uncertainty is a topic not only with respect to data
ownership but also with respect to data protection, insolvency
and liability. National legislations often do not meet the needs
of modern data processing. Apart from inadequacies in
national legislations, difficulties in assuring legal compliance
are often a consequence of transnational data processing,
which is becoming increasingly important in practice but
where ambiguity with respect to the applicability of possibly
conflicting national legislations exists. The interviewee
stressed with respect to data protection, “The strong
heterogeneity of data protection legislation in Europe is a key
challenge. [...] Adapting solutions to a large number of
different legislations is hardly manageable. This represents a
considerable locational disadvantage organizations in Europe
face as opposed to ones in the US.”

B. Impact and Responses

The impact of the identified challenges, and thus their
relevance, differs for organizations depending on their type,
size and location. With respect to type, the interviewees
differentiated between enterprises, bodies of the public
administration and research institutions. Size was addressed in
the interviews only with regard to enterprises, where a
differentiation was made between small and medium-sized
enterprises (SME), and large enterprises. Additionally,
interviewees referred to highly specialized startups, which
created their business model with an eye to big data. With
respect to location, a differentiation was made between
European and US organizations. For some of the challenges,
the interviewees briefly sketched potential responses.

Identifying use cases was deemed particularly challenging
for enterprises. As opposed to public administration bodies
and research institutions, enterprises need to come up with
compelling business cases. The information systems
researcher stressed that it is essential for enterprises to show,
on a reasonable efforts basis, that a use case is worthwhile. If
this is not possible, priority is given to other projects. With
respect to bodies of the public administration, the expert
explained, “They typically have large quantities of data and
often are — keyword: open data — subject to a duty of
disclosure or political pressure to make data available.” Not
the calculation of a business case but the public interest is the
decisive factor in this context. Research institutions interested
in big data were deemed aware of the most promising use
cases in their fields. Hiring competent experts and assuring
legal compliance were considered particularly challenging for
public administration bodies. One of the enterprise
representatives explained that data scientists are typically paid

very well. The interviewee feared that public administration
bodies could be unable to pay competitive salaries. With
respect to the assurance of legal compliance, one of the
association representatives pointed out that, compared to
enterprises and research institutions, public administration
bodies are confronted with more comprehensive and complex
legislative requirements, for instance, with respect to data
protection. Hiring competent experts was deemed less relevant
for research institutions. The reason given was that those, for
which big data processing is relevant, most likely have the
skills and expertise required. Furthermore, information
literacy was deemed particularly prevalent in research
institutions.

The interviewees considered setting up a technical
architecture and hiring competent experts particularly
challenging for SME with the exception of specialized
startups. With respect to setting up a technical architecture, the
experts pointed out that for SME there is usually no point in
operating the compute clusters and storage systems required
for the processing of big data. It was stated, however, that
using shared infrastructures, as they are provided, for instance,
within the scope of public or community cloud offers, could
be an option to overcome the challenge. One of the
interviewees representing an enterprise noted, “SME normally
cannot afford operating an own infrastructure. [...] Based on
cloud offers it is possible to flexibly use not only an
infrastructure suitable for big data but also a fully-fledged big
data architecture as a service.” According to the expert, cloud
offers allow SME to experiment with the data they have
access to. It was considered important, however, that potential
users of cloud-based big data offers are aware of the inherent
limitations and risks that come with using them. Just like
public administration bodies, SME are also likely to be unable
to pay the salaries data scientists expect. Additionally, hiring
competent experts is particularly challenging for SME because
data scientists often prefer to work for large enterprises.
Promoting cooperation was deemed particularly challenging
for large enterprises. The reason given was that in such
enterprises it is more likely that use cases linking data from
different organizational departments involve a large number of
departments and people, which makes reaching consensus
more difficult. One of the enterprise representatives suggested
making a senior executive responsible for the promotion of
cooperation among organizational departments.

For several reasons, setting up a technical architecture,
carrying out advanced analytics and assuring legal compliance
were considered more challenging for European organizations
than for US organizations. Moreover, there are comparatively
few European organizations on the market for big data
technologies and services. The US were deemed
approximately two years ahead in terms of big data by the
interviewees. Most US organizations already have experience
with big data. Also cloud offers are, according to the
interviewees, more widely used in the US than in Europe.
Consequently, setting up a technical architecture and carrying
out advanced analytics is less challenging for them. To catch
up, the interviewees suggested that Europe increases its efforts
to create friendly conditions for entrepreneurship. Assuring
legal compliance is more challenging in Europe than it is in



the US because the US legislation is more homogeneous. One
of the enterprise representatives pointed out that in Europe
more than two dozen different implementations of one
solution are necessary to meet the national data protection
legislations.

The interviewees did not mention any major differences in
impact with respect to making solutions consumable and
establishing trust. According to the interviewees, making big
data solutions consumable implies bringing down the demands
placed on the users. The databases researcher stressed
accordingly, “It is not an issue of training and education in
the first place, it is a technical issue. [...] To make the
complex technologies consumable, we need a declarative
language. We need an equivalent to SOL for big data.” Tasks
formulated in such a language would then have to be compiled
automatically in a way making optimum use of the given
infrastructure. Apart from a declarative language, visualization
tools were considered necessary to make the solutions usable
by a larger group of staff members. The interviewees
underlined that they consider user interfaces known from
business intelligence (BI) solutions as useful starting points in
this context. One of the interviewees representing an
enterprise noted, “There is a trend to reduce the demand
placed on data scientists. It is increasingly tried to make
solutions consumable by ‘normal’ business analysts, for
instance, by ‘harnessing’ a BI user interface to a big data
solution.” With respect to the establishment of trust, the
relevance of both knowledge about big data and information
literacy were emphasized.

IV. DISCUSSION

In subsection A, the results from the series of interviews
are collated into a coherent overall picture. Relevant findings
from the quantitative studies, which served as input for the
interviews, are provided in subsection B. Focused literature
reviews allowed identifying the main directions in current
research as well as promising avenues for future research.
Both current directions and promising avenues are outlined in
subsection C.

A. Overall Picture

When having a closer look at the challenges themselves,
their impact and potential responses to them, it becomes
obvious that they can well be categorized according to the
information systems evaluation factors ‘technology’,
‘organization’ and ‘people’ [30, 31]. All but one of the
challenges refer to one of the factors or any combination of the
three. Fig. 1 illustrates the relations between the identified
challenges and the three factors. It makes clear that the key
challenges are not only technological in nature but that
organizational and people-related matters as well as the
legislative framework are also relevant.

The identification of use cases is an organizational matter,
whereas carrying out advanced analytics is technological in
nature. Hiring competent experts is a people-related matter.
Setting up a technical architecture is both organizational and
technological in nature as aspects of both areas have to be
taken into account. An architecture has to meet the
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Assuring legal
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Fig. 1. Key challenges associated with big data

requirements resulting from an organization’s specific big data
use cases and respect technological feasibility. Promoting
cooperation among organizational departments requires taking
organizational and people-related matters into account.
Making solutions consumable requires the consideration of
both technological feasibility and individual user needs. Trust
is at the center of the illustration as it is related to all three
concepts. People have to trust in both technology and their
colleagues. Building a culture of trust in the context of big
data is an organizational matter. Assuring legal compliance is
also related to all three concepts but, as opposed to
establishing trust, it is, from an organizational perspective,
much more outward oriented to the legislator and society in
general.

B. Quantitative Studies

With respect to some of the challenges, a closer look into
the quantitative studies, which were also used for the
preparation of the interviews and their analysis, brings to light
additional insight.

The studies, for instance, underline not only the relevance
of identifying use cases but also the importance of compelling
business cases showing that big data use cases are worth
investing [8, 7, 27, 29]. According to a TATA Consulting
Services (TCS) study, enterprises find it difficult to understand
where big data investments should be made, to determine what
to do with the insight created from big data and to get the top
management to approve investments in big data [8].

In addition to that, the studies reveal that determining
which big data technologies to use is a difficult to obtain
prerequisite for setting up a technical architecture [8, 27]. The
TCS study indicates that big data technology is not yet
considered mature and that it does not yet fulfill the hopes it



aroused. An Interxion study [28] stresses the role of legacy
technology when building a technical big data architecture.
Legacy technology does not only complicate setting up a
technical architecture but also hampers carrying out advanced
analytics. With respect to the implementation of big data
analytics, a study conducted by The Data Warehousing
Institute (TDWI) [27] found that scalability problems are
among the top barriers. According to the TDWI study, current
database software lacks in-database analytics, cannot process
analytic queries fast enough, and cannot load data fast enough.

The promotion of cooperation between departments has
not been addressed by many of the evaluated studies. The TCS
study indicates, for instance, that getting business units to
share information across organizational silos is critical to get
business value from big data [8]. The evaluated quantitative
studies make the breadth of problems related to hiring
competent experts visible [7, 8, 27-29]. A Business
Application Research Center (BARC) study [7], for instance,
found inadequate technical and analytical know-how to have
the highest degree of agreement among the study’s
participants. Reskilling the IT function to be able to use the
new big data tools and getting the IT function to recognize that
big data requires new technologies and skills were considered
critical by the TSC study participants [8]. The study
underlines that developing existing staff is an alternative to
hiring new experts. Furthermore, the studies underline that
putting the analysis of big data in a presentable form for
making decisions is important [8, 7, 27, 28].

The participants of the TCS study [8] considered building
high levels of trust between data scientists, who present
insight on big data, and the functional managers, and getting
functional managers to make decisions based on big data
rather than on intuition critical. Both objectives are related to
establishing trust in the context of big data. The former clearly
refers to the trust between people in organizations, whereas
the latter refers to trust in big data technologies and services.
Concrete issues related to the assurance of legal compliance
have hardly been touched on in quantitative studies. Data
protection issues are, for instance, among the key challenges
faced when processing big data according to the BARC study

[7].

C. Research Directions

Academic literature on the identification of use cases for
big data is rare. Bizer et al. [32], for instance, acknowledge
that besides technological challenges, also making meaningful
use of big data is a major challenge in the context of big data.
There is plenty of literature, however, giving examples of how
big data use cases could look like in enterprises [33], public
administration bodies [34] or research institutions [35]. Segev
et al. [36], for instance, explain how technology trends can be
analyzed based on big data. Making the identification of use
cases less challenging requires a combination of expert
guidance, to compensate a potential lack of big data
experience, and a systemic view of the organization, to ensure
that the use cases create added value and encounter
organizational demand. Descriptions of good practices and
specific big data frameworks may thus be useful to facilitate
the identification of big data use cases.

There is a considerable amount of academic literature on
technical architectures for big data. Bakshi [37], for instance,
reviews performance considerations and benchmarks. The
article also addresses the role of solutions offered as public
cloud services. Other pieces of related literature focus on
specific solutions constituting big data architectures [38] or
architectures tailored to specific fields of application [39]. To
overcome the challenge inherent to setting up a technical
architecture, it is probably most reasonable to take incremental
steps and build on the existing capability to analyze data.
Additionally, we consider the development and description of
reference architectures a promising direction for future
research.

There is plenty of literature on carrying out advanced
analytics. The term ‘advanced analytics’, however, is
interpreted very differently from one article to the other.
Barton and Court [40], for instance, understand the term in its
broadest sense and stress that advanced analytics is likely to
become a decisive competitive asset in many industries.
Articles focusing on carrying out specific clustering,
classification or network analysis tasks on large amounts of
heterogeneous data are comparatively rare. Cuzzocrea et al.
[41], for instance, authored an article, which lists problems
associated with both big data analytics in general and the
processing of multidimensional data in particular. Overcoming
the challenge inherent to carrying out advanced analytics
requires substantial efforts by solution developers. The
development of solutions natively supporting iterative
algorithms on heterogeneous data is a key direction for future
research.

The cooperation of departments and people in the context
of big data has not received significant attention by the
academic community in the past. McAfee and Brynjolfsson
[6], for instance, noted in a general article on big data
management that in the era of big data, organizations need to
bring people who understand the problems together with the
relevant data and people who have the skills and expertise
required to effectively exploit the data. There is, however,
plenty of literature on cooperation in organizations in general,
which may be a promising starting point for future research
focused on big data. Articles discuss, for instance, the role of
social relations in general as foundation for cooperation [42]
but also refer to the particular relevance of trust [43]. Making
the promotion of cooperation between departments and people
less challenging requires deep insight into aspects of
organizational dynamics. As it is likely that the determinants
of cooperation are largely consistent across organizations, we
encourage related research. Approaches to overcome the
challenge will benefit from progress in establishing trust.

With respect to hiring competent experts, the role of data
scientists received a fair amount of attention. Davenport and
Patil [44], for instance, provide a list of recommendations on
how organizations can find experts meeting their specific
needs. Others focus on specific demands on the experts and,
for instance, highlight that data scientists have to feel
comfortable speaking the language of business [6]. The
academic community widely agrees that a large number of big
data experts will be needed in the years to come [45]. The role
of information literacy has been discussed mostly in the



context of education and librarianship [46, 47]. So far, the
development of curricula for university programs and the role
of organizational training programs focusing on big data have
largely been neglected. Making the hiring of competent
experts less challenging requires clarity with respect to the
demands placed on them. Although it is up to the academic
community to drive the development of suitable curricula, the
wider availability of T-shaped professionals requires
substantial commitment also by the organizations themselves.
Overcoming the challenge will benefit from progress in
making big data solutions consumable.

The ‘consumability’ of big data solutions by users has not
yet received much attention in academic literature. Kandogan
et al. [48] authored one of the few articles that discuss how the
barriers for data-driven decision making can be lowered. They
propose a self-service data intelligence system for business
users, which does not only interpret user queries automatically
but is also integrated with a data marketplace. According to
Barton and Court [40], using a simple tool to deliver complex
analytics has the potential to substantially reduce the need for
new hires. Furthermore, it is agreed in the academic
community that visualization tools increase in value in the
context of big data [6, 49]. Overcoming the challenge inherent
to making big data solutions consumable requires substantial
efforts by solution developers. Users need to be exempt from
the need to deal with system programming. Thus, the
development of a declarative language, which is adopted
across technology providers, is important. Industry
associations may need to take over the lead in this regard.

Trust is essential because people can neither fully control
the people in other departments or outside the organization
who collect and share data, nor the technical architecture used
for the analysis. Trust has not yet been made a topic in the
context of big data often but insight from more general
research on trust may be a promising starting point. So far,
factors such as satisfaction with the existing system, task-
technology fit and prior similar experiences were identified as
determinants of technology trust [50]. To determine
interpersonal trust, taking the complex web of existing and
potential relationships into account is deemed important [51].
Making the establishment of trust less challenging requires
insight into aspects of organizational dynamics. Investigating
the specific determinants of trust in big data represents a
worthwhile direction for future research.

Legal issues faced by organizations processing big data
have received a fair amount of attention recently. Most of the
attention has focused on data protection issues, though. Within
the scope of the privacy literature, among others, the use of
codes of conduct [52], access and transparency [53], and the
right to be forgotten [54] were discussed. Others, such as
Schadt [55] who writes about privacy in the life and
biomedical sciences, focus on specific application areas of big
data. None of them, however, tells organizations how to assure
compliance with applicable data protection legislation. Wigan
and Clarke [33] are among the few authors who go beyond
data protection. They, for instance, refer to the notion of data
ownership. Literature going into details with respect to
ownership, insolvency or liability is still rare. Furthermore,
legal uncertainty, which increases the difficulty of assuring

legal compliance, has largely been neglected so far. Making
the assurance of legal compliance less challenging requires a
clear legislative framework, which takes the realities of
modern data processing into account and is coordinated at an
international level. Legal experts and policymakers are to take
the lead in this regard.

V. CONCLUSION

The combination of a series of interviews with leading
experts from enterprises, associations and research
institutions, and focused literature reviews allowed identifying
eight key challenges faced by organizations dealing with big
data. The set of challenges includes identifying use cases,
setting up a technical architecture, carrying out advanced
analytics, promoting cooperation, hiring competent experts,
making solutions consumable, establishing trust, and assuring
legal compliance. The study shows that only some of the
challenges are technological in nature; for others,
organizational matters, or matters related to people and the
legislative framework, respectively, are more relevant. For
large enterprises, specialized startups, which created their
business model with an eye to big data, and research
institutions, it is typically easier to overcome the challenges
than it is for other enterprises or bodies of the public
administration. Although quantitative studies most widely
underline the relevance of the challenges, they have not yet
found their way on the agendas of the academic community to
a considerable extent. Approaches to overcome the challenges
are rare and promising directions for future research divers.
However, as a thorough understanding of the challenges is a
prerequisite for organizations to, first, make an informed
decision for or against big data, and, second, if the decision is
positive, overcome the challenges smoothly, research focusing
on big data in general and related challenges in particular
needs to be intensified. Artifacts that may be useful for
organizations to overcome the addressed challenges include
collections of good practices, frameworks specific to big data,
technical reference architectures and a common declarative
language to formulate tasks.
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