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Abstract : Cloud outsource storage is one of important services in cloud computing. Cloud users upload data to cloud servers
to reduce the cost of managing data and maintaining hardware and software. To ensure data confidentiality, users can encrypt
their files before uploading them to a cloud system. However, retrieving the target file from the encrypted files exactly is
difficult for cloud server. This study proposes a protocol for performing multikeyword searches for encrypted cloud data by
applying k-nearest neighbor technology. The protocol ranks the relevance scores of encrypted files and keywords, and prevents
cloud servers from learning search keywords submitted by a cloud user. To reduce the costs of file transfer communication, the
cloud server returns encrypted files in order of relevance. Moreover, when a cloud user inputs an incorrect keyword and the
number of wrong alphabet does not exceed a given threshold; the user still can retrieve the target files from cloud server. In
addition, the proposed scheme satisfies security requirements for outsourced data storage.
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