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Abstract

Introduction: Medical informatics ethics is concerned with a range of issues such as confidentiality, privacy, security, informed
consent, data sharing and doing no harm. Websites use analytics tools to gather data about visitors, or users. The purpose of
this study is to examine national medical associations’ websites in order to assess the extent to which they gather and share
user data, and their adherence to ethical principles when doing so.Method: The websites of the 100 national medical
associations listed as members of the World Medical Association (WMA) were investigated. Their analytics tools were identified
by using a Firefox plugin, Ghostery, and further information about data usage and protection was obtained from the Ghostery
database and from the analytics tools’ data privacy policies.Results: Of the 100 associations, 80 websites could be accessed. Of
these, 38 (47.5%) gathered user data, and only seven had any indication that user data were being gathered. Other ethical
principles, such as consent, were even more frequently ignored. The most commonly used analytics tool was Google Analytics,
used by 31 sites.Discussion and Conclusion: The extent to which informed consent is being ignored, data are being shared with
third parties and retained for an unknown amount of time, and potential harm to users by an open exposure of data is of
concern. Recommendations are put forward so that national medical associations’ websites might follow practices that are in
keeping with the principles of medical informatics ethics.

INTRODUCTION

Medical Informatics Ethics is the meeting point of medical
practice, informatics and ethics [1]. As a result, issues of
confidentiality, privacy, security, and informed consent that
have been developed and refined by numerous medical
codes such as the Nuremberg Code [2; 3], the Declaration of
Helsinki (DoH) [4] and informatics codes, such as the US
Association for Computing Machinery’s Code of Ethics and
Professional Conduct [5] and the Canadian Information
Processing Society’s Code of Ethics and Professional
Conduct [6] are also found in medical informatics ethics
codes. Examples of such codes are The American Medical
Informatics Association’s (AMIA) Code of Professional
Conduct [7], the UK Council for Health Informatics
Professions’ UKCHIP Code of Conduct [8], and the
European Parliament Directive (95/46/EC) of 1995 and later
documents [9-13]. Among other things, these codes refer
directly to honouring the rights of the individual, informed
consent (including the right of withdrawal), respecting
privacy and confidentiality (especially by protecting data),
data sharing, and doing no harm.

These issues are frequently discussed in the light of patient
or research subject information, usually with specific
reference to electronic health records (EHRs) [14-17]. The
area of concern in this study, however, is the unobtrusive
and invisible tracking of users as they access national
medical associations’ websites.

Because of reports in the popular press [18; 19], many
Internet users are now aware that search engines, such as
Google, track their searches. What is less commonly-known,
however, is that individual web sites use special software
tools, known as web analytics tools, to track users’ activities,
and gather information about those users. There is no
physical requirement for websites to obtain permission from
users to gather this information, and it usually occurs
without users’ consent or even knowledge. There is also
seldom any option to opt out of data collection.

Some web analytics tools (e.g. Piwik Analytics) are installed
on the same web server as the website being visited by the
user, and the owners of the website control the sharing of the
gathered data. Others, however, are hosted by the analytics
company. For example, Google Analytics, is hosted by
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Google. This means that, in the very operation of Google
Analytics, the data from the website are being shared with
Google.

The type of information gathered falls within one of three
categories:

--Anonymous information, including browser type,
language, number of page views, date and time, and
referring website.

--Pseudonymous information, including the user’s Internet
Protocol (IP) address.  For a home user, an IP address can be
used to identify the particular home, although not the
specific computer in that home.

--Personally Identifiable Information (PII), such as a device
number that uniquely identifies a computer or other device
connected to the Internet.  For computers, this would include
the Media Access Control (MAC) address.  In some
instances, such as the home user, the US National Institute of
Standards and Technology (NIST) considers IP addresses to
be PII [20].  

Most analytics tools gather a range of data, falling into more
than one of these categories.

A Firefox add-on, Ghostery, allows users to identify various
analytics tools that are gathering data about them as they
browse Internet sites. (Ghostery also allows users to block
most of these tools from gathering these data).

A cursory glance at The World Medical Association’s
(WMA) website
(http://www.wma.net/en/10home/index.html) indicates that
it uses such a tool (Piwik Analytics) to gather user data.
Similarly, a brief examination of national medical
associations’ websites reveals that several of these sites also
gather user data, and do not appear to inform the users of
this data gathering. It may be that concepts of informed
consent and data protection, so central to medical ethics and
medical informatics ethics, are being ignored by national
medical associations.

In the light of these associations’ presumed adherence to
medically ethical practices, there are several questions that
need to be addressed about this data gathering. Which
national medical association sites gather user data? What
data are gathered, where are they stored, how are they used,
and with whom are they shared? Do the sites inform their
users that they are being tracked? Do the sites obtain consent

from their users to obtain these data? Do they offer an option
to opt out of having their data gathered and/or shared with
third parties?

This study attempts to answer these questions, with a view to
examining the practice of data gathering by national medical
association websites within the context of medical
informatics ethics.

METHOD

During April and May 2012, the websites of the 100 national
medical associations listed as members of the WMA were
visited. Where no web address (URL) for the medical
association was listed, or where the given URL was
incorrect, a Google search was used to try to find the
association’s site. For each association’s site found, the
following operations were performed:

Using the Firefox plugin, Ghostery (Ver 2.7.2 updated 2
April 2012), the analytics tools on the site’s home page were
identified. (Pages other than the home page were ignored). If
a website had multiple languages, and used the same
analytics tool across languages, then the analytics tool was
identified only once.

Information about the analytics tools most commonly used
by the medical associations was obtained from the Ghostery
database, and from the data protection policies of the various
tools.

Associations’ pages were investigated to find any notice
informing the user of the use of data-gathering or analytics
tools. These included pages labelled “Privacy,” “Terms of
use” or “Disclaimer.” In addition, the “About Us” (or
equivalent) page was investigated.

Where pages were in a language not spoken by the author,
Google’s translate feature was used to identify pages.

Data were placed into a Microsoft Excel spread sheet, and
descriptive statistical analyses were performed.

Ethics approval for the study was granted by the SQU
College of Medicine & Health Sciences Medical Research
Committee and Ethics Committee (MREC#543).

RESULTS

Of the 100 national medical associations, the websites of 80
could be found. This was taken as the sample size.

Of the 80 sites, 38 (47.5%) used analytics tools to gather
user data. Of these 38 sites, 24 (63.2%) used one analytics
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tool, nine (23.7%) used two analytics tools, four (10.5%)
used three analytics tools, and one (2.6%) used four
analytics tools.

Of the 38 sites using analytics tools, the most commonly
used tool was Google Analytics, used by 31 (81.6%) of the
sites. Other analytics tools used were Facebook Social
Plugins, Twitter Badge, and WebTrends (three sites each),
and AddThis, Facebook Connect, and Twitter Button (two
sites each). A further 13 analytics tools were used by only
one site each.

Of the 38 sites using analytics tools, only seven (18.4%) had
any information regarding the gathering of user data. Of
these seven:

Four had a privacy page indicating that they gathered data,
and indicated that these data may be shared with third
parties. Of these four, two provided an email address that the
user could contact to object to the collection and sharing of
personal information. It is unlikely, however, that this could
apply to anonymous information (because, being
anonymous, one’s information could not easily be identified
to be removed).

One had a privacy page indicating that it gathered data, but
did not indicate that the data were gathered by an analytics
tool that shared the information with third parties.

One indicated that the gathered data would not be shared
with third parties, but used DoubleClick, Google Analytics,
and WebTrends, all of which are third parties, and may also
share their data with other third parties.

One had information about the concept of using cookies to
gather data, but no specific information about data gathered
and or shared by the site.

Unlike the other menu options, the Privacy statement was
usually located through a link at the bottom of the page, in
plain text, and in a font smaller than the font reserved for
menu and other headings on the page. In no instance was
there an “Opt out” option, such as a simple button to be
pressed that would automatically stop a user’s data from
being gathered or shared. In other words, although some
sites “informed,” the requirement of “consent” was not met.

The information gathered on the most commonly used (i.e.
by more than two sites) analytics tools is presented in Table
I. This information includes the type of data collected, and
the analytics tools’ policies on security and data sharing.

Figure 1

DISCUSSION

This study has shown that, of the 80 national medical
associations that are members of the World Medical
Association and have accessible websites, 31 (38.8%) gather
data about the users of their websites. Only seven sites give
any indication that some data are being gathered, only four
indicate that these data may be shared with third parties, and
only two have a mechanism for users to object to the
collection of their data. Even in these cases, the effectiveness
of this objection is unclear, and there is no simple opt -out
option for users.

There are several areas of concern raised by these results.

INFORMED CONSENT

The issue of informed consent is central to medical ethics,
and also to medical informatics ethics. So crucial is it, that it
is found in every ethics code that deals with doctor-patient
and researcher-research subject relationship and in
informatics ethics codes [2-9; 11; 12; 33]. Given this
prominence (and apart from speculation), it is difficult to
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explain why so few national medical associations have
informed their visitors that their data are being gathered.
Technical reasons cannot be used as an excuse, as the
information needs only to be delivered as a simple text
webpage, linked to by a Privacy heading.

Similarly, the consent of the user, and the ability to change
his / her mind is central to medical ethics. Just as users
should be able to opt out of receiving advertising [34], so
they should be able to opt out of being tracked. Although
creating a single “Opt out” button on the Privacy page would
require some programming, it is a relatively trivial exercise.

DATA SHARING

Also inherent in medical ethics codes is the concern about
third parties’ accessing data. While it is recognised that data
may be shared (once informed consent has been given), full
disclosure about the nature of the sharing is required. Even if
the third party does not meet the strict definitions of a
Trusted Third Party (TTP) [35] or Attested Trusted Third
Party (ATTP) [15], there is a duty to ensure that the third
party follows ethics guidelines on the storage and further
sharing of the data.

Again, the technicalities of informing users of this data
sharing involves a simple web page. It also, however,
requires that the information is accurate, and not misleading,
as is the case in one of the sites.

DATA RETENTION

Explicit in most medical, medical informatics codes, and
informatics principles outside medicine, is the realisation
that, once the purpose of any research has been met, any data
that have been collected should be destroyed [14; 20; 34].
While four of the analytics engines listed in Table I state
explicitly that they remove data, three do not. Particularly
worrying, given that it is so widely used, is that Google
Analytics does not give this information.

HONESTY AND IGNORANCE

The fact that one site indicates that the gathered data are not
shared with third parties, but then uses tools that, by their
very nature, are third parties, is worrying. Given the stature
of the national medical association, it is unlikely that this
was done dishonestly. It is more likely that the association
employs technical staff who perform work that many would
consider standard, but that the technical staff are unaware of
the medical ethics policy of not sharing data. This does not
excuse the medical organisation entirely, as the ethical
responsibility for safeguarding data cannot simply be

transferred to technical personnel. It is incumbent on
national medical associations to ensure that their technical
staff are well-aware of ethical issues involved.

WHERE IS THE HARM?

Is this a storm in a teacup? After all, much of these data are
anonymous or pseudonymous, and are not as explicit as the
data found in EHRs.

Firstly, this question avoids the central issue: the collection
of any data requires informed consent and the option to opt
out. In addition, this informing should be obvious, and the
opt-out should be as simple as possible, in order to be the
equivalent of a research subject simply saying “No.”

Secondly, when anonymous and pseudonymous data are
collated, and cross-referenced, they then become
information, and can be used to identify a specific person
[20; 36-38] in a process known as “de-anonymizing” or
“reidentification.” [36; 37] After all, an important reason for
collecting data is to perform marketing targeted at specific
users or households. The fact that IP addresses are routinely
used to identify persons who download illegal music and
films is testament to the power of knowing that simple piece
of information. In addition, Google’s own Privacy Policy
Document [22] describes in some detail how a MAC address
or IP address can be combined with anonymous data sent by
partners (in this case, the national medical association’s
pages) and email addresses to uniquely identify an
individual. From there on, tracking that individual’s activity
on the Internet is a trivial affair.

Readers should note that Google’s Privacy Policy goes on to
say that “Our Privacy Policy applies to all of the services
offered by Google Inc. and its affiliates, including services
offered on other sites (such as our advertising services), but
excludes services that have separate privacy policies that do
not incorporate this Privacy Policy.” [22] In other words,
Google’s Privacy Policy appears to apply to all other
partners, except where it does not. This rather ironic
approach does not appear to meet basic requirements of data
sharing in medical informatics ethics.

At this stage, it important to remember that the gathering of
such data does not discriminate, and data from all population
groups, including teenagers and younger children, are being
gathered. While one might argue that these groups are not
likely to visit national medical associations’ pages, this is
little comfort to the parents of those children who do visit
those sites. Just as commercial enterprises are encouraged to
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be wary of gathering such information [34], so national
medical associations should also desist from this.

RECOMMENDATIONS FOR NATIONAL
MEDICAL ASSOCIATIONS’ WEBSITES

The United States’ “Do not Track” legislation, aimed
primarily at protecting children, is currently being prepared.
National medical associations, however, guided by
principles of medical ethics and medical informatics ethics,
do not have to wait for legislation to do the right thing.
These associations should adhere to the FTC’s principle of
“Privacy by Design,” [34] and ensure that their users are
protected.

Given the information outlined in the paper thus far, the
author would like to make the following recommendations
for national medical associations that wish to collect
information on the users accessing their web sites:

Inform the user: Every national medical association site
should have a simple page informing the user of:

In fairness to users, and to avoid being accused of doing only
the bare minimum, the Privacy link to this information page
should be displayed as prominently as any main subject
heading in the site’s menu system.

The information page should have “Opt out” buttons that
allow the users to opt out of having their data gathered and
shared. If the individual associations do not have access to
the technical expertise to create such buttons, these could be
developed by the WMA, and the code embedded into the
page, in much the same way that they routinely embed
buttons for Facebook, Twitter and other social networking
sites.

Assuming informed consent has been granted, data should
be shared with third parties only if those third parties
undertake to be bound by the same ethical rules that govern
the national medical association.

National medical associations should use only analytics tools
that allow them to control the retention of data, or tools that
indicate how long the data will be retained. This information
must be given to the user.

National medical associations should ensure that their
technical staff (or, in the case of outsourcing, technical
support companies) are aware of the medical ethics policies
on gathering, sharing and retaining data. The associations
should run periodic checks to ensure that the standards of

these ethics policies are being maintained.

AREAS OF FURTHER STUDY

This study has raised further questions that require attention
in future research. A starting point should be a deeper
exploration of the associations’ non-adherence to basic
principles of informed consent. One might wish to speculate
on these reasons, but a survey of the website owners would
allow for deeper insight.

In addition, the broader context could also be investigated.
This study has focused on national medical associations.
What are the policies of smaller, regional medical
associations?

CONCLUSION

This study has examined the websites of national medical
associations across the world, with a view to answering
some questions about their user data gathering and sharing
procedures. The study has found that, for the most part,
national medical associations’ practices fall short of standard
requirements in medical ethics and medical informatics
ethics codes. User data are routinely gathered and shared
with third parties without informed consent or any
reasonable possibility of opting out. There is little control
over the retention of data beyond reasonable periods of time;
there is an ignorance of the fact that anonymous and
pseudonymous can be re-organised to identify users.

Based on these results, this paper proposes steps to be taken
by national medical associations, so that their data gathering
and sharing procedures may be in line with principles of
medical ethics and medical informatics ethics.
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