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Abstract

This report describes theystem hardware architecture dfie remote radio light head and

UE to support loR&oftware structure for Access Layer, Network Layer, Orchestration Layer
and Service Layer. The software architecture of Infrastructure Layer, Network Layer,
Orchestration Layer and Service Layer is also described in this répisrtieport provides

also the details of IoRL position sensing architecturamaly, the light system electro
mechanical architecture and consumer products eleetrechanical architecture is
presented in this report.
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Executive summary

The 5G PPmternet of Radiolight (loRL)roject is about integrating the 5G network with
wireless LAN, VLC and mmW with a 5G gNB interfa¢tes document describes theRL
system functional requirements ankigh levelsystem architecture.It presentsthe system
requirements for the hardware architecture of remote radio light h¢RiRLH) based on the
system functiomal requirements. It then identifies mmW transceiver and VLC transmitter
structure at RRLH. The document also describes the IoRL technology of RRLH controller fully
compatible with 5G GPPstandard. Similarly, the system hardware architecture of UE of
IoRL etwork is described in the document with the details of loRL UE principle structure and
VLC receiver structure. It then explores the IoRL access layer software architecture based on
the access layer hardware architecture in sectsoaind sectiord. The acess layer software
includes 5G radio frame, link level simulation framework, 5G L1 protocol stacks and 5G TDD
timing synchronization. The IoRL network and orchestration layer software architecture
integrates the NFV/SDN, 5G L2 protocol stacks, protocolsternet interface and 4G/5G
interface, protocols for handover of 4G/5G in home, protocols for 4G/5G QoS flow; multi
source stream and security framework. Moreover, I0RL service layer software architecture
discovers the various application software atebhture based on the scenarios and user
requirements in D2.1. This document also provides the description for indoor position
architecture for mmW and VLC sspstems. Also, this document provides the lighting
system electremechanical architecture desigrwhich includes existing lighting system
structure, electronic platform dimension and position and initial synthesis of system design
for museum, tunnels and home use cases. Furthermore, it identifies the consumer product
electromechanical architecture Wi existing consumer product structure, user terminal
mechanical design and initial synthesis of system design. Finally, this document describes the
key performance indicators for IoRL use cases in the appendix.

This deliverableserves aguiddine for the identification of the functional requirements and
the further elaboration anddevelopment of the systemreahitecture that is presented in
more detailsin DeliverablesD2.3,D03.1,D4.1and 5.1 of the IoRL project
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1 Introduction
This is the second technical document produced by the 5G PPP IoRL project.

1.1 Objective of this document
The main objectives of this document are to:

1 Describe the system hardware architecture for 5G Internet of Radio Light broadband
access networks in buildings, which have been established in theptofekt, taking
into account the work in other 5G projects and forums.

1 Describe the system software architecture for Infrastructure Layer, Network Layer,
Orchestration Layer and Service LayertferloRLsolution

1 Describe the details ahe IoRL positin sensing architecturand its operation and
procedures.

71 Describe the light system electroechanical architecture and consumer products
electromechanical architecture.

1.2 Structure of this document
The rest of the document is organized as follows:

Section2provides an overview of the system architecture

Section3 system hardware architecture of Remote Radio Light Head,
Section 4ystem hardware architecture of UE,

Section 90RL access layer software architecture,

Section AoRL networking layer and orestration software architecture,
Section 70RL service layer software architecture,

Secton 8loRL position sensing architecture,

Section 9oRLUight system electranechanical architecture,

Section 1QoRLconsumer products electrmechanical architecture,

E R
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2 System ArchitecturéOverview

The goal of the IoRL project is the syntheses of licensecadm Frequency (RF) 60 GHz and
the Visible Light Communication (VLC) in orsystem The symbiosis dhe two technologies
enables new application fields and the reuse of already existing infrastructure. However, to
provide a systenthat will be accepted by the user the new systeraeds to offernew
capabilities andpplicationsand a compatibility with existingystem/standards like the IEEE
802.11 and 802.15 or 3GPP. This is essential for successful market launch of the lIoRL system.
The current versions ofVireless Local Area Networks (WLAN) mostly use frequencies
around 2GHz and ®Hz and are limited in frequey bandwidths and therefore also in their
maximum data rates. The second problevith the currenty used frequency bands the
overload of the microwave ISM bands with WLAN devices and other applications like
Bluetooth etc. Here the combined userafllimetre Waves(mmW) and VLC can help to relax
the situation. However, to develop Remote-Radio-Light-Head (RRLH) with 8BHz and VLC

it is necessary teestablishthe right configuration for theAccessPoint (AP) andUser
Equipment (UE).

Different realizaton optionsexistfor the concept of a compact and cesfficient RRLHN
this document we preserdlternativerealisation concepts for the 60 GHz RF interfaces and a
vision of the overall concept for loRL AP and UE.

q@

C A

C___/ Patch Antenna SMD LED
%J)Gbit POE

(IEEE P802.3bt PAR)

R

Y
'%g
q Patch Antenna SMD LED

7

AP
Controller

. . Powerline up to 1.5 Gbit

Figure2-1: RRLH Access Point with POE or PLC for the data and power supply of the
interface

TheFigure2-1 shows different optios for the data and power supply for the IoRL AP. One is

the reuse of the already existing power supply of the light infrastructure with the Powerline

a0 YRINR® ¢KAA Aa 2yS LlaaArotsS azftdziazy F2NJ
the data rdes of Powerline are limited by the cable structure of the current lights
installation. Here we need to think about a solution for new buildings to persuade future

users to install such systems witltheir infrastructures. A simple network cable instailbet

using Power Over Bhernet (POE) offers the possibility of high data rates and provides the
necessary power for the lighting task of the RRLH AP.
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Figure2-2: Vision of the IoRL user equipment with a USBR connection for different
device types

For the UE is currently the USB 3.1 (fégure2-2) maybe the best option for the power
supply and feedingf data rates up to 1@Gbit/s to the user equipment. This tool is a vision
of the final product for the UE.

The IoRL architecture is a layered architecture consisting of four layers namely: Service,
Network Function Virtualisation (NFV), Software Defidetwork (SDN) and Access, as
shown inFigure2-3.

The Service layer is required to run sergite applications to stream audiadeo, receive,

store results on databases and monitor security eimm a multicore Cloud Home Data
Centre Server (CHDCS) and is required to run mobile apps from User Equipment (UE) i.e.
Smart Phones, Tablet PCs, Virtual Reality Headsets and HDTVs.

At the SDN Layer residdse SDN Forwarding Device (FD) to route IP packets to/from their

5G Layer 2/3 Protocol Processors and the SDN Controller. The Network Function
Virtualization Orchestrator (NFVO) invokes various virtual functions required for an

Intelligent Home IP Gatewaguch as Access & Mobility Management, Deep Packet

Inspection and Network Security Functipasnong others

The Access Layer consists of six RRLH Controllers. Each RRLH Controller drives up to eight
VLC and mmW RRLH pairs with the same Transmission BleEkatue, thereby providing a

Multiple Input Single Output (MISO) transmission on downlink paths and Single Input
Multiple Output (MISO) on uplink paths for its coverage area, which is typically a room or
floor areas of a building.
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apps apps
SDN
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Figure2-3: IoRL Layered Architecture

Each room or floor area in a building can be provisioned by a single RRLH Controller with its
group of eight RRLHs and intvailding handover performed between these areas with the

aid of VL@nd mmW location sensing application that continuously records the positions of
UE in the building.

A UE can either obtain direct access to the Internet, by only using 5G protocols on the Access
Layer interface to the UE, to deliver IP packets to the Nétw ayer and thence to the

{ SNIBSNJ ! LILIX AOFGA2ya Ay GKS {SNBAOS [l &SN 2NJ
(MNO) Evolved Packet Core (EPC), by using 5G protocols on the Access Layer interfaces to
both the UE and EPC, to deliver IP packets t® Metwork Layer and thence to the
applications supported by the MNO. This latter approach allows applications, such as
Facebook, on a Smart phone to be accessed on both the outside Mobile Network as well as

the Intelligent Home Network with handover betwee¢hem. The Virtual Network Functions

on the NFV Layer identify the destination of IP packets and the SDN Controller directs these

IP packets to their appropriate destination.

Therefore our proposed solution will enable the building owner to have conngctio
different operators to facilitate the use of different devices registered with different
operators, as well as exploiting the licerfsee spectrum for accessing the home network.

CNRBY GKS 2LISNFG2NDRDa LRAYyOG 2F @GASs> Al NBLINB3
it will allow more efficient use of the scarce spectrum by utilizing license free VLC
communication and mmW instead of their spectrum as an access mechaniste to
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network; however it will support larger number of users only by allowing the IHIPGW to be
connected to their systems and being registered with MNOs.

In the Network Layer a logically centralized controller is required that is capable of
forwarding UE ftaffic to different destinations, such as Internet, Mobile Network, WiFi and
different RRLH Controllers of the loRL RAN Network, based on the type of traffic categorized
by different network entities and applications such as DPI, as showigune2-4. Here the

SDN Layer part of the IHIPG is realized on the building premises, thereby requiring a greater
capex investment. In the Virtual Network Layersien this logical centralized controller is
realized in the Cloud Home Datacenter Server (CHDCS) , as shéwguri@2-5 and is
connected by a tunnéfor example using, GRE, IPsec, L2F,.La&fR the SDN part of the
IHIPG is realized virtually in the cloud thus reducing the capex investment of realizing the
system on the building premises.

Network Operatosrelated traffic will be sent to the MNO by these of 4G/5G data and
control protocols. When a Smart Phone enters a building, Internet packet flow from 4G/5G
eNB/gNB in the outside Mobile Network will be haddover to the building network and
accessed via the 4G/5G Hef@BV/HgNBGW. This will offloatraffic from the MNO thereby
improving performance by relieving congestion and reducing delay.

From the UE point of view, it will improveK S dza SN & S tedisfened ity 8 6 K 2
MNO by experiencing better coverage via VLC and mmW access nefagbek, Internet by

reducing the delay from MNO and offloading him to the local Internet connection, and also
enjoying a set of local services provided by the local server.

The Access Layer architecture uses a 10G Common Public Radio Interface (eCPRI) ring
Ethernet, to interconnect a High Layer 1 FPGA processor with up to six Remote Radio Light
Head (RRLH) Controller FPGSs each hosting two Lower Layer 1 processors, the first that
generates an IF signal to drive up to 8 VLC MISO modules using a 1 to &t&Fasglia

second that generates an IF signal to drive or be driven by up to 8 mmW RF Duplex modules
using a 1 to 8 RF splitter, as shownFigure 2-6. The functional split between the RRLH
Remote Unit and the Central Unit in the Physical Layer is planned tolibe with option 7,

as shown irFigure2-7 below. The Upper PHY layer unit will include the interface with the
MAC and upper RAN layers and will mainly include the FEC encoders (LDPC and Polar) and
decoders and will drive over the 1BbpsEthernet ring the data units along with their
related control descriptors destined to the RRLH Controller units. TH@bp8 Ethernet ring

can be looped from room to room in a building from one RRLH to another stmillae way

electric light circus ae connectedn a home. A 10 MHz GPS reference is sent to IHIPG, High

L1 Protocol Processor and RRLH Controller for use in 5G synchronization algorithms at these
layers.

Hypothetical MAC, beam and LED addresses have been assigned to each device on this
Ethernet network and will be used to illustrate the frame and packet flow through this
network later onthroughout thisdocument Address assignments aseimmarized infable

2t 1
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Figure2-4: Network Layer Architecture (Note: VNFs can have connectiinSDN Controller and NFVO that are not shown in figure for the
sake of clarity)
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Figure2-5: Virtual Network Layer Architecture (Note: VNFs can have connections to SDN Controller and NFVO that arewntistigure
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Figure2-6: Access Layer Architecture with External WLAN

The functional split between the RRLH Remote Unit and the Central Unit in the Physical
Layer 1 can be at splits A, B and C on the protocol stack, as shé&iguia2-7. The eCPRI
Ethernet ring can be looped from room to room in a building from one RRLH to another in a
similar way to the electric light circuit in a home. A 10 MHz GPS reference is sent to IHIPG,
Upper Layer 1 Protocol Processor and RRIlddtroller for use in 5G synchronization
algorithms at these layers.

Table2t 1: Hypothetical MAC Addresses of Ethernet Network Devices

Eth Mac Address

Device (hypothetical) 5G Device 5G Beam Number
5G UppelLl Processing | aa.bb.cc.dd.ee.00 | N/A N/A

VLC Module

(with POHM O[] 95MZ X
RRLH Controller 1 aa.bb.cc.dd.ee.01 | extension)

mmW Module |H O! yimMZX]

VLC Module o 6] 95mMZX]
RRLH Controller 2 aa.bb.cc.dd.ee.02

mmW Module |n o0! YyiUMZX]

VLC Module p O[] 95MZX]
RRLHKController 3 aa.bb.cc.dd.ee.03

mmW Module |[c oO0! YUMZX]
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RRLH Controller 4

aa.bb.cc.dd.ee.04

VLC Module

T O0[95MZ X]

mmW Module

y 0! yimIX]

RRLH Controller 5

aa.bb.cc.dd.ee.05

VLC Module

® 6] 95ME X

mmW Module

Mn 6! yimz)

RRLH Controller 6

aa.bb.cc.dd.ee.06

VLC Module

MM O[] 95MmMZX)

mmW Module

MH 6! yimz)

WIFI aa.bb.cc.dd.ee.07 | N/A N/A
IHIPG1 aa.bb.cc.dd.ee.08 | N/A N/A
IHIPG2 aa.bb.cc.dd.ee.09 | N/A N/A

As there is a limited amount of space available in Light Rose housing within which the VLC
and mmW RRLH is housed, the concept of Network Function Virtualization (NFV) is adopted
to off-load the complexity of the upper layer protocol processing of the comation

systems required in the RRLH onto the Intelligent HIPG or CHDCS. This complexity consists of
Network Layer 3 and MAC Layer 2 processing and network functions such as Admission
Control, Routing, Deep Packet Inspection, Caching, Firewall, Watengarkd Transcoding.

The Upper level 1 Protocol processing is likely to be at Split B and further splits within the
RRLH may be set at split C.

= RRC

< RRC =

=i Data =

e PDCP

POCP =

High- Low- High-
RLC ™ RLC ™1 MAC
High- Low- High-
RLC ™ rRLC MAC

| o LOW- - High-
MAC PHY
Low- | _ | High-
MAC PHY

Low-
PHY

Low-
PHY

Figure2-7: eCPRI Functional split options

DGOFDM modulations used for VLC transmission, which is compatible with the New Radio

5G frame formats. The bandwidth of the VLC LEDs is up to 10 MHz but this can potentially be
extended to 100 MHz depending on the quality of the LEDs lights used, which means that
subcarrer spacing (SCS) of 15, 30 and 60 kHz from the 5G NR Frequency Range 1 (FR1) frame
formats can be used, as shown kigure 2-8, potentially providingmaximum downlink

bitrate of 691.2M bits/sec when using 28%AM and 100MHz bandwidth, as showrFigure

2-10. Since the loRproject intends to use VLC LEDs of 10MHz bandwidth and SCS of 60 kHz,
then this will provide a maximum downlink bitrate of 56.32 Mbit/sec.
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SCS | 5MHz | 10MHz | 15MHz | 30 MHz [ 20 MHz | 25 MHz | 40 MHz | 50MHz | 60 MHz | 70 MHz | 80 MHz [ 90 MHz | 100 MHz
[kHz]
Nre Nre Nre Nre Nre Nre Nre Nre Nre Nre Nre Nre Nre
15 25 52 M [160] 106 133 216 270 N.A N.A MN.A N.A MN.A
30 11 24 38 [78] 51 65 106 133 162 [189] 217 [245] 273
60 N.A 1" 18 [38] 24 3 51 65 79 [93] 107 [121] 135

Figure2-8: 5G NR Frame Formats and Channel @aitths for Frequency Range
Designation 1 (450MHz6000MHz)

The NR FR2 frame format, as showifrigure2-9, can use much higher bandwidths of up to

400 MHz, using SCS of 60 or 120 kHz and operating in mmW spectrum thereby providing
uplink and downlink bit rates ranging up to 2.7 G bits/sec depending on the TDD frame type
used, as shown ifrigure2-11. Since the IoRL project intends to use mmW bandwidth of
100MHz and SCS of 60 kHz, then this will provide a maximum downlink or uplink bitrate of
675.84 Mbit/sec.

SCS [kHz] | 50MHz 100MHz 200MHz | 400 MHz

Nre Nre Nre Nre
60 66 132 264 N.A
120 32 66 132 264

Figure2-9: 5G NR Frame Formats and Channel Bandwidths for Frequency Range
Designation 2 (24250MHz52600MHz)

MISO diversity is used in the downlink where the same data is transmitted from different
mmW antennas / VLC LEDs by theHRR4t the same time, thereby increasing reliability. In
effect this creates a manmade multipath environment where if one or more of the light or
mmW paths is occluded thethere is always the availability of the other paths to ensure
continuedcommunicatims, as showim Figure2-12.

2::2"0. Qan
Séx::lng Duration|Qrder 5 15 20

16.64 2528 33.92 4256 512 6912 864
16 16 33.28 50.56 67.84 8512 1024 13824 1728

667 64 24 4992 7584 101.76 127.68 153.6 207.36 259.2
256 32 6656 101.12 13568 17024 204.8 276.48 3456
4 704 1536 2432 3264 416 4992 6784 8512 10368 12096 13888 156.8 174.72
16 1408 3072 4864 6528 832 99.84 13568 170.24 207.36 241.92 277.76 313.6 349.44
333 64 2112 4608 7296 97.92 1248 149.76 203.52 25536 311.04 362.88 41664 4704 524.16
256 2816 6144 9728 13056 166.4 19968 271.36 34048 41472 48384 55552 627.2 698.88
4 1408 23.04 3072 39.68 4864 6528 832 101.12 119.04 136.96 154.88 172.8
16 28.16 46.08 6144 7936 97.28 130.56 166.4 20224 238.08 273.92 309.76 345.6
167 64 4224 69.12 9216 119.04 14592 19584 2496 30336 357.12 410.88 464.64 518.4
256 5632 92.16 122.88 158.72 194.56 261.12 332.8 40448 476.16 547.84 61952 691.2

Figure2-10: Bitrates at different QAM orders for different symbol durations and Channel
Bandwidths
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100 200 400
84.48 168.96 337.92
16 168.96 337.92 675.84
64 253.44 506.88 1013.76
256 337.92 675.84 1351.68
4 81.92 168.96 337.92 675.84

Sub OFDM

Carrier [symbol [QAM Channel Bandwidth (MHz)
Spacing [Duration [Qrder

(KHz) (ms)

16.7

16 163.84 337.92 675.84 1351.68
i)l 8.33
64 245.76 506.88 1013.76 2027.52

256 327.68 675.84 1351.68 2703.36

Figure2-11: Bitrates at 256QAM for different symbol durations and No of Resource
blocks

SIMO diversity will be used the uplink where the same data is received by different mmw
antennas at the RRLHs and maximeatio combined higher up in the layered protocol thereby
increasing reliability, ashown inFigure2-12.

ja) ) Ja) ) @ RRLHs‘@" fa) @

Figure2-12: Downlink MISO and Uplink SIMO Diversity

In the case when all the paths are occluded, for example when someone conceals the Photo
Diode (PD) receiver and mmW antenna at the User Equipment (UE), then Multi Source (MS)
streaming is used to ensure that there is always the availability of anothercépacity
WLAN path for continued communications and synchronization with the streaming
audio/video, as shown ifrigure2-13. The Deep Packet Inspeawti NFV function is used at
IHIPG to identify video streams and video transcoding is used to generate a lower quality MS
Stream for the WLAN path to the UE, whereas the original higher quality SHDTV stream is
transmitted by the broadband radibight network

@ = @ RRLHs @ Ja\ @H WLAN)

o m e H TR SR Ty

Figure2-13: Multi Source Streaming to ensure connectivity
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A SDN forwarding device in the IHIPG is used to route these higher and lower quality video
streams to RRLHs and WLAN. At the UE each of thesenst is aggregated with each other

to produce a video signal of increasingly better quality as more and more streams are
combined.

B e B e e
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v e e (| drara=_iy

v

Figure2-14: Intra Building Handover

Intra building handover between rooms or floors of a home network could either be
performed by the MS Streaming application at the Service Level since its content
consumption scheduler handles stream synchronization from multiple paths and multiple
sourcestransmitted from different parts of the property or it could be performed at SDN
Level by performing a handover between RRLHs depending on the measured location of the
UE, as shown iRigure2-14.

The Reference Signal Received Power (RSRP) and Reference Signal Received Quality (RSRQ)
2F GUKS 2dziaARS NIYRA2 ySig2N] G23SGKSNI gAilK
radio-light network could be meagkNBER o6& (GKS !9 [|yR NBLRZ2NISR
Management Entity (MME) to initiate a conventional inter (outside and building) network
handover procedure.

"H, Y
(@) TH@ TH@ TH@ {»A H@ H@ H@ Hﬁ

A

Figure2-15: Outside to Inside Building Handove

ﬂ.

In IoRL project, the positioning system consists of two parts:PDés€d positioning system
and mmWsbased positioning system. A high positioning accuracy, which is less than 10cm,
could be provided by colining both techniques.

The positioning systemased on VLC uses visible light signals for determining the positioning
of target where the signals are transmitted by RRLH lamps (e.g. LEDs) and received by light
sensors (e.g. photodiode (PD) or camera), on the target UE as shéiguie2-15.
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Eight reference amplitude sutarriers from the Transport Block (TB) are dedicated to be
sent by each of the eight lights in a MISO group. The received sigerdgth (RSS) at the UE
PDs is proportional to the distance travelled from each of the light and can be used to
estimate position from at least three distance measurements. Once the target is located, the
positioning information will be sent back to RRLH.

@ & & @ ©
@ & © © ©
0O 0O O O o
® © © ¢ ©

20 \ © © © ...
- oMl [lofid o oo

LED bulbs on ceiling

(a) : General scenario for VLC IPS

LED, LED, LED, ... LED,

t

OFDM symbol 1

data communication subcarriers  position estimation subcarriers
¢ 5 < 5

(b) Reference TDM based amplitude sahbrriers
Figure2-16 (a & b): VLC Positioning System

VLGIPS can be installed inexpensively since they utilize existing illumination systems with
few modifications. It can be used in REppropriate environments, like hospitals,
underground mines and gas stations. Another advantage ofilREGs that therés less effect

of multipath on visible light than on RF signal, so the position estimation could be more
accurate.

The positioning system based on mmW uses electromagnetic waves to determine the
location of UEs. In contrast to the VLC based localizatienmnmW target is intended to be
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a transmitter in our IoRL architecture. Multiple lamps (RRLH) located at a priori known
positions receive its transmitted signal. The RRLH controller estimates location relevant
signal parameters such as the round trip tirokarrival, or the received signal strength.
These estimates are communicated to the central unit, which calculates locations of UEs.
The mmW based localization can benefit from the large absolute bandwidth of license free
frequency bands. The majority ofmW frequency bands that are deregulated by FCC for 5G
communication systems such as-3%.6 GHz, 3880 or 6471 GHz have an absolute
bandwidth covering couple of GHz. The FCC/ECC license free 60GHz WLAN ISM- band (57
66GHz) and the related standard 8D2ay exploit an absolute bandwidth even much larger.

It can simultaneously span 8 GHz. Such frequency bands can provide excellent time
resolution which may result in sulecimeter localization accuracy. This accuracy
corresponds to the vision suggested & networks and clearly outperforms accuracy of
the commercial global navigation satellite system with its outdoor accuracy of about 5
meters, or the accuracy of indoor wireless local area network fingerprinting techniques
which is about 3 meters.

The d@ove mentioned positioning system can be also utilized to increase overall network
security for the previously mentioned Denial of Service (DoS) attacks on the museum
networking IoRL infrastructure. Using this functionality, it is possible to not onletiectl

but also precisely locate hostile devices launching such attacks. Therefore such a security
approach can help museum security staff to quite precisely identify potential attackers as
well as to efficiently remove rouge devices.

Apart from that it mus be emphasized that currently every newly designed system should
F2f{t29 aaSOdNAGE o0& RSaAdIyeé LINAYOALI SO ¢KAA
and solutions should be designed and developed during the architecture creation phase.
Moreover, thecontinuous cyber security threats assessment should be performed during
the consecutive steps of IoRL systems implementation and deployment. Taking advantage
also from the experiences of the previous 5G PPP Phase 1 projects and the security
framework theyproposed (e.g. within the 5G PPP Phase 1 Security Landscape document)
loRL will be equipped (among others) with security monitoring & management functions,
which will be able to efficiently detect cyber secusiglated incidents and react accordingly

to them in a near realime manner. The developed system will rely on the SDN (Software
Defined Networking) and NFV (Network Function Virtualisation).

In summary, all the threats which will be identified based on the thorough analysis of the
proposed IoRL ardecture will be first addressed during the design phase and then
continuously assessed during the implementation and deployment ones. Therefore cyber
security will be an important part of the overall loRL system architecture.
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3 System Hardware Architectarof Remote Radio Light Head

Figure3-1. Hardware structure for RRLH

RRLH architecture will be designed to transmit IP packets from CHDC server through
Intelligent HIPG and RRLH to UEs reliably and with sufficient throughput using mmw and VLC
multifunctional MIMO networks integrated within remote light roses. MIMO diversity
requires the same data to be transmitted from different mmW antennas / VLC LEDs at the
same time thereby increasing reliability whereas MIMO multiplexing requires different data

to be transmitted from different mmW antennas / VLC LEDs thereby incredsiogghput.

The loRL project will develop an API in its open source development environment to allow
third party software developers to design a multifunctional MIMO system that can assign
mm Wave antennas / VLC LEDs to operate using different configusaifokIMO diversity

and/or MIMO multiplexing.

3.1 System functional requirements for remote radio light head

Remote radio light head (RRLH) should serve as the access part of IoRL system for the key
flavours of 5G services including: enhanced mobile broadl{eMBB), ultraeliable low

latency communications (URLLC) and massive machine type communications (nMTC). Key
protocols, components, functions to be addressed are describdalme3t 1 below:
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