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Abstract 

This report describes the system hardware architecture of the remote radio light head and 
UE to support IoRL software structure for Access Layer, Network Layer, Orchestration Layer 
and Service Layer. The software architecture of Infrastructure Layer, Network Layer, 
Orchestration Layer and Service Layer is also described in this report. This report provides 
also the details of IoRL position sensing architecture. Finally, the light system electro-
mechanical architecture and consumer products electro-mechanical architecture is 
presented in this report. 
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Executive summary 

The 5G PPP Internet of Radio Light (IoRL) project is about integrating the 5G network with 
wireless LAN, VLC and mmW with a 5G gNB interface.  This document describes the IoRL 
system functional requirements and high level system architecture.  It presents the system 
requirements for the hardware architecture of remote radio light head (RRLH) based on the 
system functional requirements.  It then identifies mmW transceiver and VLC transmitter 
structure at RRLH. The document also describes the IoRL technology of RRLH controller fully 
compatible with 5G 3GPP standard. Similarly, the system hardware architecture of UE of 
IoRL network is described in the document with the details of IoRL UE principle structure and 
VLC receiver structure. It then explores the IoRL access layer software architecture based on 
the access layer hardware architecture in section 3 and section 4. The access layer software 
includes 5G radio frame, link level simulation framework, 5G L1 protocol stacks and 5G TDD 
timing synchronization. The IoRL network and orchestration layer software architecture 
integrates the NFV/SDN, 5G L2 protocol stacks, protocols for internet interface and 4G/5G 
interface, protocols for handover of 4G/5G in home, protocols for 4G/5G QoS flow, multi-
source stream and security framework. Moreover, IoRL service layer software architecture 
discovers the various application software architecture based on the scenarios and user 
requirements in D2.1. This document also provides the description for indoor position 
architecture for mmW and VLC sub-systems. Also, this document provides the lighting 
system electro-mechanical architecture design, which includes existing lighting system 
structure, electronic platform dimension and position and initial synthesis of system design 
for museum, tunnels and home use cases. Furthermore, it identifies the consumer product 
electro-mechanical architecture with existing consumer product structure, user terminal 
mechanical design and initial synthesis of system design. Finally, this document describes the 
key performance indicators for IoRL use cases in the appendix. 

This deliverable serves as guideline for the identification of the functional requirements and 
the further elaboration and development of the system architecture that is presented in 
more details in Deliverables D2.3, D3.1, D4.1 and D5.1 of the IoRL project. 
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1 Introduction 

This is the second technical document produced by the 5G PPP IoRL project. 

1.1 Objective of this document 

The main objectives of this document are to:  

¶ Describe the system hardware architecture for 5G Internet of Radio Light broadband 
access networks in buildings, which have been established in the IoRL project, taking 
into account the work in other 5G projects and forums. 

¶ Describe the system software architecture for Infrastructure Layer, Network Layer, 
Orchestration Layer and Service Layer for the IoRL solution. 

¶ Describe the details of the IoRL position sensing architecture and its operation and 
procedures. 

¶ Describe the light system electro-mechanical architecture and consumer products 
electro-mechanical architecture. 

1.2 Structure of this document 

The rest of the document is organized as follows:  

¶ Section 2provides an overview of the system architecture 

¶ Section 3 system hardware architecture of Remote Radio Light Head,  

¶ Section 4 system hardware architecture of UE,  

¶ Section 5 IoRL access layer software architecture,  

¶ Section 6 IoRL networking layer and orchestration software architecture, 

¶ Section 7 IoRL service layer software architecture, 

¶ Section 8 IoRL position sensing architecture, 

¶ Section 9 IoRL light system electro-mechanical architecture, 

¶ Section 10 IoRL consumer products electro-mechanical architecture, 
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2 System Architecture Overview 

The goal of the IoRL project is the syntheses of license free Radio Frequency (RF) 60 GHz and 
the Visible Light Communication (VLC) in one system. The symbiosis of the two technologies 
enables new application fields and the reuse of already existing infrastructure. However, to 
provide a system that will be accepted by the user the new system needs to offer new 
capabilities and applications, and a compatibility with existing system/standards like the IEEE 
802.11 and 802.15 or 3GPP. This is essential for successful market launch of the IoRL system. 
The current versions of Wireless Local Area Networks (WLAN) mostly use frequencies 
around 2 GHz and 5 GHz and are limited in frequency bandwidths and therefore also in their 
maximum data rates. The second problem with the currently used frequency bands is the 
overload of the microwave ISM bands with WLAN devices and other applications like 
Bluetooth etc. Here the combined use of millimetre Waves (mmW) and VLC can help to relax 
the situation. However, to develop a Remote-Radio-Light-Head (RRLH) with 60 GHz and VLC 
it is necessary to establish the right configuration for the Access Point (AP) and User 
Equipment (UE).  

Different realization options exist for the concept of a compact and cost-efficient RRLH. In 
this document we present alternative realisation concepts for the 60 GHz RF interfaces and a 
vision of the overall concept for IoRL AP and UE. 

 

Figure 2-1: RRLH Access Point with POE or PLC for the data and power supply of the 
interface 

The Figure 2-1 shows different options for the data and power supply for the IoRL AP. One is 
the reuse of the already existing power supply of the light infrastructure with the Powerline 
ǎǘŀƴŘŀǊŘΦ ¢Ƙƛǎ ƛǎ ƻƴŜ ǇƻǎǎƛōƭŜ ǎƻƭǳǘƛƻƴ ŦƻǊ ǘƘŜ ōŀŎƪƘŀǳƭƛƴƎ ƻŦ ǘƘŜ ŘƛŦŦŜǊŜƴǘ ww[IΩǎΦ IƻǿŜǾŜǊΣ 
the data rates of Powerline are limited by the cable structure of the current lights 
installation. Here we need to think about a solution for new buildings to persuade future 
users to install such systems within their infrastructures. A simple network cable installation 
using Power Over Ethernet (POE) offers the possibility of high data rates and provides the 
necessary power for the lighting task of the RRLH AP.  
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Figure 2-2: Vision of the IoRL user equipment with a USB 3.1 connection for different 
device types 

For the UE is currently the USB 3.1 (see Figure 2-2) maybe the best option for the power 
supply and feeding of data rates up to 10 Gbit/s to the user equipment. This tool is a vision 
of the final product for the UE. 

The IoRL architecture is a layered architecture consisting of four layers namely: Service, 
Network Function Virtualisation (NFV), Software Defined Network (SDN) and Access, as 
shown in Figure 2-3. 

The Service layer is required to run server-side applications to stream audio-video, receive, 
store results on databases and monitor security etc. from a multi-core Cloud Home Data 
Centre Server (CHDCS) and is required to run mobile apps from User Equipment (UE) i.e. 
Smart Phones, Tablet PCs, Virtual Reality Headsets and HDTVs.  

At the SDN Layer resides the SDN Forwarding Device (FD) to route IP packets to/from their 
5G Layer 2/3 Protocol Processors and the SDN Controller. The Network Function 
Virtualization Orchestrator (NFVO) invokes various virtual functions required for an 
Intelligent Home IP Gateway such as Access & Mobility Management, Deep Packet 
Inspection and Network Security Functions, among others. 

The Access Layer consists of six RRLH Controllers. Each RRLH Controller drives up to eight 
VLC and mmW RRLH pairs with the same Transmission Block Sub-Frame, thereby providing a 
Multiple Input Single Output (MISO) transmission on downlink paths and Single Input 
Multiple Output (MISO) on uplink paths for its coverage area, which is typically a room or 
floor areas of a building. 



Deliverable D2.2 IoRL H2020-ICT 761992 

Page 16 of (159)  © IoRL consortium 2018 

 

Figure 2-3:  IoRL Layered Architecture 

Each room or floor area in a building can be provisioned by a single RRLH Controller with its 
group of eight RRLHs and intra-building handover performed between these areas with the 
aid of VLC and mmW location sensing application that continuously records the positions of 
UE in the building. 

A UE can either obtain direct access to the Internet, by only using 5G protocols on the Access 
Layer interface to the UE, to deliver IP packets to the Network Layer and thence to the 
{ŜǊǾŜǊ !ǇǇƭƛŎŀǘƛƻƴǎ ƛƴ ǘƘŜ {ŜǊǾƛŎŜ [ŀȅŜǊ ƻǊ ƻōǘŀƛƴ ŀŎŎŜǎǎ ǘƻ ǘƘŜ aƻōƛƭŜ bŜǘǿƻǊƪ hǇŜǊŀǘƻǊΩǎ 
(MNO) Evolved Packet Core (EPC), by using 5G protocols on the Access Layer interfaces to 
both the UE and EPC, to deliver IP packets to the Network Layer and thence to the 
applications supported by the MNO. This latter approach allows applications, such as 
Facebook, on a Smart phone to be accessed on both the outside Mobile Network as well as 
the Intelligent Home Network with handover between them. The Virtual Network Functions 
on the NFV Layer identify the destination of IP packets and the SDN Controller directs these 
IP packets to their appropriate destination.  

Therefore our proposed solution will enable the building owner to have connectivity to 
different operators to facilitate the use of different devices registered with different 
operators, as well as exploiting the license-free spectrum for accessing the home network. 

CǊƻƳ ǘƘŜ ƻǇŜǊŀǘƻǊΩǎ Ǉƻƛƴǘ ƻŦ ǾƛŜǿΣ ƛǘ ǊŜǇǊŜǎŜƴǘǎ ŀƴ ŜȄŎŜƭƭŜƴǘ ǎƻƭǳǘƛƻƴ ŦƻǊ ŀƴ ŜȄƛǎǘƛƴƎ ƛǎǎǳŜ ŀǎ 
it will allow more efficient use of the scarce spectrum by utilizing license free VLC 
communication and mmW instead of their spectrum as an access mechanism to the 
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network; however it will support larger number of users only by allowing the IHIPGW to be 
connected to their systems and being registered with MNOs. 

In the Network Layer a logically centralized controller is required that is capable of 
forwarding UE traffic to different destinations, such as Internet, Mobile Network, WiFi and 
different RRLH Controllers of the IoRL RAN Network, based on the type of traffic categorized 
by different network entities and applications such as DPI, as shown in Figure 2-4. Here the 
SDN Layer part of the IHIPG is realized on the building premises, thereby requiring a greater 
capex investment.  In the Virtual Network Layer version this logical centralized controller is 
realized in the Cloud Home Datacenter Server (CHDCS) , as shown in Figure 2-5 and is 
connected by a tunnel for example using, GRE, IPsec, L2F, L2TP. Here the SDN part of the 
IHIPG is realized virtually in the cloud thus reducing the capex investment of realizing the 
system on the building premises. 

Network Operator-related traffic will be sent to the MNO by the use of 4G/5G data and 
control protocols. When a Smart Phone enters a building, Internet packet flow from 4G/5G 
eNB/gNB in the outside Mobile Network will be handed over to the building network and 
accessed via the 4G/5G HeNB-GW/HgNB-GW. This will offload traffic from the MNO thereby 
improving performance by relieving congestion and reducing delay.  

From the UE point of view, it will improve ǘƘŜ ǳǎŜǊΩǎ ŜȄǇŜǊƛŜƴŎŜ ǿƘƻ ƛǎ registered with one 
MNO by experiencing better coverage via VLC and mmW access network, faster Internet by 
reducing the delay from MNO and offloading him to the local Internet connection, and also 
enjoying a set of local services provided by the local server. 

The Access Layer architecture uses a 10G Common Public Radio Interface (eCPRI) ring 
Ethernet, to interconnect a High Layer 1 FPGA processor with up to six Remote Radio Light 
Head (RRLH) Controller FPGSs each hosting two Lower Layer 1 processors, the first that 
generates an IF signal to drive up to 8 VLC MISO modules using a 1 to 8 RF splitter and a 
second that generates an IF signal to drive or be driven by up to 8 mmW RF Duplex modules 
using a 1 to 8 RF splitter, as shown in Figure 2-6. The functional split between the RRLH 
Remote Unit and the Central Unit in the Physical Layer is planned to be in line with option 7, 
as shown in Figure 2-7 below. The Upper PHY layer unit will include the interface with the 
MAC and upper RAN layers and will mainly include the FEC encoders (LDPC and Polar) and 
decoders and will drive over the 10 Gbps Ethernet ring the data units along with their 
related control descriptors destined to the RRLH Controller units. The 10 Gbps Ethernet ring 
can be looped from room to room in a building from one RRLH to another similar to the way 
electric light circuits are connected in a home. A 10 MHz GPS reference is sent to IHIPG, High 
L1 Protocol Processor and RRLH Controller for use in 5G synchronization algorithms at these 
layers.  

Hypothetical MAC, beam and LED addresses have been assigned to each device on this 
Ethernet network and will be used to illustrate the frame and packet flow through this 
network later on throughout this document. Address assignments are summarized in Table 
2τ1. 
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Figure 2-4:  Network Layer Architecture (Note: VNFs can have connections to SDN Controller and NFVO that are not shown in figure for the 
sake of clarity)  
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Figure 2-5:  Virtual Network Layer Architecture (Note: VNFs can have connections to SDN Controller and NFVO that are not shown in figure 
for the sake of clarity)  
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Figure 2-6:  Access Layer Architecture with External WLAN 

The functional split between the RRLH Remote Unit and the Central Unit in the Physical 
Layer 1 can be at splits A, B and C on the protocol stack, as shown in Figure 2-7. The eCPRI 
Ethernet ring can be looped from room to room in a building from one RRLH to another in a 
similar way to the electric light circuit in a home. A 10 MHz GPS reference is sent to IHIPG, 
Upper Layer 1 Protocol Processor and RRLH Controller for use in 5G synchronization 
algorithms at these layers. 

Table 2τ1:  Hypothetical MAC Addresses of Ethernet Network Devices 

Device 
Eth Mac Address 
(hypothetical) 

5G Device 5G Beam Number 

5G Upper L1 Processing aa.bb.cc.dd.ee.00 N/A N/A 

RRLH Controller 1 aa.bb.cc.dd.ee.01 
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extension) 

м ό[95мΣΧΣ[95уύ 

mmW Module н ό!ƴǘмΣΧΣ !ƴǘуύ 

RRLH Controller 2 aa.bb.cc.dd.ee.02 
VLC Module о ό[95мΣΧΣ[95уύ 

mmW Module п ό!ƴǘмΣΧΣ !ƴǘуύ 

RRLH Controller 3 aa.bb.cc.dd.ee.03 
VLC Module р ό[95мΣΧΣ[95уύ 

mmW Module с ό!ƴǘмΣΧΣ !ƴǘуύ 
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RRLH Controller 4 aa.bb.cc.dd.ee.04 
VLC Module т ό[95мΣΧΣ[95уύ 

mmW Module у ό!ƴǘмΣΧΣ !ƴǘуύ 

RRLH Controller 5 aa.bb.cc.dd.ee.05 
VLC Module ф ό[95мΣΧΣ[95уύ 

mmW Module мл ό!ƴǘмΣΧΣ !ƴǘуύ 

RRLH Controller 6 aa.bb.cc.dd.ee.06 
VLC Module мм ό[95мΣΧΣ[95уύ 

mmW Module мн ό!ƴǘмΣΧΣ !ƴǘуύ 

WIFI aa.bb.cc.dd.ee.07 N/A N/A 

IHIPG-1 aa.bb.cc.dd.ee.08 N/A N/A 

IHIPG-2 aa.bb.cc.dd.ee.09 N/A N/A 

As there is a limited amount of space available in Light Rose housing within which the VLC 
and mmW RRLH is housed, the concept of Network Function Virtualization (NFV) is adopted 
to off-load the complexity of the upper layer protocol processing of the communication 
systems required in the RRLH onto the Intelligent HIPG or CHDCS. This complexity consists of 
Network Layer 3 and MAC Layer 2 processing and network functions such as Admission 
Control, Routing, Deep Packet Inspection, Caching, Firewall, Watermarking and Transcoding. 
The Upper level 1 Protocol processing is likely to be at Split B and further splits within the 
RRLH may be set at split C. 

 

Figure 2-7:  eCPRI Functional split options 

DC-OFDM modulation is used for VLC transmission, which is compatible with the New Radio 
5G frame formats. The bandwidth of the VLC LEDs is up to 10 MHz but this can potentially be 
extended to 100 MHz depending on the quality of the LEDs lights used, which means that 
subcarrier spacing (SCS) of 15, 30 and 60 kHz from the 5G NR Frequency Range 1 (FR1) frame 
formats can be used, as shown in Figure 2-8, potentially providing maximum downlink 
bitrate of 691.2M bits/sec when using 256-QAM and 100MHz bandwidth, as shown in Figure 
2-10. Since the IoRL project intends to use VLC LEDs of 10MHz bandwidth and SCS of 60 kHz, 
then this will provide a maximum downlink bitrate of 56.32 Mbit/sec.  
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Figure 2-8:  5G NR Frame Formats and Channel Bandwidths for Frequency Range 
Designation 1 (450MHz - 6000MHz) 

The NR FR2 frame format, as shown in Figure 2-9, can use much higher bandwidths of up to 
400 MHz, using SCS of 60 or 120 kHz and operating in mmW spectrum thereby providing 
uplink and downlink bit rates ranging up to 2.7 G bits/sec depending on the TDD frame type 
used, as shown in Figure 2-11. Since the IoRL project intends to use mmW bandwidth of 
100MHz and SCS of 60 kHz, then this will provide a maximum downlink or uplink bitrate of 
675.84 Mbit/sec. 

 

Figure 2-9:  5G NR Frame Formats and Channel Bandwidths for Frequency Range 
Designation 2 (24250MHz - 52600MHz) 

MISO diversity is used in the downlink where the same data is transmitted from different 
mmW antennas / VLC LEDs by the RRLHs at the same time, thereby increasing reliability. In 
effect this creates a manmade multipath environment where if one or more of the light or 
mmW paths is occluded then there is always the availability of the other paths to ensure 

continued communications, as shown in Figure 2-12. 

 

Figure 2-10:  Bitrates at different QAM orders for different symbol durations and Channel 
Bandwidths 
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Figure 2-11:  Bitrates at 256-QAM for different symbol durations and No of Resource 
blocks 

SIMO diversity will be used in the uplink where the same data is received by different mmW 
antennas at the RRLHs and maximum ratio combined higher up in the layered protocol thereby 

increasing reliability, as shown in Figure 2-12. 

 

Figure 2-12:  Downlink MISO and Uplink SIMO Diversity 

In the case when all the paths are occluded, for example when someone conceals the Photo 
Diode (PD) receiver and mmW antenna at the User Equipment (UE), then Multi Source (MS) 
streaming is used to ensure that there is always the availability of another low capacity 
WLAN path for continued communications and synchronization with the streaming 
audio/video, as shown in Figure 2-13. The Deep Packet Inspection NFV function is used at 
IHIPG to identify video streams and video transcoding is used to generate a lower quality MS 
Stream for the WLAN path to the UE, whereas the original higher quality SHDTV stream is 
transmitted by the broadband radio-light network. 

 

Figure 2-13:  Multi Source Streaming to ensure connectivity 
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A SDN forwarding device in the IHIPG is used to route these higher and lower quality video 
streams to RRLHs and WLAN. At the UE each of these streams is aggregated with each other 
to produce a video signal of increasingly better quality as more and more streams are 
combined.  

 

Figure 2-14:  Intra Building Handover 

Intra building handover between rooms or floors of a home network could either be 
performed by the MS Streaming application at the Service Level since its content 
consumption scheduler handles stream synchronization from multiple paths and multiple 
sources transmitted from different parts of the property or it could be performed at SDN 
Level by performing a handover between RRLHs depending on the measured location of the 
UE, as shown in Figure 2-14.  

The Reference Signal Received Power (RSRP) and Reference Signal Received Quality (RSRQ) 
ƻŦ ǘƘŜ ƻǳǘǎƛŘŜ ǊŀŘƛƻ ƴŜǘǿƻǊƪ ǘƻƎŜǘƘŜǊ ǿƛǘƘ ƪƴƻǿƭŜŘƎŜ ƻŦ ǘƘŜ ¦9Ωǎ ƭƻŎŀǘƛƻƴ ƛƴ ǘƘŜ ƘƻƳŜ 
radio-light network could be measǳǊŜŘ ōȅ ǘƘŜ ¦9 ŀƴŘ ǊŜǇƻǊǘŜŘ ǘƻ ǘƘŜ [¢9Ωǎ aƻōƛƭƛǘȅ 
Management Entity (MME) to initiate a conventional inter (outside and building) network 
handover procedure. 

 

Figure 2-15:  Outside to Inside Building Handover 

In IoRL project, the positioning system consists of two parts: VLC-based positioning system 
and mmWs-based positioning system. A high positioning accuracy, which is less than 10cm, 
could be provided by combining both techniques.  

The positioning system based on VLC uses visible light signals for determining the positioning 
of target where the signals are transmitted by RRLH lamps (e.g. LEDs) and received by light 
sensors (e.g. photodiode (PD) or camera), on the target UE as shown in Figure 2-15.  

ᾛ ᾛ ᾛ ᾛ

ᾛ ᾛᾟ ᾟ ᾟ ᾟ

ᾟ ᾟ

ᾟ ᾟ ᾟ

ᾟ ᾟ ᾟ

ᾟ ᾟ ᾟ

ᾟᾛ

ᾛ ᾛ ᾛ



Deliverable D2.2 IoRL H2020-ICT 761992 

Page 25 of (159)  © IoRL consortium 2018 

Eight reference amplitude sub-carriers from the Transport Block (TB) are dedicated to be 
sent by each of the eight lights in a MISO group. The received signal strength (RSS) at the UE 
PDs is proportional to the distance travelled from each of the light and can be used to 
estimate position from at least three distance measurements. Once the target is located, the 
positioning information will be sent back to RRLH. 

 

(a) : General scenario for VLC IPS 

 

(b) Reference TDM based amplitude sub-carriers 

Figure 2-16 (a & b):  VLC Positioning System 

VLC-IPS can be installed inexpensively since they utilize existing illumination systems with 
few modifications. It can be used in RF-inappropriate environments, like hospitals, 
underground mines and gas stations. Another advantage of VLC-IPS is that there is less effect 
of multipath on visible light than on RF signal, so the position estimation could be more 
accurate.  

The positioning system based on mmW uses electromagnetic waves to determine the 
location of UEs. In contrast to the VLC based localization, the mmW target is intended to be 
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a transmitter in our IoRL architecture. Multiple lamps (RRLH) located at a priori known 
positions receive its transmitted signal. The RRLH controller estimates location relevant 
signal parameters such as the round trip time of arrival, or the received signal strength. 
These estimates are communicated to the central unit, which calculates locations of UEs. 
The mmW based localization can benefit from the large absolute bandwidth of license free 
frequency bands. The majority of mmW frequency bands that are deregulated by FCC for 5G 
communication systems such as 37-38.6 GHz, 38.6-40 or 64-71 GHz have an absolute 
bandwidth covering couple of GHz. The FCC/ECC license free 60GHz WLAN ISM band (57-
66GHz) and the related standard 802.11ay exploit an absolute bandwidth even much larger. 
It can simultaneously span 8 GHz. Such frequency bands can provide excellent time 
resolution which may result in sub-decimeter localization accuracy. This accuracy 
corresponds to the vision suggested for 5G networks and clearly outperforms accuracy of 
the commercial global navigation satellite system with its outdoor accuracy of about 5 
meters, or the accuracy of indoor wireless local area network fingerprinting techniques 
which is about 3-4 meters. 

The above mentioned positioning system can be also utilized to increase overall network 
security for the previously mentioned Denial of Service (DoS) attacks on the museum 
networking IoRL infrastructure. Using this functionality, it is possible to not only to detect 
but also precisely locate hostile devices launching such attacks. Therefore such a security 
approach can help museum security staff to quite precisely identify potential attackers as 
well as to efficiently remove rouge devices. 

Apart from that it must be emphasized that currently every newly designed system should 
Ŧƻƭƭƻǿ άǎŜŎǳǊƛǘȅ ōȅ ŘŜǎƛƎƴέ ǇǊƛƴŎƛǇƭŜΦ ¢Ƙƛǎ ƳŜŀƴǎ ǘƘŀǘ ǘƘŜ ŘŜŘƛŎŀǘŜŘ ǎŜŎǳǊƛǘȅ ƳŜŎƘŀƴƛǎƳǎ 
and solutions should be designed and developed during the architecture creation phase. 
Moreover, the continuous cyber security threats assessment should be performed during 
the consecutive steps of IoRL systems implementation and deployment. Taking advantage 
also from the experiences of the previous 5G PPP Phase 1 projects and the security 
framework they proposed (e.g. within the 5G PPP Phase 1 Security Landscape document) 
IoRL will be equipped (among others) with security monitoring & management functions, 
which will be able to efficiently detect cyber security-related incidents and react accordingly 
to them in a near real-time manner. The developed system will rely on the SDN (Software 
Defined Networking) and NFV (Network Function Virtualisation). 

In summary, all the threats which will be identified based on the thorough analysis of the 
proposed IoRL architecture will be first addressed during the design phase and then 
continuously assessed during the implementation and deployment ones. Therefore cyber 
security will be an important part of the overall IoRL system architecture. 
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3 System Hardware Architecture of Remote Radio Light Head  

 

Figure 3-1:  Hardware structure for RRLH 

RRLH architecture will be designed to transmit IP packets from CHDC server through 
Intelligent HIPG and RRLH to UEs reliably and with sufficient throughput using mmW and VLC 
multifunctional MIMO networks integrated within remote light roses. MIMO diversity 
requires the same data to be transmitted from different mmW antennas / VLC LEDs at the 
same time thereby increasing reliability whereas MIMO multiplexing requires different data 
to be transmitted from different mmW antennas / VLC LEDs thereby increasing throughput. 
The IoRL project will develop an API in its open source development environment to allow 
third party software developers to design a multifunctional MIMO system that can assign 
mm Wave antennas / VLC LEDs to operate using different configurations of MIMO diversity 
and/or MIMO multiplexing.  

3.1 System functional requirements for remote radio light head 

Remote radio light head (RRLH) should serve as the access part of IoRL system for the key 
flavours of 5G services including:  enhanced mobile broadband (eMBB), ultra-reliable low 
latency communications (uRLLC) and massive machine type communications (mMTC).  Key 
protocols, components, functions to be addressed are described in Table 3τ1 below: 












































































































































































































































