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Paper -01

A MULTI-LAYER HYBRID TEXT STEGANOGRAPHY FOR
SECRET COMMUNICATION USING WORD TAGGING AND
RGB CoOLOR CODING

Ali F. Al-Azzawi,

Department of Software Engineering, IT Faculty,
Philadelphia University, Amman, Jordan

ABSTRACT

This paper introduces a multi-layer hybrid text steganography approach by utilizing word
tagging and recoloring. Existing approaches are planned to be either progressive in
getting imperceptibility, or high hiding limit, or robustness. The proposed approach does
not use the ordinary sequential inserting process and overcome issues of the current
approaches by taking a careful of getting imperceptibility, high hiding limit, and
robustness through its hybrid work by using a linguistic technique and a format-based
technique. The linguistic technique is used to divide the cover text into embedding layers
where each layer consists of a sequence of words that has a single part of speech detected
by POS tagger, while the format-based technique is used to recolor the letters of a cover
text with a near RGB color coding to embed 12 bits from the secret message in each letter
which leads to high hidden capacity and blinds the embedding, moreover, the robustness
is accomplished through a multi-layer embedding process, and the generated stego key
significantly assists the security of the embedding messages and its size. The
experimental results comparison shows that the purpose approach is better than currently
developed approaches in providing an ideal balance between imperceptibility, high
hiding limit, and robustness criteria.
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Paper 02
SECURE THIRD PARTY AUDITOR(TPA) FOR ENSURING

DATA INTEGRITY IN FOG COMPUTING

Kashif Munir and Lawan A. Mohammed

University of Hafr Al Batin, KSA

ABSTRACT

Fog computing is an extended version of Cloud computing. It minimizes the latency by
incorporating Fog servers as intermediates between Cloud Server and users. It also
provides services similar to Cloud like Storage, Computation and resources utilization
and security.Fog systems are capable of processing large amounts of data locally, operate
on-premise, are fully portable, and can be installed on the heterogeneous hardware. These
features make the Fog platform highly suitable for time and location-sensitive
applications. For example, the Internet of Things (IoT) devices isrequired to quickly
process a large amount of data. The Significance of enterprise data and increased access
rates from low-resource terminal devices demands for reliable and low- cost
authentication protocols. Lots of researchers have proposed authentication protocols with
varied efficiencies.As a part of our contribution, we propose a protocol to ensure data
integrity which is best suited for fog computing environment.
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Paper 03
IOT AND SECURITY-PRIVACY CONCERNS: A

SYSTEMATIC MAPPING STUDY

Moussa WITTI and Dimitri KONSTANTAS

Information Science Institute University of Geneva
Route de Drize 7, 1227 Carouge, Switzerland

ABSTRACT

The increase of smart devices has accelerated sensitive data exchange on the Internet
using most of the time unsecured channels. Since a massive use of RFID (Radio-
frequency Identification) tags in the transportation and construction industries from 1980
to 1990, with the expanded use of the Internet with 2G/3G or 4G since 2000, we are
witnessing a new era of connected objects. A huge number of heterogeneous sensors may
collect and dispatch sensitive data from an endpoint to worldwide network on the
Internet. Privacy concerns in IOT remain important issues in the research. In this paper,
we aim to evaluate current research state related to privacy and security in IOT by
identifying existing approaches and publications trends. Therefore, we have conducted a
systematic mapping study using automated searches from selected relevant academics
databases. The result of this mapping highlights research type and contribution in
different facets and research activities trends in the topic of “security and privacy” in loT
edge, cloud and fog environment.
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Paper 04

BIOMETRIC SMARTCARD AUTHENTICATION FOR FOG
COMPUTING

Kashif Munir and Lawan A. Mohammed

University of Hafr Al Batin, KSA

ABSTRACT:

In the IoT scenario, things at the edge can create significantly large amounts of data. Fog
Computing has recently emerged as the paradigm to address the needs of edge computing
in the Internet of Things (IoT) and Industrial Internet of Things (IloT) applications. In a
Fog Computing environment, much of the processing would take place closer to the edge
in a router device, rather than having to be transmitted to the Fog. Authentication is an
important issue for the security of fog computing since services are offered to massive-
scale end users by front fog nodes.Fog computing faces new security and privacy
challenges besides those inherited from cloud computing. Authentication helps to ensure
and confirms a user's identity. The existing traditional password authentication does not
provide enough security for the data and there have been instances when the password-
based authentication has been manipulated to gain access into the data. Since the
conventional methods such as passwords do not serve the purpose of data security,
research worksare focused on biometric user authentication in fog computing
environment. In this paper, we present biometric smartcard authentication to protect the
fog computing environment.
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