About This Document

This PDF serves as an alternative source for the experiment code provided in this repository. While the
original Python scripts (.py files) are available in the Supplementary Material, this document compiles
their complete content for convenient reference, offline access, and citation.

1. Binary Classification Experiment (Binary_Classification_Experiment.py)

os

time

warnings

numpy as np
~t pandas pd
tgdm import tgdm

sklearn.model selection import train test split
sklearn.preprocessing import StandardScaler
| sklearn.metrics import accuracy score, classification report,
confusion matrix

-t xgboost a {eje)
-t lightgbm 1lgb
n catboost import CatBoostClassifier

ngboost import NGBClassifier

ngboost.distns import Bernoulli
from sklearn.ensemble ort ExtraTreesClassifier, RandomForestClassifier,
AdaBoostClassifier
from sklearn.linear model import LogisticRegression, SGDClassifier
i sklearn.tree import DecisionTreeClassifier

sklearn.neighbors im KNeighborsClassifier

sklearn.naive bayes import GaussianNB

I

warnings.filterwarnings ('ignore')




def detect gpu():

gpu_available False

= GPU

try:

import torch

if torch.cuda.is available():
gpu_available = True
gpu_ reason = f"CUDA GPU

{torch.cuda.get device name (0) }"

else:

gpu_reason = "PyTorch CUDA not available"

available:

except
gpu reason = "

PyTorch not installed for GPU

detection"

Lry:
import tensorflow as tf
gpus = tf.config.list physical devices ('GPU'")
if gpus:
gpu_available = True
gpu_reason = f"TensorFlow GPU available: {gpus}"
except

pass

return gpu available, gpu reason

gpu_available, gpu info = detect gpu()
(f"\n® GPU Detection:
(f"@5 Using:

{gpu info}")

{'GPU"' if gpu available else 'CPU'}

DATA PATH

RANDOM STATE
TEST_SIZE

("\n[INFO] Loading dataset...")
df = pd.read csv(DATA PATH)
label col = "binary label"

X = df.drop( =[label col]) .values
y = (df[label col].astype ( ) .str.lower () == "attack") .astype (
feature names = [c for c in df.columns if c != label col]

) .values




shape: {df.shape}")
of features: { (feature names) }")

y_train, y test = train test split(
=TEST SIZE, =V =RANDOM STATE

scaler = StandardScaler ()
X train = scaler.fit transform(X train)
X test = scaler.transform(X test)

neg, pos = np.bincount (y train)
scale pos weight = neg / pos
(f"scale pos weight = {scale pos weight:.2f}")

KNisAMPLE =

if X train.shape[0] > KN SAMPLE:
knn idx = np.random.choice (X train.shape[0], KN SAMPLE,
X knn train = X train[knn idx]
y_knn train = y train[knn idx]

else:

X knn train, y knn train = X train, y train

if gpu available:
xgb device = !
lgb device = "gpu
catboost task type = "GPU"
else:
xgb device = "cpu"
lgb device = "cpu"
catboost task type = "CPU"

("/\ GPU not available - falling back

xgb.XGBClassifier (
="binary:logistic",
="logloss",

=scale pos weight,
=RANDOM STATE,
="hist",
=xgb_device
))

("LightGBM", lgb.LGBMClassifier (
="binary",




="gbdt",

=scale pos weight,
=RANDOM STATE,
=1lgb device,

st", CatBoostClassifier(

="Logloss
=scale pos_ weight,
=RANDOM STATE,
=catboost task type,
=False

ost", NGBClassifier (
=Bernoulli,

14
=False,
=False,
=RANDOM STATE
)) .

("ExtraTrees", ExtraTreesClassifier (

=RANDOM STATE

egression", LogisticRegression (
="balanced",

4

=RANDOM STATE

baseline models = |
(DecisionTreeClassifier (

14

14
='balanced',
=RANDOM STATE

), )ecision Tree"),




(RandomForestClassifier (

:RANDOM_STATE
"Random Forest"),

(LogisticRegression (

='aar

='balanced’',

=RANDOM STAT

), "Logistic Reg

(SGDClassifier (
='hinge',
='optimal',

4

='balanced',
=RANDOM STATE
), "Linear SVM (SGD)"),

(KNeighborsClassifier (
"k-NN (subsampled)"),

(GaussianNB (), "Gaussian Naive

(AdaBoostClassifier (

4

4
~RANDOM_STATE
bost™")

4

all models = models + [ (model, name) for model, name in baseline models]

def measure latency (model, X):

= model.predict (X[:1])

start = time.perf counter ()

= model.predict (X)

end = time.perf counter ()

total ms = (end - start) *

return total ms, total ms / X.shape[0]

def print confusion matrix(cm, model name) :




print f”\nﬁm CONE
print (" " *

print (" " *

f"True
" "o

print

print
f"True Attack

"o % 4+ |

print

(
(

(
print (" " *
(

(

(

(

print

evaluate model (model, name, X test, y test):

y_pred = model.predict (X test)

acc = accuracy score(y test, y pred)

report classification report(y test, y pred,
"Attack"], =4)

(£"\n{'=" * 80}")

(f”m@ {name} Evaluation Results")
(ev =y = ")

pmm,(f” Accuracy: {acc *

print
print
print

cm = confusion matrix(y test, y pred)
print confusion matrix(cm, name)

print(f”\n{g Classification Report:")
print (report)

return acc, classification report(y test, y pred,
"Attack"], =4, =True)

primt(f”\n@ﬁ Starting training and evaluation of {len(all models) }
N o ‘||>

print ("=" *

results = []
trained models = []

for name, model in tgdm(all models, ="Training
prinf(t”\nﬁ? Training {name}...")

if name.startswith ("k-NN") :
model.fit (X knn train, y knn train)
else:
model.fit (X train, y train)

acc, report dict = evaluate model (model, name, X test, y test)




total ms, avg ms = measure latency(model, X test)

results.append ({
I\ 1": name,
racy": acc,
_F1": report dict["macro avg"]["fl-score"],
1ted F1": report dict["weighted avg"]["fl-score"],
total ms,

avg ms

})

trained models.append( (model, name))

print (f" & nference Time: {total ms:.1f} ms total,
sample")

print (£"\n{'=" * )
p[ink(”gﬁ FINAL RESULTS SUMMARY")
print (£"{'="' * }rmy

results df = pd.DataFrame (results)
results df = results df.sort values ("Accuracy",

print ("\n" +
print (
f"{'Model"' :<25 Accuracy':<12} {'Macro F1':<12} {'Weighted F1':<12}
{'"Total Time (ms :<15 {'Per Sample (ms) ':<15}")
print ("=" *

for , res in results df.iterrows():
print (
f"{res['Model'] :<25 {res['"Accuracy
{res['Macro F1']:< s['Weighted F1
{res['PerSample ms

print ("=" * )

best model = results df.iloc[0]

pwﬁmt(?”hwg BEST MODEL: {best model['Model']}")

print (f" Ei Accuracy: {best model['Accuracy']:.4f} ({best model['Accurac
s 1. 2E1%)"M)

print (£" @& Macro Fl: {best model['Macro F1']:.4f}")

print (f" é@ Weic d Fl: {best model['Weighted F1']:.4f}")

print (£" nference: {best model['PerSample

prinf(t"\n Experiment completed successfully!"™)

print (£" Training ce: {'GPU' if gpu available else 'CPU'}")




2. Eight-Class Classification Experiment (EightClass_Classification_Experiment.py)

import os

import time

import warnings

import numpy as np

import pandas as pd

from collections import Counter

from tgdm import tgdm

from sklearn.model selection import train test split
from sklearn.preprocessing import StandardScaler
from sklearn.metrics import accuracy score, classification report,
confusion matrix

import xgboost as xgb
import lightgbm as 1lgb
from catboost import CatBoostClassifier

warnings.filterwarnings ('ignore')

def detect gpu():

gpu_available = False
gpu_reason = "No GPU d«

try:
import torch
if torch.cuda.is available() :




gpu_available = True
gpu_reason = f"CUDA GPU available:
{torch.cuda.get device name (0) }"
alg@c
gpu_reason = "PyTorch CUDA not available"
except ImportError:
gpu_reason = "PyTorch not installed for GPU

try:
import tensorflow as tf
gpus = tf.config.list physical devices ('GPU"')
if gpus:
gpu_available = True
gpu_reason = f"TensorFlow GPU available: {gpus}"
except ImportError:
pass

return gpu available, gpu reason

gpu available, gpu info = detect gpu()

p[LnL([”\nCl GPU Detection: {gpu info}")

print (f"@ Using: {'GPU' if gpu available else 'CPU'} for training")

DATA PATH ightClass FeatureSelected Dataset.csv
LABEL COL = "label"

RANDOM STATE =

TEST SIZE =

Loading da
pd.read csv (DATA PATH)
assert LABEL COL in df.columns, f"'{LABEL COL}' not found in datase
columns."

= df.drop( =[LABEL COL]) .values
= df [LABEL COL] .astype (str)

classes = sorted(y.unique())
label to int = {1lbl: i for i, 1bl in enumerate (classes)}
y num = y.map (label to int)

print (f"Dataset shape: {df.shape}")
print (£f"Number of features: {X.shapel[l]l}")

print (f"Clas s: {classes}")

X train, X test, y train, y test = train test split(

X, y num, =TEST SIZE, =y num, =RANDOM _STATE

)




scaler = StandardScaler ()
X train = scaler.fit transform(X train)
X test = scaler.transform(X test)

train counts = Counter(y train)

n classes = (classes)

sample weights = [ (y_train) / (n_classes * train counts[c]) for c in
(n_classes) ]

weights = [sample weights[label] for label in y train]

if gpu available:
xgb _device = "cuda
xgb predictor = "gpu predictor
catboost task type = "GPU"
lgb device = "gpu"

2lges
xgb device = "cpu
xgb predictor = "cpu predictor
catboost task type U
lgb device = "cpu"

("/\ GPU not available - falling back to CPU training")

n

n

xgb.XGBClassifier (
=xgb device,
=xgb predictor,
= ’

4

=False,
"mlogloss",
=RANDOM STATE

4

="MultiClass
="MultiClass",
=catboost task type,
=RANDOM STATE,
=False

lgb.LGBMClassifier (
="multiclass",
=n_classes,

4




’

=RANDOM STATE,

=1lgb device,

measure_ inference latency (model, X):

= model.predict (X[:1])

start = time.perf counter ()

= model.predict (X)

end = time.perf counter ()

total ms = (end - start) *

return total ms, total ms / X.shape[0]

print confusion matrix 8class(cm, model name, classes):

(f”\n@i CONFUSION MATRIX - {model name}:")
(W W =s + "Predicted -")
header = "True |" + " " *
for cls in classes:
header += f"{cls[:8]:<10}"
(header)
(S = (classes) *

for i, true class in (classes) :
row = f"{true class[:8]:<10}"
for j in (len(classes)) :
row += f"{cm[i, J]:<10}"
print (row)
print ()

- evaluate 8class model (model, name, X test, y test, classes):

y_pred = model.predict (X test)
acc = accuracy score(y test, y pred)

report = classification report(y test, y pred, target names=classes,




cm = confusion matrix(y test,

print(f”EJ Classification

print (report)

return acc,
digits=4, output dict=True)

training

=[]
trained models = []

for name, model in tgdm (models,

print(f”\nﬁ? Training {name}...

300st"

if name
model .
y test))
elif name == "LightGBM":
model.fit(Xitraln, y train,
y test)],

at
flt(X

train, y train,

eval metric="
callbacks=
lgb.log evaluation (period=
else:
model.fit (X train,
y _test)], verbose=50)

) 1)

y train,

acc,
classes)

report dict =

total ms, avg ms =

results.append ({
"Model": name,
Accuracy": acc,
F1":

ms" : totalims,
Ui?plw m: avg ms

classification report(y test,

desc="Training

H)

multi

evaluate 8class model (model,

measure_ inference latency (model,

report dict["ma
F1": report dict["

y _pred)
print confusion matrix 8class (cm,

name, classes)

Report:"

y_pred, target names=classes,

and evaluation of {len (models)}

Models", unit="model") :

sample weight=weights, eval set=(X test,

sample weight=weights, eval set=[ (X test,

1c

[lgb.earlyistopplng(stoppingirounds: ),

sample weight=weights, eval set=[ (X test,

name, X test, y test,

X test)




trained models.append((model, name))

print(ﬂ'@ Inference Time: {total ms:.
sample")

(fn\n{v:v * }ll)
("& FINAL 8-CLASS RESULTS SUMMARY")
(f " { 1 % } " )

results df = pd.DataFrame (results)
results df results df.sort values ("Accuracy", ascending=False)

print ("\n" + "=" * )
print (
f"{'Model':<15} {'Accuracy':<12} {'Macro Fl':<12} {'Weighted F1':<12}
{'Total Time (ms)':<15} {'Per Sample (ms)':<15}")
print ("=" * )

for , res in results df.iterrows() :
print (
f"{res['Mode :<15} {res['Accuracy']:<12.4f}
{res['Macro F1']:<12.4f s['Weighted F1']:<12.4f} {res['Total ms']:<15.1f}

best model = results df.iloc[0]

print (£"\n < BEST MODEL: {best model [ 'Moc

print (£" iﬂ \ccuracy: {best model['Accuracy']:.4f} ({best model['Accuracy']
* :.2F15)")

print (£" @5 Macro Fl: {best model['Macro F1']:.4f}")

print (£" Q} Weighted F1: {best model['Weighted F1']:.4f}")

print (£" b Inference: {best model['PerSamp

print f"\ﬂﬂ] CLASS DISTRIBUTION:")

(
print (£" Training samples: {len(y train):,}")
print (£" Testing samp {len(y test):,}")
print (£" Number of cle 5: {n _classes}")
train class counts = Counter(y train)
print?f” Fraﬁmimg cl S éﬁgt?ﬁbutﬁ:m:”)
for class _idx, count in train class counts.items() :
class _name = classes[class_idx]
print (£" {class name}: {count:,} samples")

print(t"\n 8-Class experiment completed ¢
print (£" Training Device: {'GPU' if gpu available else 'CPU'}")




3. Thirty-Four-Class Classification Experiment
(ThirtyFourClass_Classification_Experiment.py)

import os

import time

import warnings
import numpy as np
import pandas as pd

from
from
from
from
from

collections import Counter
tgdm import tgdm

sklearn.model selection import train test split
sklearn.preprocessing import StandardScaler

sklearn.metrics import accuracy score,

confusion matrix

import xgboost as xgb
import lightgbm as lgb

from

catboost import CatBoostClassifier

warnings.filterwarnings ('ignore')

def detect gpu() :

classification report,




gpu_available = False

try:
import torch
if torch.cuda.is available() :
gpu_available = True
gpu reason = f"CUDA GPU available:
{torch.cuda.get device name (0) }"
eliser:
gpu_reason = "PyTorch CUDA not available"
except ImportError:
gpu_reason = "PyTorch not installed for GPU detection"

Lry:
import tensorflow as tf
gpus = tf.config.list physical devices ('GPU'")
if gpus:
gpu_available = True
gpu_reason = f"TensorFlow GPU available: {gpus}"
except ImportError:
pass

return gpu available, gpu reason

gpu_available, gpu info = detect gpu()

{gpu info}")

{'GPU"' if gpu available else 'CPU'} for traininc

LABEL COL = "label"
RANDOM STATE =
TEST SIZE =

("\n[INFO] Loading 34-class dataset...")
pd.read csv (DATA PATH)
assert LABEL COL in df.columns, f"'{LABEL COL}' column missing."

X = df.drop( =[LABEL COL]) .values
y = df [LABEL COL] .astype(str)

classes = sorted(y.unique())
label to int = {1lbl: i for i, 1bl in enumerate (classes)}
y num = y.map (label to int)

print (f"Dataset shape: {df.shape}l")




(f"Number of features: {X.shape[l]}")
(f"Total classes: { (classes) }")
(f"Classes: {classes}")

X train, X test, y train, y test = train test split(
X, y num, =TEST SIZE, =y num,
)

scaler = StandardScaler ()
X train = scaler.fit transform(X train)
X test = scaler.transform(X test)

train counts = Counter (y train)

n classes = (classes)

spw = | (y_train) / (n_classes * train counts[c]) for c in
(n_classes) ]

weights = [spw[label] for label in y train]

if gpu available:
xgb device = "cuda"
xgb predictor = "gpu predictor”
catboost task type = "GPU"
lgb device = "gpu"
else:
xgb device = "cpu"
xgb predictor = "cpu predic
catboost task type "CpU"
lgb device = "cpu"

=RANDOM STATE

("/A GPU not available - falling back to CPU training")

models = [
("XGBoost", xgb.XGBClassifier (
=xgb device,
=xgb predictor,

4

=False,

"l Aaad]loaca™

14

=RANDOM_STATE

14

="MultiClass"
="MultiClass"

4




=catboost task type,
=RANDOM STATE,
=False
)) .

("LightGBM", lgb.LGBMClassifier (
"multiclass",
=n_classes,

4

=RANDOM STATE,
=1lgb device,

def measure inference latency (model, X):

= model.predict (X[:1])

start = time.perf counter ()

= model.predict (X)

end = time.perf counter ()

total ms = (end - start) *

return total ms, total ms / X.shape[0]

model name, classes):

(£"\n() CONFUSION MATRIX SUMMARY - {model name}:")
(£" Shape: {cm.shape[0]}x{cm.shape[l]}

correct predictions = np.trace (cm)
total predictions = np.sum(cm)
overall accuracy = correct predictions / total predictions

(£" Correct predictions: {correct predictions:,}")
(£" Total pr ctions: {total predictions:,}")
(" Overall accuracy from CM: {overall accuracy:.4f}")

(£f"\n Per-class accuracy (diagonal/row sum) :")
class_accuracies = []
for i in ( (classes)) :
row _sum = np.sum(cm[i, :])
if row sum >




accuracy = cm[i, i] / row_ sum
class_accuracies.append (accuracy)
if 1 <
print (f" {classes[i] [: :<15}: {accuracy:.4f}")

if len(classes) >
print (f" ... and {len(classes) - } more

print (£" Average per-class accuracy: {np.mean(class_accuracies):.4f

evaluate 34class model (model, name, X test, y test, classes):
y _pred = model.predict (X test)

acc = accuracy score(y test, y pred)

report = classification report(y test, y pred, =classes,

)

(Ilv\n{va * }ll)
print(t”(ﬁ {name} - 34-Class Evaluation Results"
print (£"{' & ")

([" Accuracy: {acc *

print

print

cm = confusion matrix(y test, y pred)
print confusion matrix 34class(cm, name, classes)

print(f”\n{g Classification Report (showing first 10

report lines = report.split('\n'
header lines report lines[:4]

class lines = []
for line in report lines[4:]:

if line.strip() and not any(avg in line for avg in ['macr
ighted avg', 'accuracy'l]):

class lines.append(line)
elif any(avg in line for avg in ['macro avg' 'weightec
curacy']) :

class lines.append(line)

output lines = header lines + class lines[:10] + ['...'] + class lines|[-
print ('\n'.join (output lines))

return acc, classification report(y test, y pred, =classes,
=4, =True)

prinf(f”\n@ﬁ Starting 34-class training and evaluation of {len (models)}




print ("="

results = []
trained models = []

for name, model in tgdm (models, ="Training Models",
print(t”\né? Training {name}...")

st":
.fit (X train, y train, =weights,

elif name == "LightGBM":
model.fit (X train, y train, =weights,
y test)],
="multi logloss",
=[1lgb.log evaluation ( ) 1)
else:
model.fit (X train, y train, =weights,
y_test)], =50)

acc, report dict evaluate 34class model (model, name, X test,
classes)

total ms, avg ms measure inference latency(model, X test)

results.append ({
del": name,
y acc,
o F1": report dict["macro
Weighted F1": report dict["we
"Total ms": total ms,
"PerSample ms": avg ms

H)

trained models.append( (model, name))

primt(?‘é [nference Time: {total ms:.1f} ms tota
sample")

print (£"\n{'=' * 80}")
prinf(”éﬁ FINAL 34-CLZ 5> RESULTS SUMMARY")
print (£"{'="' * ")

results df pd.DataFrame (results)

results df results df.sort values ("Accuracy",
print ("\n"
print (




res in results df.
(
f"{res['Model']: 12.4f}

12.4f} {res['Total ms

best model =

results df.iloc[0]
(f"\n ¥ BEST DEL: {best model['M
{best model['Accu

F1: {best model['Macro F1']:.4f}")
ghted Fl1: {best model['Weighted F1']:.4f
{best model['PerSample

ference:

DISTRIBUTION

SUMMARY :

Number f classes
train class counts Counter (y train)
7[” ftaLnLng class r
i, (class idx,

if 1 <

{n classes}"

distribution

(sample) : ")
count) in

(train class counts.most common () )

class name
7({”

classes[class_ idx]
{class name}: {count:,} samples")

and { (classes) -

eriment completed ~es
( ining : {'GPU' if gpu_available
(T:H@ Total cla 5o {niclasses}n)




