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Motivation and Aims for the Tutorial Er

= Ongoing challenges and needs

— Integration of renewables requires advanced Information and
Communication Technology (ICT), automation, and control

— The raising complexity of such Cyber-
Physical Energy Systems (CPES)/
smart grid systems urge for integrated,
multi-domain based validation methods
and tools

— Well-educated researchers and
engineers in the domain of CPES
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Motivation and Aims for the Tutorial

Eri

= Tutorial introduces and provides

Challenges in CPES development and validation
The integrated ERIGrid validation approach

A holistic validation procedure for
CPES-based system-level testing

Enhanced simulation and

lab-based testing methods .

\
An overview of selected A Staff
validation examples - Trai ni n g

Information about the free

access to smart grid laboratories -
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Outline of the Tutorial

= Background and motivation

= Status quo in validation and future needs
= The ERIGrid vision and approach

= Holistic validation procedure

= Simulation and lab-based testing methods
= Selected validation examples

= Discussion, feedback, and conclusions

Eri
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Background and Motivation

SMC 2018 Tutorial

Concepts, Methods, and Tools for
Validating Cyber-Physical Energy Systems

© The ERIGrid Consortium
EU H2020 Programme GA No. 654113



https://www.erigrid.eu/
https://www.erigrid.eu/

Socletal Challenges

= Climate change

A L
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= Demographic ahd econom)ic development in China, India & So\u‘th‘ East Asia
— Increasing impact cy‘g,auality of water, air, land resources

= European position -in._aifast changing world : i)
— Economic development — quo vadis?

— Demographic development (ageing society etc.)

— Welfare of the society



https://www.erigrid.eu/
https://www.erigrid.eu/

International Energy Agency (IEA) Er

= |EA Energy Technology Perspectives 2008
— a global energy technology revolution is needed ..."
= |EA World Energy Outlook 2008

— The world’s energy system is at
a crossroads. Current global trends in
energy supply and consumption are

patently unsustainable environmentally, %§

economically and socially ..."

— What is needed is nothing short of an
energy revolution ..."
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World Energy-related CO, EFIgrid-
Emissions by Scenarios

® Smart Grid Infrastructures

& 45 === Current Policies Scenario
40 - e New Policies Scenario
716Gt
35 == s 450 Scenario
30 7 141 Gt Cumulative reduction
95 - in emissions 2010 to 2035:
20 - Current Policies to
New Policies Scenarios
15 .
New Policies to
10 450 Scenarios
5 A scenario presented in the IEA

World Energy Outlook, which sets out
0 an energy pathway consistent with

T 1 T T | L
1990 2000 2010 2020 2030 2035 the goal of limiting the global

increase in temperature to 2°C by

Sources: OECD/ IEA, World Energy Outlook, 2011, P. 73 limiting concentration of greenhouse
gases in the atmosphere to around

450 parts per million of CO,.

© The ERIGrid Consortium
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I I 2 Connecting European
I l I Smart Grid Infrastructures

= Changing Europe’s energy system according to climate policy needs
— Energy efficiency
— Renewable integration

= Safe, secure, and affordable energy supply

= Strengthening the role of cities (high living standards, sustainable
environment for next generations)

= Europe's leadership in energy technology and innovation
= Horizon 2020

— Excellence in R&D

— Industrial leadership

— Societal challenges Source: G. Ottinger, 10.11.2010
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Europe 2020 Strategy and eriarid-
2050 Roadmap

= Climate change and energy: The “20-20-20 targets” (in 2020)

— Reduce Green-House- 100% 100%
Gas (GHG) emissions N
80% RO ~ L 80%
by 20% Current policy

Residential & Tertiary

— Increase share of oo P - 60%
renewables in EU T o
energy consumption —
to 20% 20% 0

Non CO, Agriculture
— ACh | eve an ene rgy- 0% Non CO, Other Sectors 0%
efficiency target of 20% 1990 2000 2010 2020 2030 2040 2050

] Source: EC, Low Carbon Economy Roadmap 2050
= Roadmap 2050: -80% GHG reduction

— -80% GHG Reduction needs Radical Innovations!!!



https://www.erigrid.eu/
https://www.erigrid.eu/

Driving Forces for Research in EQIgrid-
Electric Energy Infrastructure

= Urbanization

= Stochastic = Power electronics

behavior of = Communication and
renewables System automation

= Distributed = Electrical storages
generation

= Electrification = Generation (PV, wind

of mobility power, etc.)
. Market = Condition monitoring
= Aging
infrastructure

Liberalization and regulation of markets

New business models for energy and mobility

New industry players in energy business

Market for primary energy, CO,, nuclear waste, etc.

© The ERIGrid Consortium
EU H2020 Programme GA No. 654113 Thomas Strasser, AIT Energy 07.10.2018 13
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Power Distribution Grids in the Past Eﬂgr'd

= Typical structure of the electricity system (~1900-2000)

— Central generation
infrastructure

— Unidirectional power flow

— Hierarchical structure

Transmission Grids (e.g., 380 kV, 220 kV, 110 kV)
Medium Voltage Distribution Grids (e.g., 10 kV, 20 kV, 30 kV) )
Low Voltage Distribution Grids (e.g., 0,4 kV)

e
cad
=
-

Source: H. Brunner (AIT)

© The ERIGrid Consortium
EU H2020 Programme GA No. 654113 Thomas Strasser, AIT Energy 07.10.2018 14
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. . EFIgrid-
Integration of Renewable Generation Ig?s:::zzs.i”;::;:

= “New” structure of the electricity system (from ~2000)

— Central and distributed
generation infrastructure ration
— Fluctuating distributed
generation (e.g., solar, wind)

— Bidirectional power flow

— Hierarchical structure

Source: H. Brunner (AIT)

© The ERIGrid Consortium
EU H2020 Programme GA No. 654113 Thomas Strasser, AIT Energy 07.10.2018 15
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Integration of Renewable Generators Eﬂgr'd

= Example: Denmark

WY ‘Yk

16 central power plants 16 central power plants
Source: www.ens.dk + 1000 CHPS
+ 6000 Wind turbines

- © The ERIGrid Consortium
EU H2020 Programme GA No. 654113 Thomas Strasser, AIT Energy 07.10.2018 16
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Intelligent Electricity Networks Eri
“Smart Grids”

= Possible actions?
— Best solution
 Build a new power grid
» Thicker lines, storages, etc.
« However, that is beyond price
— Smart solutions required

e |CT, advanced automation
and control

« Monitoring and advanced
measurement systems, etc.
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Intelligent Electricity Networks ErIgrid-
“‘Smart Grids”

® Smart Grid Infrastructures

= Vision

o

WAL
S

Source: European Technology Platform Smart Grids

© The ERIGrid Consortium
EU H2020 Programme GA No. 654113 Thomas Strasser, AIT Energy 07.10.2018 18
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Intelligent Electricity Networks Eri
“Smart Grids”

= Smart grid activities/developments at different levels

— Transmission system
(Trans-European demand/supply matching)

» Super grids (offshore wind farms in northern Europe — hydro
storages in the Alps — large scale solar/PV systems in southern
Europe/Africa)

— Medium Voltage (MV) / Low Voltage (LV) distribution system

« Smart grids (active distribution grids, integration of distributed
generators and storage systems)

— Local energy community/system
(e.g., for buildings or small areas; low voltage systems)

* Micro grids (islanded, grid-connected)
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Intelligent Electricity Networks EQIgrid-
“Smart Grids’

= [ntegration of (critical) infrastructure systems: electrical + ICT/automation

Electrical Infrastructure

"
“Intelligence” %frastructure I %@ //E g@ *

..................... obb &

Source : NIST

© The ERIGrid Consortium
EU H2020 Programme GA No. 654113 Thomas Strasser, AIT Energy 07.10.2018 20



https://www.erigrid.eu/
https://www.erigrid.eu/

Intelligent Electricity Networks Erigrid-

@ Connecting European

“Smart Grids” R

= Technology areas
/ Generation \ (Transmission\ ( Distribution \ /" Industrial \ /" Service \ /~ Residential \

Transmission lines

]
Padmount
Distribution lines transformer

Distribution

substation L]
g |

Transmission
substation

Wide-area monitoring and control

Information and communications technology (ICT) integration

Renewable and distributed generation integration

.
Transmission
enhancement applications

-

Distribution grid
management

Advanced metering infrastructure (AMI)

EV charging infrastructure

Customerside systems (CS)

/

Source: IEA

. AN

© The ERIGrid Consortium
EU H2020 Programme GA No. 654113 Thomas Strasser, AIT Energy 07.10.2018 21
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Example Voltage Control ! .

= Voltage drop along (distribution) lines and distributed generation

Voltage band \
(power quality)

Distributed
Source: H. Brunner (AIT) Generation

Loads

Voltage band \/\

(power quality)

. A
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Example Voltage Control ! ..

=  What can be influenced?
— On-load Tap Changer f"r@‘
|

|
(OLTC) (1,2) i [
— Generators (3, 4) | (1)
— Adjustable transformers : 4® ID (3)
(low voltage) (5) [1:}

— Demand Side Management
(DSM) (6)

Qg O

(4) (5) () Source: F. Kupzog (AIT)
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Example Voltage Control

= Voltage band management through changes in generation and consumption

On-load Tap 1
Changer (OLTC)

Z=R+jX

Qs

— P,Q., tAPpgy

PG
—)

2QC

\ 4

0O Comp Source: H. Brunner (AIT)

U, =~U, +(R-(P, — P_+ APyg, )[+[X - (2Q —Q, £Q,))|/U,

Active Power

Reactive Power

Line Line

Voltage level R/X ratio Voltage level influenced by
Transmission Grid (>110kV) Riine << Xline Reactive Power
MV Distribution Grid (5 - 60 kV) Riine < X Active and Reactive Power

LV Distribution Grid (0,4 kV)

RLine > XLine

Active Power
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Example Voltage Control ! .

= Voltage band management through
changes in generation and consumption A

-/ N\

Distributed Generation

Loads

U Source: H. Brunner (AIT)

(power qualtiy)

A A
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Example Voltage Control ! ..

= \oltage band management through changes in generation and consumption

A Voltage
Vmax oo oo
\
vV min | oo e
Distance from transformer
A Voltage
VmMaX |-=--m oo m e
R P/Q control
ﬁ of Distributed
Generator (DG)
Vmin | oo oo
Distance from transformer
A Voltage
D e T T T ———
P/Q control
_ f/Di tributed e
S ﬂ of Distribute + oLTC
Generator (DG)
Vmin | oo ememmmm
Distance from transformer

Source: RSE
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ErIgrid™

e Connecting European
® Smart Grid Infrastructures

Status Quo in Validation and Future Needs

SMC 2018 Tutorial

Concepts, Methods, and Tools for
Validating Cyber-Physical Energy Systems
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. Erll o guileee
Cyber-Physical Energy System ? ST

= Planning and operation of the energy infrastructure becomes more complex
— Large-scale integration of renewable sources (PV, wind, etc.)

— Controllable loads (batteries, electric vehicles, heat pumps, etc.)

= Trends and future directions Pro- Security
sumers Threats
— Digitalisation of Energy S
. Markets
power grids B
— Deeper involvement —— ey
of consumers and s

market interaction |

|

|

— Linking electricity, i
gas, and heat grids {
for higher flexibility s "N
and resilience

- Integrated Cyber-Physical Energy System (CPES) or smart grid
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Cyber-Physical Energy System Er'lgﬁd

= Key elements of future integrated smart grids for mastering the increasing
requirements and system complexity are

— Power electronics

— Advanced communication,
automation”, and control

systems
— Smart algorithms a“d \Ja
— Monitoring q‘gca sh9)1t|$“\]5‘\c
oW ™\ cyve’”
te
\nted’

© The ERIGrid Consortium
EU H2020 Programme GA No. 654113 Thomas Strasser, AIT Energy 07.10.2018 29
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Status Quo In Design and Validation

= |n the past individual domains of power and communication systems have
been often designed and validated separately

= Available methods and approaches are

Req. & Basic

Detailed Design

Implementation

Deployment /

tests / pilots

Design Phase Phase & Prototyping Roll Out
Software
. : + ++ O -
Simulation
Lab Experiments
- - ++ +
and Tests
Hardware-in-the-Loop ) ] it it
(HIL)
Demonstrations / field
- - - ++

Legend:

- ... less suitable, o ... suitable with limitations, + ... suitable, ++ ... best choice
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Status Quo In Design and Validation

= Promising validation approaches

— Co-simulation: coupling of domain-specific simulators
(example: dynamic charging of electric vehicles)

Traffic Pattern / Electric Vehicles (GridLAB-D)

API
Interface

[ Charge Control_|
_— P Charging Ul
EV [ - ; . :
i Station
J Charge Control
EV I_‘?—j— EV P Charging
P Station ‘
I
; i r
N N ASNL
FMI ? FMI Q (TCP/IP) (P
Battery Battery Distributed o st
Model Madel Control iR
System Analysis
(OpenModelica) (OpenModelica) (4DIAC) (PSAT/Octave)
_________ Sgﬁ\_/EE:CPl SMART_BATT_CTRL_CP1 \\
---- RINIT  INITOY ———BRREQ CNF
C— IND SMART_BATT_CTRL |
SERVER_1_2 ‘ 0.0
01 0.95=Umin ~Pieiap—,
1-QI QO+ 200sPdelta  TTaLl_
127.0.0.1:62000%D  STATUS » 11000#PSetinitial
~»=SD1 RD1p————h=U

Eri

2 Connecting European
Smart Grid Infrastructures

= REQ Algorithm

NO

Pet= P+ AP

YES

v

Puc=P-4P >

Limit Peg;
(0 < Pset < Prom)

CNF
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Status Quo In Design and Validation

Promising validation approaches

— Hardware-in-the-Loop (HIL) experiments

« Controller-HIL (CHIL)
(example: remote control
of inverter-based DER)

:
e S G
. )

2 Connecting
Smart Grid
¢ ™y
g
< IEC 61499 Application (4blAc)
8
S i
(%] H
o A 4
[ Ethernet TCP/IP (IEC 61850, liblEC61850)
9
L

o Ethernet TCP/IP
g (IEC 61850, liblEC61850) Simulation Po\:mrer Sv.stem
E T Simulation
g : (TCP, UDP, etc.) (PowerFactory)
= - ™,
= \
a IEC 61499 Application |[<»
) (4DIAC)

. Y
E GRES Reso|‘ Resource
& e DER Interface DER/
g < (Modbus, @ PV inverter
D ‘ PowerlLink, etc.) (XC680)
—
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. . — ErIgrid-
Status QUO N D@Slgn and Validation lg?S;":,izzg.i”,:::;z:m

= Promising validation approaches
— Hardware-in-the-Loop (HIL) experiments

* Power-HIL (PHIL)
(example: testing of a PV inverter)

Interface with

Digital Simulation System e L Hardware under Test (HuT) PV-Array Simulation
Power Amplification
Sim. Linear programmable
PV-Array Simulators PVAS2
Power 3x 12 kW, 850 Ve, 3x 32 A
System
(e.g., LV
— H grid)
| > — —
< — |
Signals i e
g Power Power
/\OA[;C;/ART S 3 PV-inverter
e sim pitzenberger ;
RTS Spiel3 PAS 10000 AIT PV Simulator

© The ERIGrid Consortium
EU H2020 Programme GA No. 654113 Thomas Strasser, AIT Energy 07.10.2018 33
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U ° oo
Future Needs and Developments iarc.

= Vision: “Providing support from design to implementation & installation”
— Integrated system design
— Validation and testing

— Installation and roll out

Specification mlmplementationw Validation w Deployment >

Use case design and Generated target . . I Deployment to
L ) . Simulative validation i
speC|f|cat|on configurations field components

= FOO{-} % y=3

User defined
conflguratlons

Specs o

,,,,,,,,,,,,,,,,,,,,,,

Laboratory validation
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Future Needs and Developments

A cyber-physical (multi-domain) approach for analysing and validating smart

grids on the system level is missing today

— Existing methods
focusing mainly
on component
level issues

— System integration
topics including
analysis and
evaluation are not
addressed in a
holistic manner

Power System Analysis Communication i Components A
Power Grid Generators, Storages,
Electrical Signals Loads, etc.
Power, Voltages
@ c
Control (S J
Signals -~ ~
Control System SCADA / DMS / HMI
Power Quality, etc. Control Center
Central Control [=]-] =]
o Measurements i i 6
Local Control Parameters N !
Local Control BEREss 8 8 88 88
VAR J
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ErIgric”
Future Needs and Developments ? ST

= A holistic validation and testing framework for advanced system-level testing
needs to be developed with a multi-domain focus on

— Proper methods and tools
— Comprehensive research infrastructure

= Harmonized and standardized evaluation
procedures need to be developed

= Well-educated professionals, engineers and -
researchers understanding integrated smart g St ff'
) . . . ) ) ." a
grid configurations in a cyber-physical manner
need to be trained on a broad scale — Trai ni ng

—— e
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EFIQrid-

e Connecting European
® Smart Grid Infrastructures

The ERIGrid Vision and Approach

SMC 2018 Tutorial

Concepts, Methods, and Tools for
Validating Cyber-Physical Energy Systems
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LE ]
L]
P r F 2 Connecting European
Smart Grid Infrastructures

= H2020 call “INFRAIA-1-2014/2015"

— Integrating and opening existing

i ] n No. of ERIGrid
national and regional research partners per country
infrastructures of European interest @ o ofprovides
A / installations . o / 5
= Funding instrument S0 S ipe
— Research and Innovation Actions (RIA) V_ A

Integrating Activity (1A) S 'y

= 18 Partners from 11 European Countries g . Beo e
+ 3 Third Parties involved = g\

= Involvement of 19 first class Smart Grid labs A0 A0
= 10 Mio Euro Funding from the EC A HO

= ~1000 Person Month 2 HO
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.
L)
[
M al G O a I ? Connecting European
I l Smart Grid Infrastructures

= Supporting the technology development as well as the roll out of
smart grid approaches, solutions and concepts in Europe with a holistic,
cyber-physical systems approach

= |ntegrating the major European research centres with a considerable,
outstanding smart grid research infrastructure to jointly develop common
methods, concepts, and procedures

= |ntegrating and enhancing the necessary research services for analysing,
validating and testing smart grid configuration

= System level support and education for industrial and academic researchers
In smart grid research and technology development is provided to foster
future innovation

= Strengthening the technical leadership of the European Research Area in
the energy domain
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Overview ERIGrid Approach erig

Connecting European
Smart Grid Infrastructures

= Leading Research Infrastructure (RI) in Europe for the domain of smart grids

{ Networking Activities (NA) } [ Joint Research Activities (JRA) J { Trans-national Access (TA) }

Holistic Validation Procedure (NA5)
(iterative process)

Liaison with
Initiatives and

GCeLEL

Cooperation
(NA2)

Associations
(NA1) —
/ Smart Grid Configurations \ ( ” Ifiy st:em d Validated
(Power + ICT system) a 'TZ:;?: an Smart Grid System
Optmizaton R Z Configurations
. L (e, 500 Approaches e Validated
] Dissemination (cyber-physical
QU d concept /
S an systems based) hitect
= | Communication e Virtual-based architecture <
Q = Power Distiubton Grid e  Substantiated
(NA2) i Q
< methods . Trans-national
| e Real-world- comparision w
&) < based methods *  Testreport A‘f;ess - h =
S % 1% N, et e Improvement ERIGrid Researc
- . s s e Combination of ; ) Infrastructure
“n —T’— - virtual & real- NI (NA3, TA1, TA2)
. ~ H 7 4
International \Mv 4‘ / world-based potential e Industrial user

Staff Exchange,
Education

and Training
(NA4)

£ £ 8 3

\ methods (HIL) /

e Certificate

v

Improved Methods and Tools (JRA2, JRA3)

Co-simulation / simulator coupling

assement methods

Integrated power system and ICT models

Controller & Power HIL a—Pp o
Laboratory experiments
Cyber-security analysis and ICT-based .

v

Distributed and Integrated

Research Infrastructure (JRA1, JRA4)

Installations for

Component characterication and small-

scale system evaluation (Micro Grids)

System integration and large-scale
system testing

ol

groups /
vendors
Academic user
groups

Project
consortia
(European &
national
projects)
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The ERIGrid EFIgrid-
Trans-national Access opportunity

= Free of charge access to best European smart grid research infrastructures

— Scientists from research, academia
and industry are invited to apply for the
Trans-national Access (TA)

— Successful applicants will be provided
with free of charge access to ERIGrid
research facilities (incl. lab installations)

SmartEST Laboratory at AIT

— The expenses, including travel and
accommodation will be reimbursed
under ERIGrid conditions

— Calls open every 6 month

Smart metering communication
platform at TECNALIA

© The ERIGrid Consortium
EU H2020 Programme GA No. 654113 Thomas Strasser, AIT Energy 07.10.2018 41

® Smart Grid Infrastructures
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Provided Smart Grids ErIgri
Research Infrastructures

= Various testing and research possibilities are provided such as
— DER/power system components characterization and evaluation
— Smart Grid ICT/automation validation
— Co-simulation of power and ICT systems

— Real-time simulation and Power/Controller Hardware-in-the-Loop (HIL)

-~
VIT lab
AITGE%E’S%L’B%‘J‘”TE RSE PNV-EL ~—
=Z NnTII "
1 i DTU TUDelft @
b " >
SINTEF & HEDNO \ 55 )
I University of
0F}F|S Strathclyde S
L“ = KAME

ORMAZABAL Glasgow tecnalia J s 2=
velatia ? ==W|||"' CRES
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.
L)
OW to l \ I 2 Connecting European
I I [ ] Smart Grid Infrastructures

= User Groups have to fill out the application template from the website

(

) and send it to

= Targeted topics includes smart grid concepts and configurations like

Fluctuating renewable energy, Support for filling out an
distributed energy resources application can be asked

Active prosumers (incl. EVS) to the targeted Rls.

TA calls are launched

Demand side management every 6 months.

Power system components Evaluation criteria can be
: .. found on the project

ICT, cyber-security, electricity website.

markets, regulation, etc.

Next call will opened on 15.08.2018 and closes on 15.11.2018
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EFIQrid-

e Connecting European
@ Smart Grid Infrastructures

Holistic Validation Procedure

SMC 2018 Tutorial

Concepts, Methods, and Tools for
Validating Cyber-Physical Energy Systems

© The ERIGrid Consortium
EU H2020 Programme GA No. 654113
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.
.

I I ’ Connecting European
I l I l Smart Grid Infrastructures

= Testing/validation of E I e MY;;A
nO\d/eI CPES components Validate [ber PRoc _osmion_
and conce tS icl DER2Ctrl
P this! [ { e o
= Many domain involved Optimization | | comypicaon s ’
(hollsm) (e.g.. SCADA) Network
H ! h 4
; i Tap
= Setups/workflows differ ' Changer
across Research 1 Communicaton |
|nfraStrUCtureS (Rl) ~ Power Distriubtion Grid Interface ;
o DER Controller | @ ~
) = (Control 2
— Experiments are 1 v = Algorithms) 32
Often hal’d|y vﬂ DEREFI,-tardware é‘i
s ower i
re I’OdUCIb|e e = - Electronics) a
p £=] E=] DER
— Often limited by y ” @ Transormer
RI capabilities by Consumer
p @{_‘;&v DER J< O Generator
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Aims and Objectives ? ST
Specification Testing
Aims
. . Requirement User Acceptance
= Formalize testing process Specifications Testing
— Testing - documented and High Level P
reproducible Design Testing °¢
| A
— Basis for knowledge exchange = mearation | &

Design Testing

Objectives /
= Formal process covering all stagt Tl ol o

of test planning

— Qverview of resources

&Debugging

— Consider state-of-the-art WHAI |
— Operationalize, refine HOW TO TEST?
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EFIgrid-

CompOnent Test vs. Holistic Test $ oomgmn
Component Test Holistic/System Test

= Example: inverter MPPT tests, = Combining
anti-islanding and LVRT tests several [

. : : : tests e
No interactions with the system (testng : |

= Usually open loop test (predefined process) e
voltage, frequency; setpoints are - Usi N e

lied to the hardware under test) Sy —)

app simulations

= Testing a system rather than just
component

: Hardware inverter e
PV simulator under test AC gid simulator

© The ERIGrid Consortium
EU H2020 Programme GA No. 654113 Thomas Strasser, AIT Energy 07.10.2018 a7
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u i : : er {a g
Holistic SyStem Validation I ? o

Specification | Testing

Requirement ——) User Acceptance
Specifications Testing

|.  System validation
High Level System

alignment of Specifications & Testing Sesion }esﬁnq

Detail Integration
Design Testing

/

Unit
Testing

Program
Specification

Il. Integrated hardware & software testing
Validate “systems” not components

Coding
&Debugging

lll. Tests that combine multiple domains
e.g., power, comm., and automation [ voversysam anass || (* communsion || compenems

Power Grid /,L Generators, Storages,
(e Electrical Signals Loads, etc.

e Power, Voltages
> ) =
< &[]

I\VV. Systematically design tests & integrate L A | | C—
results from various experiments for a holistic [ cwessen [ soonsowsin
assess m e nt Power Quality, etc. Control Center
l.e., combine simulation, co-simulation,

HIL, PHIL, CHIL, different labs, etc.

Measurements
Parameters

A ARN RN

Figure 1.3: Improved methods and tools for Smart Grid validation and testing —
possibility to combine virtual (simulated) and real components
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System Validation — A Holistic Procedure ? stz

m Holistic Validation Procedure {NAS5)
(iterative process)

Scenario
Description J

RI
Capabilities
Profiling J

Specification
(Experiments)

Mapping

LN N

Results

A

"Holistic testing is the process and methodology for the evaluation of a concrete
function, system or component (object under investigation) within its relevant
operational context (system under test), corresponding to the purpose of investigation”
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Holistic Testing Procedure Ergrid-
Different Mapping Steps

® Smart Grid Infrastructures

D 71| Scenario & Generic Use Test @ Process steps
Mapping from SC, UC, - System Configuration Cases Objective
TO to holistic test case @ U 7 7

X —mapping step

Holistic Test Case

pA  Mapping of holistic test
case to (sub-) test
specifications, i.e.

Mapping of results of
experiments to

@ j represent holistic result

Sub-test Sub- Sub-test
specification test eee
spec. 2

------- -{~*  Division into individual (sub-)tests

specific (sub-) test
system(s)

specification n

Specification

Experiment

refearchlinfrastructure (RI)apablity profiles

3 :
Mapping of (sub-)tests Mapping (preliminary)

results to test
adjustments

to Rl and specify
experiments

inRl n

RIn

4 Exchange of data and results
Mapping between tests

resp. experiments

© The ERIGrid Consortium
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A Generic Experiment / Validation EFIgrid”

- Defines components of a system
- Includes: Object of investigation

System Configuration

- Defines functions of a system
- Requirements define Test Criteria

Purpose of Investigation
— Experimental design
— Test procedure

Configuration

Input Test/ Target
controllable & er e
uncontrollable Experiment Test Criteria

. Performance
input parameters indicators/
Object of investigation Test metrics
Experimental setup
Boundaries of experiment

Testing Tools

Data Exchange
\ J

|
experiment Quality of experiment: error type;

assessment: uncertainty; quantification of error
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Holistic Test Description (HTD) Erigrid

s ”"dwhyls
u_ e Test 'Iﬁ‘w

Use Cases | . Objective(s) Generic

S e Zamate T

w«nw"""'/;,"

nd the su unding

Test Case (TC) o
f—

Map/split

= C

| ;:g{ Troxtual dtffﬂpglo;’zl; g:w

| O 3
ifi H tion and OYPE
Test Specification (TS) |« ]

= Specific

Wm"mmomﬂ

et under ivestigation lnpum-lt;mmnd :
Map/spllt n::r'm%ﬁmdoutpw
| pormeter .
11N~

=1 uiredtesting

THREE levels of specification

o "1 sintermsof
Experiment | oled
. po . iscription o)
Specification (ES) g | g thetest
“iation of
p— ‘simulation, Rarawarey:J
tion b v o
Give a brief description of the realisa rerequisites b
TEsperiment Setup (concrete | gr:phlctal nnd' textual description of the concTete | oo e L a
lab equipmen .
% For all parameters give a reason why it has been e
Justification chosen that way nofthe
o concrete values, sequences of values of ble by the
“Variability attributes” and kers after o
¢ concrete combinations of different variability
attributes W
® number of repetitio) ; sand
Preciion o squipment—— o ns for each combination
ooty e el the Storeg ——
on is given such that th, e ndff ——-
© The EF Unertainty measuremenr— ;:;dnam anbederves, oS 3’22’, - 52
EU H202 i,.m,f,:,z'::;;‘f'-:‘:;;{equipmmom,,,,,,, tetest g Thomas Strasser, AIT Energy 07.10.2018
barameters ¢, rement algorith, Lgiy ven i
errors are nm.ﬂﬁe’f he measyreq mm.:'f.gm in
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Holistic Test Description (HTD)

Template-based process

Structured test development (documentation & test quality)
Common understanding of concepts (avoid misunderstandings)
Separating test planning from RI (replicability/reproducibility)

Splitting into sub-tests (allow for complex validation)
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Holistic Testing

= Key questions to be answered for test specification

Why to test?
What to test?

© The ERIGrid Consortium

EU H2020 Programme GA No. 654113

ErIgrid"

Connecting European
Smart Grid Infrastructures

Validate this!
Opg';:zaot:on _____ cormmunicauon
(e.g., SCADA) Network
A \ 4
; Tap
H Changer
\ Communication 3
P . Interface <
Power Distriubtion Grid £
n DER Controller | 3 —
, 3 (Control 2 2
! Algorithms) | & 2
yan) £
ik DER Hardware | £
T (Power 5
E:_*] = - QER Electronics) | O
L &
— \ @ Transformer
21~
i v _l v Consumer
w5y DER |«
sy O Generator
Thomas Strasser, AIT Energy 07.10.2018 54
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Test System & Domain

System under Test (SuT):

Is a system configuration that includes

all relevant properties, interactions and
behaviours (closed loop I/O and electrical
coupling), that are required for evaluating
an Oul as specified by the test criteria

Object under Investigation (Oul):
The component(s) (1..n) that are subject
to the test objective(s)

Remark: Oul is a subset of the SuT

Domain under Investigation (Dul):
|dentifies the domains of test parameters
and connectivity relevant to the test
objectives

Transmission
System

1.%
1

Transformer

1
1

Load

Distribution g’

System

!

1.5 B
1..20

Inverter

[N

1
1

PV

=N
!

Environment

Electric Power Domain
Primary Source Domain
ICT/Control Domain

Voltage
Controller

1..20

System Under Test
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Test System Functions ? ez,

optimization in the
controller

Use Cases define Functions

Oul of Systems | (IEC 62559 approach)

state estimation

DER P,Q contre!
measurements

OLTC tap control SuT

Functions under Test (FuT):
The functions relevant to the operation of the
system under test, as referenced by use cases

Function(s) under Investigation (Ful):

The referenced specification of a function realized

(operationalized) by the object under investigation
Remark: the Ful are a subset of the FuT
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ot . EFIQrid-
Holistic Testin 0 l g $ s

= Key questions to be answered for test specification

What to Test For?

qag';:z:‘:on cormmunicauon
(e.., SCADA) Network
A 4
Tap
Changer

N Communication |

Interface £

Power Distriubtion Grid £
n DER Controller | 3 —
X = (Control o
H Algorithms) o
yan) £

ik DER Hardware é‘l

(1T (Power W

=: E - DER Electronics) s}

|
@ Transformer
v Consumer
O Generator
© The ERIGrid Consortium
Thomas Strasser, AIT Energy 07.10.2018 57
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Purpose of Investigation (Pol) ? ST

= Verification

= Validation

— —

[FAIL |

= Characterization

Modeling /
Understanding

Scoring /
Performance

Test objectives/Pol:
Characterization and validation of the
DMS controller

1. Convergence of the optimization
(validation)

2. Performance of the optimization
under realistic conditions
(characterization)

3. Accuracy of the state estimation
(characterization)
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Designing Test Criteria EFIOrs
Detailing Sequence

= Test objective = Pol = Test Crit. | Target metrics:

1. 1.1 convergence (when/how often?),
1.2 how fast?
1.3 solution quality

— Target Metrics (TM, criteria): 2. 2.1 voltage deviation

List of metrics to quantify 2:23 Egg‘vt(’)‘?lr( ?;StggSChanges,

= Test criteria:
How to break down the Pols?

each Pol 3. Voltage, P, Q estimation errors
— Variability attributes: Variability attributes: load patterns

Controllable or uncontrollable (realistic, annual variation; applies to

parameters to “disturb” SuT criteria 1-3); communication attributes

(packet loss, delays)

— Quality attributes (thresholds): Quality attributes (thresholds):

Test result level or quality of “1.2: convergence within 2 sec” (validation)

the TM required to pass or “3.* estimation quality characterized with
conclude the testing confidence 95%” ...
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Holistic Testing

= Key questions to be answered for test specification

How to test?

© The ERIGrid Consortium
EU H2020 Programme GA No. 654113

Validate this!
Opgl;:f?otllon communicauorn
(e.g., SCADA) Network
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Tap
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Power Distriubtion Grid
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o
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@ Connecting European
® Smart Grid Infrastructures

Communication
Interface

DER Controller
(Control
Algorithms)

Inverter)

T,

vR=

DER Hardware
(Power
Electronics)

DER (e.g. PV system incl.
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Test Specification and Design ? ST
= Given
sC | uc TO
v Purpose of Investigation (Pol) and Test Criteria
1
4 v' System and Domain categories and relations
) Test Case
g SuT, FuT, Pol, TC . To Specify
S test
§@ evalucgion U Precise system (specific system configuration)
?":35 {Te:jgi;';’;°?}g°" L O Which variables to manipulate and which to measure?
§ @ ool O How to quantify the test metrics (based on test data)?
E map .es
Y - e Q Sampling of the input spaces (design of

Experiment
Specification

experiments methodology)

2
(o)

O Combination and interpretation of the outputs

o D
in Rl )
O The test design / procedure

& ' 4 O Mapping to actual lab setup (experiment setup)
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Detailing Test Setup and Er'|g!'l.id°--

Connecting European
® Smart Grid Infrastructures

Mapping to the Lab

DRTS
Simulated

Network

- Central
S > ()
TceNe Controller

Separate specification of
lab implementation

© The ERIGrid Consortium
EU H2020 Programme GA No. 654113 Thomas Strasser, AIT Energy 07.10.2018 62
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o - Erll M P
Additional Structure and Documentation $ v

= Qualification strategy

— How many tests/experiments
are derived from the test case?

— Which Pol & Test Criteria are
associated with which test?

— Are different SuT associated |
with different tests? —ou

— Which tests/experiments

need input from each other?

Or can be done in parallel? e

— Information gained from
comparison between tests
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o . Erll M P
Additional Structure and Documentation $ v

= RI selection and mapping
— Prerequisite: open RI database

— Guidelines to...

» Select the most
suitable RI for
the realization |
of a test

* Find the right
components
in an R

* Check cross
RI potential
(if gaps exist)

RI-Database Data Model
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Additional Structure/Documentation $ v

= Design of Experiments (DOE)
— Aligning the testing process with statistical experiment planning
— Efficiency = maximal information from limited experiment number

— Result significance (against system noise)

Input Distributions Output
N samples of X Distributions — Target measures/
— \ N realizations of Y metrics (e.g., “average
n = — V\ control error”)
N = ﬂﬂ Measure 1 — Design sampling space
— on a ‘need-to-know’
= = In basis (e.g., 3 levels of
~n = Measure 2 package loss rate, 20

—  Input Params Target levels of disturbance)
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Holistic Test Case Example Erlarid-

®
o Connecting European
Smart Grid Infractruct

TEST CASE:

= Narrative: For a DMS controller in development stage (simple implementation) the performance of
the DMS algorithm and controller should be evaluated under realistic conditions. This test, could be
seen as the last step before installing the DMS in the field.

=  SuT: DMS, DER, OLTC, transformer, distribution lines, telecom network
— OQuls: DMS_controller
— Dul: Electric power and ICT

=  FuT: DER P,Q control, measurements, OLTC tap control, comm. via ICT
— Ful: optimization in the controller, state estimation

=  Test objectives/Pol: Characterization and validation of the DMS controller

1. Convergence of the optimization (validation)
2. Performance of the optimization under realistic conditions (characterization)
3. Accuracy of the state estimation (characterization)

- Test criteria — how to formulate these objectives?

Target criteria - Variability attributes: - Quality attributes

Potential Test setups:

e Pure simulation (e.g., co-simulation)

* Combination of virtual & physical interfaces and simulated components (PHIL and CHIL)
e Full hardware setup
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Eri

Application Examples ! ..

= Applied in the ERIGrid project
— Project-internal demonstration cases
— Transnational Access (TA) projects

— Gathering feedback and continuous improvement/extension

= Other EU projects

@gectra = Smart ‘SmiLES

n®n the Grid of the Future

= Official publications
— First papers out

— Comprehensive guideline paper and templates soon to be public
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Application Examples

TA project “DINODR”
at SYSLAB (DTU)

— Mitigating local
problems in
distribution grid
via aggregated
flexible loads
(Demand
Response — DR)

— Coordinate
distribution-level
DR with
utility-driven DR

© The ERIGrid Consortium
EU H2020 Programme GA No. 654113

EFIgrid-

onnecting European
® Smart Grid Infrastructures

[Control System Domain

Electricity

J
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—y
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Operator 4 )
e Distribution Aggregator Device
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Operator \ ) LL
The rest of the \
Utility
(MV Distribution
and Transmission)
g Y

Manual

Remotely
Controllable
Flexible

Radial LV

Load

Distribution
Grid

Load

Controllable
Flexible

Iy

)

Electric Power System Domain

\_
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Application Examples ! ..

= Three test cases - list associated Pol
— TC1: Validate usefulness distribution-level DR

« Validate voltage improvement (Poll), overload prevention (Pol2),
phase balancing (Pol3), network reconfiguration support (Pol4)

— TC2: Characterize harmful impact of utility-driven DR
« Characterize impact on bus voltage (Pol5), and line loadings (Pol6)
— TC3: Validate application of concurrent DR approach

» Verify local DR effectiveness (Pol7), and utility-level DR
effectiveness(Pol8)

= All Pol are associated with several Target Metrics

= Each TC split up into several Test Specifications
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ERIGrid Transnational Access: f e
Preparation & Documentation

“The preparation work helped us
a lot. Except minor changes in
the plan and configurations due
to a number of device,
communication and control
unavailabilities, we are following
our test and experiment

specifications. The template is
also useful for our user team to
exchange ideas in an
organized and effective way.”
- Alparslan Zehir (DINODR)

07.10.2018
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ErIgrid™

e Connecting European
® Smart Grid Infrastructures

Simulation and Lab-based Testing Methods

SMC 2018 Tutorial

Concepts, Methods, and Tools for
Validating Cyber-Physical Energy Systems

© The ERIGrid Consortium
EU H2020 Programme GA No. 654113



https://www.erigrid.eu/
https://www.erigrid.eu/

: er
Improved Testing Methods and Tools iarc.

= Simulation-based approaches

SIMULATED SYSTEM / COMPONENTS REAL SYSTEM / COMPONENTS SIMULATED SYSTEM / COMPONENTS

REAL SYSTEM / COMPONENTS SIMULATED SYSTEM / COMPONENTS REAL SYSTEM / COMPONENTS

: :
é Power System Analysis E é Communication h E d Components h
Q0 : : Qo
E . . . E
g Power Grid : : Generators, Storages, 2
g : Electrical Signals ! Loads, etc. S
3 | R e +| > ’ g
S : Power, Voltages : S
X : : E
5 e = P S
O/ - M ] |
- : | : -
< ' ' <
& ; | ; g
: | :
| Control ! - 4
; Signals / """""""""""""" \ """
2 Control System R : - : SCADA / DMS / HMI 2
3 5 || 5 2
§ Power Quality, etc. E | | E Control Center §
8 : || : : S
< Central Control g— —— = — | : B8 & &8 = ~
2 T - — E 2
- : Measurements : 5
@ IED | VEERHEINES v “
Q <’ T T _> 7 Q
o Local Control ' Parameters H } PR LS [
g Local Control : H EEEEeEE B R BE g
D ] ' =)
S : : §
(V) ’ ’
N\ VRN RN Y,
[} [}
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Simulation Challenges

Out-put /\ /\ yar
I~
physical world
. continuous models
g energy generation, transport,
distribution, consumption, etc.
- Cyber-
Physical
Energy
4 iInformation SyStem
technology
R e discrete models
.' ! %1.'—0':\ controllers, communication

kinfrastructure, software, etc.
‘\/-7 1

—8 - O“-J)_i:,:: ;C\'
(e . g J l‘l
v Ly

LA

© The ERIGrid Consortium
EU H2020 Programme GA No. 654113

Ergrid-

» Connecting Eurapean
® Smart Grid Infrastructures

STOCK PICKING

roles/behavior

game theory models

agents acting on behalf of a
customer, market players, etc.

aggregate / stochastic
statistical models

weather, macro-view of many
individual elements, etc.

Thomas Strasser, AIT Energy
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: L ErIgric™
Aims and Objectives ? ST

= Develop advanced co-simulation based methods
= Simulation-based validation of smart grid scenarios

= Utilisation of standardised interfacing methods such as the
Functional Mock-up Interface (FMI)

= Application and adaptation of existing scenario development
and execution tools like mosaik

= Application of optimisation techniques, design of experiments,
ICT assessment methods beyond state-of-the-art

= Develop tool-specific FMI wrappers
= Develop FMI-based smart grid model library

= Assess and large-scale system phenomena by an
integrated simulation environment
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.
- L
- II I l I I I l 2 Connecting European
Smart Grid Infrastructures

Smart grid system comprises of complex infrastructure, involving interaction
among various domains

This continuous interaction among the various components, devices and
domains leads to huge amounts of data being exchanged

Co-simulation helps
in coupling among
these domains to
create a realistic
representation

of any smart grid
infrastructure and
its behaviour

State-of-the-Art

Interaction of

Network Levels Growing

s Gap

[
Simulation Performance
P

Validation Complexity

Smaller Networks \ J

Single
Components

L

System Complexity
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The Tools Erigrid-
Functional Mock-up Interface (FMI)

FMI is a tool independer
standard to support

FMI for Co-Simulation

FMU

= Co-simulation of N Interface Model
dynamic models mosal FMI++

= Model exchange Solver

Specifies the functionali FMI for Model Exchange

that a model or simulato

should offer when Interface
connected externally

: ++
mosaik FMI

T Solver

Master algorithm I

Stems from automotive
industry, currently
supports over 100 tools

© The ERIGrid Consortium
EU H2020 Programme GA No. 654113 Thomas Strasser, AIT Energy 07.10.2018 76
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The Tools
mosaik

= Qrchestrates the overall
simulation study

= Testbed for multi-agent
systems

= Adapted for continuous
and discrete simulations

= Flexible scenario
description

= High modularity

© The ERIGrid Consortium
EU H2020 Programme GA No. 654113

mosaik
Eco-system

Thomas Strasser, AIT Energy
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Validation Example Er
Coord. Voltage Controller (CVC)

nnnnnnnnnnnnnnnn

(G) D@ e (o= ]

Sy Y N S L - - - =
Power system simulator

I
I
U |
I
I
I

Communication
network simulator

General Setup of CVC system
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Validation Example erigrid-
Coord. Voltage Controller (CVC)

mosaik

mapping of adapter for mapping of
signals and FMI-CS signals and
message IDs message IDs

FMU

adapter for ICT system

FMI-CS

adapter for
FMI-CS

ns-3
FMU FMU

power system controller

PowerFactory MATLAB

Experimental setup of CVC system

© The ERIGrid Consortium
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: er
Improved Testing Methods and Tools iarc.

= Lab-based approaches

SIMULATED SYSTEM / COMPONENTS REAL SYSTEM / COMPONENTS SIMULATED SYSTEM / COMPONENTS

REAL SYSTEM / COMPONENTS SIMULATED SYSTEM / COMPONENTS REAL SYSTEM / COMPONENTS

: :
é Power System Analysis E é Communication h E d Components h
Q0 : : Qo
E . . . E
g Power Grid : : Generators, Storages, 2
g : Electrical Signals ! Loads, etc. S
3 | R e +| > ’ g
S : Power, Voltages : S
X : : E
5 e = P S
O/ - M ] |
- : | : -
< ' ' <
g ; | ; g
: | :
| Control ! - 4
; Signals / """""""""""""" \ """
2 Control System R : - : SCADA / DMS / HMI 2
3 5 || 5 2
§ Power Quality, etc. E | | E Control Center §
8 : || : : S
< Central Control g— —— = — | : B8 X B8 == ~
2 T - — E 2
- : Measurements : 5
@ IED | VEERHEINES v “
Q <’ T T _> 7 Q
o Local Control ' Parameters H } i o
g Local Control : H e EEEE B EE 88 g
D ] ' =)
S : : §
(V) ’ ’
N\ VRN RN Y,
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Laboratory Integration Obstacles ! .

= Power grids are mature infrastructures and have been extensively standardised
— No standards for smart grid labs or what there primary purpose should be

— Consequently, the use of ICT/automation
systems (architectures, interfaces, etc.) is
subject to large variations between facilities

= Smart grid labs are complex infrastructures with
unigue properties

— Experimental nature of the installations
— Changing user groups

— Evolving configurations

= Finding a common ground when talking about lab LTS
Smart metering communication

integration can be a challenge platform at TECNALIA
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Issues Addressed in ERIGrId

= Generic reference model for control hierarchies,
interfaces and data flow in smart grid laboratories

=  Documentation of complex DER behaviour
= Documentation of controller deployment procedures

= Uniform naming of signals and objects

Eri
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UI 8- o

Need for a Generic Reference Model $ v

= Status quo

— Availability of communication interfaces between the different parts of a

lab determines to which degree the lab presents itself to the user as a
collection of hardware components or as an integrated system

The automation and control aspects are often missing from descriptions of
lab capabilities which tend to focus on the performance of the power equ.

= A one-size-fits-all model is complicated because

A wide range of automation levels/concepts is found among partner labs
Ad-hoc automation for individual experiments is hot uncommon

Automation may involve communication between lab components and/or
between the lab and third party equipment (under test)

The automation may be considered as infrastructure, as part of the
system under investigation, or a combination of both
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Generic Reference Model
Description

= The model abstracts away from individual
devices, controllers, protocols etc. as well
as time, in order to focus on classes of
controllers and interfaces

= Definition of five hierarchy levels at which
control functionality may be deployed
(both internal to the lab & external)

= Definitions of 20 communication interface
locations

= Use cases for 12 interfaces between lab
installations and external systems

= Partner examples of concrete experiment
configurations
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Generic Reference Model
Example DTU SYSLAB & Electric lab

= Performance evaluation of a third-party smart grid automation system

= Augmentation of a low automation host lab (DTU Electric lab) with components
and control infrastructure from a highly automated lab (DTU SYSLAB)
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COmpleX DER COmponent Behaviour $ s

Lab equipment (esp. DER units) often exhibits complex and undocumented
behaviour when operated during experiments

— Documentation often focuses on the operation under standard conditions

— Examples include deratings, internal limits, safety circuits, alternate
operating modes, functions added as part of laboratory integration etc.

The productive use of a particular component often relies on unofficial
knowledge associated with experienced lab staff — sometimes a single person

ERIGrid conducted a survey of examples
across partner labs, the results can be
seen as a first step towards a more
systematic documentation

S

r IW‘ES

Vs & I e
RSE face-to-face converter *

SysTec of Fraunhofe
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ErIgrid-
Controller Deployment Procedures ! .

= Deploying controllers — software or hardware, from the unit level to the
system level — is important for many types of smart grid testing

= |tis very difficult for an outside user or research partner to gain an overview
of the exact capabilities of a laboratory with respect to controller deployment.
This complicates the selection of a suitable facility for an experiment.

— Uniqueness of the individual laboratories
— Many possible interaction patterns

— Policies and safety/stability concerns (an interface exists, but it should
not be used)

= Survey of controller hosting capabilities across partner labs
— Physical capabilities
— Interfaces

— Procedures
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. . . Erll o guileee
Signal and Object Naming ? ST

= The partner labs have been developed from very different architectural
viewpoints, resulting in different ways of modelling information

= Establishing a harmonized object and signhal naming convention is necessary
for machine-to-machine communication between labs

= EXxisting standards lack flexibility

— Lab-specific description of primary hierarchy (physical,
electrical, automation based, information based, etc.)

— Additional domains (control, communication, etc.)

— Unambiguous description of components which

belong to multiple hierarchies and/or multiple domains

= ERIGrid has developed naming conventions suitable for the detailed description
of static (objects) and dynamic (signals) data in smart grid laboratories.
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Coupling Co-Simulation and Eriarid
Real-Time Hardware-in-the-Loop (HIL)

= Cyber-physical (multi-domain) approach for analysing and validating
smart grids on system level

= Improved validation and testing methods with focus on co-simulation & HIL
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Connecting Smart Grid Labs Eri
Real-Time Data Exchange via JaNDER

= Joint Test Facility for Smart Energy Networks with DER (JaNDER)
— Result from FP7 DERti

N
— Proof-of-concept of real-time data exchange D E R Il
between lab facilities ~

= Several shortcomings of DERri JaNDER version (addressed in ERIGrid)
— Installation effort (e.g., requirement for firewall changes)
— Lack of official multi-lab test cases in DERti
— No context information beyond raw real-time data
= Virtual Research Infrastructure (VRI)
— Integration of all ERIGrid participating labs

— Virtually integrated pan-European smart grid research infrastructure
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Connecting Smart Grid Labs Erigrid-

@ Connecting European

JaNDER Architecture .

= Coupling of research infrastructures for integrated and
joint testing (multi-lab)

IEC 61850
7’

, ’/ ,I
I, I,
’ 7
'
o =
Hardware Software

ERIGrid JaNDER approach for online coupling of laboratories
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Connecting Smart Grid Labs Er
JaNDER Example

= Coordinated voltage control Grid simulator RI1
between a simulated grid and T
two physical grid segments e *0 |8t £ 1 3 4

= Using JaNDER levels LOorL1 ~ ~ -

P,Q set
points

Available and
actuated P&Q

6. E I RI2

5
P

—"w-mm

Real microgrids
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EFIQrid-

e Connecting European
@ Smart Grid Infrastructures

Selected Validation Examples

SMC 2018 Tutorial

Concepts, Methods, and Tools for
Validating Cyber-Physical Energy Systems

© The ERIGrid Consortium
EU H2020 Programme GA No. 654113



https://www.erigrid.eu/
https://www.erigrid.eu/

Selected Validation Examples

= Power system control testing

= Cyber-physical attacks investigation

Eri
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Power System Control Testing E”gr'd

= Cell-based power systems control
— ELECTRA IRP Web-of-Cells (WoC) approach

= Controller analysis and investigation

— Focus on cell voltage control
~ N

= Validation goal

— Testing of the WoC
control implementation

S

LY
( 1
LVCell BN )3

mmfﬂiz
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Power System Control Testing

Eri

Holistic Test Description: Test Case

Name of the test case

Power quality and voltage control (PVC+PPVC)

Narrative

“a storyline summarizing motivation, scope
and purpose of the test case.”

Can PPVC replace the present secondary (local) and tertiary voltage control (global)
schemes existing in power grids by a decentralized control located at a cell level? How
would PPVC interact with PVC and balancing control? How would PPVC respond to
different network conditions?

System under Test (SuT):

(power system & ICT boundaries): SRPS +
CTL

Power distribution network (several voltage levels), On-Load-Tap Changing
Transformers (OLTC), inverter-based Distributed Energy Resources (DER) (PV, wind
turbine, energy storage systems), synchronous and induction machines, (controllable)
loads

Objects under Investigation (Oul)

"the component(s) (1..n) that are to
be characterized or validated”

PVC+PPVC controlling

Domain under Investigation (Dul):
“Identifies the relevant domains or
sub-domains of test parameters and
connectivity.”

+ Power system
« Control/ICT

Connecting European
Smart Grid Infrastructures


https://www.erigrid.eu/
https://www.erigrid.eu/

Power System Control Testing E”gr'd

= Holistic Test Description: Test Case

Functions under Test (FuT) T2PPVCLLL

List all functions required in operation of
test system

1)

o Exo7
PPVC Setpoint Providing i

EX_03

IEX_02 IEX_06

IEX_01 PPVC Controlling ‘-——b PVC Use Case
[ IEX_10

Central — Cell Level PPVC Functions

h

Figure 0 Overview PPVC functions

In-focus Functions: PPVC controlling, PPVC Set-point providing

Emulated functions: Reserves information provider, load and generator forecastor, tie-
line powerflow setpoint provider

Observer/Actuation Function: DER-AVR device, DER-Controllable Q device
Actuation Function: Capacitor banks, OLTC
Observer function: Voltage pilot nodes

© The ERIGrid Consortium
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Power System Control Testing

Eri

Holistic Test Description: Test Case

Function(s) under Investigation
(Ful)

“the referenced specification of a
function realized (operationalized) by
the object under investigation”

PPVC Set-point providing
PPVC Controlling

Purpose of Investigation (Pol)

“a formulation of the relevant interpretations
of the test purpose (e.g. in terms of
Characterization, Verification, or
Validation)”

3.4 Simulation-based proof-of-concept analysis of the PVC+PPVC use case, incl.

3.5 Hardware-in-the-Loop based proof-of-concept analysis of the PVC+PPVC use case

sensitivity analysis, clustering concept for the identification of potential ELECTRA
cells, scalability analysis, comparison with a business as usual case.

incl. a selected number of DER units (PV system, Energy Storage Systems, etc.),
sensitivity analysis.

Test criteria: “the measures of satisfaction
that a need to be evaluated for a given test
to be considered successful.” A
formalization of the purpose of investigation
wrt. SuT and FuT attributes.

Optimal cell division for voltage control
TCR28: Minimum power losses in the cell
TCR30: Safe and robust voltage for all nodes

target metrics (criteria)

A numbered list of measures to
(quantify) each identified criterion

Minimum power losses in the cell, Reactive power flows in the tie-lines within safety
limits
Safe and robust voltage for all nodes

variability attributes (test factors):

Topology change resulting in change in number of tie-lines
Loss of a line
Loss of a generator

quality attributes (thresholds):

Power quality standard EN50160
All node voltages within the specified limit (+ or -10%)

Connecting European
Smart Grid Infrastructures
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Power System Control Testing

Eri

Holistic Test Description: Test Specification

ID / Title

Simulation-based proof-of-concept analysis of the PVC+PPVC use case, incl. sensitivity analysis,
clustering concept for the identification of potential ELECTRA cells, scalability analysis, comparison
with a business as usual case

Ref. Test case

Test Case 3

Responsible Entity

AlT

Experiment Type

Clustering, simulation

Test System
(also graphical)

Usage of CIGRE MV distribution network (original and modified version) as depicted in the following
figure.

ats

Figure 1 The modified CIGRE medium voltage network

Connecting European
Smart Grid Infrastructures
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Power System Control Testing ert P'd

= Holistic Test Description: Test Specification

Table 1 Modifications to the CIGRE MV test network

Node 3 Node 4 Node 5 Node6 Node 7 Node 8 Node 9 Node 10 | Node 11
Source PV; PV PV; FC; PV WT PV PV; FC; PV; FC PV
Type BAT CHP BAT;
Source 22; 22; 33; 1000 | 30; 1500 33; 30; 500 | 40;14; 10;
rating ;1000 ; 500 210
[kVA]
Tfmr 500 500 500; 800 2500 500 500; 500; 500
rating 800; 500 500; 500 | 500; 500
[kVA]

Table 2 Modifications to line length

Line lengths | Line | Line | Line | Line | Line | Line | Line | Line | Line | Line | Line | Line | Line | Line | Line
01 02 03 04 05 07 08 09 10 11 12 13 14 15 16

Research Infrastructure ---

Input parameters e Generation profiles
e Load profiles
e Grid topology
e Tie-line exchanges
e DER controllers parameters
Output parameters * Power losses
* Node voltages
Target measures e Optimal cell division for voltage control
TCR28: Minimum power losses in the cell
TCR30: Safe and robust voltage for all nodes
Test Design Comparison of different cell-configurations and different OPF implementations
Initial system state Description of conditions that are prerequisites to actually run the test and initial choices of parame

Evolution of system state and
test signals pa

ution o

3 after a ce

n amount of

ramelter
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Power System Control Testing

Eri

= Holistic Test Description: Experiment Specification

Title

Simulation of PYC+PPVC with CIGRE MV test grid

Ref. Test Spec.

Test Case 3, Test Specification 3.4

Research Infrastructure

PowerFactory, Python API, Python Scripts

Experiment Realisation

Simulation

Experiment Setup
(concrete lab equipment)

Experimental Design and
Justification

A) Sensitivity Analysis of the CIGRE MV test network
1. Calculation of normalized electrical distance

a. Calculate the Jacobian matrix and use it to obtain the ¢Q/du matrix.

o op
AP 95 gu|[AS 20
= , Ja= oo
aQ] [2e aeflau
a8  du
b. Calculate the sensitivity matrix B by calculating the inverse of J4.
B= _J_Bu h b_auj
=J3t= aQW ere by; = aQ,

c. Calculate the attenuation matrix a by dividing the non-diagonal elements by the diagonal
elements using the following equation.

wij = by /by
d. Calculate the electrical and obtain the normalized distance matrix
Di]' =— log(a,-]- . C(]'i)

D:‘;orm = Dij/max (D.)

Connecting European
Smart Grid Infrastructures
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: er
Power System Control Testing iarc.

= Holistic Test Description: Experiment Specification

B) Hierarchical clustering K
11111 o0 -] p
N A
T § & ¢ U n,.-,_ _..:
=+ 3 i ¥ -
Y e ;_. e
Figure 8 The modified CIGRE medium voltage network

C) Simulation setup overview
Once the clusters have been identified and the cells have been created next step is to create an
autonomous independent coordinating controller for each of the zones. In the final step, the simulation
results for the cell based optimal power flow (CBOPF) are to be compared to three other scenarios
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Power System Control Testing Eﬂgr'd

= Holistic Test Description: Experiment Specification

namely QDS with no control, QDS with local var control and the centralized OPF. The sensitivity of
voltage regulation capability and the objective function to the number of cells formed is important to
understand.

Figure 9 given a graphical overview of the overall simulation process. An instance of PowerFactory has
been created using the Python API provided by DIgSILENT. Within the network, multiple cell objects
have been created (one for each cell). Each cell object can have multiple resource objects. These
objects correspond to controllable VAR devices connected within the cell boundary. These resources
can have both continuous (e.g. PV inverters) or discrete (e.g. Transformers) operation. Within the
resource object, operational limits for each resource should also be defined. Finally, a coordination
controller object within the cell object is responsible for calculating the new optimal set points for the
resources connected with the network. The coordinating controller uses a differential evolution solver
provided by SciPy. Each cell controller runs autonomously and independently.

‘ OBIJECT: Controller

Mix integer optimization solver
(Differential Evolution) from SciPy
for Python

OBJECT: Resource

PowerFactory chject

Name

Type

1
2
3
4.

Limits

)

Figure 9 Python code overview
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Power System Control Testing Ergrid

= Realized test with

1 Real-time signal
exchange

— PowerFactory Client
— Simulation Client

— Typhoon HIL Client
— InfluxDB Client

=

_ SynChronization Cllent [ LabLink — Virtual Bussystem

InfluxDB

Grafana

EU H2020 Programme GA No. 654113 Thomas Strasser, AIT Energy 07.10.2018 104
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Power System Control Testing

Losses in MW

Achieved results
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2 Zones

3 Zones

2 Zones Modified
3 Zones Modified

ErIgrid-

Connecting European
® Smart Grid Infrastructures
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Eri

Cyber-Physical Attacks Investigation ! L

= Energy application

— |IEC 61850 remote controlled inverter-based DER
= Cyber-physical attacks investigation

— Man-in-the-Middle attack scenario
= Validation goal

— Analysing the influence of the attack on the energy infrastructure

W, Hz
r———————————-:
1
o Y -
i '\__ 1
e\ Y = N 1
-II \ - : nl
!
s — 1 ghapi tput
aping outpu
* aping outp Meter
PV modules Inver'ter Grid
T T T T ----- Active and reactive power signals

Production schedules
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Cyber-Physical Attacks Investigation ? ST

Formal test case description

Template Test Case

Name of the test case Name

Narrative
“a storyline summarizing
motivation, scope and purpose of

What is the subject of the test and why is
the purpose of the test 7

the test case.”

System under Test (SuT):

“a (specific) system configuration
that includes all relevant
properties, interactions and
behaviours (closed loop 1/0 and

What is the test system & the test system
boundary? What is the system context and
which interactions between your object
under investigation and the surrounding
system are relevant? What are the

“exter[ toss the system
pund
55 bn|
Scenario & Generic ; Use 1 Test
i

System Configuration | Cases Objective

Template test specificat

{also graphical)

Title Definition
Ref. Holistic test case
Test System Setup. Graphical and textual description of the spstem

under investigation and its components
including interfaces between test setup and
Object under investigation and type of those
interfaces (e.g. electrical]

Target measures

‘Specification of the target metrics that ]
fram measured paramsters in order to evaluate the test
‘objectives, Which variables will be quantified by the test?

Input and output
parameters

List of inputs for the system under test relevant to the
object under investigation, nputs relevant to the object
under investigation itself and outputs / measured
parameters divided into:

= ‘Controliable input parameters’

s ‘Uncontroliable nput parameters’

® ‘Measured parameters’

Test Design

The choice of mapping between required testing
target and available test parameters, in terms of

Template experiment specification

Title

Ref. Test Spec.

Research Infrastructure

Specify the RI where the experiment is carried
out

Experiment realisation

The setup can be realised in different ways (e.g.
simulation, hardware,,..)

Give a brief description of the realisation

T
-,

FuT! Ful Pol

T e it

SuT Oul Dul

Test Specification
Test Design, Test System Confiig., Input & Outp

Experiment Setup (concrete
lab equipment)

‘graphical and textual description of the concrete
lab equipment

Experimental Design and

For all parameters give a reason why it has been

Experiment Specification
Experiment Design, Experiment setup

= - S =

Holistic Test Case Test Criteria

be included/emulated in a potential test
setup? In a multi-domain system, not all
interactions need to be reflected in a test;
identify the domains and/or sub-demains
that are relevant for this test case.

“Identifies the relevant
domains or sub-domains of
test parameters and
connectivity.”

Functions under Test (FuT) Which use cases apply to this test case or
“the functions relevant to the which system functions are required for an
operation of the system under test. | operational Ful to hg investigated? List all
as referenced by use cases” Jfunctions required to be operational in the
final test setup.

s PreTeT
toactually run the test and initial choices of
arameters.

Evolution of system state
and test signals

Quantitative characterization of the temporal
evolution of test events and evolution of the
relevant test parameters, as adjustable by the
input parameters (e.g. opening breakers after a
certain amount of secands)

Evolution of variability attributes

Other parameters

Information of data that should be tracked apart
from the input and output parameters and
system state, test signals

Storage of data

In which format are the parameters stored

Temporal resolution

Discrete or continuous simulation and (if
applicable) resolution of the discrete time steps

Source of uncertainty

In order to evaluate the quality of the test, the
possible sources of uncertainties are given in

how they can be quantified.

Suspension criteria /
ing criteria

Under which conditions are the test results not

attributes

«  number of repetitions for each combination

Precision of equipment

For the components of the lab equipment the
precision is given such that the experiment’s
uncertainty can be derive:

Uncertainty measurement

‘Based on the precision of equipment of the lab
instrument and of measurement algorithms, the
parameters to model the measured quantities”
errors are provided it is specified how
experiment’s uncertainty can actually be
measured.

valid or the test is interrupted
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Cyber-Physical Attacks Investigation

=  Simulation-based
analysis

— Coupling
of different
domains
(power, ICT,
control &
automation)

Comm-
unication

2 Connecting Europe:
Smart Grid Infrastri
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Cyber-Physical Attacks Investigation ? ST

= Lab-based analysis

— AIT SmartEST laboratory setup

DSOComputer/DistributionRTU\ | DERController

DERController | Controller

E . Hardware

' VoltVArContr. DSCADA  DistributionRTU |

P>
<<

IEC 61850

7\ Power
-/ Hardware
Grid Connection Line emulation LV Bus PV Array

230V /50 Hz DERGenerator Simulator
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Connecting European
Smart Grid Infrastructures

Cyber-Physical Attacks Investigation r

= Lab-based analysis
— Attack (manipulation) of inverter set-points (active power)
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EFIQrid-

e Connecting European
® Smart Grid Infrastructures

Discussion, Feedback and Conclusions

SMC 2018 Tutorial

Concepts, Methods, and Tools for
Validating Cyber-Physical Energy Systems

© The ERIGrid Consortium
EU H2020 Programme GA No. 654113
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Discussion and Feedback

= Questions?
= Openissues?

= etc.

© The ERIGrid Consortium
EU H2020 Programme GA No. 654113

Thomas Strasser, AIT Energy

07.10.2018
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.
L)
]
2 Connecting European
Smart Grid Infrastructures

= Alarge-scale roll out of smart grid solutions, technologies, and products can
be expected in the near future

= New technologies, suitable concepts, methods and approaches are
necessary to support system analysis, evaluation and testing issues of
integrated approaches

= Advanced research infrastructures are "
still necessary ‘ ‘ ‘
N

= Flexible integration of simulation-based
methods, hardware-in-the-loop approaches,

and lab-based testing looks promising for ‘ ‘ “'
__

p Conclusion

overcoming shortcomings
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Future Activities and Research ? vt

= |mprovement and integration of design and validation tools from different
domains (power system + ICT + markets + consumer behaviour)

= Development of system level validation procedures and benchmark criteria
= |Improvement of research infrastructures supporting system level validation

= Education, training and standardization is also a key factor
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