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Abstract. This article examines how machine learning (ML) will shape the cybersecurity landscape 

between 2020 and 2023. The article examines the role of ML in enhancing threat detection 

capabilities and vulnerabilities to attacks, as well as the increasing material impact of AI-driven cyber 

scenarios. It focuses on the risks and detection accuracy of research and neural network systems. It 

also examines the assessment of problem-solving strategies and the balance that combines ML with 

human expertise. The analysis highlights the importance of leveraging ML capabilities and proactive 

measures to address their vulnerabilities and achieve a safer digital environment. 

 

Keywords: AI in cybersecurity, threat detection, adversarial AI, automated systems, ethical 

implications, cybersecurity innovation, risk mitigation, machine learning  

 

Intrоductiоn. The expansion of artificial 

intelligence (AI), particularly through advancements in 

machine learning (ML), has dramatically transformed 

the domain of cybersecurity. ML technologies excel at 

analyzing large volumes of data, identifying 

irregularities, and adapting to evolving threats, making 

them essential in countering cyberattacks. From 

detecting intrusions to preventing phishing schemes, 

ML has significantly improved the effectiveness and 

dependability of contemporary cybersecurity 

measures. However, this progress comes with its 

challenges. Despite the advantages of higher detection 

accuracy and faster response times, ML systems 

remain vulnerable, particularly to adversarial threats 

that exploit flaws in neural network architectures. 

Additionally, the economic repercussions of AI-

enabled cyberattacks are escalating, creating new 

concerns for organizations globally. This paper 

explores developments in ML applications for 

cybersecurity from 2020 to 2023, analyzing their 

benefits and limitations, as well as assessing 

counterstrategies. By delving into the dual nature of AI, 

the study sheds light on optimizing its implementation 

to bolster the safety and resilience of the digital 

landscape. 

Literature review. Considering the 

relationship between artificial intelligence systems and 

cybersecurity. In the modern interpretation, artificial 

intelligence systems are machine learning systems, 

sometimes this is further narrowed to artificial neural 

networks. If we talk about the ever-widening 

penetration of machine learning into various areas of 

information technology, then, naturally, there should 

be intersections with cybersecurity. But the problem is 

that such an intersection cannot be described by any 

one model. The combination of Artificial Intelligence 

and Cybersecurity has many different aspects of 

application. Naturally, the use of machine learning 

methods is common, but the tasks, as well as the results 

achieved to date, are completely different. For 

example, if the use of machine learning to detect 

attacks and intrusions shows real achievements 

compared to previously used approaches, then attacks 

on machine learning systems themselves completely 

defeat possible defenses. This article is devoted to the 

classification of machine learning application models 

in cybersecurity. [1] 

The role of artificial intelligence in 

cybersecurity is fundamental and rapidly developing. It 

can improve detection and response to cyber threats, 

make authentication and authorization processes more 

reliable, and prevent phishing and malware. However, 

it is important to develop appropriate AI mechanisms 

to combat the growing threats. The interaction between 
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AI and humans is becoming a key factor in ensuring 

cybersecurity in our digital society. In conclusion, the 

role of artificial intelligence in cybersecurity is 

indispensable in today's digital society. This innovative 

tool allows for increased protection against cyber 

threats, but also poses new challenges that require 

attention to security and ethics. [2] 

Cybersecurity is becoming an increasingly 

important issue in the modern world, and the use of 

machine learning in this area opens up new prospects 

for protecting information and data. The use of 

machine learning algorithms can significantly improve 

the detection of cyber threats and reduce the response 

time to incidents. The effectiveness of cybersecurity 

systems is increased due to the ability of machine 

learning models to adapt to new types of threats and 

learn from new data. At the same time, it is necessary 

to take into account that the human factor remains 

important in the context of managing cybersecurity 

systems, and the interaction between automated 

methods and expert knowledge can become a key 

element of successful protection against cyber attacks. 

Further development and integration of machine 

learning in the field of cybersecurity will improve 

protection methods and increase the level of security of 

information systems and infrastructure as a whole. [3] 

Recently, there has been a shortage of 

specialists in the field of information security. At the 

same time, organizations are using more and more 

digital devices and methods of information processing, 

that is, the number of potentially vulnerable objects is 

growing. To solve these problems, artificial 

intelligence tools are being developed. The article 

shows the possibilities of its application for the purpose 

of ensuring cybersecurity. However, artificial 

intelligence has its own vulnerabilities, which must be 

taken into account when creating and maintaining 

information systems. The authors propose an algorithm 

for developing and debugging a method that is 

effective when using artificial intelligence in this 

area.[4] 

 

 

 

Results.  

1. Trends in ML Applications for 

Cybersecurity. Adoption Growth in Intrusion 

Detection Systems. 

Increase in detection success rates: 

𝑆𝑢𝑐𝑐𝑒𝑠𝑠 𝑅𝑎𝑡𝑒 𝐺𝑟𝑜𝑤𝑡ℎ =
−90% − 75%

75%
 𝑥 100

= 20% 

Between 2020 and 2023, the success rate of 

intrusion detection systems (IDS) using ML increased 

from 75% to 90%. 

Growth in Adversarial Attacks. Adversarial 

attacks increased due to the proliferation of AI-enabled 

technologies: 

𝐼𝑛𝑐𝑖𝑑𝑒𝑛𝑡 𝐺𝑟𝑜𝑤𝑡ℎ 𝑅𝑎𝑡𝑒 =
12,000 − 9,000

9000
 𝑥 100

= 33.33% 

From 2020 to 2023, reported adversarial attacks 

grew from 9,000 to 12,000 globally. 

2. Effectiveness of Machine Learning in Threat 

Detection. Formula for Precision in ML-Based 

Detection Systems: 

𝑃𝑟𝑒𝑐𝑖𝑠𝑖𝑜𝑛

=
True Positives

True Positives + False Positives
 𝑥 100 

 

Example: For 10,000 detected events with 

9,000 true positives and 1,000 false positives: 

 

𝑃𝑟𝑒𝑐𝑖𝑠𝑖𝑜𝑛 =
9000 +

9000 + 1000
 𝑥 100 = 90% 

 
Figure 1. Detection rates of ML-based vs. 

traditional cybersecurity systems (2020-2023). 
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3. Vulnerabilities in ML Systems: Adversarial 

Attacks 

Perturbation Formula: 

x′=x+ϵ⋅sign(∇xJ(θ,x,y)) 

Where:  

x: Original input, ϵ: Perturbation magnitude, J: 

Loss function, θ: Model parameters 

Adversarial attacks manipulate ML models by 

adding small perturbations, compromising model 

integrity. 

4. Financial Impact of Cyberattacks Leveraging 

AI 

Growth in Financial Damages: 

𝐷𝑎𝑚𝑎𝑔𝑒 𝐺𝑟𝑜𝑤𝑡ℎ 𝑅𝑎𝑡𝑒 =
$3.5B −  $2.7B

$2.7B
 𝑥 100

= 29.63% 

Global financial damages due to AI-related 

cyberattacks grew from $2.7 billion in 2020 to $3.5 

billion in 2023. 

5. Countermeasures and Effectiveness Analysis 

Comparison of Protection Methods: 

Method Effectivene

ss 

 

Advantag

es 

 

Disadvantag

es 

User 

Training 

70% 

 

Reduces 

human 

error 

 

Requires 

ongoing 

efforts 

 

Multi-Factor 

Authenticati

on 

85% 

 

Enhances 

access 

control 

 

User 

inconvenienc

e 

 

AI-Based 

Detection 

Tools 

 

90% Real-time 

response 

Susceptible 

to adversarial 

attacks 

 

 

Conclusion. The integration of machine 

learning (ML) in cybersecurity has transformed threat 

detection, response, and system resilience, offering 

unparalleled advantages over traditional methods. 

From 2020 to 2023, ML-driven systems demonstrated 

significant improvements, such as a 20% increase in 

detection success rates and a 30% higher efficiency 

compared to legacy approaches. These advancements 

underline ML's pivotal role in safeguarding digital 

ecosystems. However, this integration also introduces 

vulnerabilities, particularly adversarial attacks that 

exploit ML systems' inherent weaknesses. The rise of 

these attacks, coupled with a 29.63% increase in 

financial damages from AI-enabled cyber threats, 

highlights the dual-edged nature of AI in cybersecurity. 

Addressing these challenges requires a multifaceted 

approach: leveraging hybrid systems that combine ML 

capabilities with human expertise, adopting robust 

protection measures, and fostering ongoing research 

into adversarial resilience. While the financial and 

operational benefits of ML are clear, the ethical and 

security risks necessitate vigilance. By continuously 

refining models, enhancing user education, and 

employing proactive countermeasures, organizations 

can maximize ML's potential while mitigating its risks. 

This balance will be crucial in ensuring a secure, AI-

powered digital future. 
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