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A Study on Encryption in Poly Alphabetic Ciphers
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Abstract: Internet in nowadays has been in use in all
departments of a society and it has been used by people of all ages
for different purposes. With its increasing usage, security has
become a major concern for secure data transfer over the internet.
At this juncture, the importance of cryptography peeks in. Poly
alphabetic cipher is one among the types of cryptography in which
an alphabet can be substituted to any other alphabet. This article
focuses light on different methods of generating Cipher text on the
basis of Poly Alphabetic Cipher.
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I. INTRODUCTION

Cryptography in Greek means “secret writing”. It is a

technique to achieve confidentiality of messages [1]. Most of
the people around the globe use cryptography on a daily basis
to protect data and information knowingly or unknowingly.
Cryptography is the method of converting a normal message
to unrelated and inconsequent ciphertext. The process of
converting a plain text to coded text is termed as Encryption.
The reverse process of converting back the coded text to
normal message is termed as Decryption. The code in general
is termed as Cipher [2]. The conversion is done using the plain
text and a key. If same key used for both encryption and
decryption, then it is termed as Symmetric Key Cryptography.
If Public key used for encryption and Private key used for
decryption., then it is termed as Asymmetric Key
Cryptography. The conversion can be performed in two ways.
Cipher generated by converting each digit of the plain text one
at a time is termed as Stream Cipher. Cipher which is
generated by converting the plain text as blocks is termed as
Block Cipher. If the Cipher is obtained by changing the
position of alphabets in the main text, it is called as
Transposition cipher. If the Cipher is obtained by replacing the
alphabets of the plain text to other alphabets using formulas
and computations, it is termed as Substitution Cipher. The
security of the encrypted message depends on the strength of
cryptographic algorithm. Algorithms of cryptography from
traditional to modern methods mostly make use of alphabets.
In this article Poly Alphabetic ciphers are discussed, in which
each alphabet is substituted for more than one alphabet.
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Il. LITERATURE REVIEW

Poly Alphabetic means, each alphabet takes more than one
form [3]. The first description of a polyalphabetic cipher was
contained in the work of Al-Qalgashandi. Early
Polyalphabetic cipher include Alberti cipher found by Leon
Battista Alberti. For encrypting a message, Alberti used
mixed alphabets, alphabet switching was done random
intervals [4]. A decoder device was used by Alberti for
implementing polyalphabetic substitution with mixed
alphabets. The device was cipher disk. Johannes Trithemius
invented a progressive key polyalphabetic cipher called the
Trithemius cipher [5]. In this method, cipher are obtained by
shifting each letter of the message. A tabula recta was used
for switching of letters of the plain text. The Trithemius
Cipher is an incredibly important step in the development of
very secure ciphers. But it is quite weak due to lack of key.
One of the biggest advances in cryptography is the Vigenére
Cipher [6]. It is a method of converting a normal text to coded
text using series of interwoven Caesar Cipher. It was first
developed by Giovan Battista Bellaso. It was termed as the
indecipherable cipher as it was tough to decode. Even though
it was decoded by Friedrich Kasiski, still it is a very secure
cipher.

1. METHODOLOGY

Each cipher has its own method of derivation. Each method
is different form one another. In this section we discuss about
the three main Polyalphabetic ciphers.

A. Alberti Cipher

It traditionally consists of a movable inner disc and
immovable outer disc. Inner disc consists of Alphabets in
Lower case. The outer disc consists of Upper case Alphabets.
The encryption process is as follows: The disc is set in one
position. The initial shift corresponds to number of letters
shifted at the beginning. Each alphabet of the plain text found
on the outer disc is replaced by the corresponding alphabet
aligned with it in the inner ring. By default for every four
characters, the disk is rotated clockwise of one alphabet.
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The following methodology describes encryption of the
text “Cipher World”. Lets assume that the Outer disc letter
‘A’ is in line with inner movable disc letter ‘g’ [7].

Rotation — I: Let the disc be static. Firs three letters are to
be encrypted. C on the outer disc corresponds to | on the inner
disc [8]. I on the outer disc corresponds to u on the inner disc.
P on the Outer disc corresponds to s on inner disc.

Table 1: Phase-1 Alberti Disc Encryption(R-1)

PlainText |C |1 |P|H|E|R|W|O|R|L|D
CipherText | | | u | s
Rotation — II: Let the disc be rotated clockwise to two

positions. Four letters to be encrypted from H to W. H is not
present in the outer disc. So the cipher text will have same
letter in uppercase format. E in the Outer disc corresponds to
I 'in the inner disc. R in the outer disc corresponds to s in the
inner disc. W is not present in the Outer disc. So the cipher
text will have the same letter in uppercase [9].

Table 2: Alberti Disc Encryption(R-11)

PlainText | C |1 |P|H|E|R|W|O|R|L|D
CipherText | I [u|s |H]| T ]|s|W
Rotation — I11: Let the disc be rotated clockwise to three

positions. Two letters, O, R to be encrypted. O in the outer
disc corresponds to t in the inner disc. R in the outer disc
corresponds to & in the inner disc [10].

Table 3: Alberti Disc Encryption(R-111)

Plain Text

C

P

H

E

R

W

O

R

u

S

H

S

W

t

&

Cipher Text | |

Rotation — IV: Let the disc be rotated clockwise to one
position. Final two letters L, D to be encrypted. L in the outer
disc is not present. So its encrypted to the same letter in
Uppercase. D in the outer disc is matched with a in the inner
disc [11].

Table 4: Alberti Disc Encryption(R-1V)

Cc |1 O | R
CipherText | I [u|s|H]|Il|s|W|t|&]|L]|a

The final result of the encryption of the Plain Text
CIPHERWORLD islusHIsWt& L a.

Plain Text P H|E|R|W L|D

B. Trithemius Cipher

A special was proposed by Trithemius instead of using
random combination of letters. This table was later named as
tabula recta. The 1%t row contains all alphabet letters in normal
order. The following rows contain all the alphabets in each
row and in each row letters are shifted to left by one position
[12].

Table 5: Tabula Recta
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The first letter of the Plain text is encrypted with its
equivalent letter in the row which has no shift. The second
letter of the plain text is encrypted with its equivalent letter in
the second row which is shifted by one position. The third
letter of the plain text is encrypted with its equivalent letter in
the third row which is shifted by two positions and so on.

Table 6: Trithemius Cipher Encryption

Plain Text

T

R

T

H

E

M

u

S

Cipher Text

T

S

K

w

L

J

S

P

C

B

An encryption has been performed using Trithemius
Cipher. From Figure.4 we could analyze the method of
Trithemius. First letter T is encrypted with the first letter of
the column T. the result is also T. The second letter R is
encrypted to the second letter of the column R. The result is
S. The third letter 1 is encrypted to the third letter of the
column I. The result is K. This process continues till the last
letter S is encrypted as B.

C. Vigenere Cipher

This cipher again uses the Tabula Recta. A key is assumed
randomly. It can be of a single letter or a set of letters. . The
letters of the key are repeated until it matches the number of
characters in the plain text. Each letter in the plain text is
matched with the key text using Tabula Recta Columns and
Rows respectively. Each letter in the plain text is selected from
the column list. Each letter from the key is selected from the
row list. The intersection of the column and row for each letter
in the tabula recta is the cipher text.

Table 7: Vigenére Encryption

Plain Text

A

T

T

A

C

K

G

o

G

0]

G

0

Key

The plain text is assumed to be ATTACK. The Key is
assumed as GO and is repeated until all the characters in the
plain text are assigned a letter in the key as shown in Figure
4.1. The first letter in the plain text is A. Column A is selected.
The key for the first letter is G. Row G is selected. The
intersection of the column and row gives the cipher text G.
The next letter of the plain textis T. Column T is selected. The
corresponding key is O. Row O is selected. The intersection
of the column and row represents the Cipher letter H as shown
in figure 4.2. The Plain text, Key and Cipher text are
highlighted.
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Similar method is followed for the entire plain text. The next
letter of the plain text is T. Column T is selected. The
corresponding key is G. Row G is selected. The intersection
of the column and row represents the Cipher letter Z. The next
letter of the plain text is A. Column A is selected. The
corresponding key is O. Row O is selected. The intersection
of the column and row represents the Cipher letter O. The next
letter of the plain text is C. Column C is selected. The
corresponding key is G. Row G is selected. The intersection
of the column and row represents the Cipher letter I. The next
letter of the plain text is K. Column K is selected. The
corresponding key is O. Row O is selected. The intersection
of the column and row represents the Cipher letter Y. The final
result of the plain text ATTACK is GHZOIY.

IV. CONCLUSION

This paper presented the three important polyalphabetic
ciphers namely Alberti cipher, Trithemius cipher and
Vigenere Cipher. By understanding the methods of these
three ciphers, one can formalize a new methodology in each
of the above three to make the ciphers more secure and
unbreakable from attacks. While formulating new
methodology, both encryption and decryption techniques
need to be formalized. New algorithms need to be generated
to make modification in the level of security of the messages
sent over any network.
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