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ABSTRACT 

Cloud computing provides a shared pool of computing resources that can be rapidly and 

elastically provisioned and released based on users’ demand to serve a wide and constantly 

expanding range of information processing needs. Due to its tremendous advantages this 

technology is maturing rapidly and is being adopted in many applications including 

government, business, and education. In this paper, we study how cloud computing can benefit 

e-learning education in KSA. We discuss the cloud computing educational environment and 

explore how universities and institutions may take advantage of clouds not only in terms of cost 

but also in terms of efficiency, reliability, portability, flexibility, and security. We present 

several case studies for educational clouds introduced by popular cloud providers which reflect 

the increasing interest in this new trend. We also discuss future challenges to cloud education. 
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Cloud Computing And Privacy Regulations: An Exploratory Study On Issues 

And Implications 

Mohammed A. T. AlSudiari and TGK Vasista, King Saud University, KSA 

ABSTRACT 

Cloud computing is a new paradigm in the world of Information Technology Advancement. 

Considerable amount of cloud computing technology is already being used and developed in 

various flavors. Cloud Computing affects people, process and technology of the enterprise. In 

spite of having benefits with Cloud computing paradigm such as efficiency, flexibility, easy set 

up and overall reduction in IT cost [22], cloud computing paradigm could raise privacy and 



confidentiality risks. “Not all types of cloud computing raise the same privacy and 

confidentiality risks. Some believe that much of the computing activity occurring today entirely 

on computers owned and controlled locally by users will shift to the cloud in the future”[11]. In 

Cloud computing, users connect to the CLOUD, which appears as a single entity as opposed to 

the traditional way of connecting to multiple servers located on company premises. Public 

Private Partnership these days is a usually adopted pattern of governance to meet the diverse 

needs of their citizens with confidence and providing quality of these services. Cloud 

Computing Technology can also act as a facilitator between public and private partnership. In 

such cases there is a possibility that an external party can be involved in providing Cloud 

Services having partial control over the data storage, processing and transmission of data and 

privacy regulations become relevant [20]. Cloud computing has significant implications for the 

privacy of personal information as well as for the confidentiality of business and governmental 

information. A survey by EDUCAUSE involving 372 of its member institutions revealed that a 

great proportion of the respondents with use cases that involved cloud-based services reported 

that data privacy risks and data security risks were among their top barriers to overcome [22]. A 

principal goal of this paper is to identify privacy and confidentiality issue that may be of interest 

and concern to cloud computing participants and users [11]. Thus this paper explores to elicit 

possible issues and regulations in the area of privacy that affect the implementation of Cloud 

Computing Technologies. 
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Malaysia 

ABSTRACT 

Cloud computing is set of resources and services offered through the Internet. Cloud services 

are delivered from data centers located throughout the world. Cloud computing 

facilitates its consumers by providing virtual resources via internet. The biggest challenge in 

cloud computing is the security and privacy problems caused by its multi-tenancy nature and the 

outsourcing of infrastructure, sensitive data and critical applications. Enterprises are rapidly 

adopting cloud services for their businesses, measures need to be developed so that 

organizations can be assured of security in their businesses and can choose a suitable vendor for 

their computing needs. Cloud computing depends on the internet as a medium for users to 

access the required services at any time on pay-per-use pattern. However this technology is still 

in its initial stages of development, as it suffers from threats and vulnerabilities that prevent the 

users from trusting it. Various malicious activities from illegal users have threatened this 

technology such as data misuse, inflexible access control and limited monitoring. The 

occurrence of these threats may result into damaging or illegal access of critical and confidential 

data of users. In this paper we identify the most vulnerable security threats/attacks in cloud 

computing, which will enable both end users and vendors to know a bout the k ey security 

threats associated with cloud computing and propose relevant solution directives to strengthen 

security in the Cloud environment. We also propose secure cloud architecture for organizations 

to strengthen the security. 
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ABSTRACT 

Cloud computing and education sounds ambiguous on the face of it. Naturally, it’s because, 

very few individuals, publishers and users alike come from the education sector. In most cases, 

cloud computing is only associated with businesses and how they can leverage their 

efficiencies. Just to introduce how the cloud deserves a place in our current education 

institution, it’s important to reiterate the education philosophy. Its essence is knowledge. It’s 

this knowledge which brings advancement, achievement and success. However, there are 

several things which make these parameters unattainable. In blunt language, this is failure. 

Small classrooms, lack or resources, short-handed staff, lack of adequate teachers…the list is 

endless. One way or the other, cloud computing can be utilized to improve education standards 

and activities. The end result will be to curb the above problems and instead, boost 

performance. 
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Dynamic Allocation Method For Efficient Load Balancing In Virtual Machines 

For Cloud Computing Environment 
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ABSTRACT 

This paper proposes a Dynamic resource allocation method for Cloud computing. Cloud 

computing is a model for delivering information technology services in which resources are 

retrieved from the internet through web-based tools and applications, rather than a direct 

connection to a server. Users can set up and boot the required resources and they have to pay 

only for the required resources. Thus, in the future providing a mechanism for efficient resource 

management and assignment will be an important objective of Cloud computing. In this project 

we propose a method, dynamic scheduling and consolidation mechanism that allocate resources 

based on the load of Virtual Machines (VMs) on Infrastructure as a service (IaaS). This method 

enables users to dynamically add and/or delete one or more instances on the basis of the load 

and the conditions specified by the user. Our objective is to develop an effective load balancing 

algorithm using Virtual Machine Monitoring to maximize or minimize different performance 

parameters(throughput for example) for the Clouds of different sizes (virtual topology de-

pending on the application requirement). 
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ABSTRACT 

With invention of new tools and technologies, the attackers are designing new methods to evade 

present security models. One of such security models is Intrusion detections. Intrusion detection 

systems work on signature based analysis and anomaly based detection, which makes it 

vulnerable for new evasion techniques. This work describes the mitigation of evasion 

techniques by implementation of better PCRE based rules approach.IN this paper we are 

designing improved PCRE based rules to prevent evasion 

techniques on cloud systems. 
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ABSTRACT 

Cloud computing is the next generation computing platform that offers many applications to the 

users in seamless way and access the resources across the network without any boundary. 

Multimedia content management and processing is among the important aspect of the cloud and 

it brings the advantages of processing and delivering of Multimedia in the distributed 

environments. Cloud users are having interest to access and share the media within the 

community by using the devices with limited capability. With current cloud architecture, 

restrictive multimedia content access and processing within the cloud community is not 

possible. To overcome this problem, we propose the private controlled cloud architecture for the 

media which stores, processing and delivering the media content to the authenticated clouders 

on the go. Also we captured some of the key advantages of this architecture over the existing 

methods. 
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'Code Aliker' - Plagiarism Detection on the Cloud  

Nitish Upreti and Rishi Kumar, Amity University, India 

Abstract 

Plagiarism is a burning problem that academics have been facing in all of the varied levels of 

the educational system. With the advent of digital content, the challenge to ensure the integrity 

of academic work has been amplified. This paper discusses on defining a precise definition of 

plagiarized computer code, various solutions available for detecting plagiarism and building a 

cloud platform for plagiarism disclosure. ‘CodeAliker’, our application thus developed 

automates the submission of assignments and the review process associated for essay text as 

well as computer code. It has been made available under the GNU’s General Public License as a 

Free and Open Source Software. 
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Improving Privacy and Security in Multi-Tenant Cloud ERP Systems 

Djamal Ziani and Ruba Al-Muwayshir, King Saud University, Saudi Arabia 

  

ABSTRACT 

This paper discusses cloud ERP security challenges and their existing solutions. Initially, a set 

of definitions associated with ERP systems, cloud computing, and multi-tenancy, along with 

their respective challenges and issues regarding security and privacy, are provided. Next, a set 

of security challenges is listed, discussed, and mapped to the existing solutions to solve these 

problems. This thesis aims to build an effective approach to the cloud ERP security 

management model in terms of data storage, data virtualization, data isolation, and access 

security in cloud ERP. The following proposed techniques are used to improve the security for 

multi-tenant SaaS: database virtualization, implementation of data encryption and search 



functionality on databases and developed systems, distribution of data between tenant and ERP 

providers, secure application deployment in multi-tenant environments, implementation of the 

authentication and developed systems together as a two-factor authentication, and improved 

user access control for multi-tenant ERP clouds. 

KEYWORDS 
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cloud computing 

For More Details  :http://aircconline.com/acij/V8N5/8517acij01.pdf 

Volume Link : http://airccse.org/journal/acij/vol8.html 

REFERENCES 

[1] M.A. Vouk, (2008) “Cloud computing–issues, research and implementations”, CIT. Journal 

of Computing and Information Technology, Vol. 16, No. 4, pp235-246. 

[2] A. Patel & M. Kumar, (2013) “A Proposed Model for Data Security of Cloud Storage Using 

Trusted Platform Module”, International Journal of Advanced Research in Computer Science 

and Software Engineering, Vol. 3, No. 4. 

[3] D.P.D.S. Abburu, (2012). “An Approach for Data Storage Security in Cloud Computing”, 

IJCSI International Journal of Computer Science Issues, Vol. 9, No. 2. 

[4] M. Almorsy, J. Grundy, & A.S. Ibrahim, (2012, June) “Tossma: A tenant-oriented saas 

security management architecture”, In Cloud computing (cloud), 2012 IEEE 5th international 

conference on (pp. 981-988). IEEE. 

[5] S. Subashini & V. Kavitha, (2010), “A Survey on Security Issues in Service Delivery 

Models of Cloud Computing”, Journal of Network and Computer Applications, Vol. 34, No.1, 

pp1 -11. 

[6] M. Armbrust, A. Fox, R. Griffith, A.D. Joseph, R. Katz, Konwinski, A., ... & M. Zaharia, 

(2010) “A view of cloud computing”, Communications of the ACM, 53(4), 50-58. 

[7] A. Azeez, S. Perera, D. Gamage, R. Linton, P. Siriwardana, D. Leelaratne, ... & P. 

Fremantle, (2010, July), “Multi-tenant SOA middleware for cloud computing”, In Cloud 

computing (cloud), 2010 ieee 3rd international conference on (pp. 458-465). IEEE. 

[8] D. Banks, J. Erickson, & M. Rhodes, (2009), “Multi-tenancy in cloud-based collaboration 

services”, Information Systems Journal. BCG (2012). 



[9] M. Armbrust et al., (2009), “A view of cloud computing”, Communications of the ACM, 

53(4), p.50. Available at: http://inst.cs.berkeley.edu/~cs10/fa10/lec/20/2010-11-10-CS10-L20-

AF-Cloud Computing.pdf [Accessed July 30, 2012]. 

[10] S.L. Dinesh Kumar Saini, Yousif,, J.H. Sandhya, & V. Khandage, (2011), “Cloud 

Computing and Enterprise Resource Planning Systems”, Proceedings of the World Congress on 

Engineering, Vol. 4. 

[11] D. Harnik, B. Pinkas, A. Shulman-Peleg, (2010), “Side channels in Cloud services: 

deduplication in Cloud Storage”, IEEE Security Privacy, Vol. 8, No. 6, pp40–47. 

[12] E. Fathi Kiadehi, & S. Mohammadi, (2012), “Cloud ERP: Implementation of Enterprise 

Resource Planning Using Cloud Computing Technology”, Journal of Basic and Applied 

Scientific Research, Vol. 6. 

[13] U. Somani, K. Lakhani, M. Mundra, (2010), “Implementing digital signature with RSA 

encryption algorithm to enhance the data Security of Cloud in Cloud Computing”, In: 1st 

International conference on parallel distributed and grid Computing (PDGC), IEEE Computer 

Society Washington, DC, USA, pp211–216. 

[14] G. F Fathima Haseen Raihana & J. A. Jamal Mohamed College, (2012), “CLOUD ERP– A 

SOLUTION MODEL”, IRACST - International Journal of Computer Science and Information 

Technology & Security (IJCSITS), ISSN, Vol. 2, No. 4, pp4. 

[15] S. Xiao & W. Gong, (2010), “Mobility Can help: protect user identity with dynamic 

credential”, In: Eleventh International conference on Mobile data Management (MDM), IEEE 

Computer Society, Washington, DC, USA, pp378–380. 

[16] R. Mietzner, T. Unger, R. Titze, & F. Leymann, (2009), “Combining Different Multi-

Tenancy Patterns in Service Oriented Applications,” presented at the IEEE Enterprise 

Distributed Object Conference, Auckland. 

[17] E. Kimberling, (2011), “Is SaaS ERP right for your organization,” 360° ERP Blog. 

[18] A. Lenart, (2011), “ERP in the Cloud–Benefits and Challenges”, In Research in systems 

analysis and design: Models and methods, pp39-50, Springer Berlin Heidelberg. 

[19] Md Asif Mushtaque, R. Sindhu, (2014), “A New Innovation On User’S Level Security For 

Storage Data In Cloud Computing”, International Journal of Grid Distribution Computing 7.3, 

pp213-220. 

[20] J. Müller, J. Krüger, S. Enderlein, M. Helmich, & A. Zeier, A, (2009), “Customizing 

enterprise software as a service applications: Back-end extension in a multi-tenancy 

environment”, In Enterprise Information Systems, pp66-77. Springer Berlin Heidelberg. 



[21] S. Na, K. Kim, & E. Huh, (2013), “A Methodology for Evaluating Cloud Computing 

Security Service-Level Agreements”, International Journal of Advancements in Computing 

Technology (IJACT), Vol. 5, No. 13. 

[22] R. Muhleman, P. Kim, V. J. Homan, & J. Breese-Vitelli, (2012), “Cloud Computing: 

Should I Stay or Should I Cloud?”, presented at the Conference on Information Systems 

Applied Research, New Orleans Louisiana, USA. 

[23] M. Okuhara, T. Shiozaki, & T. Suzuki, (2010), “Security architecture for cloud 

computing”, Fujitsu Sci. Tech. J, Vol. 46, No. 4, pp397-402. 

[24] Z. Pervez, S. Lee, & Y.K. Lee, (2010, February), “Multi-tenant, secure, load disseminated 

SaaS architecture”, In Advanced Communication Technology (ICACT), 2010 The 12th 

International Conference on (Vol. 1, pp214-219). IEEE. 

[25] P.S. Petra Schubert, & A.F. Femi Adisa, (2011), “Cloud Computing for Standard ERP 

Systems: Reference Framework and Research Agenda”, Arbeitsberichte aus dem Fachbereich 

Informatik, Vol. 4, No. 27, pp29. 

[26] L. Qian, Z. Luo, Y. Du, & L. Guo, L, (2009), “Cloud computing: An overview”, In Cloud 

Computing, pp626-631. Springer Berlin Heidelberg. 

[27] G. Reddy & N. Subashini, (2014), “Secure Storage Services and Erasure Code 

Implementation in Cloud Servers”, International Journal of Engineering Research & 

Technology (IJERT), Vol. 3, No. 1, 

pp1810-1814. 

[28] P. Hofmann, (2010), “Cloud Computing: The Limits of Public Clouds for Business 

Applications”, 

IEEE Internet Computing, Vol.. 14, No. 6, pp90–93. 

[29] A. Satapathy, & J. Badajena, (2013), “A Secure Model and Algorithms for Cloud 

Computing based on Multicloud Service Providers”, International Journal Computational 

Intelligence and Informatics, Vol. 3, No. 1. 

[30] B. McCrea, “Putting the spotlight on ERP,” Logistics Management, pp32 – 35, Jun-2011. 

[31] Y. Xu, N. Rahmati, & V. Lee, (2008, June), “A review of literature on Enterprise Resource 

Planning systems”, In Service Systems and Service Management, 2008 International 

Conference on (pp1-6).IEEE. 

[32] S. Salleh, S. Maliza, T. Yen, & C. Chan, (2012), “Cloud Enterprise Systems: A Review of 

Literature and its Adoption”, presented at the PACIS 2012 Proceedings, Hochiminh City, 2012. 

[33] J. Esteves, & J. Pastor, (2001), “ENTERPRISE RESOURCE PLANNING SYSTEMS 

RESEARCH: AN ANNOTATED BIBLIOGRAPHY”, Communications of AIS, Vol. 7, No. 8. 



[34] N. Sahin, (2013), “Cloud ERP Security: Guidelines for Evaluation”, Department of 

Computer and Systems Sciences. 

[35] J. Umble, R. Ronald, M. Haft, & U. Michael, (2003), “Enterprise resource planning: 

Implementation procedures and critical success factors”, European Journal of Operational 

Research, Vol. 146, pp241–257. 

[36] X. Xun, (2012), “From cloud computing to cloud manufacturing”, Robotics and Computer-

Integrated Manufacturing Vol. 28, pp75–86. New Zealand. 

[37] S. Walraven, E. Truyen, W. Joosen, F. Kon, & A. Kermarrec, (2011), “A Middleware 

Layer for Flexible and Cost-Efficient Multi-tenant Applications”, IFIP International Federation 

for Information Processing, pp370–389. 

[38] W. Voorsluys, J. Broberg, & R. Buyya, (2011), “Introduction to cloud computing”, Cloud 

computing: Principles and paradigms, 2-44. 

[39] L. Bangfan, Z. Huihui, & W. Meng, (2014), “How to Design the Cloud Computing Used in 

Egovernment’s Information Security?”, Applied Mechanics and Materials, Vol. 536-537, 

pp616-619. 

[40] A. Bezemer & C. P., Zaidman. (2010), “Multi-tenant SaaS applications: maintenance 

dream or nightmare?”, in In Proceedings of the Joint ERCIM Workshop on Software Evolution 

(EVOL) and International Workshop on Principles of Software Evolution (IWPSE), pp88–92. 

[41] M. Kapuruge, A. Colman, J. Han, A. Bouguettaya, M. Hauswirth, & L. Liu, L, (2011), 

“Achieving Multi-tenanted Business Processes in SaaS Applications”, Springer-Verlag Berlin 

Heidelberg. pp143– 157. 

[42] E. Shehab, M. Sharp, L. Supramaniam, & T Spedding, (2004), “Enterprise resource 

planning An integrative review”, Business Process Management Journal, Vol. 10 No. 4. 

[43] J. Ju, Y. Wang, J. Fu, J. Wu, & Z. Lin, (2010), “Research on Key Technology in SaaS”, in 

2010 International Conference on Intelligent Computing and Cognitive Informatics, pp. 384–

387. 

[44] H. Wang & Z. Zheng, (2010), “Software architecture driven configurability of multi-tenant 

SaaS application”, in Web Information Systems and Mining (WISM), 2010, pp418–424. 

[45] D. Johnson, (2010), “Multi-tenant versus Single-tenant ERP – a comparison,” [Online]. 

Available: http://erpcloudnews.com/2010/06/multi-tenant-versus-single-tenant-erp-a-

comparison/. [Accessed:28-Aug-2013]. 

[46] D. Banks, J. Erickson, & M. Rhodes, (2009), “Multi-tenancy in Cloud-based Collaboration 

Services”, Hewlett-Packard Development Company, L.P. 



 Citation Count – 01 

Maintaining Data Integrity for Shared Data in Cloud  

Mrunal M.Ruke, Supriya Gore and Supriya Chavan, Bharati Vidyapeeth College of 

Engineering, India 

ABSTRACT 

Cloud computing is defined as a type of computing that relies on sharing computing resources 

rather than having local servers or personal devices to handle the applications. User can easily 

modify the shared and stored data in the cloud. To overcome this data modification in cloud the 

signature is provided to each individual user who accesses the data in cloud. Once the data is 

modified by the user on a block, the user must ensure that the signature is provided on that 

specific block. When user misbehaves or misuses the system the admin has authority to revoke 

that particular user from the group. After revoking that user, the existing user must re-sign the 

data signed by the revoked user. In addition to this, the security of the data is also enhanced 

with the help of public Auditor who is always able to audit the integrity of shared data without 

retrieving the entire data from the cloud. 
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