
https://aarc-project.eu 

Authentication and Authorisation for Research and Collaboration 

Jos Westerbeke  

LIBER 2018, Lille 

Libraries moving to federated Single Sign-On (SSO) 

E-Resources Interoperability 

6.7.2018 

Erasmus University 

Peter Gietz 
DAASI International 

Jiří Pavlík 

Moravian Library 



https://aarc-project.eu 

The library must 

•provide a private (virtual) place 

•protect its users 
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Library as a safe place 
 

A trusted safe place with privacy 
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late 20th century - early 21th century 

Print -> Digital -> Remote 

 
Remote = any time, any place, any device. 

 
 

We want: 

authenticated and authorized access 

preserving privacy 
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Library as digital content provider 
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IP based authentication: 

location based 
(Artificially adapted for any place by VPN and Proxy.) 

 

 

 

SSO authentication: 

person(ID) based 
(Any place, any time, any device) 
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Access: from IP to SSO 

SSO benefits 

• tailored contracts: e.g. 
buy a subscription for 
one faculty. 

• In case of abuse: just 
one user can be blocked, 
instead of all staff and 
students alike. 

• better statistics 
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What is SSO? 
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The library serves hundreds of publishers. A publisher like Elsevier 
serves thousands of institutions. They work together through 
federations when it comes to ID Management. (or IAM) 
 
 

• Authentication. An IdP (library) manages authentication, and 
provides at least an identifier to the SP. 

• Provisioning. An IdP provides attributes. These are exchanged at 
the first sign-on. An SP often asks for personal data such as an 
email address. 

 

=> Minimal disclosure policy: A Persistent Identifier, Affiliations. 
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Federated IDentity management 
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• Increasing demand by publishers for SSO access 

• Increasing denial by publishers for IP based access 

• More awareness by users of personal data exchange 

• Recommendations from initiatives such as RA21.org 

• Recommendations from Library consortia 
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What can libraries expect in the coming years? 

The international interfederation 
of national research and 
education federations. 

 

The research and education 
federations group.  

Activities: Activity on enhancing the 
user experience in federated 
identity management (FIM). 

 

EU-funded project on FIM 
technologies and policies. 
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• Authentication and Authorization for Research Collaboration 

• EU funded project in its second phase 

• Inspired by the work from FIM4R Group (FIM for Research) 

• Objectives: 
• Deliver production-ready architectural building blocks and best practices to enable 

research and e-infrastructures to build interoperable AAI 
• Avoid a future in which new research collaborations develop independent AAIs 

• Libraries: 
• A number of AARC 1 pilots were dedicated to library use-cases 
• Dedicated training material for libraries 
• See also https://aarc-project.eu/libraries/ 
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AARC Project 

https://aarc-project.eu/libraries/
https://aarc-project.eu/libraries/
https://aarc-project.eu/libraries/
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• Reliance on using IP addresses to authenticate users prevents some university libraries 
from moving to federated access 

• Even if a library switches to FIM, there still are needs for IP based authentication: 
• Old IP-based contracts with content providers 
• Provide access to „walk-in“ users 

• Thus a solution was created that integrates IP based authentication in a federated 
infrastructure 
• Shibboleth IdP v3 can be configured to automatically authenticate users from 

defined IP addresses or ranges of IP addresses, but that is a static configuration 

• See also https://wiki.geant.org/display/AARC/Libraries+walk-in-user+pilot  
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AARC Libraries walk-in-user pilot  

https://wiki.geant.org/display/AARC/Libraries+walk-in-user+pilot
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• Setup: 
• Standard Shibboleth IdPv3 
• IdP extension to collect User‘s IP address 
• IdP ranges/affiliation/entitlement attributes database in LDAP directory 
• IdP Intercept filter to halt authentication if user‘s IP was not found in LDAP 
• Stand-alone administration interface for managing IP ranges in LDAP which is tenant 

capable so that a number of libraries can use the service 
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AARC Libraries walk-in-user pilot  
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AARC Libraries walk-in-user pilot  
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AARC Libraries walk-in-user pilot  
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• Within a project we implemented Identity Management 
and SSO for a German state library, including: 
• synchronisation from library management system,  
• OpenLDAP as central authentication & attribute server 
• dedicated web interface with federated login  

• to de-/re-activate accounts  
• to manage IP-Ranges 

• Shibboleth IdP with extensions  
• Single-Log-Out feature 

•Normal login but enhancing 
attributes based on IP 
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Real life example 
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• Shibboleth IdP extensions: 
• Login Handler that  

• respects the deactivation flag 
• Enforces a captcha after 3 wrong password inputs  
• Collects IP address of user 

• Data Connector that enhances the user attributes based 
on IP address and IP range configuration in LDAP server  
(Range → Entitlement) 

• Data Connector that adds additional entitlements based 
on group memberships of the user 
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Real life example 
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• EZproxy could bring e-resources without native federative authentication support into SSO 
environment 

• Appropriate EZproxy configuration described at the pilot 
• https://aarc-project.eu/libraries/ 

• https://wiki.geant.org/display/AARC/Libraries+EZproxy+access+mode+switch+pilot 

 

• Production implementation at Erasmus University 
• Hosted version by OCLC, easy to set-up and maintain  

 

• Production implementation at Moravian Library 
• Local version, https://www.mzk.cz/en/catalogues-and-databases/databases 

• Access via EZproxy to: eLibraryUSA, Naxos Music Library 

• SSO native: EBSCOhost, ProQuest Central, SpringerLink, Web Of Knowledge, Oxford Music Online 

 

•  

•  
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AARC EZproxy pilot 
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AARC EZproxy pilot 

Pictures credits: 
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AARC EZproxy pilot 

Picture credits: 
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AARC EZproxy pilot - Moravian Library 

Licensed resources 

SSO for users 
•EZproxy links 
•WAYFless links 
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AARC EZproxy pilot - Moravian Library 

Naxos EZproxy link: 

• https://proxy.mzk.cz/login?auth=shibboleth&url=http://Moravska.NaxosMusicLibrary.com 

 

• 

• 

https://proxy.mzk.cz/login?auth=shibboleth&url=http://Moravska.NaxosMusicLibrary.com
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AARC EZproxy pilot - Moravian Library 

EBSCOhost WAYFLess link: 

• http://search.ebscohost.com/login.aspx?authtype=ip,shib&custid=s4992271&profile=ehost 

http://search.ebscohost.com/login.aspx?authtype=ip,shib&custid=s4992271&profile=ehost
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help develop a user consent screen with optional sharing of more user attributes  

support AARC guidelines: Research&Scholarship, GÉANT’s Data Protection Code of Conduct, SIRTFI, ... 

support RA21 guidelines (coming soon) for better user experience 

use browser extensions which guide users, like Lean Library (library e-resource guide) and Kopernio (PDF 
finder) 

in case of research infrastructures: deploy other policies 
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What libraries have to do 

create awareness by setting up SSO 

make a policy as a consortium, using the principle: Minimal disclosure of information to publishers. Only a 
persistent ID and affiliations would be sufficient. (No Personally Identifiable Information by default. 
Personal information if based on user consent or for services of research communities.) 

use eduGAIN interfederation via appropriate national federation such as Dutch SURFConext 

 

 

 

Furthermore: 
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Thank you 
Any Questions? 

© GÉANT  on behalf of the AARC project. 
The work leading to these results has received funding from the European Union’s Horizon 2020 research and innovation programme under Grant Agreement No. 730941 (AARC2). 
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http://aarc-project.eu/libraries/ 

 

More informations at the 
poster stand and Project 
AARC web site. 


