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Poporo: A Formal Framework for Social Networking
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Madeira-ITl, Portugal

Abstract: This position paper presents a novel approach for ensuring primacy
online social network applications through the combination of formal methmds s
to reason in logic about privacy policies, graph theory and simulation tblestahe
potential threats of revealing information to users, and Human Computeadtitar

to ensure that policies are usable and configurable.

Keywords: Social Networking, Security and Privacy Policies, Formal Methods,
Refinement Calculus, Proof Carrying Code

1 Introduction

In recent years, online social network services in the form of websitels as Facebook, MyS-
pace, Linkedin and Hi5 have become popular tools to allow users to puldigierd, share
common interests and keep up with their friends, family and business cometidypical so-
cial network user profile features personal information (e.g. gebiénday, family situation),
a continuous stream of activity logged from actions taken on the site (sunofteasages sent,
status updated, games played) and media content (e.g. personal pttbtadems). The privacy
and security of this information is a significant conceBAD5]. For example, users may upload
media they wish to share with specific friends, but do not wish to be wideljildiggd to their
network as a whole. Control of the access to the content on social tkgiwadiles is therefore an
important issue. However, numerous tensions exist. For example, ugkssifiulating detailed
privacy settings to be challenging and often fail to achieve their g&#s£09]. Furthermore,
social network services have conflicting goals. Although respectingriti@cy of their client
base is important, they must also grow and expand the connections betw&arséns in order
to be successful. This is typically achieved by exposing content to ugerggtilinks such as
“friends-of-friends”, in which content relating to individuals known taiser’s friends (but not
the user) is revealed. Examples of this behaviour include gaining accagshtuto album of an
unknown user simply because a friend is tagged in one of the images.

This position paper argues that users need mechanisms to reliably restess @o content in
online social network services and suggests that formal mettdd31] can provide a logical
foundation with which to achieve this goal: to express and enforce gravad security policies
unambiguously. It outlines a vision in which social networking websites aeel as a living
test-bed for novel systems which combine formal methods, graph thedriy@aman-Computer
Interaction (HCI) techniques to develop privacy and security systenthwelne secure, depend-
able, trustworthy and usable. These areas are discussed in the rediitidepaper.
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2 Proposed Approach

The main components dfoporo are summarised as follows. We first constrittelas®, a
predicate calculus abstract specification layer definition for social mkimgy modelling social-
network content, privacy policies, social-networks friendship relatiamsl how these effect
the policies with regards to content and other users in the network. Udingment calculus
techniquestiHS8@, Matelas is ported into a social network core application that adheres to the
stipulated policies. Using Proof Carrying Code (PCR®£97, the functionality of this core is
then extended by the development of plug-ins that adhere to the policiese ptug-ins are then
automatically categorised in terms of their threat to privacy by analysing the @&l graph
algorithms utilised by each plug-in. Finally, HCI techniques are used to deueterfaces that
effectively represent the policies of the core application to users, Asagvenabling them to
modify and adapt them to suit their preferences.

2.1 Matelasand Predicate Calculus

The basis of our work is/atelas, a specification layer that builds on predicate calculus and
focuses on human centred privacy and security policies. Using refimesakulus techniques
[HHS84, Matelas is used to construct a sound social network core application that adtwere
stipulated policies. That is, from a predicate calculus specification oflsuef@orks, a code
level specification model is attained while applying successive refineregs. s

We will deliver a social network core application that verifies and implemetiglnetwork
privacy policies considered iMatelas. The core application will serve as a common layer to
which social network functionalities will be plugged-inMatelas will distinguish four rather
independent aspects of social networks, namely, user content madypissues, user content
and how it is affected by friendship relations, the user interface, andgeecontent and its
hierarchy.

2.2 Using Proof Carrying Code to Extend the Core Application

While the social network core application described in Sectidnis minimal in functionality,

it will be considerably extended by incorporating plug-ins . This can héged by developing
a framework where the plug-ins, written in popular programming languaggsas Java or C,
can demonstrate their adherence to the policies stipulatedalstas. This will be achieved
by using PCCINec97, which is a technique in which a code consumer (the social network core
application) establishes a set of rules (privacy and security policieg)ulasantee that externally
produced programs (the plug-ins) can safely be run by the consumsetdition to the code to be
executed, the code producer must provide a proof of adherencedforskes defined by the code
consumer. This proofis run by the code consumer once, using a alidditor, to check whether
the proof is valid and therefore the external program is safe to exeltisamperative that the
proof validator is automatic and fast. Hent#gtelas, while expressive enough for modelling
general privacy and policy properties, must allow the (semi-) automatikaigeof proofs.

1 Matelas is the French word for the English word mattress.
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The policies for Java plug-ins can be written in JMLBRO06] (Java Modeling Language),
which allows different formal methods tools to check program correstjisgsHJ05 BCC'05)].
JML specs have the advantage over predicate calculus based modeisheytae close to Java,
and thus are closer to average programmers. We therefore envisagestigate on systematic
ways JML specs can be translated into predicate calculus based models.

In summary, the main output of this work is a PCC based plug-in validator thekslpéug-ins
for compliance withMatelas defined policies, and a translation definition frofatelas to JML.

2.3 Formal Analysisof Social Networking Privacy

An important step in understanding the privacy threats of plug-ins is aotigoassessment of
the privacy threats posed by the various graph theory algorithms commsedlyin social net-
working systems and services. For example, consider a plug-in tha¢stsggew friends to a
user, based on the user’s existing friends and the relationships bettvasenfriends. One way
to achieve this is to use a local clustering algorithm (e.g. transitivity or clugteoefficient).
If such a plug-in has access to all of a user’s friends, then it can staligtialculate the user's
age by looking at his/her friends’ age, location (similarly by looking at thatioas of the user’s
friends), gender, work, etc. A first step in mapping the privacy threttsrious graph algo-
rithms provided by the social network core application is to run extensiveaiios. Crucially,
the underlying network structure may be important in determining the severityegbrivacy
threat. Therefore, a number of artificial social networks will be gdedrasing a variety of
parameters (such as size, density, degree distribution, average ptt).ldmese networks will
be then populated with private and public information, such that they resenmbbd-world so-
cial network. Our simulation environment will then use Monte-Carlo simulationrafraber of
graph algorithms (such as shortest path, calculation of betweenndissicdigatures), to explore
their privacy implications. Our formal specification engine will be used duifiese simulations
to ensure that the algorithms adhere to privacy policies.

We will deliver a classification of graph theory algorithms based on the tthoeprivacy.
This classification can be used to automatically assign a simple “Privacy” (algel Green,
Yellow, Red) to 3rd party software or plug-ins that will be used by oumiar specification
engine. This label is intended to communicate to users the threat to theiryprivacsimple and
understandable fashion, much in the spirit of Secfigh

2.4 Human Considerations

While a social network application or plug-in may provably adhere to politiese policies are
typically sufficiently abstract to allow for human error. While a plug-in may aatess users
date of birth without explicit authorisation, it is still possible for users to iratbntly give such
authorisation. This may happen either by accident or, most likely, due tmthplexity of the
settings and preferences interface that the user is asked to interactHeitoe it is imperative
to augment the provably correct social network core and plug-ins witlenstandable human
interfaces that enable end users to express their privacy policiesrefalegmces, as well as to
review and modify them. This can be achieved by a number of approdeingts providing clear
and understandable labels and metaphors that effectively preserie@oli®econd, enabling
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users to interact with their policies, obtaining feed-forward about thenfiateeffects of any
changes they make to their policies. To this end, we will use iterative desibpesting of initial
sketches and prototypes. In addition, we will perform heuristic analgsdscognitive walk-
throughs to identify potential problems with our human interfaces. Finally, Weavry out user
observations to measure users’ reaction to our designs as well as thjertsue preferences.

We will deliver a set of prototype designs that will be integrated into ouiatoetworking
system (possibly developed as a plug-in). These designs will be rg@bjmfor acting as a bridge
between end users and our formal specification engine.

3 Conclusion

This position paper has presented a novel vision of maintaining privadysecuring data in
online social network services through the combination of formal methogsdtade provable
behaviours), simulation and graph theory (to provide meaningful giksegians of algorithmic
specified activities) and HCI (to ensure that systems are usable and afliwwdirals to quickly
and effectively configure them). We believe that this approach will leadea@évelopment of
new back-end systems, front-end prototypes and theoretical unudirgjaelevant to the com-
plex issues underlying the security and privacy of data stored in onlirial seetwork services.
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