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ABSTRACT 

When one h e a r s  t h e  t e r m  " i n t e g r a t e d  
d iagnost ics , ' '  i t  i s  u s u a l l y  a s s o c i a t e d  w i t h  
B u i l t - i n  T e s t  ( B I T ) .  B u t  f r o m  t h e  T A C  
mainta iner 's  view, i n t e g r a t e d  d i a g n o s t i c s  i s  
t h e  t o t a l  e f f o r t ,  b e g i n n i n g  w i t h  f a u l t  
repo r t i ng ,  t r o u b l e s h o o t i n g ,  r e p a i r ;  and  ends  
w i t h  m o d i f i c a t i o n  t o  c o r r e c t  t h e  p h y s i c a l  
cause  o f  f a i l u r e .  I n  o r d e r  t o  u n d e r s t a n d  
where t h e  u s e r  wan ts  t o  go w i t h  d i a g n o s t i c  
i n teg ra t i on ,  we must understand where  we a r e  
now, w h a t  i m p a c t  i t  has on o u r  w o r l d ,  a n d  
what we b e l i e v e  can b e  done t o  a c h i e v e  t h e  
d e s i r e d  r e s u l t s .  

T h e r e  a r e  s e v e r a l  f a c t o r s  t h a t  l i m i t  
d i agnos t i c  c a p a b i l i t y  t oday ,  b e g i n n i n g  w i t h  
i n t e g r a t e d  BIT. It i s  a g i v e n  t h a t  on k o a r d  
t e s t a b i l i t y  !as n o t  been a " d e s i g n e d  i n  b u t  
r a t h e r  an added  on"  f e a t u r e .  T e c h n o l o g y  
h a s n ' t  been t h e r e  t o  a l l o w  u p - f r o n t  d e s i g n  
fo r  t e s t a b i l i t y  i n  t h e  pas t ;  hence  t e s t a b i l -  
i t y  came a f t e r  p e r f o r m a n c e ,  a l t h o u g h  a 
m a i n t a i n e r  f i n d s  i t  h a r d  t o  s e p a r a t e  t h e  
two. L i m i t e d  on b o a r d  memory a v a i l a b i l i t y ,  
process ing c a p a b i l i t y ,  a;d d o l l a r s  r e l e g a t e !  
t e s t i n g  c a p a b i l i t y  t o  w h a t e v e r  i s  l e f t .  

I n  many cases ,  t e s t a b i l i t y  t h a t  was 
ava i l ab le  i n i t i a l l y  was t raded  away as opera -  
t i o n a l  requi rements g rew t o  consume more o f  
t h e  l i m i t e d  p r o c e s s i n g  and  memory a l l o c a -  
t i o n .  T h a t ' s  j u s t  t h e  p h y s i c a l  l i m i t a t i o n ;  
t h e r e  a r e  s e v e r a l  o t h e r  m i s s i n g  p i e c e s  o f  
i n fo rm a ti on t h a t  h a m p e r  " r e  a 1 " d i a g n o s ti c s 
i n t e g r a t i o n .  

We h a v e n ' t  a method t o d a y  t o  r e l a t e  a 
detected system f a u l t  t o  t h e  e n v i r o n m e n t  i n  
w h i c h  i t  o c c u r r e d .  Why i s  t h i s  i m p o r t a n t ?  
Any f a i l u r e  o f  a n y  s y s t e m ,  c o m p o n e n t  o r  
a s s e m b l y  i s  t h e  r e s u l t  o f  t h e  p h y s i c a l  
p r o p e r t i e s  o f  t h e  f a i l e d  m a t e r i a l .  Q u i t e  
s imp ly ,  i t  c o u l d n ' t  t a k e  t h e  v i b r a t i o n ,  G 
f o rce  (stress), temperature i n  d e g r e e  o r  r a t e  
o f  change, e t c .  W i t h o u t  t h i s  t ime,  s t r e s s ,  
and measurement data (TSMD), t h e  e n v i r o n m e n t  
i s  n o t  accurate ly  de f i ned .  Thus, t h e  p h y s i -  
c a l  cause  o f  f a i l u r e  i s  l e f t  u n d e t e r m i n e d .  
Only t h e  symptoms !,f t h e  p h y s i c a l  f a i l u r e s  
a r e  r e c o r d e d ;  i.e., t h e  r a d a r  d i d  n o t  l o c k  
o n  ." 

I n  a d d i t i o n  t o  l a c k  o f  e n v i r o n m e n t a l  
d e f i n i t i o n ,  t h e r e  i s  a l a c k  o f  i n t e g r a t i o n  
b e t w e e n  an a i r c r a f t  s y s t e m  f a i l u r e  a n d  
s u b s e q u e n t  I a n d  D - l e v e l  t e s t  p r o g r a m s .  

What i n t e g r a t i o n  t o d a y ' s  s y s t e m s  d o  
employ i s  l i m i t e d  t o  t h e  a i r c r a f t  s y s t e m .  
T h e r e  i s  a l a c k  o f  " v e r t i c a l  f a i l u r e  i n f o r -  
m a t i o n  a c c o u n t a b i l i t y . "  Wha t  d o e s  t h i s  
mean? A i r c r a f t  B I T  i s  n o r m a l l y  a f u n c t i o n a l  
t e s t  r e l a t i n g  t o  modes o f  o p e r a t i o n ,  w h i l e  
I - l e v e l  and D - l e v e l  t e s t s  a r e  o f  p a r a m e t r i c  
design; thus, mode spec i f i c  f a i l u r e  d a t a  f r o m  
t h e  a i r c r a f t  i s  l o s t  a t  t h e  a i r c r a f t .  A u n i t  
removed  f r o m  an a i r c r a f t  f o r  a s p e c i f i c  
f a i l u r e  i s  end-to-end t e s t e d ,  and any r e p a i r  
associated w i t h  i t s  parametr ics  i s  c o n s i d e r e d  
a v a l i d  r e p a i r  w h e t h e r  o r  n o t  i t  r e l a t e s  t o  
t h e  f a i l u r e  on t h e  a i r c r a f t .  T h i s  t o p i c  w i l l  
b e  d i s c u s s e d  f u r t h e r  i n  t h e  d i s c u s s i o n  o f  
i m p a c t s .  

F i n  a l l y ,  t h e  1 o g i  s t i  c s  i n f o r m a t i o n  
system, i.e., m a i n t e n a n c e  d a t a  c o l l e c t i o n  
(MDC) system, as i t  i s  c u r r e n t l y  s t r u c t u r e d ,  
does n o t  r e l a t e  t h e  mode s p e c i f i c  f a i l u r e  
w i t h  I o r  D - l e v e l  p a r a m e t r i c  t e s t s  r e s u l t s ;  
n o r  does i t  have  t h e  c a p a b i l i t y  t o  a c c e p t  
TSMD i f  i t  w e r e  a v a i l a b l e .  

I n  o r d e r  t o  u n d e r s t a n d  t h e  i m p a c t s  o f  
t h i s  l a c k  o f  i n t e g r a t i o n ,  l e t ' s  l o o k  a t  a 
c u r r e n t  weapons system t h a t  has a f a i r l y  good 
B IT ,  an I - l e v e l  and  D - l e v e l  t e s t  c a p a b i l i t y ,  
apply  t h e  p rob lems  o u t l i n e d ,  and  assess t h e  
t o t a l  e f f e c t s .  

The c u r r e n t  f i g h t e r  a i r c r a f t  f o r m  a 
c l a s s i c  example o f  t h e  s h o r t f a l l s  i n  t o t a l  
i n t e g r a t e d  diagnostics. T h i s  i s  b y  no means 
an at tack on t h e  a i r c r a f t  c o n t r a c t o r s  o r  t h e  
A i r  Force,  b u t  r a t h e r  an assessment  o f  t h e  
p r o b l e m s  we b o t h  f a c e  i n  d e v e l o p i n g  t r u e  
i n t e g r a t i o n .  

The BIT detects  f a u l t s  by a m a t r i x  o f  on 
b o a r d  t e s t  f a i l u r e s  t h a t  a r e  summed a n d  
t rans la ted  v i a  t h e  F a u l t  R e p o r t i n g  Manual  t o  
create a mode s p e c i f i c  f a u l t  code. A l t h o u g h  
t h e  t e s t  f a i l u r e  d a t a  i s  a v a i l a b l e  d i g i t a l l y  
on t h e  Mission Data Cartr idge, i t  i s  manua l l y  
summed d u r i n g  d e b r i e f i n g .  Once summed and  
t r a n s l a t e d  t o  a f a u l t  code, t h e  i n f o r m a t i o n  
l e a d s  t h e  t e c h n i c i a n  t o  a f a u l t  i s o l a t i o n  1448 
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tree i n  t h e  F a u l t  I s o l a t i o n  Manual. S i n c e  
TSMD i s  not  a v a i l a b l e ,  there  i s  no a c c u r a t e  
way t o  r e l a t e  t h e  f a u l t  t o  the environment. 
In many cases, the  i s o l a t i o n  p r o c e d u r e  l e a d s  
the main ta iner  t o  an ambigui ty  group.  For  
the sake of d i s c u s s i o n ,  we wil l  assume a n  
ambigui ty  group of three Line R e p l a c e a b l e  
Units (LRUsI of the  r a d a r .  The ambigui ty  i s  
a r e s u l t  of memory s p a c e  a n d  p r o c e s s i n g  
capabi l i ty  s h o r t f a l l s ,  a s  d i s c u s s e d  e a r l i e r .  
Once i s o l a t e d  t o  the  ambigui ty  g r o u p ,  t h e  
pressures of  o p e r a t i o n a l  n e e d  come i n t o  
play. I f  the t e c h n i c i a n  i s  t ime c o n s t r a i n e d  
t o  meet a s o r t i e  r e q u i r e m e n t ,  he wil l  e l e c t  
t o  remove and replace a l l  t h r e e  units ra ther  
t h a n  l o s e  t h e  sor t ie  t o  l e n g t h y  t r o u b l e -  
s h o o t i n g .  

The three u n i t s  are then tagged and sent  
t o  the I-level f o r  tes t .  I t  i s  a t  this p o i n t  
t h a t  t h e  " v e r t i c a l "  in format ion  flow b r e a k s  
down. The mode specif ic  f a i l u r e  d a t a  i s  con-  
ver ted t o  generalized M D C  d a t a .  The I - l e v e l  
t echnic ian  r e c e i v e s  t h r e e  u n i t s  t a g g e d  a: 
"failed t o  operate  - specif ic  reason unknown 
( H O W  MAL 242). T h e  units are t e s t e d  e n d - t o -  
end on t h e  automatic test station and paramet- 
r ic  f a i l u r e s  a r e  r e p a i r e d .  L e t  u s  assume 
t h a t  one u n i t  actually caused the f a i l u r e  and  
i s  repaired; however, the other two units had 
f a i l u r e s ,  a s  s imple  a s  a l i g h t  d r i v e r  f a i l -  
ure, t h a t  i n  no  way contr ibuted t o  t h e  o r i g i -  
nal a i r c r a f t  r a d a r  d e t e c t e d  f a u l t .  Nei ther  
u n i t  i s  coded a s  a could n o t  d u p l i c a t e  ( C N D )  
o r  r e t e s t  O,,K ( R T O K ) .  To t;is p o i n t ,  we've 
w i t n e s s e d  swap t r o n i c s ,  a h i g h e r  t h a n  
n e c e s s a r y  demand r a t e  a n d  h a v e  p o s s i b l y  
i n d u c e d  f a i l u r e s  by e x c e s s i v e  removal a n d  
ins ta l la t ion  of  p a r t s  i n  the  a i r c r a f t  ( th ree  
LRUs, t w o  of w h i c h  were good). What's t h e  
resu l t?  Let u s  present some g e n e r a l  f i g u r e s  
t o  make the  point. Avionics LRUs d u r i n g  one 
p e r i o d  showed a 61.1% r e p a i r  ra te ,  a 26.7% 
RTOK pnd a 12.2% n o t  r e p a i r a k l e  t h i s  s t a t i o n  
rate. The s a d  t r u t h  i s  we d o n ' t  k n o w  
w h a t  t h e  r e a l  r e p a i r  a n d  R T O K  r a t e  was 
because we have no way t o  r e l a t e  t h e  I - l e v e l  
t e s t  f a i l u r e s  t o  t h e  f l i g h t  l i n e  f a u l t s !  
Yes, we repaired 61%, b u t  did we have t o  when 
we did ,  or d id  we f i x  p a r a m e t r i c  p r o b l e m s  
t h a t  would n o t  have a f fec ted  a i r c r a f t  sys tem 
per formance  f o r  many more  f l y i n g  h o u r s ?  
W i t h o u t  knowing t h e  e n v i r o n m e n t  a n d  t h e  
I - l e v e l  t es t  t h a t  f i x e d  the  f a u l t ,  and  wh! 
( v e r t i c a l  a c c o u n t a b i l i t y ) ,  we c a n  I t  " g r o w  
the d i a g n o s t i c s  t o  e l i m i n a t e  t h e  problem of 
ambigui ty!  A d d i t i o n a l l y ,  we have  f a i l e d  t o  
give the e n g i n e e r  a d e q u a t e  feedback  ( f a u l t ,  
environment, repair) informat ion  from w h i c h  
t o  design o u t  t he  f a i l u r e  mode e x p e r i e n c e d .  
What approach can we take t o  f ix  the  problem 
a n d  do  a b e t t e r  j o b ?  

F i r s t  and foremost ,  t e s t a b i l i t y  must be 
considered a major fac tor  i n  per formance  and  
d e s i g n e d  i n  f rom the b e g i n n i n g  p h a s e s  o f  

' I s o l a t i o n  of F a u l t s  i n  Air F o r c e  Weapons  
and Support  System, Committee on I s o l a t i o n  of  
F a u l t s  i n  Air Force  WeaDons S v s t e m s .  Air 
F o r c e  S t u d i e s  B o a r d ,  Summer-1986 ' 

development. W i t h  the advent  of d i s t r i b u t i v e  
a r c h i t e c t u r e ,  f a u l t  t o l e r a n t  d e s i g n ,  a n d  
r e c o n f i g u r a b i l i t y ,  t e s t  becomes  a p r i m a r y  
focus of operation and, thus, t e c h n o l o g y  and  
o p e r a t i o n a l  r e q u i r e m e n t s  may well h a v e  
r e s o l v e d  t h a t  p a r t  of t h e  p r o b l e m .  More, 
h o w e v e r ,  i s  n e e d e d .  

B u i l t - i n  Test  must be  i n t e g r a t e d  a n d  
au tomated  i n t o  the  t e c h n i c a l  d a t a  s y s t e m s  
employed by t h e  maintainer,  a t  a l l  l eve ls ,  
0- ,  I - ,  and D - .  To t h a t  end ,  i n d u s t r y  a n d  
government should develop  a u n i f i e d  f a i l u r e  
repor t ing  system t h a t  links v e r t i c a l l y  the on 
board f a u l t  w i t h  a l l  l e v e l s  of  repair ac t ion  
and bookkeeps repair i n  c a t e g o r i e s  of  f a i l -  
ures by t h e  p h y s i c a l  nature o f  the f a i l u r e  
w i t h i n  t h e  envi ronment  i n  w h i c h  i t  f a i l e d .  
T o  do th i s ,  TSMD must be  d e s i g n e d  i n  a n d  
c a p t u r e d  a l o n g  w i t h  t h e  f a i l u r e  d a t a .  

Finally, the maintenance d a t a  c o l l e c t i o n  
system needs t o  be overhauled t o  accommodate 
t h e  c a p t u r e  and  f e e d b a c k  o f  f a u l t  c o d e s ,  
TSMD, f a u l t  s p e c i f i c  and  n o n - f a u l t  s p e c i f i c  
repa i r  action. How would a sys tem l ike this 
f u n c t i o n  a n d  w h a t  would  we g a i n ?  

Again, l e t  u s  use a cu r ren t  f i g h t e r  as 
an example. Automated f a u l t  i n f o r m a t i o n  i s  
down loaded  i n t o  a revamped MDC/technical 
data  system where f a u l t  c o d e s  are  g e n e r a t e d  
and f a u l t  i s o l a t i o n  p r o c e d u r e s  are s e l e c t e d  
and presented t o  the maintainer. The  current 
D O D  Std 863B/MIL-M-83495 F a u l t  Reporting and 
Faul t  Isolation Manuals p r o v i d e  an excel lent  
t o o l  f o r  a u t o m a t i o n  a s  f a u l t  c o d e s  a n d  
i s o l a t i o n  p r o c e d u r e s  a r e  l o g i c a l l y  a n d  
s e q u e n t i a l l y  n u m b e r e d .  Us ing  t h e  r a d a r  
example,  the  f a u l t  code  would be 94-61-XH 
which means weapons cont ro l - radar -a i  r- t o - a i  r 
mode - " f a i l e d  t o  lock on." The i s o l a t i o n  
procedure is  JG ( job  g u i d e )  94-61-001 w h i c h  
means f o r  f a u l t  94-61-XHY s ta r t  here. The 
f i n a l  a c t i o n  would be  JG 9 4 - 6 1 - 0 0 5  w h i c h  
means remove a n d  r e p l a c e  low power RF 
assembly and dua l  s i g n a l  processor. ( T h a t  
f l i g h t  l i n e  i n f o r m a t i o n  would be  a u t o m a t i -  
cal ly  relayed t o  I - l e v e l ,  and  a u t o m a t i c  Test 
Program S e t  (TPS) t e s t  n u m b e r s  would  b e  
mat r ixed  t o  look f o r  a parametr ic  f a i l u r e  
which would c a u s e  t h a t  p a r t i c u l a r  s y s t e m  
f a i l u r e  mode.) Repair a c t i o n  would be  taken 
and  logged  and  t a g g e d  t o  the sys tem f a u l t  
c o d e  a n d  t h e  c a p t u r e d  TSMD. 

All n o n - f a u l t  code  r e l a t e d  parametric 
f a i l u r e s  would  b e  l o g g e d ,  b u t  r e c o r d e d  
s e p a r a t e l y .  All  d a t a  would  then b e  
t r a n s f e r r e d  t o  e n g i n e e r i n g  a t  d e p o t  a n d / o r  
con t r ac to r  f o r  t r e n d  a n d  a n a l y s i s .  Data 
would then be s t u d i e d  and  a p p l i e d  t o  d e f i n e  
the exact physical cause of f a i l u r e  r e l a t i n g  
t o  the p h y s i c a l  p r o p e r t i e s  o f  t h e  f a i l e d  
component w i t h i n  a spec i f ic  environment. By 
this method, t rending could be  deve loped  and  
d e f i n i t i o n  of time t o  f a i l u r e  f o r  s p e c i f i c  
t y p e s  of  equipment  c o u l d  b e  e s t a b l i s h e d .  
Simply put, we could begin t o  def ine the knee 
of the f a i l u r e  curve, much t h e  same a s  we do 1440 



f o r  a i r f r a m e  s t r u c t u r e s .  P r o p e r l y  a p p l i e d ,  
p r o g n o s t i c s  c o u l d  be  d i r e c t e d  t o  t h e  f i e l d  
and c r i t i c a l  f a i l u r e  o f  a i r c r a f t  s y s t e m s  
could be preempted. In format ion gained wou ld  
be used t o  e l iminate t h e  ambigui ty by upg rad -  
i n g  t h e  f a u l t  i s o l a t i o n  p r o c e d u r e  o r  B I T  and  
e v e n t u a l l y  d e s i g n i n g  o u t  t h e  f a i l u r e  mode. 

Is a l l  t h i s  p o s s i b l e ?  We b e l i e v e  i t  
i s .  With concent ra ted  e f f o r t  on t h e  p a r t  o f  
i n d u s t r y  and government, we can begin t o  take  
advan tage  o f  t e c h n o l o g y  and  au tomat ion  t o  
b r i n g  a b o u t  a t r u l y  i n t e g r a t e d  d i a g n o s t i c s  
system t h a t  t i e s  des ign ,  ope ra t i on ,  ma in te -  
nance, and redes ign  i n t o  a growth system t h a t  
r e s u l t s  i n  an a i r c r a f t  t h a t  f l i e s  and  f i g h t s  
and al lows t h e  maximum operat ional  c a p a b i l i t y  
w i t h  t h e  m in imum o f  m a i n t e n a n c e  e f f o r t .  


