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= FOreword

he European Green Deal & the New Industrial Strategy for Europe call for a strong EU

presence in international Standardisation development. The recent significant shifts
in the geopolitical environment call for increasing the intensity of the EU presence in
international standardisation committees. Building up a strong and sustainable pool of
European Standardisation competent professionals who are ready to engage in European
and International Standardisation is crucial. With this we are pleased to contribute to this
already engaged community through the “Following the Fellows” series Impact Reports,
now in its 2nd edition under the new StandICT.eu 2026 project, continuing the work of the
precursor edition, proving a tangible testimony of the impact generated by European ICT
expertsworking in collaboration with international Standardisation Developing Organisations
(SDOs), thanks to the financial support provided through the StandICT.eu 2026 Fellowship
Programme, as paramount part of the broader mission of the StandICT.eu 2026 Coordination
and Support Action.

The main purpose of these regular publications is to display the work carried out by our
fellows and illustrate the demonstrable outcomes that excellent research can make to both
society and to the economy (SMEs or industry at large). Therefore, we attempt to substantiate
how each effort on which the fellows are engaged provides a potential benefit to society and
contributes to the achievement of specific, desired, societal outcomes because of the ICT
Standardisation efforts.

As we move forward, our commitment to bolstering the EU's role in international
standardisation remains strong. The “Following the Fellows” series is not only a testament
to the achievements of our fellows but also serves as an inspiration and a call to action for
future standardisation professionals. By highlighting the critical work of these individuals,
we aim to underscore the importance of ICT standardisation in driving innovation, ensuring
competitive advantages, and contributing to the sustainability and resilience of society and
the economy at large.

We invite the standardisation community, policymakers, industry stakeholders, and all
interested parties to engage with the insights and findings presented in these reports.

Silvana Muscella

StandICT.eu 2026 Project Coordinator
& CEOQ, Trust-IT Srl
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= INtroduction

his report marks the third batch of the funded fellows under the StandICT.eu 2026
Programme. It shares perspectives and first results of the fellowships that were
funded under this third open call.

Our team is delighted to showcase the third series of StandICT.eu 2023 fellowship stories
of the funded experts detailing the addressed standards and landscapes, how these
will fill in the identified gaps as well as impact the related stakeholders and society. The
results obtained by our fellows fully respond to many of the objectives set out in the EU
Strategy on Standardisation. They mainly prioritise and address standardisation needs in
strategic ICT areas, enhance European leadership in global standards, support innovation
and, finally, improve the overall integrity of the European standardisation system.

Standards are at the core of the EU Single Market and global competitiveness and play
a fundamental (even if sometimes invisible) function in our daily life. They can ensure
the interoperability of products and services, reduce costs, improve safety, and foster
innovation.

At the same time, standards act as powerful drivers for innovation and growth by helping
researchers bring their innovation to the market and spread technological advances, as
standards make their results transparent and ensure high quality. One of the key purposes
of StandICT.eu 2026 is to support the activity of European ICT experts to contribute to the
modernisation and consolidation of the European standardisation system as well as to
the valorisation of their research outputs, with a view to efficiently respond to the EU'’s
ambitions towards different thematic ICT areas, such as such as Metaverse and Digital
Product Passport, which were the focus of the announcement of the 3rd Open Call.

The primary purpose of this document is to share the results attained through the work
carried out by the funded experts, and to showcase the most relevant outcomes, creating
awareness of the potential impact and repercussions of such impact on commerce,
industry, governmental policies and strategies and the society. This open call is the
third one out of nine StandICT.eu 2026 Open Calls. Each open call will have a dedicated
impact report demonstrating the key findings, contributions, and observations with
StandICT.eu community, the European Commission, the Multi-Stakeholder Platform for
ICT Standardisation, the SDOs, and even beyond, with all interested actors of our ever-
growing StandICT.eu community.

In this funding batch, in total, 35 fellowships were granted, tackling the five policy areas

as defined in the Rolling plan for ICT Standardisation!

> Foundational drivers: 7 fellowships focusing on Cybersecurity Network and
Information Security (5 fellowships), and e-Privacy (2).

> Key enablers and security: 20 fellowships focusing on Artificial Intelligence (7
fellowships), 5G/6G (2), electronic identification (5), Internet of Things (4), Quantum
technology (2) and e-Infrastructures (1).

> Innovation for Digital Single Market: 3 fellowships focusing on Blocklchain and DLT
(2), and Metaverse (1).

> Sustainable growth: 5 fellowships focusing on Smart Grids, Smart Cities, Circular
Economy, including Digital Product Passport as well as Robotics and autonomous
systems.

1 https)/joinup.ec.europa.eu/collection/rolling-plan-ict-standardisation/rolling-plan-2024
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Overview of the Open Call #3

The third open call was running from the 30th of November 2023 until the 9th of January
2024. It received 115 applications out of which 35 were selected for funding, with an overall
322,158 Euro granted.

The StandICT.eu Open Calls target European ICT standardisation experts contributing to
the international SDOs, work groups and/ or technical committees at any of the priority
topics, astaken from the Rolling Plan for ICT Standardisation. Due to their current strategic
importance at the EU level, applications focusing on the topics of Metaverse and Digital
Product Passport were highly encouraged. However, this open call was completely open
for applications tackling a broad range of ICT domains (as encompassed in the ICT Rolling
Plan for Standardisation) and treated as equally valid.

Fellowship Profiles

The funded applications offer a large geographic spectrum with 11 different EU or associated
countries (with most experts from Belgium, France, Italy, and Austria). 23% of the funded
experts were female, reflecting the wider context of ICT professionals where the majority
of the workers are male, and especially in the ICT standardisation context. Moreover, 34%
of the fellows are new to the StandICT.eu programme, and the remainder are returning
fellows who have already benefited from a funded StandICT.eu fellowship.

The retained fellowships are represented with a balance across the key technologies, and
with a wide spectrum of SDOs that will benefit from the competence and expertise of the
applicants. As outlined in the figure here below, a major part of the granted fellows have
chosen their focus across a varied range of horizontal and vertical ICT areas, the most popular
areas in this batch include artificial intelligence, cybersecurity, electronic identification
as well as internet of things. Moreover, this funding batch is marked by a great variety of
vertical ICT areas covered by the fellowships, namely in the field of digital product passport.

FUNDED GRANT TYPE GENDER ORGANISATION TYPE
13 IT Consultancy/Development
Applications for a ‘ 34 Long Term ° ° \\‘ 9  Academia/Research
total amount of 1Short Term 9 SMEs
322158 € 27 ﬂ * 8 1 Goverment/Public Services
Not for Profit Organisation
1 Policy/Funding Agency
1 SDO/National Standard Body
MOST TARGETED TOPICS SDOs

oo@mmm» 7 Artificial Intelligence
e S5 Cybersecurity
@m» 5 Electronic Identification
0000 4 loT
@@ 2 5G&Beyond 6G 10

®® 2 Blockchain And Distributed Ledger Technologies
®® 2 E-Privacy

2 Quantum technology 8
1 CIRCULAR ECONOMY

1 E-Infrastructures for Research Data & Computing
1  Robotics & Autonomous Systems 6
1 Smart Cities
1 SMart Grids & Smart Metering
1 Virtual Worlds & Citiverse

o000
CEN/CENELEC
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Engaged SDOs, Organisations and European Projects

66% of the fellows' activity contribute to the activities of Commmittees or Working Groups
operating in global SDOs, including IEC, IEEE, IETF, ISO, ISO/IEC and ITU, while the remainder
works with European Standardisation Organisations (ESOs), covering ETSI, CEN, CEN/
CENELEC. Finally, 17 European funded and innovation research projects (see Table 1) are
related to the engaged work in the OC#3 fellowships, with a focus on different horizontal

and vertical technologies.

Table 1- EU Projects related to OC#3 Fellowships

Project ICT Area Funding Related StandICT.

Programme eu Fellow
SOLARIS ICT Governance HEurope Piercosma Bisconti
LUCIA eHealth HEurope Lucidi
Al4HOPE Artificial HEurope

intelligence

SYNTHEMA eHealth HEurope
InterConnect Smart Grids H2020 Olivier Genest
GIFT and energy H2020
SENDER H2020
MAESHA H2020
ENERGICA HEurope
ENERSHARE HEurope
SCALE HEurope
RESONANCE HEurope
PARMENIDES HEurope
HEDGE-IoT Internet of things |HEurope
Quantum Random Quantum Polish National Witold Jacak
Numbers Cenerators |technologies Centre for Research
JURAND and Development

project
QU Test Horizon Quantum HEurope

technologies

ACCRA Robotics H2020 Amelie Gyrard

Now, we are delighted to share with you the insights from our granted fellows' work —
and we truly hope that these results encourage you get involved in our StandICT.eu
community and joining our Fellowship Programme under our forthcoming Open Calls,
the European Observatory for ICT Standards (EUQOS) - via the Technical Working Groups
(TWGs) delivering up-to-date landscape and gap analysis, and finally Standards Academy
training future experts in ICT Standardisation.

Together we shape and reinforce the European and international ICT standardisation
arena!
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Contribution to e-identification and
e-authentication at CEN/CLC/JTC 13 & ISO/
|[EC JTC1/SC 27 WG5's

Christophe Stenuit
Viewconcept.be
Belgium

Sector

Cybersecurity Network and Information Security

Engaged SDOs, WGs and TCs

CEN/CLC/ITC 13 WG5 on Data Protection, Privacy and Identity
Management

ISO/IEC JTC 1/SC 27 WG5 on Identity management and privacy
technologies

Role

Editor of and contributor to standards related to identity, identification, authentication and
privacy protection at SDO CEN/CLC/ITC 13 WG5 and SDO ISO/IEC JTC 1/SC 27 WG5

Addressed EU standardisation priorities and gaps

Withthisfellowship,laim to positivelyinfluencethe European marketanditsinfrastructures
by benefiting from international contributions (e.g. ISO/IEC) in the controlling of civil
security and the protecting of e-identity and e-privacy. This activity enhanced existing
references, and encouraged promoting the use of these references through adoption at
the European market.

Concerned ICT Standards and contribution to the related landscape

With this fellowship, | continued my engagement in fostering harmonisation of e-identity
and privacy protection standardisation in Europe, contributing to ease the implementation
of e-identity and e-privacy developments.

The scope of my funded activity includes proposing/revising/amending/reviewing
standards. Progress was made on the following ICT standards:

> ISO/IEC 24760-1 about identity management terminology and concepts
> ISO/IEC 24760-2 about identity management architecture

> ISO/IEC 24760-3 about identity management practices
D

ISO/IEC 24760-4, about identity management and credentials, authenticators and
authentication

ISO/IEC 29115 about Entity authentication assurance framework

>
> Integration of the referred standards with their amendments
P Adoption of the referred standards as prEN

|

also did other supporting activities, for example, contributions on supporting
standardisation activities in relation to, as part of the ISO JTC1 SC27 WG5:

b AGS on strategy
P Development of threats associated with digital authentication and possible controls
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> Analysis of identification and authentication processes
> And as part of the CEN/CLC/ITC13/WG 5:

> Contribution to the establishment of a Liaison Statement of ISO/IEC JTC 1/SC 27 WG 5 to
CEN-CENELEC JTCI13.

Impact (on European SMEs, related projects or in society)

Impact on SMEs

SMEs are better aware of risks and of controls required in IT and information protection.
Recent EU GDPR, elDA2 regulations and NIS-2 directives developments impose a different
view on [T risks, information security, data privacy protection and identity management
controls, and therefore creating a difference in awareness of the consequences that may
fall down improper compliance to good practices. Good standard references helped
confidence establishment and maturity improvement in matters yesterday far from
SMEs’ concerns.

Impact on Society
The activity tackles societal challenges in three different axes:

Firsty, it supports secure societies by protecting freedom and security of Europe and its
citizens. Supporting standards on e-identity and e-privacy information management
ensures identity information lifecycle, identification, bound proofed identity information
andauthentication of citizensand societiesarein place before authorised accesstoservices
is provided without compromising their privacy. Secondly, in the areas of cybersecurity,
network and identity information security. Standards on reference architectures around
e-identity and e-privacy management ensure information infrastructure has the required
controls in place to protect citizens and societies while accessing and using provided
services. Thirdly, it enhances ePrivacy protection: Data protection good practice ensures
any risk on identity information is mitigated during the processing of the information.

Has your project directly involved or led to a specific recommendation
or proposal for developing new or revised standards?

Yes. Part of the objectives of the project is to support systematic reviews, revisions, and
amendments of existing work items. Another objective is to support the adoption and the
publicity of these work items in the EU market, thereby guaranteeing the sustainability of
existing references in a changing world.

Have the standardisation activities in your project led to specific
deliverables?

Yes, | have contributed to several technical reports on common terminology, reference
materials and recommendations for new and revised standards.

What future efforts or activities are still necessary for your area of
application?

Most developed texts are achieving maturity. The referred work items are being more
and more used or referred to in the industry. Some efforts are still required to achieve
publications. This could take up to 18 or 24 months. This activity will continue throughout
2024, producing publications during 2024 and 2025.

Online references related to the fellowship work

& https://standards.cencenelec.eu/dynwww/f?p=2057:0::FSP_ORG_
ID:2307986&cs=1BFE244DDA2A68DIB5C93795034A8D D05

& https:/committee.iso.org/home/jtclsc27/
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m Revision of ISO/IEC 15408-1:2022

Elzbieta Andrukiewicz
Project Leader, National Institute of Telecommunications
Poland

Sector

Cybersecurity Network and Information Security

Engaged SDOs, WGs and TCs

ISO/IEC JTC1/SC27 Information security, cybersecurity and privacy
protection /WG3 Security evaluation, testing and specification

Role

Expert member

Addressed EU standardisation priorities and gaps

The Commission Implementing Regulation Act 2024/482 which introduces the EUCC -
first European Cybersecurity Certification Scheme - sets up the operation starting date to
27 of February 2025.

Early and fast revision of reference standards is crucial for proper operation of national
schemes gathered under the SOG-IS mutual agreement still being in use in 2024, and for
the EUCC starting its operation at the beginning of 2025.

Using erroneous versions of reference standards could have adverse impact on the
European cybersecurity certification market introducing unnecessary confusion,
misunderstanding and in consequence, block the Single Digital Market growth which is
one of the goals set up by the EU strategies.

The biggest challenge for the revision process is to meet the deadlines. Assuming the
development of drafts would be faster than typical ISO stages, which usually are within
18 months, the SC27 can approve upgrading the project from the preparatory stage (20)
directly to the enquiry stage (40), which is possible according to the JTC1 procedures. In
that way the process of revision could be completed according to the plan and revised
versions of ISO/IEC 15408 (multipart) and ISO/IEC 18045 — published by the end of 2024.

Concerned ICT Standards and contribution to the related landscape

Following the Cybersecurity Act delegation, the European Commission has published the
Implementing Regulation 2024/482 that lays down rules for the application of Regulation
(EU) 2019/881 of the European Parliament and of the Council as regards the adoption of the
European Common Criteria-based cybersecurity certification scheme (EUCC)". Reference
standards are indicated in Art. 3: Evaluation standards.

The following standards shall apply to evaluations performed under the EUCC scheme:

the Common Criteria; and the Common Evaluation Methodology, which are equivalent

to ISO standards.

> (1) ‘Common Criteria’ mean the Common Criteria for Information Technology Security
Evaluation, as set out in ISO standard EN ISO/IEC 15408;

P (2) ‘Common Evaluation Methodology’ means the Common Methodology for
Information Technology Security Evaluation, as set out in ISO standard EN ISO/IEC
18045;"ISO/IEC 15408 (multipart) and ISO/IEC 18045, versions from 2022, are under the
revision.
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Once the revision is finished Common Criteria and Common Evaluation Methodology
(CC/CEM) will be published on the CCRA website?, based on the agreement between
the ISO Central Secretariat and several IPR stakeholders being participants of the CCRA
arrangement.

Additionally, itis assumed that the adoption process for incorporating ISO/IEC 15408/18045
as European standards will be performed in synchronisation with the ISO processes of
developing the revised versions.

Impact (on European SMEs, related projects or in society)

Impact on SMEs

The goalset upintherevision planisstrongly supported by sound reference standards. The
assessments can be repeatable and comparable, creating the basis for wide recognition
of results which usually appear as certificates respected by all EU Member States.

Has your project directly involved or led to a specific recommendation
or proposal for developing new or revised standards?
Yes, | contribute to the revision of ISO/IEC 1540822022 (all parts) and ISO/IEC 180452022

that are assumed to be fast to cover urgent needs of the global market and expectations
related to the opening of the EUCC in near future.

Have the standardisation activities in your project led to specific
deliverables?

Yes, my fellowship contribution will result in the Updated document ISO/IEC DIS 15408-1.
What future efforts or activities are still necessary for your area of
application?

Once the revision is done, we will disseminate it across the different stakeholders, and it
will allow the community:

> to learn the newest editions of widely recognised international standards that support
the cybersecurity certification and technical aspects of the process of revision;

> toshow how the application of widely recognised international standards could support
EU legislation related to cybersecurity certifications and possibly various certification
schemes that would emerge in the future as the result of implementation of legal
provisions (namely, Cybersecurity Act, Cyber Resilience Act, the European Chips Act,
NIS2 Directive, among others);

> toapply the standards to security evaluation of the newest innovative technologies such
as quantum key distribution and post quantum cryptographic algorithms.

Online references related to the fellowship work
& https://www.iso.org/committee/45306.html

2 https:/Mwww.commoncriteriaportal.org/cc/index.cfm
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Adaptive Context-Based Access
Management for Critical Infrastructure

Samia Oukemeni
Standarisation Expert, Vodafone
Germany

Sector

Cybersecurity Network and Information Security

Engaged SDOs, WGs and TCs

IEEE INGR Security
IEEE INGR System Optimisation

Role

Expert member

Addressed EU standardisation priorities and gaps

With this fellowship | addressed several gaps related to cybersecurity standardisation.
There is a lack in traditional AC systems of the dynamic adaptability necessary for
addressing evolving cybersecurity threats and the lack of smooth transitioning between
access technologies for seamless authentication backed by industry and researchers.
Also, implementing ZTA, despite its effectiveness, is complex and resource-intensive.
Transitioning existing frameworks to this more secure model presents significant
challenges, especially when coordinating across diverse technologies within the 5G
ecosystem. In addition, thereisa pressing need for standardised Access Control as a Service
(ACaaS) models. Existing AC mechanisms vary widely across different platforms and
technologies, lacking a unified approach that ensures consistency and interoperability.

Conseqguently, the priority of this work is to contribute in developing a standardised ACaaS
framework, providing a blueprint and architectural guidelines and to advancing the Zero
Trust model in a modular way specific to critical infrastructure by ensuring rigorous
verification and necessity-based access, significantly minimising vulnerabilities.

| can see several challenges in this work. Firstly, different industry players must endorse
a standardised method. Secondly, enhancing the autonomy of Access Control systems
by integrating behaviour analysis and risk threat intelligence presents a multifaceted
challenge involving the development of sophisticated algorithms, seamless integration
into existing infrastructures, continuous updates to address new threats and adherence
to strict data privacy regulations.

Concerned ICT Standards and contribution to the related landscape

My work is based on IETF RFC 2903 and ITU-T X.812 and additional contributions standards
will be part of IEEE standards.

Impact (on European SMEs, related projects or in society)

Impact on SMEs

Thisstandardisation project, where | am contributing to, will significantly impact European
SMEs and societies by enhancing cybersecurity in critical infrastructures through the
standardisation of ACaaS. By integrating ZTA, the project allows for more secure, scalable,
and flexible access control mechanisms, which are crucial for the protection of sensitive
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data and systems against evolving cyber threats. This approach reduces potential data
breaches and security incidents, promoting a safer digital environment.

Furthermore, the project aligns with the EU’s ICT Rolling Plan, supporting the EU’s focus
on improving cybersecurity and developing a resilient digital infrastructure. By adapting
dynamic AC systems, the project enables SMEs to safeguard their technologies without
significant upfront costs. This enhances their competitiveness and resilience, contributing
to a more secure and innovative European digital market.

Has your project directly involved or led to a specific recommendation
or proposal for developing new or revised standards?

No.

Have the standardisation activities in your project led to specific
deliverables?

Yes, | have drafted a white paper providing detailed explanations and descriptions of all the
requirements and features necessary for the successful implementation and integration
of ACaa$S into the 5GC ecosystem. The white paper will serve as a valuable resource for
stakeholders, guiding them through the deployment and adoption of ACaaS within their
systems.

What future efforts or activities are still necessary for your area of
application?

After publication of this white paper, | will continue my engagements within IEEE and
beyond to advance the field of access control and contribute to the seamless integration
of ACaaS into the 5G ecosystem.

Online references related to the fellowship work

& https:/futurenetworks ieee.org/froadmap

FOLLOWING THE FELLOWS / IMPACT REPORT FROM FUNDED APPLICANTS
TO THE STANDICT.EU 2026 FELLOWSHIP PROGRAMME / THIRD OPEN CALL

15


https://futurenetworks.ieee.org/roadmap

16

Quantum Key Distribution (QK ) nd
Post Quantum Cryptography ( PQC) : An
equitable analysis

Angie Qarry Jaegermann
Founder & CEQ/CTO, QDeepTech
Austria

Sector

Cybersecurity Network and Information Security

Engaged SDOs, WGs and TCs

CEN/CENELEC/ JTC 22 / WG 4 Quantum Communication and
Quantum Cryptography

Role

Expert member

Addressed EU standardisation priorities and gaps

Quantum Key Distribution (QKD) and Post Quantum Cryptography (PQC) are two
technologies that aim to protect / secure information processing, including protection
against the quantum threat- the ability of quantum computing to break the current
asymmetric key encryption and speed up the symmetric key encryption, both encryption
primitives upon which our internet security is build. Therefore, they address partially
overlapping market needs. The two technologies may be partially complementary and
partly competing. Questions regularly arise about how the two technologies relate to
each other at the EC policy and EU country levels, and how individual organisations make
technological adoption decisions.

The gaps arise due to two reasons: firstly, multiple positions exist that have an implicit
or explicit bias that reflects the organisation’'s interest's political, strategic, and national
roadmap; secondly, great confusion in the market and among stakeholders about which
technology provides Quantum Safe Cryptography solutions ( QSC).

The challenges are the lack of a detailed analysis of their implementation and deployment
due to the relative novelty of each technology and the fact that vulnerabilities and attacks
are still under investigation.

With my fellowship, | work on a Technical Report (TR) that aims to provide an “equitable”
analysis of how the two technologies relate to each other from a security point of view. The
priorities to achieve the goals are to:

> Provide a detailed description of the two technologies: their theoretical foundations,
their relation to the Information security landscape, their protocols and implementation,
and their application scenarios.

> Demonstrate the complementary nature of the two technologies in relationship to
each other;

Demonstrate the advantages and the disadvantages of each technology.
Demonstrate the hybrid/composite approach application scenarios ( PQC - QKD),
Provide Analysis of Application Scenarios.

Provide the security measure of each possible application.

v v v <
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Concerned ICT Standards and contribution to the related landscape

QKD and PQC technologies are supported by (upcoming) standards from multiple
standardisation organisations, including ISO/IEC, ITU-T, ETSI, NIST, and others.

Founded in 2022, the CEN/CLC/ITC 22 on Quantum Technologies has started its work,
building upon two deliverables from the CEN and CENELEC Focus Group on Quantum
Technologies (FGQT, 2020-2023): Standardisation Roadmap on Quantum Technologies
and Quantum Technologies Use Cases. The CEN/CLC/JTC 22 shall produce standardisation
deliverables in the field of quantum technologies. This field includes quantum enabling
technologies, quantum sub-systems, quantum platforms & systems, quantum composite
systems and applications. Under the JTC22, there are four Working Groups ( WG) 1. WGT-
Strategic Advisory Group(SAG); 2. WG2- Quantum Metrology, Sensing and Enhanced
Imaging, and Quantum Enabling Technologies; 3. WG3- Quantum Computing and
Simulation; 4. WG4- Quantum Communication and Quantum Cryptography.

My fellowship focuses on one of the working Items (WI1) in WG4. It has been accepted and
has been under development since November 2023.

WG4-Quantum Communication and Quantum Cryptography has the following Working
ltems: 1. Gap analysis of current quantum communication and cryptography standards; 2.
Quantum network best practices; 3. QKD and PQC - An equitable analysis.

Impact (on European SMEs, related projects or in society)lmpact on
Society

This technical report, resulting from my fellowship's contributions, is an equitable analysis
of the relationship between Quantum Key Distribution (QKD) and Post-quantum
Cryptography (PQC) technologies. It describes the two technologies’ complementary
nature and highlights their potential advantages and benefits.

The European Cybersecurity Act underscores the crucial role of the EU market in relation
to emergent technologies such as Al and quantum computation, which pose a threat
vector to information security. Recognising this, the European Commission invests
significantly in developing a QKD European Network, and the European Space Agency is
actively involved in numerous free space QKD communication projects.

The development of this standard is significant to the European market, mainly because
Europe is pushing very hard for the development of QKD while NIST favours PQC.

Has your project directly involved or led to a specific recommendation
or proposal for developing new or revised standards?

Yes, my fellowship focuses on one of the working Items (WI) in WG4 of CEN/CENELEC/
JTC22, which aims to develop a new standard for QKD-related technologies.

Have the standardisation activities in your project led to specific
deliverables?

Yes, | am working on a technical report that is an equitable analysis of how the Quantum
Key Distribution (QKD) and Post-quantum Cryptography (PQC) technologies relate, and
it lays the foundation for future standards.

What future efforts or activities are still necessary for your area of
application?

The development of standards for quantum technologies under the CEN/CENELEC/
JTC22 started in March 2023 in a plenary meeting in Berlin in DIN offices. The structure of
the whole committee was decided, and the work was divided into four working groups.
The work started in September 2023 and was first reported in November 2023 in a plenary
meeting in Turin. The structure of the technical report for the proposed project was
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accepted, and the work started. The status is a work in progress. The explanatory part
of each technology is mainly finalised separately. The terminology of the life cycle is still
under discussion. A consensus on the terminology also means a clear path towards the
analysis.

Online references related to the fellowship work

& https:;//www.cencenelec.eu/areas-of-work/cen-cenelec-topics/quantum-technologies/
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A Collaborative approach for Safer Learning
Environments
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